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1. Introduction

PNT 360 is Safran Navigation & Timing’s Monitoring and Configuration Management Solution. It
provides insight into your timing system and allows you to monitor its functionality and
performance by giving you access to metrics related to NTP, PTP, GNSS, System, Network,
Oscillator, Timing, White Rabbit, and more. It also provides a centralized configuration
management function so you can manage your devices from one location.

2. Setup

2.1.Prerequisites

Network Requirements

SNMP
Log Aggregation Port

Server Requirements
(O Ubuntu 20.04 or later.
CPU Intel Pentium 4 processor SSE2 capable.
Memory 4GB RAM minimum (8GB RAM recommended)
3 GB retention, per device, per year for 1 year
Storage Example: 10 devices would require 30 GB/year total storage

161/UDP
514/UDP

2.2. Installation

Open a terminal and navigate to the directory with the install file. Then run the following:

sudo apt install ./pnt360 bundle <xxxxxx>.deb

During installation, you will be prompted to for certificate information, pressing the “Enter” will
skip each of these prompts:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:
State or Province Name (full name) [Some-State]:
Locality Name (eg, city) [I:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

After this, the installer will generate a self-signed certificate.

2.2.1. Initial Admin User Creation

If no prior users exist, you will be prompted to create an initial admin user.

o Page 5 of 92
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Password requirements:

e Between 12 and 64 characters.
e Must include at least 1 uppercase letter, 1 lowercase letter, 1 number, and 1 special character.

HEH R HEHHERR RHHHERRE R
#

INITIAL ADMIN USER SETUP #

#

HEHHHEHBHEHEERE RHHHERRRHREHERRR R

No prior users detected, please enter initial admin user credentials.

Password must be between 12 and 64 characters and contain at least one of each of the following: Uppercase letter, Lowercase letter, Number, Special Character
Username: admin

Password (hidden):

Confirm Password (hidden):

After entering and confirming the password, the user account will be created, and you can log into
PNT 360.

2.2.2. Upgrading

To upgrade PNT 360 to a new version, open a terminal and navigate to the directory with the install
file. Then run the following:

sudo apt install ./pnt360 bundle <xxxxxx>.deb

Note: to install your own SSL certificate, see the

After the installation is complete you will be able to reach the Ul at
https://<pnt360_Server_|Pv4>.

In this document, the text <pnt360_Server_IPv4> should be replaced by the actual IPv4 address
(or hostname) of the server running the PNT 360 monitoring application.

2.2.3. Uninstalling

To uninstall PNT 360, run:

sudo apt remove pnt360

3. Getting Started

3.1.SecureSync User Management

. for both SecureSync 1200 and 2400: You must create a PNT 360-specific User on
each SecureSync that will connect to the monitoring application to avoid conflicts with accessing
the SecureSync’s Web Ul.

e On the SecureSync, navigate to Management > Authentication and click the +
e Enter the credentials you will use for PNT 360 to monitor your SecureSync
e Select the Group “Admin” and click Submit

£ Page 6 of 92
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Add User

Username Ihadmin

Password

Repeat Password

Group

« SUBMIT

Figure 1: User configuration on SecureSync device

3.2. White Rabbit Zen User Management

It is recommended to use the userSNMP user for PNT 360 SNMP data. You can modify this user’s
access view and mode, the auth and private key, as well as the password.

e Onthe WRZ Web Ul, Navigate to Administration > SNMPV3
e Enter in the credentials you wish to use and click change password
e You can now use this account in PNT 360

JASHBOARD - oV EW CONFIGURATION w &% ADMINISTRATION ©) MANAGEMENT EJ Activity £ Settings ¥

SNMP

SNMPV3

SNMPV3

Traps

[£JCHANGE PASSWORD

Figure 2: User configuration on WRZ device
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3.3. Configuring PNT 360

3.3.1. Logging In

Once PNT 360 is successfully installed, you should be able to reach the login screen in your local
browser by navigating to https://<pnt360_Server_IPv4>.

Note: In this document, the text <pnt360_Server_IPv4> should be replaced by the actual IPv4
address (or hostname) of the server running the PNT 360 monitoring application.

Username

Password

3.3.1.1. First-Time Login Procedure
If logging in for the first time, you will be prompted to read and accept the EULA.

Terms and Conditions

Read and accept terms and conditions
- + = 5 |of5 | @) | (D

S SAFRAN

Annex A~ Lst of Third Party Softwares

| Agree | Disagree

Next, you will be prompted with the following message:

o Page 8 of 92
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Dismiss

A\ No license found. Please upload a valid license to activate this system.
LICENSE

CHOOSE LICENSE FILE

No file selected

To upload a valid license:

1. Select “CHOOSE LICENSE FILE”
2. Select the license file provided by Safran with the installation package
3. Select “UPLOAD LICENSE”

Once the license is validated, full access to the application will be granted.

. License uploaded successfully

3.3.2. Update Password

In the Settings tab, select Users.

SETTINGS

Role

Administrator

Click the edit icon and enter a new password:

" Page 9 of 92
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Profile

First Name

Last name

Role

Administrator

Email

Password

word must be at least

3.3.3. Configuration
Now you must configure for monitoring before you can proceed with creating dashboards.

In the Settings page, select the Preferences tab and enter the Syslog Server IP address.

NOTE: this should be the IPv4 address of the server that you’ve installed PNT 360 on.

SETTINGS

Click Apply.

3.4. Adding Devices

3.4.1. Single Device

Navigate to the Devices tab in the header and click ADD. Enter all the information for that device,
then click SAVE.

For SecureSync, the APl Username and API Password for each device is the credentials of the user
created in SecureSync User Management. For White Rabbit, the APl Username is “root”, and the
AP| Password is the password for the “root” user.

& Page 10 of 92
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DEVICES

Add Device

Type

Il Antiquewhite

You should now see the device in the Devices list.

DEVICES

@ ADD © IMPORT DEVICES ®

Seamone 0 -
=D e PTP Master with GNSS
l g 10.15.237.50

PTP Slave Type: 2400

S/N:377
Model: 2406-033

Metrics Collection @il

WR ZEN TP-FL Option Cards
1200 with PTP OC

3.4.2. Import devices

You can import a list of devices from a CSV form. To view the expected file format, Click the ? icon
on the Devices page.

DEVICES

© ADD @ IMPORTDEVICES (3)

You will see the file format and the option to export a sample file to get started.

& Page 11 of 92
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IMPORT FILE FORMAT

il bedow. Export the sampké file to get started

DEVICE TYPE ID

DEVICE_USERNAME  DEVICE_PASSWORD
[ HAME

wser pass

‘Whiteflabbit: 7

‘WhiteRabbit: Zen TRFL

‘WhiteRabbit: Zen 32BN

Whiteflabbst WS
Rows per page: 100 = 1-1al1

Enter the devices you wish to monitor and then upload this file using the Import Devices button.
You will see all the devices listed in the Devices page. Duplicate devices will not be added.

DEVICES

© ADD @ IMPORTDEVICES (%)

. e PTP Master with GNSS
) - 10.15.237.50

PTP Slave Type: 2400

S/N:377
Model: 2406-033

Metrics Collection @i

WR ZEN TP-FL Option Cards

3.5. Data Collection

There are two ways that the PNT 360 application gets data for monitoring:

e Accessing the device’s REST API
e SNMP

You can see the data collection status through the indicator under Metrics Collection. If either the
REST or SNMP metrics collection requires attention, a warning indicator will appear.

Each device must be configured to expose the SNMP data specifically for PNT 360 use. For
SecureSync devices, enabling metrics collection will also configure the device to expose SNMP data
using the credentials specified in Settings > SNMP Scraping.

For White Rabbit devices, the credentials in Settings > SNMP Scraping must match the ones set in
White Rabbit Zen User Management.

Page 12 of 92
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Note: Some White Rabbit metrics (most notably Offset from Master) require enabling Expert
metrics inside the White Rabbit device. To do this:

--Access the CLI of the device, either through SSH or a serial connection
--Run the command gpa_ctrl -s misc snmp/show experts 1
--Reboot the device

Once these credentials are configured, you can toggle the Metrics Collection switch to ON for each
device in the devices list to begin collecting metrics. Please allow a couple minutes for scraping to
begin and the Metrics Collection indicator to turn green.

3.5.1. Monitoring Status Indicator

The data collection status can be seen through the Monitoring Status indicator. This indicator
displays whether the application is currently able to gather metrics from the device.

This indicator appears next to each device on the Devices page, as well as in the “Monitoring Status”
dashboard chart.

The metrics collection indicator can have the following states:

Status Green (solid link)

SecureSync 2400

Explanation Metrics collection for the device is functioning normally. The application has received new SNMP metrics
from the device within the last minute, and the device is currently reachable through its REST API.

Resolution N/A

Status Yellow (broken link), “device connected, but no metrics available”

SecureSync 2400 Q)

Device connected, but no metrics available. Check SNMP
configuration.
WR7 Nevira R %

Explanation The device is currently reachable through its REST API, but the application has not received new SNMP
metrics from the device within the last minute.

This status may occasionally appear in normal operation:

° When metrics collection has recently been turned on and two minutes has not yet elapsed
. Due to intermittent network issues

If this status persists, and metrics do not appear on dashboard charts, then follow the below resolutions.

Resolution Resolution 1
If metrics collection is disabled, press the toggle to enable metrics collection. The indicator will take
several minutes to update to Green, after which metrics should be visible for the device on the dashboard.

Resolution 2

SNMP may not be configured correctly on the device or in the application. The credentials configured on
the device for SNMP (in the app, see Devices -> (click your device) -> Configuration Management ->
SNMP) must match the ones that the application is trying to use for that device (in the app, see Devices
-> (click your device) -> Edit -> SNMP Information). For SecureSync products, the device will be
automatically configured with the given SNMP credentials when metrics collection is enabled, but for
other products this must be done manually.

Resolution 3

S SAFRAN Page 13 of 92
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The network may be configured to block SNMP traffic, ensure port 161 on the device is reachable. Use an
external SNMP tool like snmpwalk to verify that metrics are collectable from the device and that the
community or v3 credentials are correct.

Yellow (broken link), “metrics available, but could not reach device”

SecureSync 2400 R

Metrics available, but could not reach device. Check
network configuration.

WINT Nevemn 2 S

The device is not reachable through its REST API, but the application has received new SNMP metrics
from the device within the last minute.

Resolution 1

The username or password on the device may have changed; log in to the device using its Web Ul to
confirm the credentials. The credentials that the monitoring application is using to log in to the device
can be changed by editing the device on the devices page.

Resolution 2

The network may be configured to block traffic from the REST API, or the REST APl may be disabled on
the device. Ensure the port that the API is hosted on is reachable. Use the product’s APl documentation
to log in (with postman, curl, or other REST API tool) and verify that the API is functioning normally.

Red (broken link), “could not reach device”

Could not reach device. Check network and SNMP
configuration.

p

The device is not reachable through its REST API, and the application has not received new SNMP metrics
from the device within the last minute.

Make sure the device is powered on, connected to the network, and has been added at the correct IP
address or hostname. Follow the above resolutions for the Yellow (broken link) statuses to troubleshoot
the issue.

Error

SecureSync 2400

Emor when getting the metrics status

The application server could not be reached or encountered an internal error.

Close the tab, re-open it, and log back in. If the problem persists, please contact support.

3.5.2. SNMP Global Configuration

You can configure SNMP Scraping for all devices in the PNT 360 settings.

Navigate to Settings > SNMP Scraping

S SAFRAN Page 14 of 92
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CPNT

~J UTC: 07/29/2024, 16:55:48

Home Devices Reporting Setlings A

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS

SNMP SCRAPING

SecureSync Default
SNMP Version

v2e . PNT360SNMP

WRZ Default
SNMP Version

Community
v2c public

WRS Default

n Community

v2c public

3.5.3. Metric Sharing

You can share metrics with Safran Navigation & Timing for analysis purposes. Only device metrics
are transmitted; all identifiable information (company name, IP addresses, etc.) are obfuscated prior
to data transfer. You will be given a portal key and a user key with your installation package of PNT
360. These keys will be specific to your company and not used by anyone else.

This feature is configurable. Navigate to Settings then the Metric Sharing tab.

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS

METRIC SHARING @

Enabling this will send your metrics collection to Safran Navigation & Timing for further analysis. Only timing system metrics will be shared, no personal or
custom data will be shared. Disabling this will remove your credentials and stop metric sharing.

Toggle Metric Sharing on.

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS

METRIC SHARING «@

Enabling this will send your metrics collection to Safran Navigation & Timing for further analysis. Only timing system metrics will be shared, no personal or
custom data will be shared. Disabling this will remove your credentials and stop metric sharing.

Upload Metrics Share Portal Key

Choose File [GR{IERSEE Connected

Upload User Key
Choose File JN[RIEE I Next share: 2024-04-26 16:11:42.220896

ACTIVATE/UPDATE Last successful share: 2024-04-26 15:11:42.223361

Upload your Portal key and user key and select Activate.

Page 15 of 92
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3.5.4. View Available Metrics

This feature allows users to view and export lists of available metrics for the selected device,
including information about each metric.

1. Access Available Metrics: Navigate to the Devices page, select the desired device, and
expand the Available Metrics section to view the list of all metrics collected for the device.

WRZ ZEN
10.15.237.145

Metrics Collection @) @

Device Details

System Information

Extensions

Configuration Management

Available metrics

Metric name Instance J Interface Details Additional labels

cpu_load1 10.15.237.145 N/A N/A N/A

cpu_load15 10.15.237.145 N/A N/A N/A

cpu_load5 10.15.237.145 N/A N/A N/A

cpu_usage 10.15.237.145 N/A N/A N/A

eth0_rx_bytes 10.15.237.145 N/A N/A N/A

Rows perpage: 5 ~ 1-5 of 264

2. Filter Metrics (Optional):
a. Select the filter icon button located in the top right corner of the metrics table to
refine the list of metrics.
b. In the Filter by Category dialog:
i. Select the Column to filter by (e.g., Metric Name, Instance, or Job).
ii. Choose an Operator (e.g., Contains, Equals).
iii. Enter a Value to specify the filter criteria.
iv. Select Apply to display only the relevant metrics.

Pa Page 16 of 92
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Filter by category:

Columns

Operator

contains

Value

CANCEL APPLY

3. Export the List:
a. Select the download icon button located in the top right corner of the metrics table.
b. A list of the selected metrics will be downloaded and saved to your local system.

4. Features

4.1.Login/Out

Login with username and password.

Username

Password

An error will display if the account information is incorrect.

Password

& Page 17 of 92
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Settings

4.2.1. Preferences

You can update the application theme as well as the default application language in the Preferences
section.

Click on Settings, then the Preferences tab.
Select the display mode and language and click Apply.

The preference changes will occur immediately.

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS LICENSE

PREFERENCES

Display Mode
Dark Mode

Default Language

English

10.15.236.14

Figure 3: The Settings page in Dark Mode

4.2.2. User Management

4.2.2.1. Adding Users
Navigate to Settings, then Users tab and click New User.

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS

USERS

© NEW USER

Username First Name Last name Role

admin Administrator

The new user modal will display.

& Page 18 of 92
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Profile

First Name
testuser

Last name

Test

Usemame

Testing

Role
Administrator

Email
test@safran.com

Enter the user information and click Add.

Note: The Administrator role has access to all features of the application, including modifying
dashboards, changing device configurations, and updating PNT 360 settings. The General User role
has read access to dashboards but cannot change any dashboards, device configurations, or
settings.

For a complete list of user permissions, see User Permissions.

The new user will appear in the list and can now log in.
SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS

USERS

© NEW USER

Username First Name Last name

admin Administrator

testuser Testing test@safran.com Administrator

4.2.2.2. Editing Users

Navigate to Settings, then Users tab. Click the edit icon next to the user you wish to edit. Note that
the username cannot be modified.

& Page 19 of 92
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Profile

First Name

Last name

Role

Administrator

Email

assword

must be at least B ¢

Edit the user information and click SAVE button to save changes.

4.2.2.3, Deleting Users
Navigate to Settings, then Users tab. Click delete icon next to the user you wish to delete. Note:

the default admin user cannot be deleted.

You will see a modal asking you to confirm the deletion.

Are you sure you want to delete this user?

Click yes to delete user. This action cannot be undone.
Username First Name Last name
admin administrator

testuser Testing test(@safran.com administrator

4.2.2.4, Current User
You can see which user is actively logged in by viewing the account at the top right of the
application. This is also where you can log out of the application.

Home Devices Settings A

A admin

[® Logout

& Page 20 of 92
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4.2.3. SNMP Scraping
You can configure SNMP Scraping for all devices in the PNT 360 settings.

Navigate to Settings > SNMP Scraping

METRIC SHARING

4.2.4. Metric Sharing

4.2.4.1. Turn on metric sharing
Navigate to Settings and then the Metric Sharing tab. Metric Sharing is enabled by default. If not
enabled, toggle Metric Sharing on. The toggle will remain in the on position and some status
information will be displayed.

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS LICENSE

METRIC SHARING «@

Enabling this will send your metrics collection to Safran Navigation & Timing for further analysis.

(+ Connected

Last successful share: 9/10/2025, 11:29 AM EDT

4.2.4.2, View metric sharing status
If metric sharing is actively enabled, there will be a connection status and some information
available about the data transfer. Navigate to Settings, then the Metric Sharing tab. The status is
indicated in this view.

4.2.4.3. Turn off metric sharing
Navigate to Settings then the Metric Sharing tab.

Toggle Metric Sharing off. A small popup will appear confirming Metric Sharing has been disabled.
The toggle will remain in the off position with no status displayed.
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@ Metric sharing disabled
Home Devices v Reporting Alerts v

SETTINGS

PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS LICENSE

METRIC SHARING @

Enabling this will send your metrics collection to Safran Navigation & Timing for further analysis.

4.2.5. License Management

PNT 360 requires a valid license to operate. During normal operation, users can verify their license
status or upload a new one by navigating to Settings > License.

SETTINGS
PREFERENCES SNMP SCRAPING METRIC SHARING EMAIL NOTIFICATIONS LICENSE

LICENSE

Customer ID: 14 Dev Server CHOOSE LICENSE FILE

Expiration date: 2030-01-01

Status: @

No file selected

Here, users can see the current:

e Customer ID
e Expiration Date
e Status (e.g., Valid or Expired)

4.2.5.1. Uploading a License
To upload a new license:

Navigate to Settings > License
Select “CHOOSE LICENSE FILE”
Select the desired license file
Select “UPLOAD LICENSE”

NN

Once a valid license is uploaded, the system will resume standard functionality.

4.2.6. Notifications

PNT 360 allows for the creation of alerts on both metrics and monitoring. When a user creates an
alert, they must define a receiver for the alert: the address or service that will receive the alert when
the alert fires. PNT 360 provides many options for alert receivers, including Email, Slack, Microsoft
Teams, and PagerDuty.

4.2.6.1. Email
To send Alerts via email, an Email Sender must be configured, the address from which the alerts
will be sent. In addition, Email Receivers must be configured in the Settings page before they can
be assigned to receive alerts.
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To configure the Email Sender, enter the SMTP Smarthost, SMTP Username, SMTP Password, and
SMTP Sender Email, and click Apply.

EMAIL SENDER

Configure the email to send notifications/alerts from

SMTP Smarthost

SMTP Username

SMTP Password

SMTP Sender Email

APPLY CLEAR

An Email Sender can be cleared by clicking “Clear”.

To add an Email Receiver, first click “Add Email Receiver”

EMAIL RECEIVERS

Configure emails that can receive notifications/alerts from the sender email

€ ADD EMAIL RECEIVER

Email

The Add Receiver modal will open. Enter the Receiver Email and click “Add”

Add Receiver

Receiver Email

4.2.6.2. Slack Settings
To enable Slack notifications, follow the instructions laid out under “Slack Settings”

Create a Slack bot

Page 23 of 92
& SAFRAN


https://api.slack.com/apps

PNT 360 User Manual, Rev 5

SLACK SETTINGS

To enable Slack notifications:

1. Create a bot with scopes and

] ]

2. Install the bot into your workspace, and copy the Bot User OAuth Token here
3. Add the bot to the slack channel where you would like to receive alerts, and set the channel name here
4. Assign the Slack receiver to alerts

Slack Bot Token

Slack Channel
#

APPLY CLEAR

4.2.6.3. Microsoft Teams Settings
To enable Microsoft Teams notifications, follow the instructions laid out under “Microsoft Teams
Settings”

MICROSOFT TEAMS SETTINGS

To enable Teams notifications:

1.C an ir ng v and copy the Webhook URL here

2. Assign the Teams receiver to alerts

Teams Webhook URL

APPLY CLEAR

4.2.6.4. PagerDuty Settings
To enable PagerDuty notifications, follow the instructions laid out under “PagerDuty Settings”

PAGERDUTY SETTINGS

To enable PagerDuty notifications:
1.C an ii n ice for Events API v2 and copy the Integration Key here
2. Assign the PagerDuty receiver to alerts

PagerDuty Integration Key

APPLY CLEAR
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4.3. Device Management

4.3.1. Add Single Device

Navigate to the Devices tab in the header and click ADD. Enter all the information for that device,
then select SAVE.

DEVICES

© ADD ) IMPORT DEVICES

Isername

SNMP Information

B AntiqueWhite

You should now see the device in the Devices list.

DEVICES

© ADD @ IMPORTDEVICES ()

e PTP Master with GNSS

10.15.237.50

S/N:377
Model: 2406-033

Metrics Collection @il

1200 with PTP OC

4.3.2. Import Multiple Devices

You can import a list of devices from a CSV form. To view the expected file format, Click the ? icon
on the Devices page.

DEVICES

© ADD @ IMPORTDEVICES (3)

You will see the file format as well as the option to export a sample file to get started.
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IMPORT FILE FORMAT

Easily add multiple devices at once by uploading a CSV following the format below. Export the sample file to get started.

o, EXPORT

DEVICE TYPE ID

NAME TARGET_IP DEVICE_USERNAME DEVICE_PASSWORD
ID NAME

device 1 127.0.0.1 user pass
SecureSync 1200

SecureSync 2400
Versa

WhiteRabbit: 216
WhiteRabbit: Zen TPFL

‘WhiteRabbit: Zen 32BNC
Rows perpage: 159 . 1-1of1

Enter the devices you wish to monitor and then upload this file using the Import Devices button.
You will see all the devices listed in the Devices page. Duplicate devices will not be added.

DEVICES

© ADD @ IMPORTDEVICES (%)

e PTP Master with GNSS

10.15.237.50

PTP Slave Type: 2400

S/N:377
Model: 2406-033

Metrics Collection @i

WR ZEN TP-FL Option Cards

4.3.3. View Device Details
Navigate to Devices and select the device which you would like to view.

The device details are displayed to the right and include the System Information, Extensions,
Configuration Management, and Available Metrics. You can edit, modify configuration, or delete
the device using the buttons on this view.

e System Information: Relevant system information including Model Number, Serial Number,
Software Version, etc.

e Extensions: A list of all option cards currently installed.

e Configuration Management: Options that allow for control of some of the device’s internal
configurations from the PNT 360 monitoring application as a central location.

e Available Metrics: A list of all available metrics and buttons to filter and export.
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DEVICES

© ADD @ IMPORTDEVICES (D)

PTP Slave

1200 OCXO
10.15.237.152
e Metrics Coliection @i

Device Details
SecureSync 1200 (1200 06X0

System Information

Model Number: 1200023
Serial Number: 458735
Software Version: SW V5.9.4
Total Disk Space: 945 MB
RAM: 429 MB

Version

SW VOOU1 / FPGA VD105

SW VDOU1 / FPGA VD105

Configuration Management

4.3.4. Edit Device

Navigate to Devices. Select the device you wish to edit and click the edit icon.
DEVICES

© ADD @ IMPORTDEVICES  (3)

1200 OCXO
10.15237.152

Metrics Collection @il

Device Details
SecureSync 1200 (11200 0CXD

System Information
Extensions

Configuration Management

Enter the new information and click SAVE when finished.
DEVICES

© ADD @ IMPORTDEVICES (B

Edit 1200 OCXO

WRZ16 SecureSync 12|

Connection Information
Scowcsmc1200 (N Protocol Target [P/Hastname

http:t/ ~ 10.15.237.152

[ ——
FIF Mester Thadmin API Password

Display

Name Color

1200 OCX0 DarkCyan

The changes will be visible in the Devices list and Device Details view.

4.3.5. Delete Device

Navigate to Devices. Select the device you wish to delete and click the delete icon.
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@ ADD € IMPORT DEVICES

1200 OCXO

10.15.237.152
Metrics Collection @il

Device Details

SecureSync 1200 (1200 0CXD

System Information
Extensions

Configuration Management

A modal will be displayed asking for confirmation that the device should be deleted.

Are you sure you want to delete this device?

All connected charts will be deleted

Click Yes and the device will be removed from the devices list.

4.3.6. Configuration Management

Remote configuration is a mechanism by which you can control some of the device’s internal
configurations from the PNT 360 monitoring application as a central location. Navigate to Devices
and click on the dropdown for Configuration Management

© ADD @ IMPORTDEVICES (D)
‘Securesync 2400
@ PTP Slave
10.15.237.159
Matrics Collaction

Devioe Detsils

Systom Information

Extensions

Conliguration Management

AUTHENTICATION Authertication
FIRMWARE Upgrade firmmare
LOGS Configure system log settings

FRONT PANEL Edrt Front Panel configurshion

NETWORK Edit deviee port information and network services
NOTIFICATIONS Acd. edit, & remove notification settings

gip Addc, ecit, & remove N TH server & peers
PTF Edit PTP s vises o the divica's: ports
REFERENCES Add, edit, & remove device timing references
ENMP A, echt, & remove SNMP v1/v2 & v clients

Fil dervic S8H melug

Generate o certificate signing request & upioad signed certificates

Page 28 of 92




PNT 360 User Manual, Rev 5

4.3.6.1. Authentication
Select the SecureSync device for which you want to configure authentication, and under the
Configuration Management dropdown, select Authentication.

Device Configuration
Configuring SecureSync 2400 (10.15.237.159)

© ADD

Usemame Actions

spadmin il Vs

lighthouse

Ihadmin

bradleyboxer

jaimehra

bradleyboxer-ui

walter

splactory

4.3.6.1.1. Add new user
Select the + Add icon to add a new user for SecureSync

Users
© ADD

Username

Fill out the form and click APPLY. This will add the user as well as send the configuration to the
device via its REST API.

New User X

Password

Confirm new password

Password must be at least 8 characters

Group

4.3.6.1.2. Edit user
Click the edit icon next to the user that you would like to modify.
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Username

spadmin

lighthouse

Ihadmin

Enter the updated settings and click APPLY. This will update the user details as well as send the
updated configuration to the device via its REST API

Update X

Username
‘ spadmid \
Password

Confirm new password

Password must be at least 8 characters

Group

Admin

4.3.6.1.3. Delete user
Select the User you wish to delete and click the delete icon.

lighthouse
thadmin

bradleyboxer

A modal will be displayed asking for confirmation that the User should be deleted.

This action will permanently delete user lighthouse from SecureSync 2400.
Confirm delete?

Click Yes and the user will be removed from the Users list.

4.3.6.2. Firmware
Select the Secure Sync device for which you want to configure Firmware.
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Device Configuration
Configuring SecureSync 2400 (10.15.237.159)

Upgrade Log Files on Device

May 02 17:31:48 UPLOAD FILE
Upgrade successful _
4 days, | hour ago securesync-1.8.0.squashfs [ ]

May 02 17:31:46 securesync-1.6.0.squashfs

Upgrading 4-in-1 cards
4 days, 1 hour ago

Current software versions
ROLLBACK SYSTEM SOFTWARE
System SW V1.8.0 (836b3deb7fcd)
Timing Processor SWV4.0.0 (772 2f) / FPGA 00
[e] SWV301TIM1.10

Extension Board SW V0002 / FPGA V0107

4.3.6.2.1. Upload files to SecureSync device
Click on upload file to upload any file to the SecureSync device and click APPLY.

Files on Device

UPLOAD FILE

securesync-1.8.0.squashfs [ ]

securesync-1.6.0.squashfs

ROLLBACK SYSTEM SOFTWARE

Click the delete icon to delete any file uploaded to the device.

4.3.6.2.2. Rollback System Software
Click on the ROLLBACK SYSTEM SOFTWARE button to roll back the software.

Files on Device

securesync-1.8.0.squashfs

securesync-1.6.0.squashfs

ROLLBACK SYSTEM SOFTWARE

A modal will be displayed asking for confirmation to roll back the device to its previous version.

~ Page 31 of 92
& SAFRAN



PNT 360 User Manual, Rev 5

Are you sure you want to rollback SecureSync 2400 to its previous version?

Click Yes and the device will be rolled back to its previous version.

4.3.6.3. Logs

4.3.6.3.1. Configuring Logs for SecureSync
Select the device for which you want to configure Logs and add Remote Log Servers

4.3.6.3.1.1. Local Log Selection
Select one or more logs to enable and the ones not selected will be disabled. Click APPLY to apply
the changes.

Local Log Selection

Select one or more logs to enable. Logs not selected will be disabled.

System
Events
Alarms
Timing
Qual
Osc
Journal
Update
Auth

008l

CANCEL APPLY

Local log persistence must be toggled at the unit. Visit
http:/ gConfigs/index to enable or disable storing logs
on the device.

4.3.6.3.1.2. Add Remote Log Server
Click on the +ADD LOG SERVER button to add a log server.

Remote Log Servers

€ ADD LOG SERVER

Server
10.10.10.10

10.15.236.14

127.0.0.3

Fill out the form and click APPLY. This will add the configuration as well as send the configuration
to the device via its REST API.
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Add Log Server

Hostname or IP Address

Port

Log Forwarding Setup

Log File Enabled Facility

system

0O 0 0 00 0 0 0|0

4.3.6.3.1.3. Edit Log Server
Click the edit icon next to the configuration that you would like to modify.

€ ADD LOG SERVER

Server

1010070010

10.15.236.14

127.003

Enter the updated settings and click APPLY. This will update the configuration as well as send the
updated configuration to the device via its REST API
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Edit Log Server

Hostname or IP Address

10.10.10.10

Port
514

Protocol

uppP

Log Forwarding Setup
LogFile  Enabled  Facility Severity

system

(<

Local Use 7 Emergency

(<

Local Use 7 Alert

a8

Local Use 7 Critical

Local Use 7 Error

(< I <

Local Use 7 Wamning

a8

Local Use 7 Debug

a8

Local Use 7 MNotice

S

Local Use 7 Information

a

Local Use 7 Wamning

4.3.6.3.1.4. Delete Log Server
Select the Log Server you wish to delete and click the delete icon.

Remote Log Servers

€ ADD LOG SERVER

Server

10.10.10.10

A modal will be displayed asking for confirmation that the Log Server should be deleted.

Are you sure you want to remove this log server?

Click Yes and the configuration will be removed from the Log Servers list.
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4.3.6.3.2. Configuring Logs for White Rabbit device
Select the device for which you want to configure Logs and add Remote

Verbose
IP of server 1 IP of server 2 Disable

Log Servers

Port of server 1 Port of server 2 Auto-save

514 514 Disabled

Protocol of server 1 Protocol of server 2

Numer of files
UuDP uDP 5

Fill out the form and click APPLY. This will add the configuration as well as send the configuration
to the device via its REST API.

4.3.6.4. Front Panel
Select the device for which you want to configure and view the configured Front Panel settings.

Device Configuration
Configuring SecureSync 2400 (10.15.237.159)

Front Panel

Time zone

uTc

[ Lock Keypad

4.3.6.4.1. Edit Front Panel Configuration
Front Panel

Time zone
Eic

uTc

[J Lock Keypad

Update the fields from the dropdown and click Apply. This will update the configuration as well as
send the configuration to the device via its REST API.

4.3.6.5. Network

4.3.6.5.1. Configuring Network for SecureSync devices
Select the Device for which you want to configure Network services and ports
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Device Configuration
Configuring PTP Master (10.15.237.159)

Network Services

[ Daytime Protocol
Time Protocol
Telnet
SSH + SFTP

HTTP

4.3.6.5.1.1. Enable Network Services
Select one or more services to enable and the ones not selected will be disabled. Click APPLY to
apply the changes.

Network Services

[J Daytime Protocol
Time Protocol
Telnet
SSH + SFTP

HTTP

4.3.6.5.1.2. Edit Ethernet Port Setting
Select the edit icon for the ethernet port that you wish to modify and a modal with settings should
appear.

Edit eth0

Enable eth0
Enable DHCP4

[ 1Pv6 Auto Configuration

DNS Primary
10.15.224.11

DN ary
10.15.224.12

Domain

IPv6 Address Prefix Description @

fe80::886:272:1717:39f0 link-local unicast address [}

Enter the updated settings and select APPLY.

To add an IPv6 address, select the + icon.
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IPv6 Address Description

fe80::3b99:d1b4:3202:cf19 64 link-local unicast address

Fill out the IPv6 address and Prefix and click on the Save icon to save the changes.

To delete IPv6 addresses, select the IPv6 address you wish to delete and select the delete icon.

IPv6 Address Prefix Description @

fe80::3b99:d1b4:3202:cf19 link-local unicast address

A modal will be displayed asking for confirmation that the IPv6 address should be deleted.

Are you sure you want to delete this IPv6 address? This action cannot be
undone.

Select Yes and the IPv6 address will be removed from the IPv6address list.

4.3.6.5.2. Configuring Network for White Rabbit devices
Select the Device for which you want to configure Network interfaces and domains

Domain Name System Interfaces
Primary etho

1P Address

Secondary 10.15.237.144

Netmask

255.255.255.0

Gateway
10.156.237.1

DHCR
Enabled

Fill out the form and click APPLY. This will add the configuration as well as send the configuration
to the device via its REST API.

4.3.6.6. Notifications
Select the device for which you want to configure Notifications.
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SMTP Port
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re o switch to expert mode.

Events

basic mode. This allows configuration of most common SMTP settings.

TIMING GPS SYSTEM

Evert

L
g

SNMPTrap  Email  Email Address

In Sync

[m]

Not In Sync

800
[< Bl <

In Holdover

<]

No Longer In Holdover

<]
<]

Frequency Error

(<]

Frequency Error Cleared

<]

1PPS Not In specification

0000

1PPS Restored To Specification

<]

Oscillator Alarm

(<]

Oscillator Alarm Cleared

<]

Reference Change (Cleared)

<]
000000000 0o

Reference Change

<]

4.3.6.6.1. Configure Email Setup
Fill out the form to configure SMTP setting and click APPLY. This will add the configuration as well
as send the configuration to the device via its REST API.

Email Setup

Email settings are currently in basic mode. This allows configuration ef mest commen SMTP settings.
For more customizatio

Sending Email Address

SMTP Host

SMTP Port

SMTP Username

SMTP Password

4.3.6.6.2. Configure Events
Select one or more events and enter the email address to be used to notify the events. Click APPLY

to apply the changes.

Events

to switch to expert mode.

TIMING GPS SYSTEM

Event

In Sync

Not In Sync

In Holdover

No Longer In Holdover
Frequency Error

Freguency Error Cleared
1PP35 Not In specification
1PPS Restored To Specification
Oscillator Alarm

Oscillator Alarm Cleared
Reference Change (Cleared)

Reference Change

SNMP Trap Email Email Address

B8 0O 0
(< < I < I <
O

aQ

a

]
]
]
]

<]

<] <]
0O00ODOO0ODOooo|lo

<]
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4.3.6.7. NTP

4.3.6.7.1. Configuring NTP for SecureSync devices
Select the device for which you want to configure NTP to view, edit and add a new NTP server.

RIESEN e © NEW NTP SERVER

Enable
o IP/Host Minpoll  Maxpoll  KeyEnable

System Time

10.15.237.150 8 False

© NEW NTP PEER

IP/Host

4.3.6.7.1.1. Add NTP Server
Click the + NEW NTP SERVER button to add a new reference priority.

Add NTP Server

Host

Minpoll
3 (8s)

Maxpoll
3(8s)
[ Enable Symmetric Key
[ Enable Autokey
[J Enable Burst

[ Enable iBurst

[ Mark as Preferred

Fill out the form and click Add. This will add the configuration as well as send the configuration to
the device via its REST API.

4.3.6.7.1.2. Edit NTP Server
Click the edit icon next to the configuration that you would like to modify.

© NEW NTP SERVER

IPfHost Minpoll Maxpoll

System Time False

10.15.237.150 False False

The current settings will be displayed in a modal.
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Edit NTP Server
Host
System Time
Minpoll

3(8s)

Maxpoll

[J Enable Symmetric Key

[ Enable Autokey

[ Enable Burst

[ Enable iBurst

Mark as Preferred

Enter the updated settings and click APPLY. This will update the configuration as well as send the
updated configuration to the device via its REST API.

4.3.6.7.1.3. Delete NTP Server
Select the NTP Server you wish to delete and click the delete icon.

© MNEW NTP SERVER

IPfHost Minpoll Maxpaoll KeyEnable Autokey Burst iBurst

System Time False False

10.15.237.150 False False

A modal will be displayed asking for confirmation that the NTP Server should be deleted.

Are sure you want to delete this record?

Click Yes and the configuration will be removed from the NTP Servers list.

4.3.6.7.1.4. Enable/Disable NTP Services
Select the checkbox to enable the NTP services or unselect the checkbox to disable the NTP
services for the selected device
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NTP Services

Enable

NTP

Click APPLY to apply the changes.

4.3.6.7.2. Configuring NTP for White Rabbit devices
Select the device for which you want to configure NTP to view and edit the NTP Configuration.

Applied NTP Configuration

NTP Instance Refresh Rate i Stratum Manual

10.15.237.150

Saved NTP Configuration

NTP Instance Refresh Rate Stratum Manual

10.15.237.150

4.3.6.7.2.1. Edit NTP Configuration
Click the edit icon for the NTP instance added.

Applied NTP Configuration

NTP Instance Refresh Rate

10.15.237.150 : Manual

Saved NTP Configuration

NTP Instance Refresh Rate Stratum Manual

10.15.237.150

Update the fields and select an option from the dropdown to apply changes accordingly.
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NTP Configuration

— Select Save Option

Apply without saving(will be overwritten on next reboot)
Save to device(will be applied on next reboot)

Save and Apply to device

5

Enabled
Yes

Stratum Manual

Stratum 2

Stratum Mode

Manual

This will update the configuration as well as send the configuration to the device via its REST API.
You can view the saved configuring under Saved NTP Configuration which will be applied to the
device on the next reboot.

4.3.6.8. PTP

4.3.6.8.1. Configuring PTP for SecureSync devices
Select the device for which you want to configure PTP to view and edit PTP Servers.

4.3.6.8.1.1. Edit PTP Server
Click the edit icon for the PTP interface that you would like to modify.
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DISABLE PTP SER) ENABLE PTP S|

# EDITPTP ETHD # EDIT PTP ETH1

PARAMETER PARAMETER

Enter the updated settings and click APPLY. This will update the configuration as well as send the
updated configuration to the device via its REST API.

Edit PTP Settings

Frofile
Default

Protocol

De hanksm
Request-Response

Domain

(1]

Communication Mode
Multicast

Mode
Slave Only

Sync Rate

1 message per second

Announce Rate
1 message every 2 seconds

Delay Req rate
1 message per second

Master Address

Network

Mubticast TTL
1

Delay Asymmetry

o

RESTORE DEFAULTS

4.3.6.8.1.2. Disable/ Enable PTP Services
Click on Disable PTP Services to disable it for the PTP interface that you would want to.

DISABLE PTP SERVICES ENABLE PTP SERVICES
#" EDITPTP ETHD # EDITPTP ETH1

PARAMETER PARAMETER

A modal will be displayed asking for confirmation that the PTP services will be disabled.

Are you sure you want to disable PTP services?

Click yes and the services will be disabled.

You can Enable the PTP services by following the same steps.
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ENABLE PTP SERVICES

# EDITPTP ETHI

4.3.6.8.2. Configuring PTP for White Rabbit devices
Select the device for which you want to configure PTP.

PTP License Status:

UICENSED
wrQ
wrl

wr2

4.3.6.8.2.1. Edit PTP interface
Select the interface that you wish to modify by clicking on the dropdown

wr0

Mode Profile

Disabled v Default

APPLY  SAVEANDAPPLY  SAVE

Enter the updated settings and select the save or apply option to make changes. This will update
the configuration as well as send the updated configuration to the device via its REST API.

4.3.6.9. References
Select the device for which you want to configure References to view, edit and add new References

config.
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@ REFERENMCE PRIORITIES RESTORE DEFAULTS

Priority Time

PTP ethD FTP ethiD

PPS Input 0

4.3.6.9.1. New Reference Priority
Click the + REFERENCE PRIORITIES button to add a new reference priority.

Add Reference Priority

Priority

Time

GNSS 0

PES
GNSS 0

Enabled
Mo

Fill out the form and click Add. This will add the configuration as well as send the configuration to
the device via its REST API.

4.3.6.9.2. Edit Reference Priority
Click the edit icon next to the configuration that you would like to modify.
© REFERENCE PRIORITIES RESTORE DEFAULTS

Priority Time

PTP eth0 FTP ethD

The current settings will be displayed in a modal.
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Edit Reference Priority

Priority

Time

PTP ethD

PPS
PTP ethD

Enabled
Yes

Enter the updated settings and click APPLY. This will update the configuration as well as send the
updated configuration to the device via its REST API.

4.3.6.9.3. Delete Reference Priority
Select the Reference Priority you wish to delete and click the delete icon.

© REFERENCE PRIORITIES RESTORE DEFAULTS

Priority Time

PTP eth0 PTP ethD

A modal will be displayed asking for confirmation that the Reference Priority should be deleted.

Are you sure you want to remove this reference priority?

Click Yes and the configuration will be removed from the Reference Priorities list.
4.3.6.9.4. Restore default configuration
Click on Restore Defaults to restore the default configuration
© REFERENCE PRIORITIES RESTORE DEFAULTS

Priority Time

PTP eth0 FPTP ethD
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A modal will be displayed asking for confirmation that the configuration will be restored to defaults.

Are you sure you want to restore the default reference

priorities?

Click yes and the configurations will be restored to defaults.

4.3.6.10. SNMP

Note: This section is currently only applicable to SecureSync devices.

Select the device for which you want to configure SNMP to view, edit and add new SNMP config.

SNMP v1/v2

© NEW SNMP V1V2

Version Group Community IP Version IP Address
Read Only PNT360SNMP
Read Only PNT360SNMP

Read Only PNT360SNMP

Read Only PNT360SNMP

Read Only PNT360SNMP default

4.3.6.10.1. New SNMP Configuration
Click the + button to add a new configuration.
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SNMP v1/v2

IP Version

IPv4/IPv6

IPv4 Address

IPv6 Address

Communrty
SMMP Permission
Read Only
SNMP Version

vl

Fill out the form and select APPLY. This will add the configuration as well as send the configuration
to the device via its REST API.

4.3.6.10.2. Edit SNMP Configuration
Click the edit icon next to the configuration that you would like to modify.

Update SNMP v1/v2

IP Address
EET

Community
PNT360SNMP

SNMP Permission

Read Only -

SNMP Version
v2c

The current settings will be displayed in a modal.

Update SNMP v1/v2
IP Address

default

Community

LighthouseSNMP

SNMP Permiszion

Read Only

SNMP Version

vZe

Enter the updated settings and click APPLY. This will update the configuration as well as send the
updated configuration to the device via its REST API.
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4.3.6.11. SSH
Select the device for which you want to configure SSH

Host Keys

Public Keys File

Authentication type Public Key and Password nastey

RSA key length 2048
ECDSA key length

ED25519 key length

Key Status

Key type:

RSA
ECDSA
ED25519

REGENERATE ALL KEYS

4.3.6.11.1. Configure Host Keys
Fill out the form and click APPLY. This will add the configuration as well as send the configuration
to the device via its REST API.

Host Keys

Authentication type Public Key and Password

RSA key length

ECDSA key length

ED25519 key length

4.3.6.11.2. Configure Public Key
Copy and paste your public key file and click APPLY

Public Keys File

Copy and paste your public key file here
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4.3.6.11.3. View/Delete Key Status
Key Status

Key type

RSA

ED25519

REGEMERATE ALL KEYS

Click the delete icon to delete the Key that you want to delete. A modal will be displayed asking
for confirmation that the host key should be deleted.

Delete host key

Confirm deletion? This action will remove a host key. To re-enable this key
type, all keys will need to be regenerated.

Click Yes and the host key will be removed from the Key Status list.

4.3.6.11.1. Regenerate Keys
Click Regenerate All Keys to enable the deleted host keys.

Key Status

Key type

RSA

ECDSA

ED25519

REGENERATE ALL KEYS

4.3.6.12. HTTPS
Select the device for which you want to configure HTTPS
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Certificate Signing Request

View & generate a certificate signing request

—BEGIM CERTIFICATE REQUEST—

MIICoTCCAYKCAQAWDTELMAKGATUEBRMCYY MwggEIMADGCSqGSIb3DOEBAQUAALIB
DwAwggEKACIBAQCcqYAdrOKfWEYBPJZRRNBrhIOXTZ/SKSAdxBIJIXAaFdrIKRII
85Dhlb2B9bzOLyPRHAKTULDZTRvrOgNWgNsBcphgk9HezbyzpTeUx1 YAMTW/EJOH
aDSBRFMfz7xA2ZMH6mME] EDVZ sdHtFzOQwiAgWzB6aHxbdgOmz4Vv+iqugFWnLyp07By
BtLA3IT2ymB8HSPPaMDRTIdHT3+bHQitJFalz 111 F/yT2giKHvnhMVdnHOSoRcBg
BapedcOkg1blvUoyerQKVimKrSIzfGCoeru1IGIMHeN/cXAHNSOUMPXLXMZLXJJ]
RYIOCIOcgpewiKOPWZZsGCIp3M+ey vy fTaAgMBAAGgTzAXBgkghkiGIwOBCOCx
ChMIcGFze3dvemQwNAYJKoZ IhveNAQKOMScw JTAJBgNVHRMEAJAAMASGATUdDWQE
AwlFADALBgNVHREEBDACggAWDOYJKoZIhveMAQELBQADgQEBAEG3dwIGAdtImOJe
+gq/RX19d0QaYsyKvOvIXJ7JgyDn06Sw2MfceNzZGHUsQ3otUsxwwrIA+DmpDBIMA
tPPIJYH+0tvg FUTX YWY T KW/ YAsqasPGhoo3MTJusU/u0L2mMUVIBNnSHxvIcCt4s

GENERATE NEW CSR

Upload Signed Certificate

Upload a self-signed certificate or a certificate signed by a certificate authority

Certificate Type

PEM

Choose File LR

UPLOAD

4.3.6.12.1. Generate new CSR
Click on Generate New CSR to generate one.

Certificate Signing Request

View & generate a certificate signing request

—-BEGIN CERTIFICATE REQUEST—
MIICoTCCAYKCAQAWDTELMAKGATUEBhMCVVMwgQEIMADGCSqGSIb3DQEBAQUAALIB
DwAwggEKAcIBAQCcyYAdrOKfWEVBPJZRRNBrhi0X TZ/5KSAdxBIJIXAaFdrIKRIS
350hIb2B9bzQLyPRH4KTULDZTRvIOgNWgNsBephgk9Hezbyzp76Ux1 YAMTW/EJOH
aDSBRFMfzTxA2ZMHGmMt1 EDVZ sdHtFzOQwAgWzBbaHxbdgQmz4Vyv+lqugFWnlypO7By
BtLA3IT2ymB8HSPPaMDRTtdHT3+bHQitJFaQz1 11 F/y72giKHvnhMVdnHOSoRcBg
BapedcOkg1b1vUoyerQKVimKrSIzfGCEeruTIGImHCN/c X AHNIOUmMPXLXMZLX)J)
RYIOCIOcgpewiKQPWZZsGCIp3M+ey1viYTeAgMBEAAGTZAXBgkghkiGOwOBCOCK
ChMIcGFze3dvemOQwhAYJKoZ IweNAQKOMScwJTAJBgNVHRMEA]AAMASGATUdDWOE
AwlF4DALBgNVHREEBDACggAWDQYJKoZIhveNAQELEQADgQEBAEG3dwIG4diTmOJe
+gq/RX19d00aYsyKvOv)XJTJgyDnO6Sw2MfceNzGHUsQ3otUBxwwHIA+DmpDBtMR
tPPIJYt+OtvgFUTXY VYT KW/ YASqasPGhOo 3MT JuBU/u0LZmMUYViBNNSHxvIcC48

GENERATE NEW CSR

Fill out the form and click Generate.
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Certificate Signing Request Form

All subject alternative names (SANs) will be included & must be added to the
device before generating a certificate. To manage SAMs on the device, visit
then click the Hitps button on the left.

Signature Algorithm
SHA256
Private Key Passphrase

RSA Priv ey Bit Length

2048

Two Letter Country Code

[US] United States of America
State or Province Name
Locality Name

Organization Name
Organizational Unit Name

Common Name (hostname or IP)

Email Address

GENERATE

4.3.6.13. Timing General Configuration for White Rabbit Devices
4.3.6.13.1. Overview
The Timing General Configuration section allows users to configure time sources, fanout
configurations, and timing presets for White Rabbit devices. This ensures accurate time
synchronization across the network.

4.3.6.13.2. Accessing Timing General Configuration
To access Timing General configuration, navigate to the Devices tab, select a White Rabbit device
and expand the Configuration Management dropdown menu. Select Timing General to access the
available settings.
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DEVICES

© ADD @ IMPORTDEVICES ~ # EXPORTDEVICES (3)

PTFWRZ-Z16
10.15.237.144

Metrics Collection @if) @

Device Details
i WhiteRabbit: Z16  (gglLroal)

System Information

10.15.237.147
Extensions

1200 0C-32

Configuration Management
PTWRZ-TPFL

LOGS Configure system log settings

HOLDOVER Holdover Configuration

NETWORK Edit device port information and network services
NTP Add, edit, & remove NTP server & peers

TIMING GENERAL Timing Sources, Presets, Fanout

4.3.6.13.3. Configuring Timing General Settings
4.3.6.13.3.1.Preset Configuration
Select a preset from the dropdown menu (e.g., BC: WRO | PTP). The selected preset defines default
configurations for the device’s timing and protocols and interfaces. Select “APPLY” to activate the
preset or “SAVE” to store the changes.

4.3.6.13.3.2. Time Sources
Multiple time sources can be configured to provide time data to the device. Each time source is
listed (e.g., Time Source #1, Time Source #2). Configure the following fields for each source:

e Type: Select the type of time source (e.g., WR for White Rabbit).
e |nterface (Iface): Specify the interface (e.g.,, WRO, ETHO) for the selected time source.

Expand additional time sources as needed to configure multiple inputs.

4.3.6.13.3.3. Fanout Configuration
Fanout sources are used to distribute the synchronized time to other devices. Each fanout source
is listed (e.g., Fanout Source #WRO, Fanout Source #ETH1). Configure the following fields for each
fanout source:

e Protocol: Select the protocol used (e.g., WR for White Rabbit, PTP for Precision Time
Protocol).
e Mode: Set the mode (e.g., Slave, Master).

Select “APPLY” to activate the fanout configuration or “SAVE” to store the settings.

4.3.6.13.4. Saving and Applying Changes
APPLY: Immediately implements the changes on the device.

SAVE: Stores the changes without immediately applying them, allowing further edits as needed.
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Device Configuration
Configuring WRZ Z16 (10.15.237.144)

Timing general

Fanout Configuration

Preset

CI\.J;tom - (O Fanout Source #wr0
Protocel
WR
Time sources
(O Fanout Source #wr1
© Tim

(O Fanout Source #wr2

©Tim

(Q Fanout Saurce #wr4

(O Time Source #3
(O Fano

(O Time Source #4

(o] #5

(O Fanout Source #wr7

4.3.6.14. Misc Configuration for White Rabbit Devices

4.3.6.14.1. Overview
The Misc Configuration section provides additional configuration options for managing timezone,
PPS (Pulse Per Second) mode, leap second file alerts, and updating leap seconds. These settings
enhance the device’s regional and synchronization accuracy.

4.3.6.14.2. Timezone Configuration
Allows you to set the device’s timezone.

Steps:

e Select the desired timezone from the dropdown menu (e.g., Europe/Madrid).
e Select “APPLY” to implement the changes immediately.
e Alternatively, select “SAVE” to store the changes for later

4.3.6.14.3. PPS Mode Configuration
Configures the Pulse Per Second (PPS) mode.

Options:

e Always ON: PPS is always output even if CRITICAL.
e Only Locked: PPS is only output if the active reference is locked.
e Legacy: PPS follows the same behavior as in the legacy release (wr-zyng-o0s-v2.x).

Steps:

e Choose the desired PPS mode from the dropdown menu.
e Select “APPLY” to activate the mode immediately or “SAVE” to save the configuration.

4.3.6.14.4. Ignore Leap Seconds File Alerts
Enables or disables alerts related to issues with the leap seconds file.

Options:

e Yes: Disables alerts.
e No: Keeps alerts enabled.

Steps:
e Select your preference from the dropdown menu.
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e Select “SAVE” to confirm the change.

4.3.6.14.5. Updating Leap Seconds
Ensures timekeeping accuracy by updating the leap seconds file.

Steps:

e Download the latest leap second file from https://hpiers.obspm.fr/iers/bul/bulc/ntp/leap-
seconds.list.

e Upload the file using the Update Leap Seconds section.
e Verify the upload to ensure the changes are applied.

Device Configuration
Configuring WRZ Z16 (10.15.237.144)

Misc Configuration

Timezone

uTc

PPS Mode

Always ON

Ignore Leap Seconds File
alerts

Ignore Leap Seconds File alerts

No

Update Leap Seconds

4.3.6.15. Holdover Configuration (White Rabbit Devices)

4.3.6.15.1. Overview
The Holdover Configuration feature allows users to set the parameters for how long the device can
maintain timing accuracy in the absence of an external time reference. This ensures that the system
continues to operate within acceptable accuracy limits during interruptions.

4.3.6.15.2. Configurable Options
1. Time to Expire:

a. Time until the holdover is considered out of specification and expired (default ~24h).
b. Steps:
i. Enter the desired duration in seconds in the input field.
ii. Select “APPLY” to implement the change immediately or “SAVE” to store the
setting for future application.
2. Force Trigger:
a. The Force Trigger can manually trigger the holdover (START) or expire it (STOP)
without waiting for the expiration timer. NONE does nothing.

b. Options:
i. NONE
ii. START
iii. STOP
c. Steps:

i. Select the desired trigger option from the dropdown menu.
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ii. Select “APPLY” to activate the selection immediately or “SAVE” to store the
setting.

Device Configuration
Configuring WRZ 716 (10.15.237.144)

Holdover Configuration

Time To Expired
86400

Force Trigger
NONE

APPLY SAVE

4.3.7. Reordering Devices

4.3.7.1. Overview
The Reordering Devices feature allows users to organize their device list manually by dragging and

dropping devices into the desired order. This ensures a more intuitive and user-friendly experience
when managing multiple devices.

4.3.7.2. Drag-and-Drop Reordering
Reorder devices in the list of devices by dragging and dropping them into the preferred sequence.

Steps:

e Locate the drag handle (represented by the dotted grid icon) next to each device name.
e Click and hold the drag handle of the device you want to move.

e Drag the device to the desired position in the list.

e Release the mouse button to finalize the new order.

SecureSync .159

55 2400 50

WRZ ZEN

& Page 56 of 92
& SAFRAN



4.4,

441 Add New Dashboard

PNT 360 User Manual, Rev 5

Dashboard Management

Login to the application and click “+ DASHBOARD.”

S SAFRAN |

UTC: 01/16/2025, 18:34:05

© DASHBOARD

ii 1200 NTP Service

i IRU-304 testing

i TDD

ii bradley

i Network Monitor

i NTP Monitor

it Oscillator Status

it PTP Monitor

.. System
** Dashboard

i System Monitor

i Sky View

it Testing

i testitttt

© METRICS © GROUP

General NTP +

0004
0003
0002

20001

1250pm

1:00pm

10.15.237.152

1200 0CX0

1:10pm

Home

STATS v @ eoo NTP Jitter STATS % @ oo

0008
0007
0006
0005
20004
0003
0002
0001
(]

1:20pm 130pm 240pm 1250pm 100pm 1:0pm 1:20pm  1:30pm

10.15.237.152

12000CX0

STATS & @ e°° NTP Cument Mode ) oo NTP Association I @) eee

Devices Reporting

@© Last1hours ~

Settings [ A

NTP Associations... @) e«

1200 0CXO

NTP Stratum @ -

Stratum 1

1200 0CXO

A modal will be displayed and ask for the dashboard name. Enter a name and click ADD.

Create new Dashboard

Name
-]

An empty dashboard will be created with no visible charts.

UTC: 07/29/2024, 16:19:45

© NEW DASHBOARD

Test

Monitoring

© Ap

© 2024 Safran Trusted 4D, Inc. | Su

4.4 2. Edit Dashboard Name

| PNT 360 Version Development

Select the “more” ellipses and click Edit

S SAFRAN

X

Home  Devices Reporting  Settings (A

@© Last1hours ~
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(© Last1hours ~

EDIT
DELETE
3 SAVE AS TEMPLATE

© DETAILS

Enter a new dashboard name and click SAVE.

Edit Dashboard Name

— Name

‘ Monitoring|

4.4 3. Delete Dashboard

Select the “more” ellipses and select Delete.

(© Last1hours ~

EDIT
DELETE

3 SAVE AS TEMPLATE

© DETAILS

A modal will be displayed asking for confirmation.
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Are you sure you want to delete this dashboard?

Select Yes to delete.

The dashboard and all of its components are deleted and you will be moved to the next available
dashboard.

4.4.4. Export Dashboard

Exporting a dashboard allows you to export the metrics data of the selected dashboard.

Select the ellipses in the desired dashboard, then select “EXPORT DASHBOARD.”

Dashboards Devices v Reporting Alerts v Settings A

(O Lastldays ~

EDIT

System Status DELETE

ADD ROW
Estimated Time Error Tus<ETE<=10us

Active Reference: Mone ) SAVE AS TEMPLATE

Sync State: Sync EXPORT DASHEOARD

NTP Stratum 1 @ DETAILS

A window with export options will be displayed
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Export Dashboard

Metric List Data Preview (No Selected Metric)

| SYSTEM STATUS ® No Data

| OSCILLATOR STATUS =

| REFERENCE STATUS =

| EVENTS »

( AGGREGATED LOGS »

Devices

PTP Master 1200 OCXO SMORES Secondary 2

Absolute Time Range

2/23/2026 2:06:02 PM — 2/24/2026 2:06:02 PM

[J] syncData @

.csv b EXPORT

Export Options:

e Select each individual metric from the list to see a preview of the data that will be exported.

e The selected time range is based on the time range displayed in the dashboard.

e Selecting Sync Data helps to align response time differences, reducing data gaps.
Timestamp precision may vary by up to one minute.

e You can export to CSV or PDF file formats.

e An export preview and statistics preview are viewable to the right of the export options.

Select “EXPORT” to download the resulting file.

4.4.5. Templates

Templates are pre-configured metrics charts that can be added to any dashboard.

4.4.5.1. Accessing Templates
To access templates, first navigate to any existing dashboard. Select the “+ METRICS” button and
select the TEMPLATES tab in the window that appears.
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Select a template to add pre-configured charts to your dashboard

Filter by device

Boundary Clock
Created By System

Metrics for a White Rabbit device acting as a Boundary Clock

216 | [ zen

SELECT

Network Sync Status
Created By System

PNT 360 User Manual, Rev 5

Boundary Clock (PTP Master)
Created By System

Metrics for a White Rabbit device acting as a PTP Boundary Clock
716 | [ zen
SELECT

NTP Assoc
Created By admin

Grand Master
Created By System

Metrics for White Rabbit device acting as a Grand Master (External Atomic Clock or
External GNSS Receiver)

216 | [ zen

SELECT

PTP Test Template
Created By admin

SecureSync Only - Lorem ipsum dolor sit amet, consectetur adipiscing elit. Vestibulum

euismod, nis! ut tincidunt ultricies, orci mi aliquam sapien, vel facilisis risus libero at erat.
Nulla facilisi. Proin fermentum, sapien id tincidunt tristique, tortor ligula tincidunt urna, id
feugiat libero nunc sit amet libero. 1200 | ( 2400 | (1228 | 1210 | [ 1209 | [ 216

PTP Stuff

SELECT

1210 209 SELECT

SELECT

Templates can be filtered by device type using the device type filter.
All templates will display:

e Name

e Creator

e Description

e Supported Devices

4.4.5.2, Using Templates
To use a template:

1. Select “SELECT” on the desired template.

2. Supported devices will be auto selected but you may remove devices.
3. Select “GENERATE DASHBOARD” to load the charts.

Assign device to component

Assign a device to all component

Select device

NTP Associations (total)

PTP Master

GENERATE DASHBOARD

4.4.5.3. Creating Templates
Users can export existing dashboards into reusable templates:

1.  Navigate to the dashboard you would like to create a template of.
2. Select the “more” ellipses and select “SAVE AS TEMPLATE.”
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(@© Last1hours ~

/7 EDIT
@ DELETE
B SAVE AS TEMPLATE

@ DETAILS

3. A modal will be displayed with the following template settings.
o Name (Required)
o Description (Optional)
o Supported Devices (Required, but will be pre-populated with existing supported
devices)

Note: You may select more than one supported device.

Save as template

Description

Supported devices

CANCEL SAVE

4. Select “SAVE” to save the template.

4.4.6. Add Components to Dashboard
You can choose which components you want to visualize on your dashboard easily.

e Navigate to the dashboard you want to modify.
e Selecting the + METRICS button will allow you to add a collection of general metrics for a
device.

e Selecting the + GROUP button will allow you to create a group to sort and organize metrics
in the selected dashboard.
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UTC: 01/21/2025, 16:34:07

€ DASHBOARD = @ METRICS @ GROUP

2 1200 NTP Service General NTP v
bradley test

IRU-304 testing

TDD 0.002

4.4.6.1. Metrics

4.4.6.1.1. Basic Mode
To create a basic mode metrics display, select the + METRICS button and navigate to the BASIC
tab. Select a Category to easily add a collection of general metrics for a device.

BASIC TEMPLATES EXPERT

Easily add metrics to the dashboard by selecting a category to monitor

Categories Metrics - Timing
System A collection of device timing metrics such as current timing reference or timing reference status
Network Select device v

: Select a device to see the availabe list of metrics
Oscillator
NTP
PTP

GNSS

Timing

White Rabbit

Monitoring System

Select the device to see the list of metrics available for the selected category.
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BASIC TEMPLATES EXPERT

Easily add metrics to the dashboard by selecting a category to monitor

Categories Metrics - Timing

System A collection of device timing metrics such as current timing reference or timing reference status

Network PTP Master

- Metric Description Visualization
Oscillator

Current Time Reference Currently selected time reference Data card
NTP

Reference Status Contains the sync status, reference type, & timing metrics of each reference on the device Info Panel

PTP PTP Protocol Visualization PTP Protocol Visualization Info Panel
GNSS

Timing

White Rabbit

Monitoring System

Select ADD to add the selected collection of metrics for the selected device to the dashboard.

Current Time Ref.. ) PTP Protocol Visualization Reference Status i}

Time References Priority Phase (ns)
PTP eth0 1 0
Mean Path Delay: PTP ethl 2 0
0

Offset Master.
0

Role: master Clock identity: 000cec.fffe.0e017a

Physical address: 00:0cec:0e:01:7a Slave address: 10.1 59

4.4.6.1.2. Expert Mode
To create an expert mode metrics display, select the + METRICS button and navigate to the EXPERT
tab. Filter the metrics by category and select a metric by customizing how it is displayed.
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BASIC TEMPLATES EXPERT

Select a metric and customize how it is displayed on the dashboard

Metrics (569) Visualization
Filter by category: NTP PTP Network t

Extension Metric name Device Interface
Timeseries chart

WROX slot 3 Bytes received/s PTP Master 10.15.237.159 Avea chart
WROX slot 3 Bytes received/s PTP Master 10.15.237.159
WROX slot 3 Bytes received/s PTP Master 10.15.23
WROX slot 3 Bytes received/s PTP Mastes
Bytes received/s PTP Master 101523
Bytes received/s PTP Mastes
Bytes received/s PTP Master 10.15.23
Bytes received/s PTP Mastel

Bytes received/s 1200 0CXO0 eth0

o o o o o o < Y <

Bytes received/s 1200 OCXO 10. ip6tni0

Al Rows per page: 100 + 1-100 of 569

When the desired metrics are selected, select the ADD button to add them to your dashboard.

4.4.6.1.3. Using Templates
Templates can be used to add saved, pre-configured charts to your dashboard.

e To use atemplate, select the + METRICS button and navigate to the TEMPLATES tab.

BASIC TEMPLATES EXPERT

Select a template to add pre-configured charts to your dashboard
Sel

PTP Master
Template Description Created By Actions

test template for testing admin

e Select a device from the dropdown menu and a list of available templates for the selected
device will display.
e Select the ADD button to add the template to your dashboard.

4.4.6.2. Groups
Groups can be used to sort and organize metrics panels in your dashboard.

e With the desired dashboard selected, select the + GROUP button.
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UTC: 01/21/2025, 16:34:07

@ DASHBOARD = © METRICS © GROUP

ii 1200 NTP Service General NTP +
it bradley test

i IRU-304 testing

ii TDD

e A new group will be created, hovering over the group name will display the “edit” and
“delete” icons.

§ DASHBOARD — & METRICS © GROUP

i 1200 NTP Service = . =
NewGroupv " B

i bradley test General NTP

e Selecting the “edit” icon will display a modal that allows you to rename the selected group.
e Selecting the “delete” icon will display a modal confirming if you would like to delete the
selected group.

Note: Deleting a group will not delete the panels residing within that group.

e You may drag and drop a metrics panel into a group by dropping the panel below the group
name.

New Group v

NTP Association I.. ) NTP Cumrent Mode @

Stratum 1 28548 Synchronized

1200 OCX0 1200 OCXO0 1200 OCXO

e Selecting the group will collapse the group, displaying a drag handle (represented by the
dotted grid icon) that will allow you to drag and drop the group within the dashboard.

New Group >

4.4.7. Edit Dashboard Component

e In dashboard view, select the ellipses menu on the component you wish to edit.
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UTC: 01/21/2025, 14:14:40

© DASHBOARD = @ METRICS @ GROUP

1200 NTP Service =
New Group v

bradley test
NTP Associations.. ) ==»

IRU-304 testing
/ EDIT

TDD § DELETE

bradley

Network Monitor

1200 OCXO0
NTP Monitor

e Select Edit.
e A form will be displayed in which you can edit the details.

Add alert

Operation
Bytes received/s is greater than

Value

Severity

Low

Default alert messages
Enable Dashboard Alert

[J Enable Email Notifications

ADD ALERT TO METRIC

Apply alerts to all selected rows

e Click SAVE when finished with changes.

4.4.8. Delete Dashboard Component

e |n dashboard view, select the ellipses menu on the component you wish to Delete.
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UTC: 01/21/2025, 14:14:40

@ DASHBOARD = © METRICS © GROUP

i 1200 NTP Service =
New Group v

i1 bradley test
NTP Associations.. ) «ee

i IRU-304 testing
/ EDIT
) § DELETE

i bradley

2 Network Monitor

1200 OCXO
it NTP Monitor

e Click Delete.

¢ A modal will be displayed asking for verification of the delete action.

Are you sure you want to delete this component?

NTP Associations (total)

e Click yes if you are sure you wish to delete this component.

4.4.9. Other Dashboard Component Features

Some dashboard component features are available only for specific visualization types. For more
information on dashboard visualization types, see Dashboard Visualizations.

4.4.9.1. Copy to Clipboard

The copy to clipboard feature will copy a screenshot of the selected component to your local

system’s clipboard. This feature is available for data card, gauge, timeseries chart, and area chart
visualizations.
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Phase Emor

RESET CHART
EDIT

DELETE
COPY TO CLIPBOARD
3 EXPORT
4620

¢ MODIFY RANGE
4600

“30pm

10.15.237.154

SMORES Secondary 2

A message will appear indicating the component has been copied successfully. You can then paste
to your desired application.

4.4.9.2. Export Component Metrics
This feature allows you to export the metrics data from individual timeseries and area chart
components.

To export metrics data from a component, select the ellipses menu and then select “Export.”

STATS »{ @

EDIT

DELETE

COPY TO CLIPBOARD
EXPORT

MODIFY RANGE

3800

Gpm 9pm 12am 3am 12pm

2/24

10.15.237.154

SMORES Secondary 2

A modal will be displayed with export options.
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Export Component Data

Selected Source

Metric Export Preview Statistics Summary = SMORES Secondary .. ~

Phase Error

Devices
1771873383

Mean 2746.0344827586205

Absolute Time Range L Median 3885

2/23/2026 2:02:21 PM — 2/24/2026 2:02:21 PM 1771873503 Mod: I
ode nul

[J SyncData @ LG BESES Standard Deviation 1531.6760094115348

1771873623
[] Export Statistics () Range 785

.csv > EXPORT

1771873683 =
No Outliers Max

P1

Variance 141146.78362573098

Export Options:

e The selected time range is based on the time range displayed in the dashboard.

e Selecting Sync Data helps to align response time differences, reducing data gaps.
Timestamp precision may vary by up to one minute.

e Selecting Export Statistics will include current, min, max, P1, P99, Mean, Variance, and Std
Dev in the exported data.

e You can export to CSV or PDF formats.

An export preview and a statistics preview are viewable to the right of the export options.

When you are finished configuring the export options, select “EXPORT” to download the resulting
file.

4.4.9.3. Modify Timeseries Range
This feature allows you to modify the y-axis range for any timeseries chart component in a
dashboard.

Select the ellipses menu in the component you wish to modify.
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STATS 7 @

EDIT

DELETE

COPY TO CLIPBOARD
EXPORT

MODIFY RANGE

3800

12am 3am

2/24

10.15.237.154

SMORES Secondary 2

A modal will be displayed with fields for the min and max, and an option to exclude outliers.

Modify Range

Fixed Y-axis limits

Min

[] Exclude Outliers

Enter desired values and select “APPLY.” If exclude outliers is selected, you will be presented with
options to define the bottom and top percentiles to exclude.

4.410. Dashboard Notes

The Notes feature personalizes a log of events that happen within a customer infrastructure. Notes
can correlate to specific metrics and are made visible on timeseries and area charts to aid
understanding of changes to certain metric behaviors.

4.4.10.1. Viewing Notes
To view all notes, click on the “Notes” button at the top of a dashboard
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Q SAFRAN |

UTC: 12/05/2025, 20:04:51

© DASHBOARD = © METRICS /' NOTES

¢ new dashboard

Clicking the Notes button will open the Notes modal, where all notes can be viewed, edited, and
deleted, and where new notes can be added.

Notes

Anomalies, events, and general observations can be logged & viewed here

© ADD
Q, Search Notes
Description Created By
No Notes

Rows per page: 5 « 0-0of 0

4.4.10.2. Adding a new Note
To add a new note, click the “+ Add” button in the Notes modal. This will open the Add Note modal.

Add Note

Note Metric Associations (0) »

Start Date End Date .
12/05/2025 03:07 Pd  [3) 12/05/2025 03:07 Pb [3) No Associations

Description
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To create a note without any metric associations, simply specify a start and end date, enter a title
and description, and click “Save”. You should see a confirmation message and be redirected to the
Notes modal, where you will see your new note.

@ Added note

Notes
Anomalies, events, and general observations can be logged & viewed here

© ADD
Q. Search Notes

Start End Description Created By

12/5/2025, 12/5/2025,

3:07:47 PM 3:07:47 PM 0ES My new note connor

Rows perpage: 5 v 1-10f1

4.4.10.3. Optional: Adding Metric Associations
If you wish to associate your note with a particular metric, you can configure this from the Add
Note modal by clicking the pencil next to “Metric Associations”, opening the Add Note Associations
modal

Add Note

Note Metric Associations (0) »

Start Date End Date

12/05/2025 03:07 P} [3]  12/05/2025 03:07 Pt [3) No Associations

Description
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From the Add Note Associations modal, one or multiple metrics can be selected to associate with
the given note. After all selections are made, click “Continue” to close the Add Note Associations
modal

Add Note Associations

Metrics (2198)
Filter by category: NTP PTP GNSS System Network Oscillator White Rabbit Timing Monitoring System

Q, board
Extension Metric name Device Interface

Board temperature Zen 10.15.237.145

O 0O

WROX slot3  Board temperature test device 10.15.237.159

8

Board temperature test device 10.15.237.159
Board temperature option card 2400 10.15.237.50
Board temperature fake 127.0.0.2

Board temperature Z1610.15.237.164

Board temperature testv3 10.15.237.144

O
O
O
O
O

Board temperature 1200 10.15.237.150

1 row selected Rows per page: 100 «

CONTINUE

You will be redirected to the Add Note modal, where you will see the selected metrics displayed in
the Metric Associations panel on the right side of the modal. Metric Associations can be edited by
clicking the pencil next to Metric Associations to reopen the Add Note Associations modal. To
complete note creation, specify a start and end date, add a title and description, and click “Save”.
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Add Note

Note Metric Associations (1) /

Start Date End Date

12/05/202503:11 Py [3)  12/05/202503:11 Pd [T » Board temperature
o Device: test device

Title
new note

Description

My new note{

4.4.10.4. Editing a Note
To edit a note, click the pencil icon next to the note you’d like to edit in the Notes modal

Notes

Anomalies, events, and general observations can be logged & viewed here

© ADD

Start End Description Created By

12/5/2025, 12/5/2025,

3:11:18 PM 3:11:18 PM I BylnEslonte connor

Rows perpage: 5 v 1-10of1

This will open the Edit Note modal, where the Start Date, End Date, Title, Description, and Metric
Associations can be edited. Once all desired changes are made, click Save to save your changes.

4.4.10.5. Deleting a Note
To delete a note, click the trash can icon next to the desired note in the Notes modal.
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Notes

Anomalies, events, and general observations can be logged & viewed here

© ADD

Q s

Start Description Created By

12/5/2025, 12/5/2025,

31118 PM 37118 PM new note My new note connor

Rows perpage: 5 v 1-10of 1

A modal will appear asking for confirmation to delete the note. Click No to close the modal and
keep the note. Click Yes to delete the note.

Delete Note

Do you want to delete this note?

4.4.10.6. Viewing notes on Timeseries Charts
A note without metrics correlation will be visible on any timeseries chart displaying the time period
the note is associated with.

This note starts at 2:24 PM and ends at 3:24 PM. It will be visible on a timeseries chart displaying
data during this timeframe.

Notes

Anomalies, events, and general observations can be logged & viewed here

© ADD
Q

Start Description Created By

12/5/2025, 12/5/2025,

22410 PM 32410 PM new note My new note description connor

Rows perpage: 5 «
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Board temperature STATS » @ e°-

RESET CHART (O

new note

10:00am 10:30am 11:00am 11:30am 12:00pm 12:30pm 1:00pm  1:30pm 2:00pm 2:30pm  3:00pm

12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12f5/25 12f5/25
10.15.237.159

test device

Double-clicking a note will adjust the timeframe of the timeseries chart to be that of the note.

Single-clicking a note will open the Edit Note modal, where the note can be edited.

Board temperature STATS 7 @ -c--

new note

new note

2:30pm 2:35pm  2:40pm 245pm  2:50pm  2:55pm  3:00pm  3:05pm 3:10pm  3:15pm  3:220pm  3:25pm
12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25 12/5/25

10.15.237.159

test device

If a note has any metric associations, it will only be visible on a timeseries chart displaying those

metrics.
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4.4 11. Dashboard Visualizations

Data Card: The data card is available to display singular values that are either the most recent
current value or a static value that does not change.

Gauge: The gauge is available to display singular current values of data that you wish to view within
a standard range such as a temperature or a percentage value. Useful for quick assessments of
whether a value is within a safe, expected, or critical range.

Timeseries: The timeseries chart is available to display data over a range of time with an x and y
axis. This timeseries chart has a zoom function, as well as a pause and filter function.

Area Chart: The area chart is available and works like the timeseries chart. The area chart fills
specific areas under the plotted lines, which provides a visual representation of volume or
magnitude.

Sky View Visualization: The sky view visualization provides a graphical representation of the
elevation and azimuth of in-view satellites. It displays the position and movement of satellites in
real-time, help users monitor their visibility and trajectory relative to the device’s location.

4.4.11.1. Info Icons in Visualizations
Info Tooltip: Provides detailed information about the data source, collection method, and
additional context for the visualization. To access, hover over the info icon (i) in any visualization
chart to see details.

Endpoint or OID

e [For REST: Displays the API endpoint used for data collection.
e For SNMP: Displays the SNMP Object Identifier (OID).

The Description explain purpose or relevance of the data.

Oscillator Status

Oscillator Type Rubidium (.1ppb) Discipline State

1PPS Phase Error 3 10 MHz Frequen

Current DAC Setting 33624 DAC Step

TFOM 1ns<ETE<=10ns Max TFOM forS tempe;i.iture_ timing, and disciplining
metrics

Oscillator temperature 345 Board temperatt

CPU temperature 40 Last Time Reference Change 23 hours, 7
minutes ago

Last 1PPS Reference Change 23 hours, 7 Last TFOM Change 1 week, 1 day ago
minutes ago

Last Sync State Change 23 hours, 7 minutes  Last Holdover State Change 1 day, 6 hours ago
ago

55 .147

4.4.11.2. Dashboard Details

4.4.11.2.1. Overview
The Dashboard Details feature provides metadata about a dashboard, including its creation and
modification history. This is particularly useful for tracking ownership, changes, and versioning in
collaborative environment.
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4.41.2.2. Accessing Dashboard Details
Navigate to the dashboard of interest, select the three-dot menu (ellipsis) in the top-right corner
of the dashboard widget, and select DETAILS from the dropdown menu.

Dashboards Devices v Reporting Alerts v Settings

(O Last1days ~

EDIT
STATS v @ oo DELETE
ADD ROW
3 SAVE AS TEMPLATE
EXPORT DASHBOARD

@ DETAILS

4.411.2.3. Metadata Displayed
Created By: Displays the username of the user who created the dashboard.

Created At: Indicates the date and time when the dashboard was initially created.
Updated By: Displays the username of the user who last updated the dashboard (if available).

Updated At: Displays the date and time of the last modification of the dashboard (if available).

Dashboard Details

1200 NTP Service

Created By  admin
Created At 9/25/2024, 08:36 AM EDT

Updated By admin
Updated At  1/15/2025, 01:49 PM EST

4.4.12. Sorting Dashboards

4.412.1. Overview
The Sorting Dashboards feature allows users to organize their dashboards either manually using
drag-and-drop or automatically by sorting them alphabetically. This provides an efficient way to
keep the dashboard list tidy and accessible

4.412.2. Drag-and-Drop Sorting
Enables users to reorder dashboards manually by dragging and dropping them into the desired
position in the list. This is useful for prioritizing dashboards based on importance or frequency of
use.

Steps:

e Locate the drag handle (represented by the dotted grid icon) next to each dashboard name.
e Click and hold the drag handle.

e Drag the dashboard to the preferred position in the list.

e Release the mouse button to drop it into place.
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4.412.3. Alphabetical Sorting
Automatically sorts all dashboards in alphabetical order (A to Z). This is ideal for quickly organizing
dashboards in a consistent manner, especially in collaborative environments.

Steps:

e Select the Sort A to Z button located at the top of the dashboard list.
e The system will rearrange the dashboards in alphabetical order.

@ DASHBOARD | =

it Z16-PTP

WRZ GNSS

WRS

Test WRZ Z16

SS-2-NTP

SS- SYSTEM

5SS Network

SS

Nexus

55-2400-Primary-
Oscillator

Custom Charts

123

4.5. System Topology Visualization

45.1. Overview

The System Topology Visualization feature allows users to view a graphical representation of their
system’s topology. This visualization is generated by retrieving the configuration of each connected
device and mapping their roles based on a normalized configuration.

4.5.2. Accessing the Topology View

1.  Navigate to the Devices tab in the main navigation menu.
2. Select the View Configured Topology option.

74
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Topology

A VIEW CONFIGURED TOPOLOGY

3. Thetopology will display an interactive diagram of the system, similar to the example below:

Topology

Time generated: 11/15/2024, 10:05:53 AM EST

GNSS reference

85 .147
SecureSync 2400

WRZ 216

'_..wrtl--

WRZ ZEN TPFL SecureSync .159
WhiteRabbit: Zen TPFL SecureSync 2400

4.5.3. Key Features
Device Mapping: Displays the connected devices along with their references.

Visual Connections: Shows the relationships between devices with labeled connections like NTP,
PTP, and WR. Shows the time when the topology is generated.

Interactive Features:

e Click for Details: Click on the device node to go to the Device detail page.
e Refresh Button: Click the refresh icon in the top-right corner to update the topology.

4.6. Reporting

4.6.1. Overview

The Reporting feature allows users to generate detailed reports on device timing behavior,
configuration, system usage, and activity logs.
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4.6.2. Accessing the Reporting Section

To access the reporting section, navigate to the Reporting tab in the main navigation menu. The
Reporting page will display a list of previously generated reports and an option to generate new
ones.

—~
S SAFRAN |

Home Devices v Reporting Alerts v Settings A
UTC: 09/10/2025, 19:29:13

REPORTING

Generate reports relating to the monitored devices, the monitoring system, or time through the device network

@ GENERATE REPORT

cancelled: 9/5/2025, 2:41:32 PM

complete: 8/15/2025, 6:07:30 PM

complete: 7/24/2025, 7:26:07 PM

complete: 6/30/2025, 4:48:13 PM

complete: 6/5/2025, 5:16:31 PM

complete: 4/17/2025, 3:00:55 PM

4.6.3. Creating a Report

Select the GENERATE REPORT button, this will open the report wizard.

Generate Report - Time Tracing

Generate a report over a specified time range

Report Type

Reports on device timing sources/outputs and time flow through the device

Time Tracing S S—

» Device Information

+ Sources utilized within report duration
o Overall source utilization

Source Report o Daily source utilization

Current configuration of utililzed timing sources

Select report sections to include :

Configuration Report Current configuration of timing outputs
Time propagation through connected devices

Time Propagation

Report Customization
Exclude Devices from Report

Report Name 10.15.237.140

Report Start Report End

GENERATE

Select the Report Type:

e Time Tracing: Tracks time sources/outputs, propagation, and device configuration.
e Activity Log: Logs activity events in the system.
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Select the report sections to include:

e Source Report: Source utilization over time.
e Configuration Report: Details on device configuration.
e Time Propagation: Tracks time signal propagation through the network.

Customize the report:

e Provide a Report Name.
e Set a Date Range (start and end).
e Optionally exclude devices from the report.

Select Generate, a spinning loading icon will appear while the report is being generated.

4.6.4. Viewing a Report

Once a report is complete, it will appear in the list of generated reports with its status and
timestamp. Select the report name to open it in the embedded viewer. The report contains:

e Device Information

e Source Transitions

e Source & Output Configuration
e Time Propagation

Use the embedded toolbar to download, print, or zoom into the report as needed.

REPORTING

Generate reports relating to the monitored devices, the monitoring system, or time through the device network

@ GENERATE REPORT

cancelled: 9/6/2025, 2:41:32 PM =  2b51f7a3-3193-4832-b5bb-8b6355173e63

[ complete: 8/15/2025, 6:07:30 PM ST .
August Activity Log - Activity Log <
|t | S SAFRAN

complete: 7/24/2025, 7:28:07 PM

August Activity Log - Activity Log

complete: 6/30/2025, 4:48:13 PM complete: 8/15/2025, 6:07:30 PM

Contents

complete: 6/5/2025, 5:16:31 PM
= PNT 360 Server Info

- Device Status Report
= Scrape Target Status Report
complete: 4/17/2025, 3:00:55 PM
= Service Status Report
PNT 360 Server Info

Disk Space Used 21.54%
Disk Space Free 146.59 GB
Avg CPU Usage 4.64%

Available Memor: 2.04 GB

4.6.5. Managing Reports

Download a Report: Selecting the download icon next to the trash icon will download the report
as a JSON file. Selecting the download icon in the embedded toolbar will download the report as a
PDF file.

Delete a Report: Select the trash icon next to a report to remove it from the system.
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Alerts

4.7.1. Overview

The Alerts system in PNT 360 is centralized and managed through a unified Alerts page, accessible
via the main navigation bar. There are two alert types:

e Metric Alerts: For monitoring data-driven conditions from metrics. Accessed by navigating
to Alerts > Metrics

e Monitoring Alerts: For monitoring device connectivity and system health. Accessed by
navigating to Alerts > Monitoring

4.7.2. Metric Alerts

Metric Alerts are accessible by navigating to Alerts > Metrics and track changes in data from
monitored devices. Examples include:

e CPU Temperature

e Holdover State

e Disk Usage Thresholds
e GPS Reference Status

P
S SAFRAN |

UTC: 09/10/2025, 20:08-1 Devices v Reporting Alerts ~ Settings A
: 09/10/2025, 21 7

Metric Alerts

© ADD
aQ voous QD

Menitoring

Name Current Status Last Fired Actions

CPU Temperature > 90 °C

Temperature of the CPU LB >30d ago 7

Holdover state == inHoldover

R No Dat 30d ago
State when the unit loses its reference oata i 9

Disk Used >80 %

Percent of total disk used LD >30d ago

GPS reference antenna state != ok

No Dat: 30d ago
Gurrent GPS reference antenna state opaE .

Server State == Disabled

Network interface on which the servo is ruaning Firing) show details A E

Sync State == sync
Indicates whether SecureSync is synchronized to its selected input Fing | show details 9/10/25, 4:.06 PM EDT
references

4.7.2.1. Creating a New Metric Alert
Navigate to Alerts > Metrics and select the Add button.
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Add Alert Rule

1. Define Condition

Choose the metric you would like to be notified about. The alert will fire when this condition is satisfied.

Metric * -

2. Apply to Devices

Select which devices you would like to be notified about.

[0 Device Interface Current Value

Define a condition in step 1

3. Configure Notifications

Pick what happens when an alert starts firing. Alerts will always be visible on the alerts page and on any dashboards that
contain the selected metric.

Severity
Low ~

Receiver Email(s)

Define a condition:

e Select a Metric (e.g., PTP Offset from Master)
e Choose an Operator (e.g., is greater than)
e |nput a Value (e.g., 3 seconds)

1. Define Condition

Choose the metric you would like to be notified about. The alert will fire when this condition is satisfied.

Metric * Operation Value (seconds) *
PTP Offset from master is greater than ~ 3

Select which devices to apply this alert to. Choose the Severity (e.g., Low, Medium, High) and select
receiver email(s) from their respective dropdown menus.

Note: Email addresses must first be registered in Settings > Email Notifications before they appear
as options.

When complete, select Save. All created alerts will show their status, last trigger time, and include
options to edit or delete them.

4.7.3. Monitoring Alerts

Monitoring Alerts are accessible by navigating to Alerts > Monitoring and are split into two
sections:

System Health: Displays current health status of the PNT 360 services (e.g., Disk Usage, Memory
Usage, Service Uptime).
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Monitoring Alerts
System Health »

Name Current Status Current Value Last Fired
PNT360 Disk Used 21.64% Used >30d ago
PNT360 Memory Used 48.31% Used >30d ago

PNT360 Services

Device Connectivity: Shows connectivity status of all monitored devices, including SNMP and
REST scrape failures.

Device Connectivity #

Status

Current Status

PTWRZ-Z16 RLAERETAEE] @
PFTPFL # 10.15.237.145 @

SMORES Secondary 1 10.15.237.147 Firingy show details

SMORES ondary 2 ROAES=TREE Firingy show details

SMORES Primary RULAESkralx] @
@10.15.237.140 Firing | show details

NTP Source RRIwEydi] Firing | show details

PTP Master JLRERETALT] Firing ) show details

1200 0C-32 RORERETALL Firing ' show details

4.7.3.1. Configuring Monitoring Alert Notifications
You can assign email notification alerts for both System Health and Device Connectivity by
selecting the pencil/edit icon.

Edit Email Settings Edit Email Settings
Enable email alerts for: Enable email alerts for:

PNT 360 System Health Device SSH Scrape Failures

[ . lth Device SNMP Scrape Failures
kd PNT 360 Service Healt
Device REST Scrape Failures

Receiver emails can be registered in Settings — Email Notifications, then assigned here.
Receiver emails can be registered in Settings — Email Notifications, then assigned here.

Receiver Email(s) v Receiver Email(s) -

Enable the desired alert types (e.g., Disk Used, SNMP Failures). Select one or more receiver emails
from the dropdown menu. When complete, select Save.
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Note: Email addresses must first be registered in Settings > Email Notifications before they appear
as options.

4.8. Log Viewer

PNT 360 includes a built-in log viewer that provides access to real-time and historical logs across
all managed devices. This interface enables filtering, searching, and browsing log events based on
time, severity, and source.

To access the Log Viewer, navigate to Devices > Logs.
The log table contains the following columns:

e Timestamp: Date and time the event was logged.

e Host Name: IP address or name of the device.

e Facility: The facility code associated with the log source.
e Severity: The log level (e.g., Emergency, Warning).

e Message: The full log content.

Search logs Host Facility Severity © Last1hours ~

Timestamp Host Name Facility ~ Severity Message

9/10/2025, 2:46:13 PM 5.237.147 local7 emergency Error: Ori.GetStats: DbusObject:: _call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!

9/10/2025, 2:46:11 PM 5.237.154 local7 emergency Error: Ori.GetStats: DbusObject:: _call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:41:41 PM 5.237.154 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:41:39 PM 5.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:37:12 PM 5.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:37:11 PM 5.237.154 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
5.237.154 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:32:39 PM 5.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025,2:28:12 PM 5.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025,2:28:11 PM 5.237.154 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!

1
1
1
1
1
1
1
1
1
1
9/10/2025, 2:23:41 PM 15.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!
9/10/2025, 2:23:40 PM 15.237.154 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!

10.
10.
10.
10.
10.
10.
9/10/2025, 2:32:40 PM 10.
10.
10.
10.
10.
10.
10.

9/10/2025,2:19:10 PM 15.237.147 local7 emergency Error: Ori.GetStats: DbusObject::_call() [<a href="https://secure.php.net/dbusobject.call >dbusobject.call</a>]: org.freedesktop.DBus.Error.Failed: eth1 is not enabled!

a/10/9095 21907 PM 1N 159237 154 Ineal? emernency Frror Ori GetState: DhicOhiect  rall [=a href="httne://eecire nhn net/dhnenhieet pall'sdhienhisct palle/ast arn freerdeckton NRus Frror Failed: eth1 ie not enahled!

4.8.1. Filters and Search
The following filters located above the table allow you to narrow down log results:

e Search logs: Free-text search of the log message content.

e Host: Filter logs by a specific IP or hostname.

e Facility: Choose from common syslog categories (e.g., Kernel, Mail, Cron, NTP).

e Severity: View only messages at a specific level of importance:
o Emergency

Alert

Critical

Error

Warning

Notice

Info

Debug

O O O O O O O
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4.8.2. Time Range Selection
Select the time range selector to view logs for different periods of time:

e Last 5 minutes

e Last 30 minutes

e Last1/12/24 hours

e Last1/14/30 days

e Or define a custom range using absolute date/time pickers

Severity (© Last1hours =

Absolute Time Range Relative Time Range

bjd
From m :

bjg
To o _ ; g
bjd

APPLY .
bjg

EL Mt b R [ Dl = RS [ e el o e e L U A b L B 1 |_.-u._1-._rbl =

4.8.3. Pagination

Logs are paginated at the bottom of the viewer. Select Previous, Next, or specific page numbers
to navigate between entries.

Ori.GetStats: DbusObject::__call() [<a href="https://secure php.net/dbusobject call’>d

4.9. System Diagnostics

The System Diagnostics page provides general diagnostic information about the PNT 360
monitoring system. To access this page, select the “Diagnostics” link available in the application
footer at the bottom of every page.

026 Safran Trusted 4D, Inc. | | PNT 360 Version 1.3.0~rc3 |

The diagnostics page includes:

Scrape Target Status: The status of metrics scraping on each device with the last recorded error
message.
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UTC: 02/24/2026, 19:15:54

Application Monitoring

This page shows status information about the internal state of the application.

SCrape Target Status vicroramerrics Tarcers

Device State Last Query Duration Last Error Message

unexpected status code returned when scraping
"hitp/flocalhost:9116/snmp?
auth=wrs_default&module=if_mib&module=wrs_cern&target=10.15.237.
1407 500; expecting 200; response body: "An ermor has occurred while
serving metrics:\n\n2 error(s) occurred:\n* error collecting metric
Desc{fgName: \"snmp_error\", help: \"Ermor scraping target\”,
constLabels: {module=\"if_mib\"}, variableLabels: [[}: error getting target
10.15.237.140: error reading from socket: read udp 10.15.236.14:39737-
>10.15.237.140:161: recvfrom: connection refused\n* error collecting
metric Desc{fgName: \"snmp_error\", help: \"Emor scraping target\”,
constLabels: {module=\"wrs_cem\"}, variableLabels: [[}: error walking
target 10.15.237.140: error reading from socket: read udp
10.15.236.14:36238->10.15.237_140:161: recvirom: connection
refused\n”

10.15.237.140

10.15.237.144 5 =
10.15.237.145 =

cannot perform reguest to "hitp//localhest:9116/snmp?
auth=custom_auth_7&module=if_mib&module=securesync&module=ucd
_mib&target=10.15.237.147": Get "http//localhost:9116/snmp?
auth=custom_auth_7&module=if_mib&module=securesync&module=ucd
_mib&target=10.15.237 147" net/hitp: request canceled (Client_ Timeout
exceeded while awaiting headers)

10.15.237.147 40002 5

Service Status: The status of all services that run the monitoring system.

Service Status

SMMP Exporter
Mode Exporter
syslog-ng
Promtail

Loki

MNginx
AlerthManager
vmalert

Eclipse

Mats

Auth

Alerts
Oathkeeper
Device Management
VictoriaMetrics

PNT 360 Server Information: The statistics for the server running the PNT 360 application.
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PNT 360 Server Info

Dis ce Used: 22 65%

Service Logs: Searchable and exportable logs for all running services.

Service Logs

Service

Eclipse ~ autoscroll to bottom @ Last 1 hours ~ ¥
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Appendix

5.1.Installing a Custom SSL Certificate

5.2.

Users in the General User and Administrator roles have the following permissions:

To use your own SSL certificate instead of the self-signed certificate:

e Prepare your SSL certificate and key files ready. Rename your certificate file to eclipse.pem

and rename your key file to eclipse.key and upload your files to the server.

e Replace the current certificate with your custom certificate:
sudo cp /path/to/your/eclipse.pem /etc/pnt360/ssl/eclipse.pem

e Replace the current key with your custom key:

sudo cp /path/to/your/eclipse.key /etc/pnt360/ssl/eclipse.key
e Restart the Nginx service using the following command:

sudo systemctl restart nginx

e Verify the installation of your custom SSL certificate by accessing your application via a

web browser and inspecting the certificate details.

User Permissions

General User Administrator

configurations, and PNT 360
configuration

Add, update, and remove devices No Yes
Add, update, and remove dashboards No Yes
Change device configurations No Yes
Change PNT 360 configuration No Yes
See, add, update, and remove users No Yes
See devices, dashboards, device Yes Yes

S SAFRAN
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6. Safran Technical Support

For technical support, product specifications, and additional documentation, you can visit
https://safran-navigation-timing.com/support-hub/ to submit a support request.

More information on PNT360 can be found on our product page at https://safran-navigation-
timing.com/product/pnt-360

More information on standard unit behavior or any other features or functions of the SecureSync
series or White Rabbit products can be found in the user manuals on our website at https://safran-
navigation-timing.com/manuals

Information furnished by Safran is believed to be accurate and reliable. However, no responsibility is assumed
by Safran for its use, nor for any infringements of patents or other rights of third parties that may result from
its use. Safran reserves the right to make changes without further notice to any products herein. Safran makes
no warranty, representation or guarantee regarding the suitability of its products for any particular purpose,
nor does Safran assume any liability arising out of the application or use of any product or circuit, and
specifically disclaims any and all liability, including without limitation consequential or incidental damages. No
license is granted by implication or otherwise under any patent or patent rights of Safran. Trademarks and
registered trademarks are the property of their respective owners. Safran products are not intended for any
application in which the failure of the Safran product could create a situation where personal injury or death
may occur. Should Buyer purchase or use Safran products for any such unintended or unauthorized
application, Buyer shall indemnify and hold Safran and its officers, employees, subsidiaries, affiliates, and
distributors harmless against all claims, costs, damages, and expenses, and reasonable legal fees arising out
of, directly or indirectly, any claim of personal injury or death associated with such unintended or unauthorized
use, even if such claim alleges that Safran was negligent regarding the design or manufacture of the part.

Safran Electronics & Defense safran-navigation-timing.com
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