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Skydel GSG-8:
Advanced Jamming

GSG-8 is the newest positioning, navigation, and timing test solution
offered through Orolia’s GSG family of simulators, and powered by Skydel
Simulation Engine. It was developed to deliver the highest standard of
Global Navigation Satellite System (GNSS) signal testing and sensor
simulation performance in an easy to use, upgradable and scalable platform.

This document explains how to implement advanced jamming with Skydel.
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1.1. Start SKYDEL and Create a New Configuration

The GSG-8 hardware model that can be used to run this simulation are:

GSG-821 GSG-831 GSG-842/Broadsim
2 RF Outputs 3 RF outputs 4 RF outputs
1GPU/2 SDR 1GPU/3 SDR 2 GPU/4 SDR
Here is the hardware configuration used for this case study.
,,,,,,,,,,,,,,, e Attenuator
RF Cable (-20dB) e
0Cl
RF Out > RF Cable
| — | -
g — -
RF Out {1 |
RF Cable At't:m: abor Ublox F9 Receiver
RF Out (L)
Combiner
DekTec SDR Cards (2:1)
(up to 4)
GSG8 |
= USG connector.

Figure 1: Hardware configuration of Skydel for a scenario with jammers

To be able to carry out this scenario, the SKY-ADVJAM option must be activated in the SKYDEL simulation.

1.2. Software configuration

There are 2 types of jammers available in Skydel:

« dynamic transmitter

« simplified transmitter

In our case study we will implement an example of a dynamic jammer. We will use a simple scenario where we will
create interference to jam the signals GPS L1 C/A and GLONASS G1.

The transmitter parameters can be updated in real time while the simulation is running. It is also possible to add or
remove jammers during the simulation,
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1.3. Add a Radio

NOTE: This step is only necessary to add additional radios; a first radio will be preconfigured on your default
configuration. Multiple setup options are possible; refer to the main SKYDEL manual for more information.

To add a radio, navigate to Settings — Output.

o Click Settings Tab

skydel - Untitled (Not Saved)

lete 00:00:00

r" Settings

Settings Output h o C I iCk O Ut p Ut
o Global

Receiver
GLONASS

Select the DTA-2115B in the dropdown list and click the Add button twice.

Anechoic Chamber

| DTA-21158B

File

N310

None

NoneRT

Wavefront Controller
X300

select output type and click Add.

DTA-2115B = Add
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The DTA-2115B will be added with a default device number O and default clock settings. If the default values are
incorrect for your hardware setup, click Edit to make the necessary changes and click OK when done.

Output Radio 1 RF A Signal Selection Sempling Rete ot Edit
DTA-2115B DTA-21158 numbsr 0 No Signal Central Frequency 0.0000 Mz
ST - Ba.aK cPuE 0
3 Edit Delete Goin s0de
=
1 rmﬁj Radio 2 RFA signal setection Samsling Rate 123500 Msp1 Edit
i DTA-21158 number 1 Mo Signat Central Frequency 00000 Mz
S cPu# 0
Edit Delete Galn 5048
Select GNSS Signals

Click the Edit button for the RF A output of Radio 1 and select GPS L1 C/A and GLONASS G1 and checked Gaussian
noise.
Then click Edit on RF Aoutput of Radio 2 and then select interference/Spoofer in the Output type.

Choose Group 1and select Choose with signal selection.

Change the gain to 30 dB and the minimum sampling rate to 12.5 MSps.

Signal Selection e

Output Type Interference Group
GNSS, Upper L-Band Group 1

GNSS, Lower L-Band
Central Frequency

* Interference / Spoofer

v Choose with signal selection

Sampling Rate

ideal  50.0 MSps * Upper L-Band Lower L-Band
Max [85.0Msps ~ e
Min  [12.5MSps ~ GPS LIC BeiDou B1
GPS L1 P-Code BeiDou B1C
GPU # 0 - v/ GLONASS G1 SBAS L1
- Galileo E1 ZSS L1 C/A
Gain 30ds |+ Q 4
QZSSLIC QZSSL1S
% cancel o OK

Click Ok to close the Signal Selection dialog box. The output configuration should look like this:

Radio 1 BF A L b T ey Rl K £dit
DTA-2115B O 2115l marmie LA Comire Eregeescy VETS 4300 iy
[LRRT Calins 11
[P . cue e
- Edit Oelete Cain T
-
-
B A p— madle 2 "rA Sgnal Seiectan em g dare 12 500 Mg Edit
- CRATY 1 e 1 adiasenss Costs gt Fiwgurssy TS 4230 ey
[T [— e A

Edit Delete Com
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1.4. Add Dynamic Transmitter

The next step is to add a transmitter. First, click on the Settings — interference submenu.

As areminder, a dynamic transmitter is defined with a position or a trajectory. The trajectory may even be defined

in real-time using the hardware-in-the-loop API. A simplified transmitter has no position or trajectory. Different
waveforms can be combined to create a complex waveform; however, the power is defined from the receiver point of
view and will not change as it moves.

Settings Interference

Add Dynamic... +

Add Simplified... +

Click on Add Dynamic... and the Add Transmitter dialog box will appear.

Add Transmitter X

Name Transmitter 1 |
Group Group 1-Radio 3 RF A v
Enabled v

Dynamic

Reference power -130.00dBm -~

I * cancel ¥ OK ‘ l

Click a second time on Add Dynamic... to add a second transmitter.

Each time you add a transmitter, a new submenu with the name of the transmitter appears in the Interference
submenu. We now have two transmitters in this menu interference.
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Resilient PNT
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00:00:00

<4 Settings Interference

Transmitter 1 >
Transmitter 2 >
Add Dynamic... o+
Add Simplified... +

To configure the transmitter, click on the “Transmitter 1” submenu and the dynamic transmitter submenu will appear.

Then Go in the General screen and reduce the Reference Power to -20 dBm. Also, uncheck the Enabled flag.

Transmitter

Reference Power (dBm)
|-20/00 B

|_8__g_§ncel_|| J oK |

Click the Trajectory button to display the transmitter trajectory page screen. Define the circular path with the
following attributes:

« Center: 48.85699094 degrees north, 2.29621810 degrees west, 2 m above sea level
« Radius: 150 m
o Speed: 3 m/s

« Motion: counterclockwise
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erin

Resilient PN

<« settings © |nterference & Transmitter 1

Circular Trajectory

- Latitude 48.85034408° |2 Radius | 150.000 m < | origin Angle: [0.000p0000° =

Antenna | Longitude 2.29587381° = Speed | 3.000 m/s =
Remover | Altitude (Ellipsoid) | 2.000 m = Motion | Clockwise (CW) .

Use Crosshair Position Search

e

0.945
0.621
PDOP 1.145 5 .

It is also possible to modify the pattern of the jammer’s antenna in the Antenna menu.

Settings Interference Transmitter 1

General
Pattern Default v More...
Signal
Trajectory
Remove... © Offset \T 0.000m Pitch 0.000°

7 0.000m Roll 0.000°
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The ader in

Resilient PNT

But for this test, we will use the antenna defined by default in Skydel. The pattern of this antenna is defined below:

Gain

=20
30
iy -25
=10
: 0
10 -3
P :
L 20
RS 30 -35
Y ” > (=] 40
" e
Now we can add the signal that will be transmitted by the jammer.
Let’s add a Chirp signal. To add this signal, click Add on the Signal button.
Settings Interference Transmitter 1
General
Type Enabled Frequency (MHz) Power (dB) Group
Trajectory
Antenna
Remove... ()
Add -
! CWw...
'i Pulse...
Clear log Time ‘| BPSK... ate
BOC...
AWGN...
IQ File...

When the chirp signal window opens, change the center frequency to 1575.42 MHz, which corresponds to that of the
GPSL1 CA.
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Enabled v

Transmitter Power

Central Frequency 1575.42 MHz =

Signal Relative Power 0.00dB v

Use Default Group 4

Group

Bandwidth 1.000 MHz =

Sweep Time 100.00 ps -
Add | ¥ Close

Click on the “Transmitter 2” submenu to configure it.

Add a Chirp signal and choose a center Frequency of
1602 MHz.

Circular Trajectory

Enabled v

Transmitter Power

L

Central Frequency 1602.00 MHz

ik

Signal Relative Power 0.00 dB
Use Default Group v

Group

Bandwidth 1.000 MHz =

Sweep Time 100.00 ps =
| Add | %close

Click the trajectory button to display the transmitter 2
trajectory page screen. Define the circular path with the
following attributes:

» Center: 48.85699094 degrees north, 2.29268100
degrees west, 2 m above sea level

« Radius: 150 m
« Speed: 1 m/s

« Motion: clockwise

Latitude 148.85699094; 2 Radius  150.000 m ~| Origin Angle: 90.00000000° |<
Longitude 2.29268100° b= Speed | 1.000 m/s 5
Altitude (Ellipsoid) 2.000 m = Motion ' Clockwise (CW) -
Use Crosshair Position Search
o uu nrotuauciv F
- - ot
5 &7 » yane
& 4
3 u
“a - % 2
(& 5 __ Pontd'iéna &
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1.5. Add and Configure a Receiver

Let’s start the simulator now and connect a receiver in order to view the simulator, the receiver, and the transmitter in
the map tab.

The receiver we used for this example is a U-Blox receiver.

00:00:00 2020-03-31 00:00:00 Leap Sec 1 AT Sec 172800

uTc
Position
Altitude (M5L)
o Altitude (Elipsoid)
HDOP PDOP
Receiver VDOP Fix NA

{}

Automate

Connect...

To configure it, go to the Receiver window of Skydel and click on connect.

Now select your receiver Serial port in the Choose Receiver Serial Port:

Choose Receiver Serial Port D

Ports Description u-blox GNSS receiver

tEyACM1

ttyUusBO Manufacturer  u-blox AG - www.u-blox.com

ttyACMO

ttySo Product ID 424

ttys1 Vendor ID 5446

ttysz2
Is Busy No
Baud Rate 9600 v
Data Bits 8 bits -
Parity MNone s
Stop Bits * 1 bit 2 bits

Flow Control MNone b

Skydel can parse specific NMEA 0183 v4.1 sentences. Click Help for more details.

@Help Refresh List ID Range... % Cancel JOK |

Click on the Skydel map tab:
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If you open the transmitter information panel to the right of the map, you will see that the transmitters are not
activated. This means that they do not emit RF; however, as you can see, the transmitters move on a circular path.
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¥ Show Receiver

HDOP
VDOP
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PDOP

0.649
0.951
0.626
1.151

All Sliders
Reset Sliders

SVID>

|

@ @

)]

Display Settings... simulator
Longitude 2.29448100°
Latitude 48.85837000°
Altitude 2.000m
Speed 0.000 m/fs
o Acceleration 0.000 m/s?
30 | Yaw 0.000%
| Pitch 0.000°
: | Roll 0.000°
Receiver

s ]
& - wow |  Longitude 2.29448000°
Gy # = 1 Latitude 48,85837050°
y - Altitude 2.200m
7 P e Speed 0.100 m/fs
i B P Acceleration -0.005 m/s?
F < Transmitter 1 &

Clear
P

T vonsicer

42
G22 G23 G28 G31
6.1 a7
S —
-0.6

In the spectrum subtab, you will see that the GPS signal is being transmitted on the radio 1 RF A.

v Radio 1RF A
¥ Radio 2RF A
Radio 3 RF A
Radio 4 RF A
Best fit
¥ Show legend
Average: 1
Zoom axis
X v
Y:

Now, go to the transmitter 1’s General screen and enable the transmitter

S

-170

Power/Frequency (dBm)

8

-190

the RF B spectrum.

—— Gaussian Noise
——— GLOMNASS G1
- GPSL1C/A

~ = Thermal Noise

Radio 1 RF A

Lol il bis

Central frequency: 1586MHz
Bandwidth: 50MHz
Resolution: 1kHz

0

10

20

Frequency (MHz)

Power/Frequency (dBm)

Radio 2 RF A
=100
Gaussian Noise Central frequency: 1586MHz
—— Thermal Noise Bandwidth: 50MHz
B Resolution: 1kHz

-120

=140
160
=] a_o L

-20 -10 0 10 20
Frequency (MHz)

. You should now see the chirp appearing in
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Resilient PNT

Transmitter 1is now activated and can be seen appearing in the second window of the spectrum.

C i | Deviati | Spectrums Status Log
¥ Radio 1 RF A Radio 1 RF A Radio 4 RF A
Radio 2 RF A
Radio3 RF A q30f Gaussian Noise Central frequency: 1586MHz L) o — Transmitter 1 Central frequency: 1586MHz
~— GLONASS G1 Bandwidth: S0MHz —— Transmitter 2 (No signal) Bandwidth: 50MHz
v/Radiod RF A T 190l cpsiic/n’ 0 ulbiindililie Resolution: 1KHZ 4 € —— Thermal Noise Retololon ki
Best fit ﬁ j —— Thermal Noise i 3 -140
) B T )
v Show legend ﬁ ] ﬁ
2 160 f 2
Average: 115 o |- @ 460}
Zoom axis '%‘ "-;‘:‘;
X: v § §
Y v -180
! I b bt
-20 -10 0 10 20
Frequency (MHz) Frequency (MHz)

We also observe in the constellation window that some satellites of the GPS constellation are now jammed by the
transmitter 1. Their color then changes and becomes blue instead of green.

18 Week 2099 Sec 173010

Streaming RF 00:03:30 2020-03-31 00:03:30

Display Settings... Simulator E

Ecole maternelle

Longitude 2.29448100°
NN -4 Latitude 48.85837000°
”39;_" . ‘ Altitude 2.000m
=} E‘T 14/l speed 0.000 m/fs
: \ ‘g Acceleration 0.000 m/fs?
B Yaw 0.000°
pre Q Pitch 0.000°
o 14 Roll 0.000°
P EF
I Receiver
o P
i P .
£ - fzoom Longitude 2.29447800°
Complexe § Latitude 48.85837133°
sportif g £ P + Altitud
Emile Anthoine N < N ] . b - itude 2.600 m
é : '_f' = 5 s - = Speed 0.107 m/s
e
®, Y% § T A Acceleration 0.004 m/s?
- o S0 £ - &
! 4 = 1% 'b,, - )&Q,f \:;'-ﬁ) thédtre -
o 3 e ke = et /| Transmitter 1 @
/ o 4-‘9% ‘kh y Clear
180 60 | Transmitter 2
Constellations | Deviation | Spectrums | Status Log
GLOMASS Q g
40 39 40 =
GALILEO O g 27
— : b I I I I I
SBAS @
PRN> Gl G2 G3 G4 G5 G9
QZss o]
46 6.8 4.2 4.4
NAviC . A30 dEm 2 —— BN s — - — —
v Show Receiver
HDOP 0.651
Al Sliders

Viztely i Reset Sliders [l II || II Il Il I] u u

TDOP 0.630 & P & @ & @ &
PDOP 1.157 svio- @ - by v L4
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If you expand the transmitter information panel at the right of the map, you will see that the transmitter is now
enabled. This means that the transmitter is broadcasting RF; And as you can see in the map, the transmitter is moving
on a circular path.

In the information panel, you will find 2 values for the Reference Power: Tx and Rx. The Reference Power Tx is the
power level that you set in the General screen of the transmitter. The Reference Power Rx is the perceived reference
power at the receiver including the transmitter and receiver antenna patterns and the propagation loss. If you click on
the “plus” button at the right of Reference Power (Rx), you will see more details.

Transmitter 1 activation

We can see that although the transmitters were both close to the simulator position, the display window still displays a
stable position. There was no big deviation.

Because the GLONASS constellation allows the receiver to always be able to track the simulator signal.
Now let’s activate the Transmitter 2.

We can now see that the constellation of GLONASS is also affected by the jammer.

— e

oPs o]
GLONASS B
GALILED ® o 32 35
i 25 26 23
BEIDOU @] o 18
SBAS o - - 0 g 2 -
PRN > R6 R7 R8 R14 R15 R16 R21 R22 R23
Qzss e 6 15 1]
NAVI 16 4.8 0.1 8
- . -130 dBm - =
5.6 -0.7 08
v|Show Receiver
HDOP 0.649 e
[} ers
VDOP 0.953 D I ﬂ Il H II || I [l I‘
TDOP 0.627
svio> @ @ & s a 2 =

PDOP 1.153
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We see that when both jammers are activated, the receiver loses track of the simulator.

L o a
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Transmitter 2 activation

To better observe the receiver jamming phenomenon, you can either increase the power or move the transmitters
closer to the simulator.

Conclusion:

In this application note, we have shown how to do a Skydel scenario with 2 dynamic jammers and we have also shown
the impact on GPS and GLONASS signals.

The GSG-8 is a powerful GNSS simulator which allows the user to simulate complex simulations that would require
more equipment and effort to be able to test them in real life.

In other application notes, we will show how to add other types of threats such as spoofers in a Skydel scenario.
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