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Spectracom Corporation is a leading manufacturer of precise time-keeping devices used to 
synchronize critical operations. Our products provide accurate, reliable, Legally Traceable 
TimeÊ across your networks. The Spectracom 9300 series NetClockÊ is a direct response to 
customer needs for affordable time synchronization equipment that includes a variety of 
necessary and widely used security, authentication, and networking features. 
 

Note: If you are installing a Model 9388 Ethernet Time Server, please 

refer to Section 2.9: Ethernet Time Server (Model 9388) 

Installation for specific installation instructions. 

 

 

The 9300 Series NetClock time server provides disciplined timing using Network Time Protocol 
(NTP). The NetClock meets or exceeds the National Emergency Numbers Association (NENA) 
master clock standard and is ideally suited for delivering world-wide, split-second timing to 
mission critical systems. The 9300 series offers enhanced reliability features, including oven-
stabilized crystal oscillator (OCXO) and Rubidium oscillator backups to maintain the NetClockôs 
time standard if the time reference is lost. An optional dial-out modem provides additional back-
up and can function as the primary reference if desired. The 9300 series chassis is shock-and 
vibration-resistant. 
 
The 9300 seriesô enhanced security features, which can be enabled and disabled by the user, 
include IPsec, Secure Shell (SSH), Secure Sockets Layer (SSL), Secure Copy Protocol (SCP), 
Secure File Transfer Protocol (SFTP), and SNMP v1, v2, and v3 with host access restriction. 
The NetClock supports IPv4, IPv6, and centralized user authentication (LDAP/Active Directory, 
RADIUS). NTP capabilities include peering, Stratum 2, and Autokey. 
 
The NetClock can be configured and its reports accessed through a Web User Interface (Web 
UI). A Command Line Interface (CLI) is also provided for initial product configuration through the 
serial setup port. Once configured, the NetClock can be accessed, under appropriate security 
policies, anywhere within a network. The product features browser-based remote diagnostics 
and control as well as Flash memory for remote software upgrades. A 10/100 Mbps Ethernet 
LAN port provides support for Network Time Protocol (NTP) over a variety of platforms, 
including Windows 2003, 2000, and XP, Cisco, UNIX, Linux, and more. Remote control and 
monitoring can also be performed through SNMP and Telnet. 
 
NOTE:  All features described are not available on all NetClock variants. 
 

 

Spectracom NetClocks provide multiple outputs for use in networked devices and other pieces 
of technology.  A 1 Pulse Per Second (1PPS) output acts as a precise metronome, counting off 
seconds of UTC time. A 10 MHz frequency reference provides a precise, disciplined signal for 
control systems and clocks (as the inverse of time is frequency). IRIG output, used in many 



 

military and some public safety and data centers, provides a time code for time-stamping of 
data, as do the NetClockôs serial time code outputs. 
 
The NetClockôs outputs are driven by its inputs ï specifically, IRIG, serial time code, and (most 
significantly) Global Positioning System (GPS) technology. GPS-equipped NetClocks track up to 
twelve satellites simultaneously and synchronize to the satelliteôs atomic clocks. This enables 
NetClock-equipped computer networks to synchronize all elements of network hardware and 
software (including system logs) over LANs or WANs ï anywhere on the planet. 
 

1.2.1 Front Panel 

The front panel of the NetClock (Figure 1-1) consists of two separate, illuminated status LEDs 
and two LCD displays (depending on the model). The LCDs (when installed) are configurable 
using the Web Browser User Interface (Web UI). Options include time, date, day of year, 
software versions, network information, fonts, and date formats. 
 
The status LEDs, ñSyncò and ñPower,ò indicate whether the NetClock is synchronized and 
whether power is applied to the unit. The Power LED will not light if power is not applied. It will 
indicate green if power is applied. The Sync LED has multiple states (Table 1-1). 
 

 
 

Figure 1-1: Front Panel Display 

 

1.2.2 Front Panel LED Indicators 

Power: Green, always on. 

Sync: Tri-color LED indicates the time data accuracy and equipment fault. 

LAN: Green: Good Link indicator. 

 Yellow: Network activity. 

 

1.2.3 Front Panel LED Status Indications 

At power up, a quick LED test is run. The unit displays a Red ï Green ï Orange sequence. 
 

LABEL COLOR ACTIVITY DESCRIPTION 

POWER Green On 
Off 

Power is supplied to the NetClock. 
Power is disconnected. 

SYNC Multiple 
States 

Off No fault but not synchronized to GPS. Holdover spec has not been met. 

Green On Synchronized to GPS. Time is valid and within the Locked to GPS accuracy specs. 

Blinking Green Holdover mode. Not synchronized to GPS but time is still within Holdover accuracy specs. 
Also indicates the unit is synchronized with the optional dial-out modem (Option 03). 

Yellow On No longer synchronized to GPS but no unit fault. Time accuracy may not be meeting 
holdover specs. 

Blinking 
Yellow 

Unit is in power-up initialization mode. The unit is in this mode for the brief period between 
power on and when it is operationally ready to receive satellite data. 

Flashing Red GPS antenna fault. This flash may occur over any of the other color conditions at runtime. 



Red On Unit fault. Time may not be valid. Overrides all other indicators. 

Blinking Red If the unit fails Power On Self Test (POST) then the indicator will blink in a sequence 
indicating the failure code (consult factory) 

Blink is defined as ½ second on, ½ second off 
Flash is defined as 

1
/20 second on, 

19
/20 second off 

 
 

Table 1-1: Status Indicators, Front Panel 



 

 

The rear panel (Figure 1-2) provides several different outputs that are available for interfacing 
the NetClock to various systems, as well as a means of initially configuring the unitôs network 
settings. The rear panel also has a power jack for the power input, a connection for the GPS 
antenna, and relay contacts for alarm monitoring and event alerts. 
 

 
 

Figure 1-2: NetClock Rear Panel 

 
FREQ OUT is a BNC output providing a 10MHz sinewave output. 
 
1PPS OUT is a BNC output providing a once-per-second squarewave output. 
 
IRIG OUT is a BNC output providing an IRIG signal for synchronizing certain voice recorders. 
 
1PPS IN is a BNC female input used to provide an external 1PPS reference. 
 
Serial Comm 1 and Serial Comm 2 are ñDB9 femaleò connectors that provide RS-232 data 
output to devices that can accept an RS-232 input for synchronization. 
 
The two RS-485 connectors (RS-485 PORT 1 and PORT 2) provide an RS-485 data output for 
synchronizing  devices that accept an RS-485 input, such as wall display clocks and add-on 
Ethernet Time Servers. 
 
The SERIAL SETUP INTERFACE provides network and output port configuration capability. 
 
The ETHERNET connector provides an interface to the network for NTP synchronization and to 
obtain access to the Web UI. It has two small indicator lamps, Good Link (green LED) and 
Activity (orange LED). The Good Link light indicates a connection to the network is present. The 
activity light will blink when network traffic is detected. 
 

Ethernet Yellow On 
Off  

LAN Activity detected.  
No LAN traffic detected. 

Ethernet 
 

Green On 
Off  

LAN Link established 10 or 100 Mb/s. 
No link established. 

Blink is defined as ½ second on, ½ second off 
Flash is defined as 

1
/20 second on, 

19
/20 second off 

 

 

Table 1-2: Status Indicators, Rear Panel 

 
TIMER/ALARM RELAYS 1, 2, and 3 are configurable for remote alerts and monitoring. 
 
The GPS ANTENNA connection is an ñNò type connector for the GPS input from the antenna. 
 
The POWER connector is the input for the DC power. 



 
The CHASSIS GROUND connector provides a means of grounding the unit. 
  

 

Warranty information is found on the leading pages of this manual.  
  
Spectracom constantly strives to improve its products. We greatly appreciate any and all 
customer feedback.  
 
Technical support is available by telephone at US +1.585.321.5800. Please direct any 
comments or questions regarding application, operation, or service to Spectracomôs Customer 
Service Department. Customer Service is available Monday through Friday from 8:00 a.m. to 
5:00 p.m. EST, excluding holidays.  
 
Product support is also available by e-mail. Questions regarding equipment, operation, and 
applications may be e-mailed to Spectracom Sales Support at: 
 
sales@spectracomcorp.com 
 
For repairs and technical support, questions may be e-mailed to Spectracom Technicians at: 
 
techsupport@spectracomcorp.com 
 
Visit Spectracomôs website for product information, application notes, and upgrade notices as 
they become available: 
 
http://www.spectracomcorp.com/ 
 
Please contact Customer Service before returning any equipment Spectracom. Customer 
Service must provide you with a Return Material Authorization Number (RMA#) prior to 
shipment. When contacting Customer Service, please be prepared to provide your equipment 
serial number(s) and a description of the failure symptoms or issues you would like resolved. 
Freight to Spectracom is to be prepaid by the customer.  
 
Once you have obtained the RMA number, ship your equipment to the following address:  
 
Spectracom Corporation 
Repair Department, RMA# xxxxx 
1565 Jefferson Road STE 460 
Rochester, NY 14623 
 
 

mailto:sales@spectracomcorp.com
mailto:techsupport@spectracomcorp.com
http://www.spectracomcorp.com/


 

 

 
NOTE:  The specifications listed herein are based on ñstandardò operation, with the unit 

synchronized to GPS and with the GPS receiver in position hold (or the equivalent for 
non-GPS units). 

 

1.5.1 Receiver 

Received standard:  L1 C/A Code transmitted at 1575.42 MHz. 

Satellites tracked: Up to twelve simultaneously. 

Acquisition time: Typically <4 minutes from a cold start. 

Antenna requirements: Active antenna module, +5V, powered by the NetClock, 16 dB 
gain minimum. 

Antenna connector: Type N, female. 

 

1.5.2 RS-232 Serial Setup Interface Port 

Function: Accepts commands to locally configure the IP network parameters 
for initial connectivity. Also used as the interface to the dial-out 
modem (Option 03). 

Connector: DB9 female, pin assignments conform to EIA/TIA-574 standard, 
data communication equipment. 

Character structure: ASCII, 9600 baud, 1 start, 8 data, 1 stop, no parity. 

 

1.5.3 10/100 Ethernet Port 

Function: 10/100 BaseT auto sensing LAN connection for NTP / SNTP and 
remote monitoring, diagnostics, configuration and upgrade. 
 

1.5.4 Protocols Supported  

NTP:  NTP v4.2.0. Provides MD5 and Autokey. Stratum 1 or higher. 
(RFC 1305, 4330) 

Loading: ~4,000 requests per second, typical. 

Clients supported: The number of users supported depends on the class of network 
and the subnet mask for the network.  

 A gateway greatly increases the number of users.  

HTTP, HTTPS Servers:  For browser-based configuration and monitoring using Internet 
Explorer 5 or Netscape 6 per RFC 1945 and 2068. 

FTP:  For remote upload of system logs and RFC 959. 

Logging: Syslog 

SNMP:  Supports v1, v2c, and v3 

Telnet:  For limited remote configuration per RFC 854. 



Security Features: Up to 32-character password, Telnet Disable, FTP Disable, 
Secure SNMP, SNMP Disable, HTTPS, HTTP Disable, SCP, 
SSH, SFTP. 

Authentication: LDAP v2 and v3, RADIUS, MD5 Passwords, NTP Autokey 
Protocol. 

Connector: RJ-45, Network IEEE 802.3. 

 

1.5.5 RS-232 Communication Port 

Signal: Selected time Data Format in RS-232 levels when interrogated by 
the connected device. This port may also be configured to provide 
a continuous once-per-second output. 

Connector: DB9 female, pin assignments conform to EIA/TIA-574 standard, 
data communication equipment (DCE). No flow control. 

Character structure: ASCII, 1 start, 8 data, 1 stop, and no parity. 

Accuracy: Data stream on time marker within ± 100 microseconds of UTC on 
Sync in Data Formats 0, 1, 3 and 8. Data Formats 2, 4 and 7 
within ±1 millisecond of UTC. 

Configuration: Baud rate and output Data Formats are selected using the web 
browser user interface. Bit rate selections are 1200, 2400, 4800 
and 9600 baud. There are eight Data Format selections available.  

 

1.5.6 RS-485 Output 

Signal: Selected time Data Format in RS-485 levels, output once-per-
second. 

Connector: Removable 3-position terminal block (supplied). 

Character structure: ASCII, 1 start, 8 data, 1 stop, and no parity. 

Accuracy: Data stream on time marker within ± 100 microseconds of UTC on 
Sync in Data Formats 0, 1, 3 and 8. Data Formats 2, 4 and 7 
within ±1 millisecond of UTC. 

Configuration: Baud rate and output Data Formats are selected using the web 
browser user interface. Bit rate selections are 1200, 2400, 4800, 
and 9600 baud. There are eight Data Format selections available.  

 

1.5.7 Relay Outputs 

Three separate outputs provided for either Programmable Event Timer Output or Major/Minor 
Alarm indication. 
 
Relay contacts: NO, NC, and Common. 

Contact rating: 30 VDC, 2 amps. 

Connector: 10-position 3.81 mm terminal block (mate supplied). 

 



 

Programmable Timer Output:  

 128 On/Off events available. Timer events that are hourly, daily or 
weekly only count as a single event so many events can be 
programmed. 

Major/Minor Alarms:  Relay contacts allow remote monitoring of operational status. A 
power failure, CPU failure loss of time sync, etc cause the alarm 
relay to de-energize. The alarm relay returns to normal operation 
(energized) when the fault condition is corrected. 

 

1.5.8  IRIG Output 

Signal: Selectable IRIG B or IRIG E, amplitude modulated sine wave (AM) 
or pulse-width-coded (TTL/DCLS). 

AM Carrier: IRIG B-1000 Hz. 
IRIG E-100 Hz or 1000 Hz. 

AM Signal Level: Adjustable from 0 to 10 Vp-p mark amplitude into loads of 600 
ohms. Factory set to 2.0 V p-p into 600 ohms. Output should be 
terminated with 600 ohms. 

Accuracy: IRIG-B, IRIG-E 1000 Hz AM: ±20 microseconds of UTC. 
IRIG-E 100 Hz AM: 200 microseconds of UTC. 
IRIG-B, IRIG-E TTL/DCLS: ±2 microseconds of UTC. 

Connector: BNC female. 

Configuration: IRIG Formats B or E in AM or TTL/DCLS levels. Time data is 
configurable with Time Zone Offsets and DST rules. Signature 
Control may also be placed on the output signal. This feature 
removes the modulation code from the IRIG output whenever the 
selected alarm condition is present. The output is restored when 
the fault is corrected. 

 

IRIG Code Format Description of code 
B000 IRIG B, TTL, BCD,CF and SBS 

B120 IRIG B, AM, 1 kHz , BCD,CF and SBS 

E000 IRIG E TTL, BCD,CF and SBS 

E110 IRIG E AM, 100 Hz, BCD,CF and SBS 

E120 IRIG E AM, 1 kHz, BCD,CF and SBS 

 

1.5.9  1PPS Output 

Signal: One pulse-per-second square wave derived from the GPS 
receiver. 

Signal Level: TTL compatible into high impedance loads, 1.5 V base-to-peak 
into 50 ohms. 

Pulse Width: 200 milliseconds. 

Accuracy: Positive edge within ± 50 nanoseconds of UTC when locked to 
GPS. 



Connector: BNC female. 

1.5.10 1PPS Input Specifications 

Signal:    One pulse-per-second square wave. 
 

Signal Level:   TTL compatible (High trigger is 2.1 V, low is 0.9 V), 
High Z (> 10k ohms), Active rising edge. 

 

Connector:   BNC female. 

 

1.5.11  Frequency Output 

Signal:    10 MHz sinewave. 
Signal Level:   700 mVrms into 50 ohms. 
Harmonics:   -30 dBc minimum. 
Spurious:   -35 dBc minimum. 
 
Oscillator Accuracy: TCXO (Standard): 1x10-10 typical 24-hour average locked to GPS. 
 

 OCXO (Option 05): 1x10-11 typical 24-hour average locked to 
GPS, 2x10-9 per week typical aging unlocked. 

 

Rubidium (Option 04): 1x10-12 typical 24-hour average locked to 
GPS; 1x10-11 per month typical aging unlocked. 

 

Connector:    BNC female 
 
Signature Control: This configurable feature removes the output signal whenever a 

major alarm condition or loss of time synchronization condition is 
present. The output is restored when the fault condition is 
corrected. 

 

1.5.12  Input Power 

Power source: 90 to 240 VAC, 47 to 63 Hz through an IEC 320 universal 
connector. 

DC input: 9.5 to 30 VDC, 18 watts, through a CE/UL/CSA-approved power 
adapter (supplied).  

NOTE: Rubidium (Option 04) uses a 24 VDC nominal  
(+18 ï +32 VDC) @ 2.5 amps power supply. 

Connector: Terminal Block, 3 pin pluggable with screw locks, 5.08 mm. 

Polarity: Negative shell, positive center. 

. 

1.5.13 Mechanical and Environmental 

Dimensions: Designed for EIA 19ò rack mount  

 16.75ò W x 1.72ò H [1U] x 14.00ò D actual 

 (425 mm W x 44 mm H x 356 mm D) actual 

Weight: 6.5 lbs. (2.95 kg) with Rubidium option; 6.0 lbs (2.72 kg) without 

Temperature: 32  ̄to 122 F̄ (0  ̄to 50 C̄) operating range 



 

 -40  ̄to 185 F̄ (-40  ̄to 85 C̄) storage range 

Humidity: 10% - 95% relative humidity, non-condensing 



 

 

On receipt, carefully examine the carton and its contents. 
 

CAUTION: Electronic equipment is sensitive to Electrostatic Discharge 
(ESD). Observe all ESD precautions and safeguards when 
handling Spectracom equipment. 

 
 
 

 
Verify that all material ordered has been received by checking the carton contents against the 
packing list. If there is a discrepancy, please contact Spectracom Customer Service at US 
+1.585.321.5800. If there is damage to the carton resulting in damage to the unit, contact the 
carrier immediately. Retain the carton and packing materials in the event the carrier wishes to 
witness the shipping damage. Failing to report shipping damaging immediately may forfeit any 
claim against the carrier. In addition, notify Spectracom Corporation of shipping damage or 
shortages in order to obtain a replacement or repair services. 
 
NOTE:  If equipment is returned to Spectracom, it must be shipped in its original packing 

material. Save all packaging material for this purpose. 
 

2.1.1 Inventory 

Your Spectracom time server package ships with the following components: 
 

ǏǏ  Unit 

ǏǏ  User manual 

ǏǏ  CE/UL-approved power supply for international use 

ǏǏ  Standard DB9F to DB9M RS-232 cable pinned as straight thru (used for initial configuration) 

ǏǏ  AC power cord 

ǏǏ  Rack-mount kit 

ǏǏ  Rubber footpads for desktop installation 

ǏǏ  3-pin terminal block connector for RS-485 connections 

ǏǏ  10-pin terminal block connector 

ǏǏ  Jewelerôs type screwdriver (for tightening the screws on the terminal blocks) 

ǏǏ  Terminating Resistors, 120W 
 

Spectracom models that have the modem dial-out feature (Option 03) ship with a serial modem 
kit. 
 



 

 

This section provides an overview summary of the installation process. The installation of the 
NetClock consists of the following steps. Refer to the table of contents in this manual for specific 
section references detailing how these summarized steps are accomplished. 
 

WARNING: This equipment has a connection between the earthed 
conductor of the DC supply circuit and the earthing conductor.  

  
 This equipment shall be connected directly to the DC supply 

system earthing electrode conductor or to a bonding jumper 
from an earthing terminal bar or bus to which the DC supply 
system earthing electrode conductor is connected.  

 
 This equipment shall be located in the same immediate area 

(such as, adjacent cabinets) as any other equipment that has 
a connection between the earthed conductor of the same DC 
supply circuit and the earthing conductor, and also the point of 
earthing of the DC system. The DC system shall not be 
earthed elsewhere.  

 
 The DC supply source is to be located within the same 

premises as this equipment.  
 
 Switching or disconnected devices shall not be in the earthed 

circuit conductor between the DC source and the point of the 
connection of the earthing electrode conductor. 

 

 

CAUTION: Electronic equipment is sensitive to Electrostatic Discharge 
(ESD). Observe all ESD precautions and safeguards when 
handling Spectracom equipment. 

 
 
 

 

CAUTION: Once power is applied to the unit, DO NOT disconnect power 
unless the HALT command is first issued to the NetClock. 
Refer to Product Configuration for information on issuing the 
HALT command. 

 

 

1) If desirable, install the rack-mount ears on the two sides of the front panel and install the 
unit in a standard 19 inch rack cabinet. 

 
2) Connect the NetClockôs front panel Ethernet port to an available hub/switch on the network 

with a standard network cable.  
 
3) Connect the DC power input jack to a standard AC outlet with the supplied power supply. 

Verify the green Good Link lamp next to the Ethernet connector illuminates. 



 
4) From the network administrator, obtain an available static network IP address, the network 

subnet mask and the IP address of the immediate gateway (if installed) if the subnet must 
access the NetClock. This step is only necessary if you are not using DHCP. 

 
5) Assign the IP address, net mask and gateway settings by using the rear panel Serial 

Setup Interface DB9F connector interfaced to a PC with the provided serial cable (PC 
should be running either Microsoft HyperTerminal or ProComm). (Refer to Options for 
more information). This step is only necessary if you are not using DHCP. 

 
6) Install the GPS antenna, surge suppressor, antenna cabling and GPS preamplifier if 

required. (Refer to Installation for 9388 units, which differ considerably from GPS 
NetClocks.) If using a window-mount antenna (Model 8228), place the antenna in a 
window that has no metallic tinting or screening in or on the glass and then place the unit 
in single-satellite mode. (If the NetClock is mobile, use mobile mode.) 

 
 

NOTE: The 9300 Series NetClock must be in position hold if the unit is to use a window-mount 
GPS antenna. Position hold can be obtained by manually entering the GPS location or 
by receiving qualified GPS signal from at least four satellites at least once for a brief 
duration.  

 
 

7) Connect the GPS cable to the rear panel antenna input jack on the back of the NetClock.  
 

8) Verify the NetClock front panel Sync lamp illuminates green. Synchronization may take up 
to 20 minutes (approximately).  It may take another 20 to 30 minutes for NTP to 
synchronize in turn.  Individual networked devices will not be able to synchronize until NTP 
does. 

 
9) If supplied with Option 03 Dial-out Modem, connect the dial-out modem to the rear panel 

Setup port. Change the console/client mode of operation to Modem using the Web User 
Interface. 

 
10) Configure the NetClock front panel LCDs as desired using the Web User Interface. 
 
11) Interface the NetClock to wall display clocks and other peripheral devices as needed. 

 
12) Configure each of the rear panel outputs to these devices for desired local times, baud 

rates and Data Formats using either the Web User Interface or the serial setup port (Each 
port is separately configured so each port used may need to be configured for your 
desired configuration).  If using a 9388 unit, configure the data formats to match. 

 
NOTE:  Unless you are using DNS in conjunction with DHCP (with the client configured using 

the NTP server's hostname instead of IP address), DHCP must be disabled and the 
IP address must be changed to a static address once the NetClock is properly 
configured. Failure to do this will result in a loss of time synchronization if the DHCP 
server assigns a new IP address to the NetClock. Verify your setup before 
synchronizing the network PCs via NTP. 

  



 

13) Synchronize the network PCs via NTP using the Ethernet port as desired. (Refer to 
www.spectracomcorp.com for assistance and refer to Table 2-1 for information regarding 
local time.)  

 
14) Review your security configuration settings. 
 
 

Data Output Port Available From Time Zone Offset 
for Local Time 

Automatic Daylight 
Saving Time 
Adjustment 

Capable 

Additional Notes 

Network Time 
Protocol (NTP) 

Ethernet port on front panel NOT AVAILABLE NO NTP is always UTC. Must set 
Local time/DST correction on each 
PC via the Date/Time properties 

window. 

Data Format 0 Remote/Serial on rear panel 00-23 Hours YES None 

Data Format 1 Remote/Serial on rear panel +/-12:00 YES None 

Data Format 2 Remote/Serial on rear panel NOT AVAILABLE NO Data Format 2 always reflects 
UTC. It canôt be configured as 

local time. 

Data Format 3 Remote/Serial on rear panel +/-12:00 YES None 

Data Format 4 Remote/Serial on rear panel NOT AVAILABLE NO Data Format 4 always reflects 
UTC. It canôt be configured as 

local time. 

Data Format 5 Remote/Serial on rear panel +/-12:00 YES None 

Data Format 7 Remote/Serial on rear panel NOT AVAILABLE NO Data Format 7 always reflects 
UTC. It canôt be configured as 

local time. 

Data Format 8 Remote/Serial on rear panel 00-23 Hours YES None 

Data Format 90 Remote/Serial on rear panel NOT AVAILABLE NO Data Format 90 always reflects 
UTC. It canôt be configured as 

local time. 

IRIG B IRIG port on rear panel +/-12:00 YES None 

IRIG E IRIG port on rear panel +/-12:00 YES None 

 
Table 2-1: Time Zone Offsets available for Data Outputs 

http://www.spectracomcorp.com/


 

 
1) Phillips screwdriver to install the unitôs rack-mount ears. 

 
2) Screwdriver to mount the unit in a standard 19-inch rack. 

 
3) Wire strippers for the RS-485 cabling. 

 
4) Supplied jewelerôs type screwdriver for tightening the RS-485 wiring terminal block 

connectors (Located in the ancillary kit). 
 
5) RS-232 straight-thru DB9 to DB9 cable (supplied). 
 
6) Ethernet cables (Refer to Section 2.7). 

 

 

 

WARNING: This equipment has a connection between the earthed 
conductor of the DC supply circuit and the earthing conductor.  

  
 This equipment shall be connected directly to the DC supply 

system earthing electrode conductor or to a bonding jumper 
from an earthing terminal bar or bus to which the DC supply 
system earthing electrode conductor is connected.  

 
 This equipment shall be located in the same immediate area 

(such as, adjacent cabinets) as any other equipment that has 
a connection between the earthed conductor of the same DC 
supply circuit and the earthing conductor, and also the point of 
earthing of the DC system. The DC system shall not be 
earthed elsewhere.  

 
 The DC supply source is to be located within the same 

premises as this equipment.  
 
 Switching or disconnected devices shall not be in the earthed 

circuit conductor between the DC source and the point of the 
connection of the earthing electrode conductor. 

 

 

CAUTION: Electronic equipment is sensitive to Electrostatic Discharge 
(ESD). Observe all ESD precautions and safeguards when 
handling Spectracom equipment. 

 
 
 

 
An external AC to DC power adapter powers the NetClock.  



 

This International and US Desk Top adapter has a detachable AC power cord to an IEC 
 320 connector. The power adapter is shipped with a line cord compatible with AC receptacles 
(NEMA 5-15R) commonly found in the United States and Canada. Alternate type line cords or 
adapters may be obtained locally. 
 
The chassis ground stud allows the NetClock chassis to be connected to an earth ground or 
single point ground. Connecting the chassis to a single point ground system may be required in 
some installations to ensure optimum lightning protection. An earth ground is also 
recommended in installations where excessive noise on the power line degrades receiver 
performance. 
 
Rack-mount ears are provided in the ancillary kit if the NetClock will be installed in a standard 
19 inch rack. 
 

 

To rack-mount the unit, locate the rack-mount ears. Using the rack mounting screws provided in 
the ancillary kit (refer to 2.1, Inventory), mount the ears to the sides of the unit. (If the NetClock 
is to be mounted flush with the front of the rack, mount the ears to the front of the unit.) Slide the 
unit into the rack and connect the ears to the rack using appropriate screws (not provided). 
 

 

 

2.6.1 Antenna Cable for Outdoor Antenna 

When using the Model 8225 GPS outdoor antenna, Spectracom recommends using LMR-400 
low loss type cable for the GPS antenna cable. To simplify the installation process, Spectracom 
offers GPS cable assemblies terminated with Type N Male connectors. Standard lengths are 10, 
25, 50, 100, 150 and 200 feet. 
 
If the antenna cable is purchased locally, select coax suitable for outdoor use. Consider the 
cable's weather ability, temperature range, UV resistance, and attenuation characteristics. 
 
Do not allow the antenna cable to be placed in standing water, as water may permeate through 
the coax jacket over time. On flat roof installations, the coax can be suspended by cable 
hangers or placed in sealed PVC conduit. Apply a weather proofing sealant or tape over all 
outdoor connections. 
 
Installation of a surge protection device in the antenna line is recommended to protect the 
NetClock receiver and connected devices from lightning damage. Spectracom offers the Model 
8226 Impulse Suppressor to shunt potentially damaging voltages on the antenna coax to 
ground. Refer to the Model 8226 Impulse Suppressor Section for a complete description of the 
Model 8226. 
 

2.6.2 Cable Lengths 

The maximum recommended antenna cable length when installed without a preamplifier is 300 
feet of LMR 400 or equivalent cable with a maximum attenuation (loss) of 16 dB (Figure 2-1).  
 



When selecting alternate antenna cable sources, the attenuation characteristics at the GPS 
frequency of 1575.42 MHz must be known. To ensure optimum receiver performance, the total 
antenna cable attenuation must not exceed 16 dB regardless of cable length. Cable attenuation 
of greater than 16 dB requires the use of a Model 8227 Inline Amplifier (Figure 2-2). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-1: Cabling without Inline Amplifier 

Model 8225 

Install the impulse 
suppressor between 
the antenna and the 

NetClock. 
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NetClock 
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16 dB Attenuation, Maximum 

 

 

 



 

Model 8225 

Install impulse 
suppressor between 
the antenna and the 
amplifier whenever 

possible. 

5 Foot Cable Included 
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450ǋ Minimum, 700ǋ Maximum 

(24 dB Minimum, 37 dB Maximum) 

300ǋ Maximum 
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16 dB Maximum 

 
 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-2: Cabling with Inline Amplifier 

 

2.6.3 Model 8224 GPS Splitter  

The GPS Antenna Splitter, Model 8224, is designed for use with an existing antenna/cable 
setup. It eliminates the need and expense for a second antenna/cable run when two 
synchronization systems are desirable. The Model 8224 should be installed indoors. 
 

2.6.4 Model 8226 Impulse Suppressor 

Spectracom recommends the use of an inline coaxial protector for all products with an outside 
antenna. Spectracom offers the Model 8226, Impulse Suppressor, to protect the receiver from 
damaging voltages occurring on the antenna coax. Voltages exceeding the impulse suppresser 
trip point are shunted to the system ground. The Model 8226 is designed to withstand multiple 
surges. 
 
Two LMR-400 field-installable N type connectors are provided with the Model 8226 to splice in 
the surge suppressor wherever it must be placed. However, the recommended method to avoid 
having to cut the antenna cable is to determine the desired location of the Model 8226 ahead of 
time and then order two lengths of pre-terminated cables instead of just one long cable that 
spans the entire distance between the antenna and the NetClock. 
 



Mount the suppressor indoors, preferably where the coax enters the building. Install the 
suppressor on a grounding panel or bulkhead as shown in Figure 2-3. 
 
Spectracom offers a grounding kit that includes grounding cable, clamps, mounting bracket and 
ground plane. The Spectracom Part Number for this kit is 8226-0002-0600. Contact our Sales 
department for additional information. 
 
 

 
 

Figure 2-3: Model 8226 Impulse Suppressor 
 

Refer to the Model 8226 Manual for proper installation. 
 

2.6.5 Model 8227 GPS Inline Amplifier 

An inline amplifier is required whenever GPS antenna cable lengths cause greater than 16 dB 
attenuation.  
 
The Model 8227 GPS Inline Amplifier, shown in Figure 2-3, extends the maximum cable length. 
The Model 8227 provides 20 dB of gain and is powered by the NetClock receiver. 
 

 
Figure 2-4: Model 8227 Inline Amplifier 

 
Two LMR-400 field-installable N type connectors are provided with the Model 8227 to splice in 
the amplifier wherever it must be placed. However, the recommended method to avoid having to 
cut the antenna cable is to determine the desired location of the Model 8227 ahead of time and 
then order two lengths of pre-terminated cables instead of just one long cable that spans the 
entire distance between the antenna and the NetClock. 
 



 

A five foot N type connector cable is also supplied with the Model 8227 to allow it to be installed 
after the Model 8226 surge suppressor. The Model 8227 should always be installed after the 
surge suppressor to prevent lightning or surge damage to the preamp. 
Refer to the Model 8227 Manual for proper installation. 



 

 

 
Spectracom NetClocks provide a 10/100 Ethernet port for full NTP functionality as well as full 
web browser user interface enabled configuration, monitoring and diagnostic support. 
 
The Ethernet port is provided on the front panel for easy connection to routers and hubs. 
 
Use standard CAT 5 cable with RJ45 connectors. 
 
When connecting to a hub or router use a straight-through wired cable. 
 
When connecting directly to a PC, use a crossover wired cable. 
 



 

 

 
This section contains wiring and pin-out information for the rear panel Remote RS-485 and 
Serial RS-232 Comm ports. 
 

2.8.1 Serial Comm Ports  

The rear panel of the 9300 Series has two RS-232 SERIAL COMM ports that are available to 
synchronize peripheral devices. These ports can provide RS-232 output data to synchronize 
external devices that can accept RS-232 Data Formats as an input.  
 
The Serial Ports can provide RS-232 data in one of two modes. The Interrogation mode 
provides a one-time RS-232 time stamp each time that the port receives a request character 
from the external device. In between the requests for time, there is no output. The Multicast 
mode broadcasts the time stamp every second. The Interrogation mode is the factory default. 
This mode should be changed to Multicast mode in the web browser user interface if the 
external device being synchronized does not send a request character for the time but rather 
just ñlistensò for the time to be sent every second. 
 
The configuration of the data, including the baud rate, the Data Format, the request character in 
the Interrogation mode, Time Zone Offsets and Daylight Saving Time rules is chosen from the 
web browser user interface.  
 
The Serial Ports have a standard RS-232 pin configuration as shown in Figure 2-5 and Table 
2-2.  
 
 

 
 

 
 
 
 
 
 

Figure 2-5: Serial Port Pin Configuration 

 
PIN SIGNAL I/O DESCRIPTION 

2 RXD O Receive Data (RS-232 output 
data to a device) 

3 TXD I Transmit Data (RS-232 input 
data from a device) 

5 GND - Signal Common 

6 DSR O Data Set Ready 

7 RTS * Request to Send 

8 CTS * Clear to Send 

 
Table 2-2: Serial Port Pin Assignments 

 

5 4 3 2 

9 8 7 6 

1 



 

2.8.2 RS-485 Remote Port 

The NetClock has two remote ports labeled ñRS-485 PORT 1ò and ñRS-485 PORT 2ò.  These 
outputs provide a continuous once-per-second time data stream in the selected Data Format. 
Two input time Data Formats, five output time Data Format selections, and one position data 
stream in NMEA 0183 format are available. Refer to Section 6 for a complete description of the 
Data Format structures. 
 
In addition to Data Formats, baud rate and UTC time difference of each output is selectable.  
 
A 3-position terminal block is supplied in the ancillary kit for each of the Remote Connections. 
Also included in the ancillary kit is a jewelerôs type screwdriver to tighten the screws. Connector 
pin assignments are shown in Figure 2-6.  
 

 
 

Figure 2-6: Remote Outputs 

 
RS-485 is a balanced differential transmission requiring twisted pair cabling.  
 
RS-485 characteristics make it ideal to distribute time data throughout a facility. Each Remote 
Output can provide time to 32 devices at cable lengths up to 4,000 feet. Refer to the RS-485 
Output diagram for a schematic representation of each RS-485 output driver. Relative to RS-
485 specifications, the A terminal (Pin 2) is negative with respect to the B terminal (Pin 1) for a 
mark or binary 1. The A terminal is positive to the B terminal for a space or binary 0. 
 
 



 

 
 

Figure 2-7: RS-485 Output 

 
Spectracom offers many devices that accept the RS-485 data stream as an input reference. 
These products include display clocks, RS-485 to RS-232 converters, Ethernet Time Servers, 
and radio link products to meet various time applications and requirements. For information on 
Remote Output usage refer to Section 2.8.2. 
 

2.8.3 Remote Output Usage 

The Remote Outputs provide a continuous once-per-second time data stream in RS-485 levels. 
RS-485 is a balanced differential transmission, which offers exceptional noise immunity, long 
cable runs and multiple loading. These characteristics make RS-485 ideal for distributing time 
data throughout a facility.  
 
Each Remote Output can drive 32 devices over cable lengths up to 4000 feet. Spectracom 
manufactures wall clocks, Ethernet Time Servers, RS-485 to RS-232 converters and radio link 
products that utilize the RS-485 data stream as an input.  
 
Refer to sections 2.8.4, 2.8.5, and 2.8.6 for more information on time data bus interconnections. 
Follow the guidelines contained therein when constructing the RS-485 data bus. 
  

2.8.4 RS-485 Guidelines and Cable Selection 

Low capacitance, shielded twisted pair cable is recommended for installations where the RS-
485 cable length is expected to exceed 1500 feet. Table 2-3 suggests some manufacturers and 
part numbers for extended distance cables. These cables are specifically designed for RS-422 
or RS-485 applications; they have a braided copper shield, nominal impedance of 120 ohms, 
and a capacitance of 12 to 16 picofarads per foot. 
 
RS-485 cable may be purchased from Spectracom. Specify part number CW04xxx, where xxx 
equals the length in feet.  
 

MANUFACTURER PART NUMBER 

Belden Wire and Cable Company  
1-800-BELDEN-1 

9841 

Carol Cable Company       
606-572-8000 

C0841 

National Wire and Cable Corp.  
232-225-5611 

D-210-1 

 
Table 2-3: Cable Sources for RS-485 Lines Over 1500 Feet 
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B Terminal (+) 
 
 

A Terminal (-) 
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For cable runs less than 1500 feet, a lower-cost twisted pair cable may be used. Refer to Table 
2-4 for possible sources. In addition, Category 5 cables may be used for cable runs less than 
1500 feet. 
 

MANUFACTURER PART NUMBER 

Alpha Wire Corporation      
1-800-52ALPHA 

5471 

Belden Wire and Cable Company 
 1-800-BELDEN-1 

9501 

Carol Cable Company       
606-572-8000 

C0600 

 
Table 2-4: Cable Sources for RS-485 Lines Under 1500 Feet 

2.8.5 Connection Method 

The RS-485 transmission line must be connected in a daisy chain configuration as shown in 
Figure 2-8. In a daisy chain configuration, the transmission line connects from one RS-485 
receiver to the next. The transmission line appears as one continuous line to the RS-485 driver.  
 
A branched or star configuration is not recommended. This method of connection appears as 
stubs to the RS-485 transmission line. Stub lengths affect the bus impedance and capacitive 
loading which could result in reflections and signal distortion.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-8: One-Way Bus Installation 
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The RS-485 Output can be split in a total of two directions as shown in Figure 2-9. This allows 
the NetClock to be centrally located. Connecting in this method can simplify installation and 
possibly reduce the amount of cable required. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-9: Split Bus Configuration 
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NOTE:  Most RS-485 connections found on Spectracom equipment are made using a 
removable terminal strip. A jaw that compresses the wires when tightened secures the 
wires. When using small diameter wire, 22-26 gauge, a strain relief can be fashioned 
by wrapping the stripped wire over the insulating jacket. Wrapping the wires in this 
manner prevents smaller gauge wires from breaking off when exposed to handling or 
movement. 

 
 
 

 
 
 

 

 

 

 

 

Figure 2-10: Wire Strain Relief 

 
TimeView display clocks use a 6-position terminal block to connect to the RS-485 data bus. 
Connect the TimeView to the NetClock RS-485 Output as shown in  
Figure 2-11. The TimeView display clocks accept only Data Formats 0 or 1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 2-11: TimeView RS-485 Interface 
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The Model 8179T TimeTap is an RS-485 to RS-232 converter. The Model 8179T has a DB9 
RS-232 interface that receives operational power from the RS-232 flow control pins RTS or 
DTR. Connect the TimeTap to the RS-485 data bus as shown in Figure 2-12. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2-12: Model 8179T TimeTap RS-485 Interface 

Spectracom Model 9288 is an Ethernet Time Server that supports NTP and SNTP time 
protocols.  The Model 9288 accepts Format 0, Format 2, Format 7, or Format 8 (Formats 7 and  
8 are not available on all time sources ï Contact Tech Support for additional information) and 
connects to the RS-485 data bus through a three-position terminal block.  Connect the Model 
9288 to the NetClock as shown in Figure 2-13. 

. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2-13: Model 9288 RS-485 Interface 
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The Model 8185, TimeBurstã, provides a digital time-of-day data burst to a radio transmitter. 
The TimeBurst accepts Data Format 0 or 1. Connect the TimeBurst to the RS-485 data bus 
using a 3-position terminal block as shown in Figure 2-14. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 2-14: TimeBurst RS-485 Interface 

 

2.8.6 Termination 

A 120 Ohm termination resistor is required on devices located at the ends of the RS-485 
transmission line. Terminating the cable end preserves data integrity by preventing signal 
reflections. 
 
For a one-way bus installation (Figure 2-8), terminate the last device on the bus. The RS-485 
data bus can be split in two directions as shown in Figure 2-9. In a split bus configuration, 
terminate the devices installed on each end of the bus. Some Spectracom products include a 
built-in termination switch to terminate the RS-485 bus when required or a resistor is supplied 
with the equipment if no termination switch is available. The terminating resistor is installed 
between the positive and negative connections on the terminal block of the last RS-485 
connection. 
 

 

 
When a Spectracom Ethernet Time Server (Model 9388) has been successfully installed, 
interfaced with a Spectracom NetClock and is operating normally, its front panel Sync light will 
turn and remain solid green. Until certain requirements have been met during installation, this 
light will remain unlit. This section provides specific installation instructions for the Model 9388 
Ethernet time server. 

Note: Before proceeding, verify the Time Sync LED (labeled as either ñSyncò or ñTime 
Syncò, depending on the Model) on the front panel of the Spectracom NetClock 
(which the Model 9388 will be connected to for its time reference) is lit green. If 
this LED is not lit green, the Model 9388 wonôt be able to sync to the NetClock.  If 
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the NetClock is a Model 9200 or 9300 series NTP time server (such as the 
Models 9383 and 9283), refer to Section 8.1.5 for more information.  Otherwise, 
contact Tech Support for additional assistance. 

 

Installation of the Model 9388 Ethernet Time Server(s) consists of (not all steps are listed 

in required order): 

1. Connecting input power to the Model 9388. 

2. Connecting the rear panel Ethernet port of the Model 9388 to the desired network via a 
network Hub or switch. 

3. Connecting the RS-485 Input port (Port 2) of the Model 9388 to a Spectracom 
NetClockôs rear panel Remote RS-485 output port using a twisted-pair cable, such as 
CAT5 or CAT6 cabling (this interface cabling can be either purchased locally or from 
Spectracom).  Refer to Section 2.9.1 for more information on the wiring interface. 

4. Matching the baud rate and Data Format configuration of the NetClockôs Remote 
output port and the Model 9388s input port. Refer to Section 2.9.4 for more 
information on matching the configurations.   

Please 
Note: 

With the NetClock and the Model 9388 both configured with their factory default 
RS-485 settings (The NetClock configured to output Data Format 0 and the 
Model 9388 configured to receive Data Format 2), even with the correct RS-485 
wiring interface in place, the Model 9388 will not sync to the NetClock until this 
software configuration process to match the settings on both units has been 
completed. Refer to Section 2.9.4. 

 

5. Configuring the rest of the Model 9388ôs settings as required/desired.  Normally, the only 
necessary configuration change is if the network doesnôt have a DHCP server, the 
network settings (such as the IP address and the subnet mask) need to be manually set 
as desired.  This is performed using a PC connected to the rear panel ñSerial Setup 
Interfaceò connector.  Besides the network settings, the other available Model 9388 
configurations do not normally need to be changed from the factory default values. Refer 
to Section 3.1 if the network has a DHCP server or Section 3.2 if no DHCP resides on 
the network. 

Note: Once the Model 9388 has been successfully connected to the NetClock, and as 
long as the NetClock has a green front panel ñSyncò or ñTime Syncò LED, the 
Sync LED on the front of the Model 9388 should also turn green within about one 
or two seconds.  If its Sync lamp does not turn solid green after performing these 
necessary steps (or if the LED initially turns green but then stops indicating solid 
green anytime thereafter), please refer to Condition 1 in Section 8.1.6 for 
troubleshooting assistance. 

 



2.9.1 Connecting the RS-485 Input Port (Port 2) of the Model 9388 to a Spectracom 
NetClockôs Remote RS-485 Output Port 

The Model 9388ôs RS-485 ñInputò port (Port 2) needs to be connected to an available Remote 
RS-485 Output port on the back of a Spectracom NetClock (such as the Models 9383, 9389, 
9283 and 9289) located near the Model 9388, using a twisted-pair cable (such as CAT5 or 
CAT6 cable). This cable can be obtained locally or from Spectracom. With most Models of the 
NetClock, the Remote RS-485 output port will also be a terminal block connector (The WWVB-
based NetClock/2 uses a DB9 connector instead). Using unshielded twisted-pair cabling, the 
Model 9388 can be located up to 1500 feet from the NetClock. Using shielded twisted-pair 
cabling extends this allowable distance to 4000 feet. 
 
Each of the Spectracom NetClockôs Remote RS-485 output ports can drive up to 32 individual 
Model 9388ôs and/or other devices in a daisy-chain formation. Figure 2-15 is a diagram for 
connecting only one Model 9388 to a NetClock Remote port. Figures 2-19, 2-17 and 2-18 show 
allowable configurations for daisy-chaining RS-485 data in order to install more than one Model 
9388 Ethernet Time Server to the same NetClock. In Figures 2-16 and 2-17, the RS-485 Input 
(Port 2) is connected to the next RS-485 (Port 2) in the chain to form an RS-485 ñbusò with all 
devices connected to the same NetClock output port. Figure 2-18 shows how to use two 
Remote output ports in order supply two different Data Formats to synchronize other equipment 
besides the Model 9388. 
 
It is not normally recommended to use the rear panel RS-485 ñOutputò connector of the Model 
9388 to provide RS-485 data to another Model 9388 or other equipment, as the output port is 
not just a pass-through of the RS-485 input. It is an active output driver that requires the Model 
9388 to be installed and operational in order for it to send RS-485 data to the next Ethernet 
Time server in the line. This could potentially cause loss of RS-485 to Model 9388s or other 
equipment down-line from a Model 9388 that is not operating normally or has been removed 
from service. Also, using its output port may even change the Data Format and/or baud rate that 
is sent to the next NTP time server in the line (The Ethernet time server may be receiving Data 
Format 2 from the NetClock, but by default, the Remote output port outputs Data Format 0 
instead). This may prevent the next time server in the line from syncing if it is also configured to 
receive Data Format 2. 
 
 

2.9.2 Using One NetClock Remote Output Port 

 



 

Figure 2-15: Connecting a Single Model 9388 to a NetClock 

 

 

Figure 2-16: One-Way Bus Installation 

Note: As shown in this figure, other devices such as Spectracom wall clocks can be 

included in the RS-485 bus (connected to the same Remote output port). 

Because the display clock accepts Data Formats 0 or 1, in this particular 

configuration, Data Format 2 cannot be used to sync the Model 9388. Format 0 

will need to be used instead. 

 

 

Figure 2-17: Split-Bus Configuration 

Note: As shown in this figure, other devices such as Spectracom wall display clocks 

can be included in the RS-485 bus (connected to the same Remote output port). 

Because the display wall clocks can accept Data Formats 0 or 1, in this particular 



configuration, Data Format 2 cannot be used to sync the Model 9388. Format 0 

will need to be used instead. 

 

2.9.3 Using Two NetClock Remote Output Ports 

If the NetClock has two Remote ports on the rear panel (like the Models 9383, 9183 and 8183, 

or the Models 9389, 9289 and 9189 when Option 2: Front panel is installed), both ports are 

separately configurable. Figure 2-18 depicts a better solution as it allows one Remote output 

port to be configured as Format 0 for the display clocks or other devices and the other Remote 

output port to be configured as Format 2 for the Model 9388(s). 

 

Figure 2-18: Using Two NetClock Remote Ports to Obtain Two Different Data Formats 

The Model 9388ôs Input port (Port 2 ï Not Port 1) needs to be connected via a twisted-pair 
cable to a Remote RS-485 output connector on the back of the NetClock. The cable between 
the NetClock and the Ethernet time server should be pinned as ñ+Dataò to ñ+Dataò, ñ-Dataò to ñ-
Dataò and ñGroundò to ñGroundò. 
 
One twisted-pair of the cable should be used for the ñ+Dataò and ñ-Dataò connections. The 

ñGroundò connection should be one wire from a second pair in the cable. 

On the back of the Ethernet time servers, the RS-485 input is the port labeled ñInputò. 

Note: The RS-485 input is the right three pins of the rear panel 6-pin terminal block 

connector, as looking at the connector from the rear of the unit (the left three pins, 

if reaching around from the front of the unit). The left three pins (Port 1) are the 

RS-485 output port for the Ethernet time server. 

 
 



 

      

 

 

 

Figure 2-19: RS-485 Input port 

With the Model 9388 Ethernet time server, the wiring on the Input connector (from left to right) is 

as follows: 

ñGò ñ-Dataò ñ+Dataò (as shown in the picture above). 

Note: Depending on the Model of the NetClock, this order may not be the same order 

as the pin-outs on the Remote RS-485 output port of the NetClock. For example, 

on the Model 8183, the RS-485 output is in the same order as the Model 9388. 

But on the Model 9283, the order of the pins is reversed, with it being ñGò, ñ-

Dataò, ñ+Dataò instead (the two outer connectors are reversed). When connecting 

a Model 9388 to a Model 9383, it is a straight-thru connection. On NetClocks with 

the reverse configuration, make sure to roll the two outside wires. 

 
The wires inserted into the terminal blocks on the NetClock and the Ethernet time server(s) 
should be stripped of insulation so bare wires are inserted into the terminal blocks.  The RS-485 
bus, if connected to more than one device, should be in a true-daisy chain connection with no 
branches to more than one device in the line. Branches in the RS-485 can cause reflections that 
can result in loss of time sync. Make sure the only device on the bus, or the last device on the 
bus, is terminated into 120 ohms by placing the supplied 120 ohm resistor across the ñ+Dataò 
and ñïDataò pins (the resistor should not be connected to the ñGroundò pin). 
 
For more information on RS-485 wiring and termination, visit the Spectracom website 

(www.spectracomcorp.com) and from the main site navigation menu, select Support > Library 

> Installation and Troubleshooting Guides, and download / view the document titled RS-485 

Wiring Primer. This document provides additional information about using RS-485 

wiring/termination and can help you determine whether RS-485 is being sent to the Ethernet 

Time Serverôs input. 

2.9.4 Matching the Baud Rate and Data Formats (important information for installation) 

In order for the Model 9388 to be able synchronize to the NetClock, the NetClock must have a 
green front panel ñSyncò or ñTime Syncò light. If the NetClockôs Sync light isnôt green, the Model 
9388 will not sync to it.  Also, the configured Data Format and baud rate of the NetClockôs 

RS-485 output port.  Do not 
connect the NetClock to the first 
three pins of this connector. 

Connect the NetClockôs Remote RS-485 output port to these three pins 
(Port 2) on the Ethernet time server.  If installing more than one Ethernet 
time server, also connect this same port to the Input port of the next 
Model 9388 (one set of leads in and one set of leads out) with a twisted-
pair cable. 

http://www.spectracomcorp.com/


Remote port that is connected to the Model 9388ôs input port must match the configuration of 
the Model 9388s input port. 

The Model 9388 can accept Data Formats 0 or 2 and a baud rate of 1200-9600 baud. The 
factory default configuration of the Model 9388s Input port is Data Format 2 at 9600 baud. The 
factory default configuration of the NetClockôs RS-485 output port is Data Format 0 at 9600 
baud. With no reconfiguration of the Data Format performed, the Model 9388 will not be 
able to initially sync to the NetClock. However, if the NetClockôs Remote port is configured as 
Data Format 2 at 9600 baud, the Model 9388 will sync to the NetClock just moments after 
connecting the wires. 

Normally, either the NetClockôs Remote output port needs to be reconfigured via the browser to 
output Format 2 so that it matches the configuration of the Model 9388ôs input (this is the 
preferred method) OR the Model 9388s RS-485 input needs to be reconfigured to Format 0 to 
match the configuration of the NetClockôs Remote output port. All devices connected to the 
same Remote output port must be able to accept the same configured Data Format and Baud 
Rate. For this reason, it is preferred to have the Model 9388 connected to its own dedicated 
Remote output port on the NetClock (if one is available on the NetClock). This allows the time 
serverôs port to be configured as Format 2 while the other port is outputting a different Format 
(such as Format 0) for other devices.  

Which Data Format should I select to use, Format 0 or Format 2? 

The main difference between Data Formats 0 and 2 is Data Format 0 does not contain the 
current year value, while Format 2 does contain the year from the NetClock. When the Model 
9388 is configured to receive Data Format 0 from the NetClock, the Model 9388 stores the year 
value in memory. This default year value needs to be verified when selecting Data Format 0 and 
changed if itôs not the correct value (this is why the Model 9388s default configuration is Data 
Format 2). The year will increment automatically on December 31st. When using Format 2 
instead, the Model 9388 receives the current year every second from the NetClock and the 
stored year value in the Model 9388 is ignored. 
 
Data Format 2 is the preferred Data Format to use as long no other devices besides the 
Ethernet Time Server(s) are connected to the same Remote output port of the NetClock. If other 
devices are daisy-chained along with Ethernet time servers, all devices have to receive the 
same Format, so Data Format 0 may be required. In this case, change the Ethernet Time server 
to receive Data Format 0. Otherwise, it is better to change the Remote output port of the 
NetClock to provide Format 2 output instead. 
 

Note: When using a Spectracom WWVB-based NetClock/2 master clock, its Remote 

output port can only output Data Format 0 (Format 2 is not available on its 

Remote RS-485 output port). This means the Ethernet Time server will have to 

be reconfigured to receive Format 0 instead of Format 2 when using a 

NetClock/2). 

 

To reconfigure the NetClock to output Data Format 2 on its Remote output port, refer to the 

appropriate NetClock instruction manual for instructions. On NetClocks with an Ethernet Port 

(such as the Models 9383, 9389, 9283, 9289, 9183 and 9189), this configuration change is 



 

made via the web interface, (typically in the applicable Interface (or Interface Setup) / Remote 

Port page as shown in the figure below). 

 

Figure 2-20: RS-485 Remote Output Port Configuration Screen 

Model 8183 NetClock/GPS 
 
The discontinued Model 8183 does not feature an interface for making configuration changes 

via a web browser. To reconfigure a NetClock Model 8183 Remote output port to output Data 

Format 2 at 9600 baud, HyperTerminal or another terminal emulator program can be used. 

Connect a PCôs COM port to the rear panel ñSerial Setup Interfaceò connector on the back of 

the Model 8183 using a standard DB9M to DB9F serial cable that is pinned straight-thru. The 

settings for HyperTerminal are the same as the settings for connecting to the Model 9388 to 

configure its IP address (as described in this document). Hit the <Enter>  key and the Model 

8183 should respond with ñinvalid command structure ò. This verifies communication with 

the Model 8183. Then, type the following commands to configure the Remote port (the rear 

panel ñSerial Setup Interfaceò connector is not password protected). 

1. SM ON <Enter>  The Model 8183 will respond Set Mode On . 

2. REMx 9600 02 +00:00 0  <Enter>  (where ñxò is substituted with a ñ1ò to reconfigure 

Remote output port 1 or a ñ2ò to reconfigure Remote output port 2. Example: REM1 9600 

02 +00:00 0  OR REM2 9600 02 +00:00 0 ) 

3. SM OFF <Enter> The Model 8183 will respond with Set Mode OFF . 

 

With the interface wiring correct, after the Remote port of the Model 8183 that is connected to 

the Model 9388ôs Input port has been reconfigured as Format 2, 9600 baud output, the Sync 

light of the Model 9388 should turn green moments later. 

Change the Data Format value to ñ2ò 
(System Clock should be set to 
ñUTCò).  Submit to save changes. 



If it is necessary to use Data Format 0 input from the NetClock instead of Format 2 (an example 

of this is if the Model 9388 has to be connected to the same Remote port of the NetClock that is 

also feeding other devices that require Data Format 0 input also), the Model 9388s Input port 

will need to be reconfigured as Data format 0, 9600 baud. This reconfiguration can be 

accomplished via the web interface, or via a serial connection to the rear panel ñSerial Setup 

Interfaceò connector. 

To verify the current configuration of the Model 9388ôs Input port via an RS-232 serial 

connection 

1. Connect to the rear panel DB9F ñSerial Setup Interfaceò connector on the Model 9388 

with a PC running HyperTerminal or a similar terminal emulator program. Login as 

administrator (username: admin, default password: admin123). 

2. Type: stc disp  <Enter>.  The current settings will be displayed. 

 

To change the Model 9388s Input port to Data Format 0 input using an RS-232 serial 

connection 

1. Connect to the rear panel ñSerial Setup Interfaceò connector on the back of the Model 

9388 with a PC running HyperTerminal (or another terminal emulator program). 

2. Login as Administrator with the user name ñadminò and default password of 

ñadmin123ò. 

3. Type: stc fmt 00  <Enter>  

4. Type: stc year xxxx  <Enter>  (where xxxx  is the current year). 

 

Reconfiguring the Model 9388 to Receive Format 0 Instead of 2 

To reconfigure the Ethernet time server (Model 9388) to receive Data Format 0 from the 

NetClock (and to set / verify the current year, as required with Format 0 input), log into the 

Ethernet time serverôs web interface from a networked PC, and browse to the System / Serial 

Time Code page (not the Interface / Remote Port 2 page). Change the Data Format drop-

down in this page from ñ2ò to ñ0ò. Then, in the year field below the drop-down, verify / enter the 

present year value and hit Submit. 



 

 

Figure 2-21: RS-485 Input Port Configuration Screen 

 

Note: If the Sync light on the front of the Ethernet Time server turns green, the Ethernet 

time server is now synced to the NetClock. The time server should be ready to 

sync the network within about 20 minutes from this point. 

 

For additional information on synchronizing the network PCs to the IP address of a NetClock 

NTP time server or Ethernet time server, refer to: 

http://www.spectracomcorp.com/portals/0/support/pdf/windows2000_2003_appnotes.pdf. 

 

 

 

Change the Data Format value to ñ0ò.  
When using Format 0, change the 
year value to the current year if it isnôt 
set.  Submit to save changes. 

http://www.spectracomcorp.com/portals/0/support/pdf/windows2000_2003_appnotes.pdf


 

NOTE:  Screens shown in this manual are for illustrative purposes. Actual screens may vary. 
Software common to multiple NetClock models may be used to generate these 
screens. As a result, labels in the screens displayed may refer to units other than your 
specific NetClock. Software operation should be common among these models, where 
appropriate. 

 
After installing the NetClock, verify that power is connected and wait for the device to boot up.  
 
The front panel display provides certain configuration data on start-up. The right panel, by 
factory default, displays the date and time (UTC). The left panel displays the unitôs hostname, 
IPv4 address, mask, and gateway.  
 
NOTE:  If using DHCP, the IP address will be assigned automatically and displayed on the 

front panel. You may use a Web browser to connect to this IP address and configure 
the NetClock through the Web Browser User Interface (Web UI) (Figure 3-1). Refer to 
Network Configuration with DHCP, Section 3.1. 

 

 
 

Figure 3-1: Entering to the Configuration in the Web UI 



 

When configuring a NetClock without DHCP, or to configure a NetClock that has not been 
assigned an IP address, refer to Network Configuration, Section 3.2. 

 

Once connected to the DHCP server through the 
network, the NetClock is assigned an IP address. This 
address and other network information is displayed on 
the front panel when the device boots up. Enter the IP 
address in your browser (on a computer connected to 
the network) and log in as an administrator. The http 
session will be redirected automatically to an https 
session and a security certificate pop-up window will be 
displayed. Accept the certificate by clicking ñOK.ò 
 
NOTE:  Unless you are using DNS in conjunction with 

DHCP (with the client configured using the 
NTP server's hostname instead of IP address), 
DHCP must be disabled and the IP address 
must be changed to a static address once the 
NetClock is properly configured. Failure to do 
this will result in a loss of time synchronization 
if the DHCP server assigns a new IP address 
to the NetClock. 

 

 

Figure 3-2: NetClock Web Browser User Interface  

When you enter the NetClock IP address in your browser (this will differ from the IP address 
shown in the examples within this manual), you will be prompted to log in (Figure 3-1). The 
default administrator account is set at the factory as admin. The password is admin123. 

Your login name is admin 

The password is admin123 



 
 

 
After entering the login name and password and successfully logging into the NetClock, the user 
will see a Web UI screen similar to Figure 3-2. From this screen, click the Security tab. The 
Security menu will be displayed on the left side of the Web UI. Click the Network link to access 
the necessary Network configuration fields (Figure 3-3 and Figure 3-4). 
 

 
 

Figure 3-3: Security ï Network Screen (1 of 2) 

Refer to the Initial Network Configuration section to continue your product configuration. 
 



 

 
 

Figure 3-4: Security ï Network Screen (2 of 2) 

 



 
 

 

 
NOTE:  The IP address assignment in this configuration may be performed even if your 

network has a DHCP server. There may be times when you do not wish DHCP to 
assign the IP address for the NetClock. 

 
To configure a NetClock without DHCP or to configure a NetClock that has not been assigned 
an IP address, use the provided serial cable to connect a PC or laptop computer to the serial 
setup port on the back of the NetClock. After making this connection, use a terminal program 
(such as HyperTerminal) to log into the NetClock as an administrator. Use the Command Line 
Interface (CLI) in the terminal program to configure initial values and determine the NetClockôs 
network address. 
 

3.2.1 Using HyperTerminal to Connect to the NetClock 

 
Microsoftôs HyperTerminal program is typically located under Accessories ï Communications in 
the Windows PC Start Menu. (Most terminal programs can be used to connect to the NetClock. 
it is not necessary to use HyperTerminal specifically.) Establish a new connection using the 
serial port to which you have connected the NetClock (typically COM1).  
 

 
 

Figure 3-5: Establishing a New Terminal Connection 

 
 



 

 
 

Figure 3-6: Connecting to the Computerôs Serial Port 

 
Configure the COM1 properties as shown in Figure 3-7. Bits per second should be 9600. Data 
bits should be 8. Parity should be none. Stop bits should be 1. Flow control should be none. 
When the connection is established in the terminal window, the command line prompt will 
appear (Figure 3-8). 

 

 
 

Figure 3-7: Configuring the Serial Port Connection Properties 

 
 
 



 
 

 
 

Figure 3-8: Spectracom NetClock Command Line Interface (CLI) 

Log in as an administrator using the name admin and the password admin123. (Login names 
and passwords are case-sensitive.) A successful login will return the prompt admin@x.x.x.x, 
where x.x.x.x is the IP address of the NetClock. 
 
Typing help in the Command Line Interface (CLI) will display a list of available commands 
(Figure 3-9). Typing net will display the CLI net commands. The command net config will walk 
the user through initial configuration. 

 

 
 

Figure 3-9: Available CLI Commands 



 

Initial configuration settings can be modified subsequently through either the serial port or the 
web interface. The values entered in the following fields are specific to your setup. Your network 
administrator may assign and provide some or all of the required information. 
 
If you are not using DHCP in conjunction with DNS (using domain names rather than IP 
addresses), the IP address of the NetClock must be changed from the factory default to the new 
static address for your particular network before the NetClock can be accessed through the 
product web interface (and before it can provide NTP time stamps to synchronize the network).  
 

 
 

 
 
 
 
 
 
 

Figure 3-10: Serial Port Pin Configuration 

 

PIN SIGNAL I/O DESCRIPTION 

2 RXD O Receive Data (RS-232 output data to PC) 

3 TXD I Transmit Data (RS-232 input data from PC) 

5 GND - Signal Common 

6 DSR O Data Set Ready 

7 RTS * Request to Send 

8 CTS * Clear to Send 

 
Table 3-1: Serial Setup Cable Pin-Outs 

     

5 4 3 2 

9 8 7 6 

1 



 
 

3.2.2 Initial Network Setup 

At the CLI, enter the command net config. Set the prompted values to complete initial network 
setup. In this manual, the convention <enter> is used to indicate pressing the enter key. 
 

 
 

Figure 3-11: Net Commands 

 
 

Figure 3-12: Prompt for Initial Configuration Values in the CLI 



 

During initial configuration, you will be prompted to enable or disable and enter, as necessary, 
various settings and addresses. These include the following: 
 
Hostname: This is the network hostname that identifies the NetClock. 
 
DNS Server:  This is the IP address of the DNS server (if any). 

DHCP Setting: This enables or disables DHCP. This must be set for IPv4 and IPv6. The 
NetClock always generates a static IPv6 address in addition to the dynamic 
IPv6 address(es). 

 
Gateway:  When the gateway IP is disabled on the product, the unit cannot be accessed 

from subnets outside the local subnet. When enabled, the IP address of the 
subnet's gateway must be specified. The default is disabled. 

IP Address:  This is the unique 32-bit IP address assigned to the product. The default 
value is the IP address to be assigned by a network DHCP server.  If no 
DHCP server exists on the network, DHCP needs to be disabled and a static 
IP address configured.   

 

 
 

Figure 3-13: Initial Configuration using the CLI 

 



 
 

 
 

Figure 3-14: Successful Completion of Network Configuration 

 
NOTE: All IPv4 addresses must be entered in ñdotted quadò format. All IPv6 addresses must 

be entered in standard IPv6 address format. 
 
NOTE: Setting the gateway to Disabled will cause the values in the Gateway Address field to 

be ignored. 
 
NOTE:  Changing the IP address of the NetClock to a different subnet will prompt the NetClock 

to start using the new IP address immediately. If you are connected to the CLI through 
a network instead of directly through the serial setup port, your session will end when 
the IP address is changed. Start a new session and use the new IP address to 
reconnect to the CLI. 

 



 

3.2.3 Default and Recommended Configurations 

The factory default configuration settings were chosen for ease of initial setup. Refer to the 
recommended settings listed here as applicable for your unit. 
 

Configuration Default Recommended Where Enabled 

HTTP Enabled Disabled 
Web User Interface  
or Command Line 

Interface 

HTTPS 

Enabled 
ï Using customer-generated certificate and key or default Spectracom 
self-signed certificate and common public/private key SSH/SCP/SFTP 

enabled with unit unique 1024 bit keys 

Web User Interface 

SNMP Disabled 
Disabled or 

Enabled with:  
ï SNMP v3 w/ encryption* 

Web User Interface 

NTP 
Enabled 
ï With no  

MD5 Values Entered 

Enabled 
ï Use MD5 authentication with 

user-defined keys 
Web User Interface 

Daytime Protocol Disabled Disabled Web User Interface 

Time Protocol Disabled Disabled Web User Interface 

Command Line Interface 

Console Port 
Available 

ï Unless dial-out modem connected  
(uses this port) 

Available Not Applicable 

Telnet Enabled 
Disabled 

ï Use SSH instead 
Web User Interface 

SSH Enabled (default keys provided) Enabled Web User Interface 

File Transfer 

FTP Enabled 
Disabled 

ï Use SFTP or SCP 
Web User Interface 

SCP Available Available Not Applicable 

SFTP Available Available Not Applicable 

*We recommend secure clients use only SNMPv3 with authentication for secure installations. 

 
Table 3-2: Default and Recommended Configurations 

 



 
 

 

Once power is applied to the NetClock, it should not be removed unless the HALT command is 
issued to the unit.  This prevents corruption of the NetClock file system. 
 

CAUTION: Once power is applied to the unit, DO NOT disconnect power 
unless the HALT command is first issued to the NetClock. To 
be absolutely certain that it is safe to remove power, wait 30 
seconds after the HALT command is issued before removing 
power. 

 

 
NOTE: The HALT command may be issued to the NetClock through the Web UI, through the 

CLI, or through SNMP.  To restore your NetClock to Factory Defaults while 
halting/rebooting, refer to Section 3.4.12.  To delete GPS position data, refer to 
Section 3.4.8. 

 

3.3.1 Issuing the HALT Command through the Web UI 

From the System Reboot/Halt page (Figure 3-15), click the Halt Now button. Wait 30 seconds 
after making the HALT request before removing power to the unit.  The system may also be 
rebooted from this screen.  If the appropriate box is checked, the user may choose to restore all 
factory default settings or simply reset the GPS receiver as part of the reboot.  Choosing to 
reset the GPS receiver deletes stored position and navigation settings, but retains your system 
configuration. 
  

 
 

Figure 3-15: System Reboot/Halt Screen (1 of 3) 



 

 
 

 
 

Figure 3-16: System Reboot/Halt Screen (2 of 3) 

 

 
 

Figure 3-17: System Reboot/Halt Screen (3 of 3) 



 
 

3.3.2 Issuing the HALT Command through the CLI 

From the CLI (Figure 3-18), enter halt ( 

Figure 3-19) Entering reboot will reboot the system (Figure 3-20). 
 
NOTE:  Wait 30 seconds after entering the HALT command before removing power. 
 

 
 

Figure 3-18: Command Line Interface (CLI) 

 

 
 

Figure 3-19: Halting the System from the CLI 



 

 
 

Figure 3-20: Rebooting the System from the CLI 

 

3.3.3 Issuing the HALT Command through SNMP 

The Reboot MIB location options in the NetClock (Figure 3-21) are as follows: 
 

¶ HALT to shutdown (NOTE: Wait 30 seconds after shutting down before removing power) 

¶ NO to do nothing  

¶ YES to reboot the NetClock. 
 

 
 

Figure 3-21: Reboot MIB Location Options (SNMP) 



 
 

To reboot or halt the NetClock through SNMP, Spectracom provides a REBOOT MIB option. 
This is found in the tfSsytemObjsInfo table in the Spectracom Time and Frequency MIB under 
Spectracom Products specProduct, specTimeFreqMIB, in the specTimeFreqObjs under 
tfSystemObjs, in the table tfSystemObjsInfo.  The REBOOT option (Figure 3-22) provides the 
choices of NO or YES for Reboot, and Halt to initiate a shut-down request. 
 

 
 

Figure 3-22: Rebooting the Unit through SNMP 

To Reboot the unit, select YES and select the SET check box in the upper left corner of the 
SNMPc management console application.  The Set operation reports success, but can with 
some SNMP managers return Set Unsuccessful due to a race condition in rebooting the unit 
and replying over SNMP.  This is not an error. 
 
To Halt the unit, select HALT and select the SET checkbox (Figure 3-23).   
 



 

 
 

Figure 3-23: Halting the Unit through SNMP 

 

 
 

Figure 3-24: Successful Halt 

 



 
 

The Set Successful Table box (Figure 3-24) will display to indicate that the Halt request to shut 
down the NetClock has been accepted. Wait 30 seconds before removing power. 



 

 

With the NetClock connected to the network, you may configure it, change its operating settings, 
check its status, and generate reports from the web interface as needed and desired. All web 
interface screens are accessible through the menu at the bottom of the screen, which is 
displayed after a successful login. These screens, their functions, and example configurations 
(where applicable) are detailed in this section. 
 
NOTE:  At any time during configuration in the web interface, click ñSubmitò to save the 

settings or ñResetò to restore the settings to their previous state. 
 

 
 

Figure 3-25: Web Interface Primary Menu 

 

3.4.1 Product Registration 

You can receive notices of software updates and other important information regarding your 
product by registering it from the Spectracom website. To register your product, visit 
www.spectracomcorp.com and from the primary navigation menu select Support Ą Product 
Registration. 
 

3.4.2 Configuring NTP 

The NTP menu groups the NetClockôs NTP configuration and reporting functions (Figure 3-26). 
From this menu, the user may access the NTP General, References, Symmetrical Keys, 
Autokey, and Status pages. 
 

http://www.spectracomcorp.com/


 
 

 
 

Figure 3-26: Web Interface NTP Menu 

Network Time Protocol (NTP) and Simple Network Time Protocol (SNTP) are client-server 
protocols for synchronizing time on IP networks. NTP provides greater accuracy and error 
checking than does SNTP. NTP and SNTP can be used to synchronize the time on any 
computer equipment compatible with the Network Time Protocol. This includes CISCO routers 
and switches, UNIX machines, and Windows machines with suitable clients. To synchronize a 
single workstation, several freeware or shareware NTP clients are available on the Internet. The 
software running on the PC determines whether NTP or SNTP is used. 
 



 

 
 

Figure 3-27: NTP General Screen 

Refer to Figure 3-27. The user can enable or completely disable the NTP Service.  When 
enabled, the NTP Service operates in unicast mode.  In unicast mode the NTP Service 
responds to NTP requests only.  The NTP Service supports a broadcast mode in which it sends 
a NTP time packet to the network broadcast address.  Check the box for NTP Broadcast to 
enable broadcast mode and select a rate at which to broadcast from the dropdown box.  The 
NTP Broadcast mode is intended for 1 or a few servers and many clients.  The NTP Broadcast 
rate should be selected based upon the network utilization and time drift in the clients.  NTP 
broadcast can utilize MD5 authentication.  Select a single MD5 key to use for broadcast from 
the pull-down menu.  Use of MD5 authentication requires that MD5 symmetrical keys already be 



 
 

defined on the NTP Symmetrical Keys page.  With the NTP service enabled and NTP 
broadcasting checked, the NetClock will operate in both modes. 
 
When the NTP service is enabled, the NTP server will ñlistenò for NTP request messages from 
NTP clients on the network. When an NTP request packet is received, the NTP server will send 
an NTP response time packet to the requesting client. Under typical conditions, the Spectracom 
NTP server can service up to 4,000 NTP requests per second without MD5 authentication 
enabled (and a somewhat lower rate with MD5 authentication enabled). 
 
When NTP broadcasting is selected, the NTP server will send unsolicited NTP time packets to 
the local broadcast address at a user-selected rate. The rates available are included in the 
dropdown menu.  The NTP clients can use unicast, broadcast or a combination of both to 
discover and synchronize with the NTP server.   
 
The NTP server supports authenticated NTP packets using an MD5 authenticator. This feature 
does not encrypt the time packets, but attaches an authenticator, which consists of a key 
identifier and an MD5 message digest, to the end of each packet. This can be used to 
guarantee that NTP packets came from a valid NTP client or server, and that they were not 
tampered with during transmission. 
 
To use the MD5 authentication with trusted key ID, both the NTP client and the NetClock must 
contain the same key ID / key string pair and the client must be set to use one of these MD5 
pairs. The key ID must be a number between 1 and 65532; the key string must be readable 
ASCII and between 1 and 16 characters long. Duplicate key IDs are not permitted. NTP 
requests received by the NTP server that do not contain an authenticator containing a valid Key 
ID and MD5 message digest pair will be responded to, but no authentication will be performed.  
NTP requests with valid authenticator result in a valid NTP response with its own valid 
authenticator using the same Key ID provided in the NTP request.  
 
NTPDC and NTPQ are utilities for controlling NTP servers and gathering performance data from 
NTP servers.  NetClock firmware 3.4.3 has facilities to allow these tools to gather performance 
data.  Modification or control of a NetClockôs NTP service through NTPDC or NTPQ is not 
supported. 
 
If you would like to allow any NTPDC or NTPQ client access over IPv4, enable ñAllow Queries 
from NTPDC or NTPQ over IPv4.ò  If you would like this for IPv6 NTPDC or NTPQ, enable 
ñAllow queries from NTPDC or NTPQ.ò 
 
Authentication is the use of some cryptographic technology to ensure that messages sent 
between computers are unaltered and emanate from a legitimate source. 
 
NTP can use MD5 hashes along with trusted symmetric keys to ensure that messages come 
from authenticated sources.  This does not encrypt NTP messages. 
 
To require all requests for NTPDC or NTPQ to be authenticated over IPv4 or IPv6, enable 
ñAllow Queries from NTPDC or NTPQ over IPv4ò or ñAllow queries from NTPDC or NTPQ over 
IPv6.ò 
 
The NTP Access grid on the NTP General screen allows the user to enable or disable all IPv4 
and IPv6 requests, as well as to allow or deny users or network segments. Clicking the ñAuth 



 

Onlyò box on each line where a user or network segment is defined will prompt the NetClock to 
accept only authenticated requests (MD5 or Autokey) from this user or network segment. 

You may also specify options on a per client basis.  Instead of providing blanket access, you 
may specify which IP Addresses or hostnames have access, or restrict access for certain IP 
addresses or hostnames.  To allow access, change the ñTypeò drop-down to ñAllow,ò for 
restriction, to ñDeny.ò  Enter the appropriate hostname and IP Mask.  If you wish for the 
additional security of authorized access, enable ñAuth Only.ò  To allow for queries, enable 
ñEnable Query.ò 

NOTE: Changes to the NTP configuration may only occur while the NTP service is disabled. 
 
From the NTP References screen (Figure 3-28), the user may check the ñEnable Stratum 0 
Referenceò box. This makes the 9383 a Stratum 1 reference. If this box is not checked, it means 
the NetClock is a Stratum 2 (or higher) reference. 
 
The grids on the NTP References screen allow the user to define, by IP address or hostname, 
the locations of other NTP servers to use as time references (instead of the configured 
NetClockôs GPS reference) and the locations of other NTP servers to use as peers. Peers are 
NTP servers at the same stratum level that are used as an additional check on the NetClockôs 
timing accuracy. This prevents it from moving to stratum levels farther away from Stratum 1 if 
the primary timing reference is lost.  The maximum number of Peers allowed is 12.  It is 
recommended to use one or more Peers when you desire to provide mutual backup.  Each peer 
is normally configured to operate from one or more time sources including reference clocks or 
other higher stratum servers.  If a peer loses all reference clocks or fails the other peers 
continue to provide time to other clocks on the network. 
 
NTP servers can be configured as potential time references.  The maximum number of NTP 
servers used as time references allowed is 12.  For best results, more than 4 NTP time servers 
are recommended.  As few as 1 NTP time server may be used, however, depending on your 
needs and network timing architecture. A specific NTP server can be configured as the 
preferred time reference by selecting the preferred checkbox.  Only a single time reference can 
be selected as preferred and only when the NetClock is not in Stratum-1 mode using a Stratum-
0 reference such as GPS, IRIG, Modem, or Serial Time Code Input.   
 
For both NTP Peers and NTP Servers the Minimum and Maximum Poll rate for NTP packets 
can be configured.  Both NTP Peers and NTP Servers support either manually configured 
Symmetric Key-ID/Key string pairs or the use of Auto-Key. However, these choices are mutually 
exclusive and must be identically configured on both the NetClock and the NTP Peer or NTP 
Server.  If the Symmetric Key-ID/Key string pair method is selected the Key-ID must be first 
defined on the Symmetric Key page. 
 
The entry for NTP Peer or NTP Server can be deleted by checking the Clear button and clicking 
Submit. 
 



 
 

 
 

Figure 3-28: NTP References Screen (1 of 2) 

NOTE:  Check only ONE server as the preferred reference. 
 
NOTE:  You cannot use both a Trusted Symmetrical Key ID and Autokey. Autokey essentially 

automates the symmetrical key function and the two cannot be used together. If 
trusted keys have been defined (Figure 3-29), they will appear in the ñTrusted Sym 
Key IDò dropdown menu. 

 
NOTE:  Checking the ñClearò box in the NTP References grids will immediately remove a 

defined server from the list. 
 
The dropdown menus for ñMin Pollò and ñMax Pollò in the NTP References grids allow the user 
to choose, from within the available ranges, how often the NetClock will poll the defined servers 



 

for timing information. Check with your network administrator for guidelines regarding network 
traffic and recommended polling intervals, if any. 
 

 
 

Figure 3-29: NTP References Screen (2 of 2) 

3.4.2.1 Configuring NTP as a Primary Time Reference 

NTP is used as a primary time reference when in Stratum 2-15. Refer to the following sections 
to configure NTP (Servers and Peers). 
 
To configure using NTP Servers: 
If NTP is being used as a primary reference: 
 

1. Disable NTP. 
2. You may leave the Enable Stratum-0 Reference option enabled, which may improve 

hardware system time accuracy. Disabling this option is allowed. 



 
 

3. Add / define Server addresses. 
4. Select Min_Poll and Max_Poll ï Recommended you use a low number for Min_Poll to 

speed sync and the same or a higher number to allow for later NTP stable operation.   
5. Enable NTP. 

 
To Configure NTP Peers: 
If NTP is being used a secondary or backup reference to GPS, IRIG, etc. 
 

1. Disable NTP. 
2. Leave the Enable Stratum-0 Reference option enabled. 
3. Define a Peer address. 
4. Select Min_Poll and Max_Poll ï Recommended you use a low number for Min_Poll to 

speed sync and the same or a higher number to allow for later NTP stable operation.   
5. Enable NTP. 



 

From the Symmetrical Keys screen (Figure 3-30), the user may define the trusted 
symmetrical keys that must be entered on both the NetClock and any network client with 
which the NetClock is to communicate. The maximum number of Key-ID/Key String pairs 
is 15.  Only those keys for which the ñTrustedò box has been checked will appear in the 
dropdown menus on the NTP References screen (Figure 3-28). 

 

 
 

Figure 3-30: NTP Symmetrical Keys Screen 

NOTE:  It may be necessary to enter your username and password again in order to access 
the Symmetrical Keys screen. 

 



 
 

Using Autokey essentially automates the trusted symmetrical key feature. From the Autokey 
screen (Figure 3-31), the user can click to enable or disable Autokey, enter a passphrase 
(readable ASCII, no spaces), and check ñGenerate Certificateò to generate a certificate in the 
text window at the bottom of the screen.  
 
NOTE: Generate Certificate must always be clicked to generate the first certificate. If generating 
a new certificate after the first certificate, the menu will change to read ñRegenerate Certificate.ò 
 
NOTE: Click the ñTrustedò box on only ONE NetClock unit (the one that is closest to Stratum 0.) 
 

 
 

Figure 3-31: NTP Autokey Screen 



 

NOTE:  The Autokey feature can only be configured when NTP is disabled. If NTP is enabled, 
the fields in the Autokey screen cannot be accessed. To configure Autokey, disable 
NTP from the NTP General screen. 

 
The user may also choose to use a Groupkey, which adds another level of authentication when 
using Autokey certificates. Click the ñGenerateò option under Autokey Groupkey to generate a 
certificate in the text window. Cut and paste this text into the text window on the other unit(s) 
and click the ñUploadò option to upload it. Once an Autokey Groupkey has been generated the 
first time, the :òKeep Current Groupkey (Below)ò option will be selected by default. 
 
The Statistics FTP screen (Figure 3-32) allows the user to configure the locations to which the 
unit transmits NTP statistical data. Files are sent to the remote serve thirty minutes into every 
hour. Remote file names are appended with the UTC date stamp (YYYMMDD). 
 

 
 

Figure 3-32: Statistics FTP Screen 



 
 

The NTP Status screen (Figure 3-33) provides statistics and a graphical representation of 
various NTP statistics relevant to the NetClockôs function. This includes whether the NetClock is 
time synchronized, its stratum level, the location of its selected reference, its delay, offset, and 
jitter, and statuses for defined timing references on the network. 
 

 
 

Figure 3-33: NTP Status Screen 

NOTE: The NTP Reference Status lines bear different colors for different codes. Red is a 
reject (the peer is discarded as unreachable). Yellow is an outlyer (the peer is 
discarded by the clustering algorithm). Green is a candidate (the peer is a survivor and 
a candidate for the combining) or a syspeer/ppspeer (the peer has been declared the 
system peer and lends its variables to the system variables). 

 

3.4.3 NTP Support 

Spectracom cannot provide technical assistance for configuring and installing NTP on Unix-
based applications. Please refer to www.ntp.org/ for NTP information and FAQs. Another good 
source for support is the Internet newsgroup at news://comp.protocols.time.ntp/. 
 



 

Spectracom can provide support for Windows NT, Windows 2000, Windows XP, Windows Vista, 
and Windows 7 time synchronization. Refer to the Spectracom website 
(www.spectracomcorp.com), for more information, or contact Spectracom Technical Support by 
phone at US +1.585.321.5800. 
 

3.4.4 Configuring the Interface 

The Interface menu (Figure 3-34) groups the NetClockôs Interface configuration functions. From 
this menu, the user may access the Interface Serial Port, Remote Port, IRIG, Display, and 
Frequency Output screens. The user may also use this menu to set the interface configuration 
to the factory default settings. 
 

 
 

Figure 3-34: Interface Menu 

The NetClock has two serial ports (RS-232 ports) and two remote output ports (RS-485 ports) 
that support independent output of date/time stamps from the NetClock. From the respective 
screens for the serial and remote ports (Figure 3-35 and Figure 3-36), the user may define the 
baud rate and the Data Format for each port. The system clock may also be selected if a local 
clock (set for a local time zone) has been defined. Serial ports include the ñRequest Charò 
feature, which allows the user to choose between multicast (broadcasting once per second on 
the second through the port) and a user-defined character. When the character of the userôs 
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choice is entered, the NetClock will broadcast through the port only when that character is 
received by the unit. 
 

 
 

Figure 3-35: Interface Serial Port 1 Screen 

The baud rate is the speed at which the port will output values.  This speed must be selected 
from the dropdown box. The default is 9600 baud. 
 
The Data Format is the format in which the date and time stamps are sent from the NetClock. 
Several Data Formats are supported. The default is Format 0. 
 
NOTE: When connecting the remote output to a 9388 unit, the DATA FORMAT must be set to 

match the NetClockôs remote output data format.  If these values do not match, the 
9388 cannot synchronize. By factory default, NetClock (non-9388 time server units) 
output Data Format 00, while the 9388 is factory configured to receive Data Format 02.  
Spectracom recommends using Data Format 02, meaning the Data Format value in 
the NetClock must be changed from the factory default to match the factory default of 
the 9388. 

 



 

NOTE:  Data Format 2 is always a Coordinated Universal Time (UTC) output. It cannot have a 
Time Zone Offset or the Daylight Saving Time (DST) rule enabled. Conversion to local 
lime is accomplished by the device receiving the data. An error will be generated if a 
Time Zone Offset or DST rule is applied to Data Format 2. NTP never outputs local 
time. 

 

 
 

Figure 3-36: Interface Remote Port 2 Screen 

Clicking the link to create and edit local systems clocks will display the Local System Clock 
screen. Refer to the System configuration screens in this manual for information on setting and 
editing local system clocks. 

 



 
 

From the Interface IRIG screen, the user may configure the IRIG format, amplitude control, and 
signature. IRIG is an acronym for Inter-Range Instrumentation Group. In the late 1950s, this 
group created a series of time code standards suitable for use with recording oscillographs, 
magnetic tape, and real time transmission.  
 

 
 

Figure 3-37: Interface IRIG Screen 

Each IRIG code specifies a carrier frequency that is modulated to encode date and time, as well 
as control bits to time-stamp events. Initially, IRIG applications were primarily military and 
government associated. Today, IRIG is commonly used to synchronize voice loggers, recall 
recorders, and sequential event loggers found in emergency dispatch centers and power 
utilities. 



 

 

Format Encoding Bit rate Modulation Time 
Frame 
Interval 

Carrier Coded 
Expressions 

B B120 100 pps AM 1 sec 1 kHz BCDTOY, CF, 
SBS 

B B000 100 pps PW 1 sec N/A BCDTOY, CF, 
SBS 

E E111 10 pps AM 10 sec 100 Hz BCDTOY, CF 

E E121 10 pps AM 10 sec 1 kHz BCDTOY, CF 

E E001 10 pps PW 10 sec N/A BCDTOY, CF 

 
NOTE:  The Spectracom IRIG formats use the control functions for BCD year information and 

a Time Sync Status bit and in format E the control functions are used for straight 
binary seconds (SBS). Refer to individual IRIG Time Code description figures and text. 
IRIG Standard 200-98 format B had 27 control bits and format E had 45 bits for control 
functions. These control bits could be used for any use and there was no defined 
function. Spectracom used the control function element at index count 55 as the TIME 
SYNC STATUS and the sub-frame after position identifiers P6 and P7 as the year info 
and for format E the sub-frame after P8 and P9 for the straight binary seconds (SBS). 
The position of the BCD year information does not conform to the newer IRIG 
Standard 200-04. IRIG Standard 200-04 incorporated the year information after P5 
and reduced the allocated control bits to 18 for format B and 36 for format E.  

 
NOTE: DCLS is DC Level Shifted output, pulse width modulated with a position identifier 

having a positive pulse width equal to 0.8 of the reciprocal of the bit rate, a binary one 
(1) having a positive pulse width equal to 0.5 of the reciprocal of the bit rate and a 
binary zero (0) having a positive pulse width equal to 0.2 of the reciprocal of the bite 
rate. 

 
The NetClock can provide an IRIG B or IRIG E code in amplitude modulated (AM) or pulse 
width coded (TTL) formats. A signature control feature may be enabled for any IRIG output. 
Signature control removes the modulation code when a Time Sync Alarm is asserted. 
 
IRIG FORMAT: Choose the format, level and carrier desired.  
 
IRIG AMP CONTROL: The peak-to-peak output voltage level into a 600 ohm load is adjusted 
by entering a digital control value in this field. The level adjustment has no effect on TTL 
outputs, only on AM formats. Figure 3-38 shows typical output levels for digital control values 
from 0 ï 255.  
 
NOTE: These are nominal values only. Actual values will vary from unit to unit. To adjust the 

level precisely, connect an oscilloscope to the output connector when adjusting. 
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Figure 3-38: IRIG Output Level  

IRIG SIGNATURE: When set to Sync, the modulation is removed when the Time Sync Alarm is 
asserted. When set to None, the modulation will be present even if the Time Sync Alarm is 
asserted. 
 
For reference, detailed information about the IRIG B and IRIG E formats follows. 
. 
 



 

3.4.4.1 IRIG B Output 

 
 
 

Figure 3-39: IRIG B Time Code description 

 



 
 

The IRIG B code contains the Binary Coded Decimal (BCD) time of year, Control Function (CF) 
field and the Straight Binary Seconds time of day. The following figure illustrates the IRIG B data 
structure. The BCD time of year provides the day of the year, 1-366, and the time of day 
including seconds. The hour of the day is expressed in 24 hour format. The SBS time is the 
number of seconds elapsed since midnight. The Control Function field contains year information 
and a time synchronization status bit. 
 
1. Time frame: 1.0 seconds. 
2. Code digit weighting: 
 A. Binary Coded Decimal time-of-year. 
  Code word - 30 binary digits. 
  Seconds, minutes hours, and days. 
  Recycles yearly. 
 
 B. Straight Binary Seconds time-of-day. 
  Code word - 17 binary digits. 
  Seconds only, recycles daily. 
3. Code word structure: 
 
BCD: Word seconds digits begin at index count 1. Binary coded elements occur between 
position identifier elements P0 and P5  (7 for seconds, 7 for minutes, 6 for hours, and 10 for 

days) until the code word is complete. An index marker occurs between decimal digits in each 
group to provide separation for visual resolution. Least significant digit occurs first. 
 
CF: IRIG formats reserve a set of elements known as Control Functions (CF) for the encoding of 
various control, identification, or other special purpose functions. IRIG B has 27 Control 
Functions located between elements 50 and 78. The NetClock uses the Control Functions to 
encode year information and time synchronization status.  
 
Table 3-3 lists the Control Function Field and each element's function. 
 
Element 55 is the time synchronization status bit. Element 55 is a Binary 1 when the front panel 
time synchronization lamp is green, and a Binary 0 when the lamp is red. 
 
Year information consists of the last two digits of the current year (i.e. 97, 98, 99 etc.). Elements 
60 through 63 contain the binary equivalent of year units. Elements 65 through 68 contain the 
binary equivalent of tens of years. In keeping with IRIG formats, the least significant bit occurs 
first. All unused Control Functions are filled with a space (Binary 0). 
 
SBS: Word begins at index count 80. Seventeen Straight Binary Coded elements occur with a 
position identifier between the 9th and 10th binary coded elements. Least significant digit occurs 
first. 
 
4. Pulse rates: 
Element rate: 100 per second. 
Position identifier rate: 10 per second. 
Reference marker rate: 1 per second. 
 
5. Element identification: The "on time" reference point for all elements is the pulse leading 
edge. 



 

Index marker (Binary 0 or uncoded element): 2 millisecond duration. 
Code digit (Binary 1): 5 millisecond duration. 
Position identifier: 8 millisecond duration. 
Reference marker, 1 per second. The reference marker appears as two consecutive position 
identifiers. The second position identifier marks the on-time point for the succeeding code word. 
 
6. Resolution: 
 Pulse width coded signal: 10 milliseconds. 
 Amplitude modulated signal: 1 millisecond. 
 
7. Carrier frequency: 1 kHz when modulated. 
  

 C.F. ELEMENT # DIGIT # FUNCTION 
 50   1  Space 
 51   2  Space 
 52   3  Space 
 53   4  Space 
 54   5  Space 
 55   6  Time Sync Status 
 56   7  Space 
 57   8  Space 
 58   9  Space 
 59   PID P6  Position Identifier 
 60   10  Years Units Y1 
 61   11  Years Units Y2 
 62   12  Years Units Y4 
 63   13  Years Units Y8 
 64   14  Space 
 65   15  Years Tens Y10 
 66   16  Years Tens Y20 
 67   17  Years Tens Y40 
 68   18  Years Tens Y80 
 69   PID P7  Position Identifier 
 70   19  Space 
 71   20  Space 
 72   21  Space 
 73   22  Space 
 74   23  Space 
 75   24  Space 
 76   25  Space 
 77   26  Space 
 78   27  Space 

 
Table 3-3: IRIG B Control Function Field 

3.4.4.2 IRIG E Output 

The IRIG E code contains the Binary Coded Decimal (BCD) time of year and Control Functions.  
   
Figure 3-40 illustrates the IRIG E data structure. The BCD time of year provides the day of year, 
1-366, and time of day to tens of seconds. The hour of the day is expressed in 24 hour format. 



 
 

The Control Function field includes a time synchronization status bit, year information and SBS 
time of day.  
 
1. Time frame: 10 seconds. 
 
2. Code Digit Weighting: 
 Binary Coded Decimal time of year. 
 Code world - 26 binary digits. 
 Tens of seconds, minutes, hours, and days. 
 Recycles yearly. 
 
3. Code Word Structure: BCD word tens of seconds digits begin at index count 6. Binary coded 
elements occur between position identifier elements P0 and P5 (3 for seconds, 7 for minutes, 6 

for hours, and 10 for days) until the code word is complete. An index marker occurs between 
decimal digits in each group to provide separation for visual resolution. Least significant digit 
occurs first. 
 
4. Control Functions: IRIG formats reserve a set of elements known as Control Functions (CF) 
for the encoding of various control, identification, or other special purpose functions. IRIG E has 
45 Control Functions located between elements 50 and 98. The NetClock uses the Control 
Function field to encode year data, time synchronization status, and SBS time data. Table B-2 
lists the Control Function Field and each element's function. 
 
Element 55 is the time synchronization status bit. Element 55 is a Binary 1 when the front panel 
time synchronization lamp is green, and a Binary 0 when the lamp is red. 
 
Year information consists of the last two digits of the current year (i.e. 98, 99, etc.). Elements 60 
through 63 contain the binary equivalent of year units. Elements 65 through 68 contain the 
binary equivalent of tens of years. In keeping with IRIG formats, the least significant bit occurs 
first. 
 
Elements 80 through 97 are encoded with the Straight Binary Seconds (SBS) time data. The 
SBS time data is incremented in 10-second steps and recycles every 24 hours. 
 
5. Pulse rates: 
 A. Element rate: 10 per second. 
 B. Position identifier rate: 1 per second. 
 C. Reference marker rate: 1 per 10 seconds. 
 
6. Element identification: The "on time" reference point for all elements is the pulse leading 
edge. 
 
Index marker (Binary 0 or uncoded element): 20 millisecond duration. 
Code digit (Binary 1): 50 millisecond duration. 
Position identifier: 80 millisecond duration. 
Reference marker: 80 millisecond duration, 1 per 10 seconds. The reference marker appears as 
two consecutive position identifiers. The second position identifier or reference marker is the on-
time point for the succeeding code word. 



 

 
 
    

Figure 3-40: IRIG E Time Code Description 



 
 

 BIT # CF ELEMENT #  FUNCTION 

 50  1  SPACE 
 51  2  SPACE 
 52  3  SPACE 
 53  4  SPACE 
 54  5  SPACE 
 55  6  TIME SYNC STATUS 
 56  7  SPACE 
 57  8  SPACE 
 58  9  SPACE 
 59  PID P6  POSITION IDENTIFIER 
 60  10  YEAR UNITS Y1 
 61  11  YEAR UNITS Y2 
 62  12  YEAR UNITS Y4 
 63  13  YEAR UNITS Y8 
 64  14  SPACE 
 65  15  YEAR TENS Y10 
 66  16  YEAR TENS Y20 
 67  17  YEAR TENS Y40 
 68  18  YEAR TENS Y80 
 69  PID P7  POSITION IDENTIFIER 
 70  19  SPACE 
 71  20  SPACE 
 72  21  SPACE 
 73  22  SPACE 
 74  23  SPACE 
 75  24  SPACE 
 76  25  SPACE 
 77  26  SPACE 
 78  27  SPACE 
 79  PID P8  POSITION IDENTIFIER 

 80  28  SBS 20 

 81  29  SBS 21 

 82  30  SBS 22 

 83  31  SBS 23 

 84  32  SBS 24 

 85  33  SBS 25 

 86  34  SBS 26 

 87  35  SBS 27 

 88  36  SBS 28 
 89  PID P9  POSITION IDENTIFIER 

 90  37  SBS 29 

 91  38  SBS 210 

 92  39  SBS 211 

 93  40  SBS 212 

 94  41  SBS 213 

 95  42  SBS 214 

 96  43  SBS 215 

 97  44  SBS 216 
 98  45  SPACE 
 99  PID P0  POSITION IDENTIFIER 

 
Table 3-4: IRIG E Control Function Field 



 

 

 
Figure 3-41: Interface Front Panel Display Screen 

The NetClock has two front panel displays that are independently programmable. The left 
display is LCD 1 and the right display is LCD 2. You may use the Web UI to change the display 
and time format and to select (or edit, or create) system clocks. The display font may also be 
changed (and includes a custom font, named ñMark.ò) When you make a change to the front 
panel display configuration and click ñSubmit,ò the change in the display is immediately visible 
on the front panel. 
 
NOTE:  When selecting a system clock to display on one LCD of the front panel LCDs, while 

displaying the date on the other LCD, be sure to use the same system clock in both 
displays. If setting the time to local time, change the date to local time as well. 
Otherwise, the ñnew dayò time and the ñnew dateò rollover may not coincide with each 
other. 

 
 

 



 
 

 

 
 

Figure 3-42: Interface Frequency Output Screen 

The rear panel 10 MHz output can be disabled in the event of an alarm condition or loss of time 
synchronization. This feature is known as signature control. From the Interface Frequency 
Output screen (Figure 3-42), the user may select from three signature control outputs: 
 
None:  10 MHz output continues regardless of alarm condition. 
Major Alarm: 10 MHz output stops if the NetClock experiences a major alarm. 
Time Sync: 10 MHz output stops if the NetClock loses time synchronization. 
 
NOTE:  Oscillator disciplining depends on a very stable reference 1PPS input signal. Because 

of this, the Modem dial-out option (Option 03) available for the 9300 Series cannot be 
used for oscillator disciplining and hence does not result in enabling 10MHz frequency 
outputs when time synchronization is achieved using these time sources. The 



 

NetClock must be synchronized to GPS with a 3-D fix (minimum of four satellites) 
when the 10 MHz output must be disciplined for accuracy. Without a 3-D fix present 
and with signature control set to ñNone,ò the frequency output will always be present 
but not disciplined for accuracy.  

 
 Because a window-mounted antenna will likely have difficulties maintaining at least 

four satellites continuously, the window-mount antenna, Model 8228, should not be 
used when disciplining of the 10 MHZ is desired. The antenna must be installed 
outdoors with a good view of the horizon. 

 

 
 

Figure 3-43: Interface Set to Defaults Screen 

 
From the Interface Set to Defaults screen (Figure 3-43), the user may click the ñRestore to 
factory defaultsò button to set the Interface values (and the Interface values ONLY) to the 
factory settings. 



 
 

3.4.5 Sysplex Timing 

The NetClock may be used as an external time source (ETS) to synchronize an IBM Sysplex 
Timer. This is achieved by configuring Serial Port 1 (refer to Configuring the Interface) on the 
NetClock to the following settings (Figure 3-44): 
 

Baud Rate: 9600 
Data Format: 02 
Request Char: User-defined, óTô 
System Clock: UTC 

 

 
 

Figure 3-44: Configuring Serial Port 1 for Sysplex Timing 

 



 

The Sysplex Timer must be configured to use Protocol 2 (NetClock/2) and connected to the 
NetClock Serial Comm 1 port via a 9-pin serial cable (not included). Older Sysplex Timers 
(9037-001) may connect to an ETS through the Sysplex Timerôs console port, while later model 
Sysplex Timers (9037-002) feature a dedicated ETS port. 
 

3.4.6 Configuring the System: SNMP 

 

 
 

Figure 3-45: System Menu 

The System menu groups the NetClockôs various system configuration functions (Figure 3-45). 
From this menu, the user may access screens for SNMP, Alarms, GPS, System Time, Local 
System Clocks, System mode, Modem Configuration (if the NetClock includes the modem 
option), Reboot, Holdover, and Log Configuration.  
 
NOTE:  Refer to Options for modem configuration and related screens. If your NetClock does 

not have the modem option (which is activated at the factory), the modem menu links 
will not appear on the System screen. If you purchase the Modem option after receipt 



 
 

of your NetClock system, Spectracom will provide you with a product key for modem 
activation. 

 

 
 

Figure 3-46: System SNMP Screen 

SNMP (Simple Network Management Protocol) is a set of standards for managing network 
devices, which includes a protocol, a database structure specification, and a set of data objects. 
The communication protocol involves one or more network management stations monitoring 
one or more network devices. SNMP enabled devices must have an SNMP agent application 
that is capable of handling network management functions requested by a network manager. 
The agent is also responsible for controlling the database of control variables defined in the 
productôs Management Information Base (MIB). 
 
Click the radio buttons at the top of the System SNMP screen (Figure 3-46) to enable or disable 
SNMP. You may also check the boxes to enable or disable individual traps. (Traps are 



 

asynchronous status messages sent from NetClock to the locations specified in the SNMP 
security screens.) 
 

3.4.6.1 Spectracom MIB 

Spectracom has been assigned the enterprise identifier 18837 by the IANA (Internet Assigned 
Numbers Authority). Spectracomôs MIB for its time and frequency products resides under this 
enterprise identifier @ 18837.3.1 which is illustrated below. 
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Figure 3-47: Spectracomôs MIB 

 

3.4.6.2  SNMP Support 

Spectracomôs private enterprise MIB can be obtained from the Spectracom Customer Service 
department via email. It can also be obtained via File Transfer Protocol (FTP) from the NetClock 
using an FTP agent such as Microsoft FTP, CoreFTP, or any other shareware/freeware FTP 
program.  
 
To obtain the MIB file via FTP, using your FTP program, log in as an administrator and change 
the file transfer mode to ñbinary.ò The Spectracom MIB files are located in the /MIBS directory 
and include global, time-frequency, and NTPv4 files. There is a Global (generic) MIB file and a 
NetClock-specific MIB file called ñTime and Frequency.ò  FTP the files to the desired location on 
your PC for later transfer to the SNMP Manager. The MIB files may then be compiled onto the 
SNMP Manager. 
 
NOTE:  When compiling the MIB files, some SNMP Manager programs may require the MIB 

files to be named something other than the current name for the files. The MIB file 
names (ñGlobalò and ñTime and Frequencyò) may be changed or edited as necessary 
to meet the requirements of the SNMP Manager. Refer to the SNMP Manager 
documentation for more information on these requirements. 

 



 
 

3.4.7  Configuring Alarms 

An alarm is asserted when predefined error conditions exist AND the associated alarm has 
been enabled.  
 
Through the System Alarm screen (Figure 3-48), the user may define what conditions constitute 
Major and Minor alarm conditions. These are the only user-defined NetClock Alarms. Clicking 
the check box to the left of a particular user-defined alarm will enable that alarm condition. Each 
alarm condition may be set to exist for a specified duration before activating the alarm. This is 
done by filling in the Timeout fields directly beneath the alarm condition. 
 

 
 

Figure 3-48: System Alarm Screen 

User-defined Alarm: The user-specified period of time allotted for operation while tracking 
less than a user-specified number of satellites has expired. This can be a 
Major and/or Minor alarm. 

 
Software Fault:  One or more software sub-systems have experienced a major run-time 

error. This is a Major alarm. 
 



 

Time Sync Alarm:  The period of time allotted for operation without tracking sufficient 
qualified satellites has expired. The factory default period is 2 hours. This 
is a Major alarm. 

 
GPS Receiver Fault: The CPU cannot communicate with the GPS receiver. This is a Major 

alarm. 
 
Frequency Error: Measured oscillator frequency error exceeds limits (Table 3-5). This is a 

Major alarm. 
 

Oscillator Option Frequency Limit 

TCXO Standard 6.6 x 10-9 

OCXO Option 05 6.6 x 10-10 

Rb Option 04 3.3 x 10-10 
  

Table 3-5: Oscillator Frequency Error Limits 

 
Power Failure:  The NetClock has lost power. This is both a Major and a Minor alarm. 
 
Antenna Problem: The antenna sense circuitry warns when the antenna is not connected or 

a cable short or open is detected. This is a Minor alarm. 
 
Oscillator Adjust: The oscillator requires an adjustment to maintain operation within 

specifications. This is a Minor alarm. 
 

3.4.8 Configuring GPS 

The System GPS screen (Figure 3-49) allows the user to configure the GPS receiver to provide 
more accurate results and faster start up. Provided the GPS antenna is properly connected, 
however, it is not necessary to change the factory default settings for the unit to receive and 
synchronize to GPS time.  
 
ANTENNA CABLE DELAY: By setting the correct antenna cable delay, the on-time point is 
offset by the delay value to compensate for the antenna and in-line amplifier delays. Under 
typical conditions, the expected cable and amplifier delays are negligible. You can calculate the 
delay based on the manufactureôs specifications. 
 
The range of the cable delay is ± 50,000,000 nanoseconds. The default value is 0 nanoseconds 
and the resolution is 1 nanosecond.  
 
The following formula is used to calculate the cable delay: 
 

D = (L * C) / V 
 

Where:  
 D =  Cable delay in nanoseconds 
 L =  Cable length in feet 
 C =  Constant derived from velocity of light: 1.016 
       V =  Nominal velocity of propagation expressed as decimal, i.e. %66 = 0.66 Value is provided by cable 

manufacturer. 

 



 
 

NOTE: The antenna cable delay is nominal and beyond the accuracy specifications of the 
GPS receiver. It is not normally necessary to set the antenna cable delay. 

You can read the current location of the unit calculated by the GPS receiver without logging in. 
The GPS receiver will automatically update this field when it has a Position Fix. Check the GPS 
Signal Status page (found in the Status and Logs menu). If the status is ñPosition Fix,ò the 
location shown is the right location.  
 
The location input by the user may only help to speed up the time to the first fix during the initial 
installation. The unit will automatically check the status of the GPS receiver after receiving the 
location input from the user. Based on the status of the GPS receiver, the unit will either tell the 
user that the GPS receiver already has finished the first fix and the input was abandoned, or 
send the location to the GPS receiver.  
 

 
 

Figure 3-49: System GPS Screen 



 

DELETE POSITION AND RESTART GPS SELF SURVEY: The user may delete the NetClockôs 
GPS position and restart the GPS Self Survey on command.  To ensure that no trace of position 
data remains on the unit, perform the following steps: 
 

¶ Disconnect the NetClockôs GPS antenna. 

¶ Using the mouse, click the check box marked ñClear saved GPS position.ò Then click the 
ñSubmitò button.  The NetClock will initiate a GPS self-survey. 

 
NOTE:    You cannot delete position and restart the GPS Self Survey when in mobile mode. 

This option is for use with standard and single satellite modes ONLY. 
 

3.4.9 Configuring System Time and Local Clocks 

The System Time screen (Figure 3-50) allows the user to set the system time manually for test 
purposes or if there is no external time reference available. Setting the system time when the 
NetClock is connected to an external time reference will result in the external reference (for 
example, GPS) overriding the manually set time. The user may also view (or change) the 
number of leap seconds difference between UTC and GPS time. 
 

 
 

Figure 3-50: System Time Screen 

 
When manually setting the time of the NetClock, the time is entered as UTC, not as your local 
time. This means the time is not corrected for either Local Time or DST correction. Entering 



 
 

your local time will cause an error of several hours in the NetClock outputs. The amount of error 
will depend on which Time Zone you are located and whether that Time Zone observers DST.  
 
NOTE: Manually setting the time of the NetClock is not recommended unless no external 

reference is available to the network. When an external time reference is detected, the 
time and date will be changed automatically to the reference values. The manually set 
values will be overwritten. When this occurs, a log entry will be made in the 
Operational log indicating the amount of correction that was made from the manually 
set time. This log then shows if the time was ever manually set and then corrected by 
another external reference.  

 
NOTE: Manually setting the time while synchronizing to the Option 03 modem will cause loss 

of time synchronization, automatically triggering a dial-out call to attempt 
resynchronization.  Manually setting the time while synchronizing to GPS will 
immediately set the time to the GPS reference.  

 
Choosing Create/New from the Local System Clocks screen Figure 3-51) allows the user to 
define up to five local times (times other than UTC or GPS) to display using the NetClock. 
 

 
 

Figure 3-51: Local System Clock Screen (1 of 3) 

 



 

You can define up to five local clocks or time zones to be used with any of the remote, serial, 
IRIG interfaces, event timers, or front panel displays.  
 
Once defined, these local clocks can be used by any interface and will cause that interface to be 
automatically updated for its time zone and Daylight Saving Time (DST) conditions. To 
configure a local clock, perform the following steps. 
 
NOTE:  The local clock is not available from the front panel Ethernet output per the NTP 

specifications. NTP ALWAYS provides UTC time. Each client on the network must 
handle corrections for local time. 

 
 

 
 

Figure 3-52: Local System Clock Screen (2 of 3) 

 



 
 

It is possible to manually define a UTC offset in hours and 15-minutes increments if required for 
your region or locality. 
 

 
 

Figure 3-53: Local System Clock Screen (3 of 3) 

Enter any name you wish for the Local Clock Name, up to 20 characters long. It can be any 
meaningful name that helps you know your point of reference (example: New York, Wall Clock 
in Bldg27, Eastern HQ, etc.) 
 



 

TIME ZONE 
Under the TIME ZONE SETUP, you will see two choices: 

¶ Automatically configure to unitôs physical locality 

¶ Manually defined UTC offset 
 
Automatically Configure to Unitôs Physical Locality 
By selecting this option, the unit will compute the Time Zone Offset automatically based on the 
location of the unit provided by GPS receiver.  
 
If you select this feature before the GPS receiver completes the position calculation, a message 
will be displayed to explain that this feature is not valid until the position is available.  
 
If you select this feature after the GPS receiver determines its position, the computed Time 
Zone Offset information will be shown.  
 
Once this option has been selected and submitted, the NetClock software will determine the 
values for the appropriate manual fields. These manual definitions will be displayed when the 
defined clock is edited. 
 
NOTE:  Automatic time zone calculations are imprecise because the time zones are 

determined by local political boundaries that may change.  
 
Manually Defined by UTC Offset 
A dropdown box is provided (with definitions as appropriate) that permits the user to select a 
specific number of hours added or subtracted from UTC for the desired time zone. 
 
NOTE:  All of the Time Zone Offset drop-downs in the web browser user interface are 

configured as UTC plus or minus a set number of hours. For Eastern, choose UTCï5, 
for Central, choose UTC-6, for Mountain, choose UTC-7 and for Pacific, choose 
UTC-8. 

 



 
 

DST SETUP 
Daylight Saving Time (DST) observance varies with locality and application. Choose the 
configuration that reflects your location and needs. Under the DST SETUP, you will see five 
choices: 

¶ No DST rule, always standard time 

¶ Automatically configure to unitôs physical locality 

¶ Manually defined by region 

¶ Manually defined by week and day 

¶ Manually defined by month and day 
 
No DST Rule, Always Standard Time 
When this option is selected, the NetClock will not observe DST time changes. 
 
Automatically Configure to Unitôs Physical Locality 
When this option is selected, the NetClock software will observe and implement DST time 
changes automatically based on the unitôs physical location as determined by GPS positioning. 
Once this option has been selected and submitted, the NetClock software will determine the 
values for the appropriate manual fields. These manual definitions will be displayed when the 
defined clock is edited. 
 
Manually Defined by Region 
From this dropdown box, the user may select commonly defined geographic regions that share 
DST rules. There may be exceptions based on your location. The options include the following: 

¶ Europe 

¶ USA (thru 2006) 

¶ USA (post 2006) 

¶ Australia-1 

¶ Australia-2 
 
Select Europe if your location complies with the European DST Rule. This rule differs from all 
other rules because the DST changes occur based on UTC time, not local time. (All time zones 
in Europe change for DST at precisely the same time relative to UTC, rather than offset by local 
time zone.) 
 
Select USA (thru 2006) if your location complies with the USA DST Rule and it is not yet the 
year 2007. The USA DST Rule changes in 2007.  
 
NOTE: If you set your DST rule in 2006, you must change it manually on January 1, 2007. 
 
Select USA (post 2006) if your location complies with the USA DST Rule and it is the year 2007 
or later. 
 
Select Australia-1 if your location complies with the Australia-1 DST Rule (Australian Capital 
Territory, New South Wales, South Australia, Tasmania, Victoria). 
 
Select Australia-2 if your location complies with the Australia-2 DST Rule (Western Australia). 
 
Manually Defined by Week and Day 
This option is provided for advanced users. You can input start time, end time and the hour to 
change for the daylight saving. By selecting this option, the DST rule can be defined based on 



 

the weekday, week, and month of the local time you defined for this interface.  Manual 
definitions are ALWAYS based on local time, not UTC. 
 
Manually Defined by Month and Day 
This option is provided for advanced users. You can input start time, end time and the hour to 
change for the daylight saving. By selecting this option, the DST rule could be defined based on 
the day and month of the local time defined for this Interface. If you select the February 29th as 
the start time or end time, the unit will respond that the entry is an illegal date. Manual 
definitions are ALWAYS based on local time, not UTC. 
 
Example 1: To create a Local System Clock to UTC+1 with no DST rule: 
 
Select Create/New and assign the clock a meaningful name. 
 
Click on the ñManually Defined UTC Offsetò button. 
 
Select 'UTC+1:00' from the Time Zone pull down menu. 
 
Select the 'No DST rule' radio button. 
 
Review the changes made and click Submit. The browser will display the status of the change. 
 
 
Example 2: To configure an RS-485 port to go in DST at 2:00am on the 3rd Friday in April and 
out of DST at 1:00am on the 1st Sunday in October, with a DST change of 1 hour: 
 
Select Create/New and assign the clock a meaningful name. 
 
Under ñDST Setupò, select the 'Manually defined by week and day' radio button. 
 
Enter/select '3rd', 'Friday', 'Apr', '2', and '0' in the DST In Date section. 
 
Enter/select '1st', 'Sunday', 'Oct', '1', and '0' in the DST Out Date section. 
 
Enter '1' and '0' in the corresponding fields of the Change Amount section. 
 
Review the changes made and click Submit. The browser will display the status of the change. 
 
Browse to the ñInterface Setup, Remote Portò page and Select the proper System Clock. 
 
 
Example 3: To change a Local System Clock to be in DST at 1:01am on October 2nd and out 
of DST at 2:00am on April 17th, with a DST change of 30 minutes: 
 
Select the desired Clock Name. 
 
Select the 'Manually defined by month and day' radio button. 
 
Enter/select ó2ô, óOctô, ó1ô, and ó1ô in the DST In Date section. 
 



 
 

Enter/select ó17ô, óAprô, ó2ô, and ó0ô in the DST Out Date section. 
 
Enter ó0ô and ó30ô in the corresponding fields of the Change Amount section. 
 
Review the changes made and click Submit. The browser will display the status of the change. 
 
The unit will allow you to define different Time Zone and DST rules for different Interfaces and a 
front panel display (Option 02 if so equipped). In order to use this feature properly, users have 
to know the correct Time Zone Offset and DST rule for your area. 
 
The general Time Zone and DST rule information can be found from the following web sites: 
http://www.worldtimeserver.com/, http://webexhibits.org/daylightsaving/b.html. 
 

3.4.10 Setting the System Mode 

The user may set the system mode from the Set System Mode screen (Figure 3-54). The 
system supports standard (stationary), single satellite (stationary), and mobile modes of 
operation. 
 

 
 

Figure 3-54: System Mode Screen 

http://www.worldtimeserver.com/
http://webexhibits.org/daylightsaving/b.html


 

Use single satellite mode if you are using a window mount antenna and cannot receive a timing 
reference from at least four satellites. This will switch the qualification algorithm used and allow 
the system to operate with a fewer number of satellites. The accuracy and capabilities of the 
optional Rubidium (Option 04) and OCXO (Option 05) oscillators will be decreased when using 
this option because of the relatively poor GPS antenna visibility.  
 
NOTE:  Using either single satellite mode or mobile mode results in decreased accuracy of the 

NetClock, preventing you from making use of the full capabilities of the optional OCXO 
and Rubidium oscillators. Always use standard mode if you are using a roof mount 
antenna and can obtain signals from at least four satellites. Standard mode is the 
factory default. 

 
In mobile mode, the user must choose a Dynamics Code from the options Land, Sea, Air, and 
Stationary (Figure 3-55).  These modes change the navigation mathematics of the receiver 
accordingly, providing the best possible accuracy for the conditions in which the NetClock is 
installed.  For example, if the NetClock is mobile and installed on a ship, select the code ñSea.ò 
 

 
 

Figure 3-55: Mobile Mode Dynamics Codes 

 
NOTE:  Changing the system mode from mobile back to standard or single satellite prompts 

the NetClock to restart its GPS Self Survey. (The default Dynamics Code is Land.) 



 
 

NOTE: If the NetClock system software does not at first recognize a change to mobile mode, 
simply apply the change a second time.  The mode change must be verified on the 
GPS Status Log screen. 

 
NOTE: The Dynamics Code Land is the only valid setting for standard and single satellite 

modes of operation.  After completing the GPS Self Survey, the Dynamics Code may 
change automatically to Stationary or may remain set as Land.  The Dynamics code 
CANNOT be changed while in Position Hold (in standard and single satellite modes). 
When changing to mobile mode, the Dynamics Code defaults to Land. Change the 
Dynamics Code from Land after first changing to mobile mode itself. 

 

3.4.11 Activating System Options and Rolling Back Updates 

From the System Update screen (Figure 3-56), the user may activate system options and 
ñrollbackò software updates, effectively returning the NetClock to its previous software version 
and configuration settings. 
 
To activate system modem or security options, click the ñActivate Optionò box, choose the 
option you wish to activate, and enter the activation key provided by Spectracom before clicking 
ñSubmit.ò To return the NetClock to its previous setup configuration (ñConfigurationò) or software 
version (ñFirmwareò), click the appropriate selections and click ñSubmit.ò 
 
NOTE:  The NetClock must be rebooted (Figure 3-57) for the active option and 

configuration/firmware rollback(s) to take effect. 
 

 
 

Figure 3-56: System Update Screen 



 

3.4.12 Rebooting the System 

The system can be rebooted from the System Reboot screen (Figure 3-57). Simply click the 
ñReboot Nowò button and wait for the NetClock to reboot. 
 

 
 

Figure 3-57: System Reboot Screen 

 
NOTE:  If you wish to restore your NetClock to its Factory Default settings, click the checkbox 

labeled ñRestore Factory Defaultsò and then click the ñReboot Nowò button.  
Remember that restoring the system to Factory Default settings DOES NOT REMOVE 
POSITION DATA FROM THE NETCLOCK.  Refer to Section 3.4.8 for information on 
configuring GPS and deleting position data. 

 
To restore the NetClock to its factory state completely, perform the following steps: 
 



 
 

¶ Disconnect the NetClockôs GPS antenna. This stops the unit from tracking satellites. 
 

¶ Reset GPS from the System GPS page.  (SAASM users, perform Emergency Zeroize.) 
This deletes the stored position in the GPS receiver and restarts the self-survey, which 
will commence when the GPS antenna is reattached and power is applied to the unit. 

 

¶ From the System Reboot/Halt screen, select the Restore Factory Defaults option and 
issue the HALT command.  This will shut down the NetClock.  You may now remove 
power from the unit. 

 

¶ The next unit startup, once power is applied to the unit, will take roughly 30-60 seconds 
longer than normal, because SSH and HTTPS keys must be regenerated. 

 

3.4.13 Configuring System Holdover 

The user may set the system holdover from the System Holdover screen (Figure 3-58). The 
time interval between the loss of the primary external reference and the moment that the 
NetClock declares loss of time synchronization is known as holdover. While the unit is in 
holdover mode, the time outputs are derived from an internal oscillator. Because of the internal 
oscillator, accurate time can still be derived even after the primary reference is removed. The 
more stable the oscillator is without an external reference, the longer this holdover period can 
be. The benefit of holdover is that time synchronization and the availability of the time outputs is 
not immediately lost when the reference is no longer available. 
 
The NetClock has a user configurable variable holdover period so that it can be adjusted for 
personal requirements and desires. A user can change the length of time that a unit waits in the 
holdover mode before loss of time synchronization. The holdover can be defined by a specific 
number of hours to wait, such as 4 hours and 30 minutes. It can also be defined by the 
estimated error. However, the estimated error feature is only enabled for the OCXO (Option 05) 
and Rubidium (Option 04) products. 
 
The estimated error rates for each oscillator are listed below. These are used when displaying 
the current estimated error for the user and when calculating a new holdover length (Option 04 
and Option 05 oscillators only). 
 

Oscillator Option Estimated Error Rates Time to reach 2 ms 

TCXO Standard 1.0 milliseconds / hour (nominal) 2 hours (typical) 

TCXO Standard 7.2 milliseconds / hour (worst case) 17 minutes 

OCXO Option 05 72 microseconds / hour (nominal) 28 hours 

Rb Option 04 0.18 microseconds / hour (nominal) 463 days 

 
Table 3-6: Estimated Oscillator Error Rates 

NOTE: The TCXO Error rate is a worst-case estimate and not typically this value. The nominal 
value assumed has been 1 millisecond / hour yielding 2 hours holdover times. The 
OCXO and Rb oscillators use the nominal values for estimated error rate to calculate 
error at the end of holdover on the web browser user interface. The TCXO does not 
estimate error for holdover. But if it did, it probably should use the nominal value, 
which is more typical.  Typically the error rates for a disciplined oscillator at 25 degrees 
Celsius will be lower than these values. 

 



 

 

 
 

Figure 3-58: System Holdover Screen 

Limits on the minimum and maximum length of allowable holdover have been placed on each 
oscillator as shown below in  
Table 3-7. 
 

Oscillator Minimum Length Maximum Length 

TCXO 15 minutes 24 hours 

OCXO (Option 05) 15 minutes 30 days 

Rb (Option 04) 15 minutes 730 days (2 years) 
 

Table 3-7: Minimum and Maximum Allowable Holdover Values 

 
If the user sets the length below or above the limits or if the error is too small or large, the 
NetClock will notify the user that this setting is outside its allowable parameters. 
 



 
 

If the unit is currently in sync, the changes will take effect immediately. If the unit is in holdover, 
the changes will not take effect until the next holdover. To force the changes to take effect 
immediately, reboot the NetClock. 
 
Time in Holdover displays either the amount of time that the NetClock has been in the holdover 
mode, or displays a phrase that the unit is not currently in the holdover mode. If the unit is 
currently in the holdover mode (Lost external reference but the unit is still ñsynchronizedò), this 
field will show the number of days, hours, minutes and seconds that the unit has been in the 
holdover mode (Elapsed time from the last good external reference). 
 
If the unit is not currently in holdover mode because it either currently receiving an external 
reference or because the variable holdover period has expired and the unit is no longer 
ñsynchronizedò, the phrase "Not In Holdover" is displayed instead. 
 

3.4.14 Configuring 1PPS Input 

The NetClock supports an externally provided 1PPS signal, which is supplied as a reference for 
improved accuracy during holdover. The NetClock auto-detects this signal on the 1PPS Input 
connector (when provided) and uses it to maintain time only when the primary time reference 
(such as IRIG input) has become unstable or is no longer available. The 1PPS signal is also 
used between modem dial-out adjustments. 
 
When a stable 1PPS signal is connected to the NetClock, it is recommended that the holdover 
timeout on the holdover setup page is adjusted to a value suitable to the desired accuracy for 
1PPS source. 
 

Oscillator Recommended Holdover Timeout 

TCXO (~2 ppm) 2 hours 

OCXO (~.02 ppm) 24 hours 

NOTE: Any externally provided 1pps signal should have a MINIMUM accuracy of 10ppm. 

 
When the NetClock receives an externally-provided 1PPS input, this is indicated on the System 
Status page in Time Source field (Figure 3-59). Such an indication (ñExt 1PPSò) means that the 
NetClock has received time information from the specified time source, but is currently 
maintaining time using the 1PPS input signal. 
 



 

 
 

Figure 3-59: System Status Screen (1PPS Input Indicated) 

3.4.15 Serial Time Code Setup 

From the Serial Time Code Setup screen (Figure 3-60, 9388 models only), the user must 
configure the network input to be received by the Model 9388.  Obtain the source output 
settings from your network administrator and enter the baud rate and Data Format.  (The year 
must be entered for Data Format 0.)  Click the ñSubmitò button when all values have been 
entered. 
 
NOTE: For 9388 units ONLY, the DATA FORMAT must be set to match the NetClockôs 

remote output data format.  If these values do not match, the 9388 cannot 
synchronize. By factory default, NetClock (non-9388 time server units) output Data 
Format 00, while the 9388 is factory configured to receive Data Format 02.  
Spectracom recommends using Data Format 02, meaning the Data Format value in 
the NetClock must be changed from the factory default to match the factory default of 
the 9388. 

 



 
 

 
 

Figure 3-60:  Serial Time Code Setup Screen 

NOTE: When the year is updated, the NTP server must be restarted from the NTP Web UI 
page (or the NetClock rebooted) for the new year value to take effect. 

 



 

3.4.16 Configuring System Logs 

From the System Log Configuration screen (Figure 3-61), the user may configure remote Syslog 
servers with which the NetClock will communicate. Facilities and severities are defined by the 
Syslog server and must be set up in the NetClock to match. The IP addresses and host names 
of the Syslog servers are entered on the bottom portion of the screen (Figure 3-62). 

 

 
 

Figure 3-61: System Log Configuration Screen (1 of 2) 

 



 
 

 
 

Figure 3-62: System Log Configuration Screen (2 of 2) 

NOTE: Any remote syslog server that is entered to receive log messages must be properly 
configured to accept incoming syslog messages. 

 



 

3.4.17 Configuring and Testing Relays 

The Relay menu groups the NetClockôs relay functions (Figure 3-63). From this menu, the user 
may access screens configure, test, and reset the relay outputs and event timers.  

 

 
 

Figure 3-63: Relay Menu 

The operational status can be monitored remotely using the TIMER/ALARM RELAYS connector 
on the rear panel. This connector provides the common, NO and NC contacts for three relays. 
These relays can be connected to an alarm lamp, horn, or other indicator to warn when the 
clock accuracy or operation has been affected, or to signal the triggering of a programmed 
event. The relay contacts are rated at 2.0 amps, 30VDC. 
 
The web browser user interface allows the assignment to each relay of one of three functions: 
Major Alarm, Minor Alarm, and Event Timer.  
 
To assign a function to a relay, click the radio button that lines up with both the function and the 
relay. The relay operation of all three relays can be tested at any time as desired. To test the 
relay operation, login as administrator mode and click on ñtest relaysò in the left orange bar. 
Chose the desired relay to be tested and then press submit. The selected relay should activate 
each time the ñSubmitò button is pushed. 



 
 

NOTE:   A single relay can only be assigned one function but a function can be assigned to 
multiple relays. By default, all three relays are assigned ñMajor Alarm.ò 

 
 

 
 

Figure 3-64: Relay Output Screen 

The Event Timer Relay screen (Figure 3-65) and the Relay Current Event Scheduler screen 
(Figure 3-67) allow for the configuration of 128 events that can turn on or off any one of the 
event timer relays. Make sure the rear panel relay that is going to be associated with an event is 
configured to be the event timer relay in order to use this feature. 
 
If any events are already configured, they will be displayed by event number. There are no 
requirements on the order of the events; each one is completely independent of the others. 
Enter the number of the event that you wish to edit/view and click the Edit/View button. 
 



 

 
 

Figure 3-65: Event Timer Relay Screen 

 



 
 

 
 

Figure 3-66: Edit/View Event Timers 

 
Choose a Time Zone 
From the left menu, select ñSet Event Clock.ò Choose an already defined Clock (Time Zone) or 
define a new one 
 



 

Note:  All times entered for the Event Timers will use the same Local System Clock reference 
for Time Zone and DST rules. It is best to choose this reference first before entering 
your schedule. 

 
Relay#:  Select the relay number that the event is to be associated with. 

Enabled/Disabled/Delete:  If the event is enabled, the event will occur when scheduled. If the 
event is disabled, it will not occur at the scheduled time, but will 
still appear in the list of scheduled events on the previous page. If 
the event is deleted, all fields of event are cleared and it is 
removed from all event lists. 

ON/OFF:  Each event can turn the specified event timer relay on or off. 

The next section of the page describes when the event will occur and how often it will occur. 
The relay can be set to occur hourly, daily, weekly, monthly, and yearly.  
 
Hourly:  The event will happen every hour at the minute, second, and millisecond that is 

specified (within 100 milliseconds). 

Daily:  The event will happen every day at the hour, minute, second, and millisecond 
specified (within 100 milliseconds). 

Weekly:  The event will happen every week at the weekday, hour, minute, second, and 
millisecond specified (within 100 milliseconds). 

Monthly:  The event will happen every month at the day of month, hour, minute, second, and 
millisecond specified (within 100 milliseconds). If the day is set to be a day that 
isn't in short months, the event will happen on the last day of the short months. 

Yearly:  The event will happen every year at the month, day of month, hour, minute, 
second, and millisecond specified (within 100 milliseconds). If the month and day 
of month are programmed for February 29th (this can only be done while currently 
in a leap year), the event will happen on March 1st on non-leap years and February 
29th on leap years. 

NOTE:  The Current Event Schedule (Figure 3-67) is a list of ENABLE events only. The events 
are ordered by next occurrence. 

 



 
 

 
 

Figure 3-67: Relay Current Event Scheduler Screen 



 

From the Reset ALL Event Timers screen (Figure 3-68), the user may clear any set event 
timers. 

 

 
 

Figure 3-68: Relay Reset ALL Event Timers Screen 

 



 
 

The Set Event Clock screen (Figure 3-69) allows the user to select the local system clock that 
drives the event function. The user may also access the create/edit local system clocks feature 
from this screen.  
 

 
 

Figure 3-69: Set Event Clock Screen 



 

Relay function can be tested from the Test Relays screen (Figure 3-70). Select one of the relays 
by clicking the radio button and test the selected relay by clicking Submit. If the relays are not 
connected to external devices, an audible clicking noise will emit from the NetClock. This noise 
indicates the relays are responding to the test. If external devices are connected to the relays, 
testing a relay should cause the connected device to actuate. When the test is complete, the 
web interface will display the message, ñRelay [number] test complete.ò 
 

 
 

Figure 3-70: Test Relays Screen 

 



 
 

3.4.18 Configuring Network Security 

 

 
 

Figure 3-71: Security Menu 

 
The Security menu groups the NetClockôs security functions (Figure 3-71). From this menu, the 
user may access screens to configure network security, file transfers, user accounts, SNMP 
features, LDAP features, and RADIUS features. 
 
Spectracom 9300 series products use OpenSSH and OpenSSL.  OpenSSH is the Open Source 
version of the Secure Shell; which provides a set of server side tools allowing secure remote 
telnet like access and secure file transfer using remote copy like (RCP) and FTP like utilities. 



 

OpenSSL is the Open Source version of Secure Sockets Library; which is used to provide the 
encryption libraries. Together OpenSSH and OpenSSL provide industrial strength encryption 
allowing for secure remote administration via command line, HTTPS web pages and secure file 
transfers. 
 
The user is permitted to enable or disable HTTPS and SSH.  The secure product can be 
configured to allow access only via NTP and the secure protocols such as HTTPS or SSH or to 
operate in a less secure mode. 
 

 
 

Figure 3-72: Security Network Screen (1 of 2) 



 
 

From the Security Network screen (Figure 3-72), the user may define the NetClockôs host name. 
The DNS servers are set automatically if using DHCP and manually if not using DHCP. The 
same is true of the IP configuration. Certain information that must be entered on this screen 
should be obtained from your network administrator if it is not automatically filled in. 
 

 
 

Figure 3-73: Security Network Screen (2 of 2) 



 

 

3.4.18.1  Configuring SSH 

SSH can be configured from the Security SSH screen (Figure 3-74). The tools supported are 
SSH ï secure shell, SCP ï secure copy, and SFTP ï secure file transfer protocol. The NetClock 
implements the server components of SSH, SCP, and SFTP. 
 
For more information on OpenSSH, refer to www.openSSH.org. 
 
SSH uses Host Keys to uniquely identify each SSH server. Host Keys are used for server 
authentication and identification. The secure Spectracom product permits users to create or 
delete RSA or DSA keys for the SSH2 protocol. 
 
NOTE: Due to vulnerabilities in SSH1 protocol, it is not supported. Only SSH2 is supported. 
 

 
 

Figure 3-74: Security SSH Screen (1 of 2) 



 
 

 
The user may choose to delete individual Host Keys. To delete a key simply select a radio 
button for the key you wish to delete and press submit at the bottom of the page. 
 
If the user chooses to delete the RSA or DSA key, the SSH will function, but that form of server 
authentication will not be available. If the user chooses to delete both the RSA and DSA keys, 
SSH will not function. In addition, if SSH Host Keys are being generated at the time of deletion, 
the key generation processes are stopped, any keys created will be deleted, and all key bit 
sizes are set to 0. 
 
The user may choose to delete existing keys and request the creation of new keys, but it is 
often simpler to make these requests separately. 
 

 
 

Figure 3-75: Security SSH Screen (2 of 2) 

 



 

The user may create individual RSA and DSA Host Public/Private Key pairs. Host Keys must 
first be deleted before new Host Keys can be created. To create a new set of host keys first 
delete the old keys, then select the create host keys checkbox and enter the key sizes you 
desire. Then select the ñSubmitò button at the bottom of the screen.  
 
Spectracom secure products typically have their initial Host Keys created at the factory. The 
default key size for all key types is 1024. Host Key sizes can vary between 768 and 4096 bits. 
The recommended key size is 1024. Though many key sizes are supported, it is recommended 
that users select key sizes that are powers of 2 or divisible by 2. The most popular sizes are 
768, 1024, and 2048. Large key sizes up to 4096 are supported, but may take ten minutes or 
more to generate. 
 
Host Keys are generated in the background. Creating RSA and DSA keys, each with 1024 bits 
length, typically takes about 30 seconds. Keys are created in the order of RSA, DSA and finally 
RSA1. When the keys are created you can successfully make SSH client connections. If the unit 
is rebooted with Host Key creation in progress or the unit is booted and no host keys exist the 
key generation process is restarted. The key generation process uses either the previously 
specified key sizes or if a key size is undefined it defaults to 1024. A key with a zero length or 
blank key size field is not created.  
 
Note also that when you delete a Host Key and recreate a new one, SSH client sessions will 
warn you that the host key has changed for this particular IP address. The user will either have 
to override the warning and accept the new Public Host Key and start a new connection or they 
may need to remove the old Host Public Key from their client system and accept the new Host 
Public Key. Please consult your specific SSH clientôs softwareôs documentation. 
 
The SSH client utilities SSH, SCP, and SFTP allow for several modes of user authentication. 
SSH allows the user to remotely login or transfer files by identifying the userôs account and the 
target machines IP address. Users can be authenticated by either using their account 
passwords or by using a Public Private Key Pair. Users keep their private key secret within their 
workstations or network user accounts and provide the NetClock a copy of their public key. The 
modes of authentication supported include: 
 

¶ Either Public Key with Passphrase or Login Account Password 

¶ Login Account Password only 

¶ Public Key with Passphrase only 
 
The first option allows users to login using either method. This is the default. Whichever mode 
works is allowed for logging in. If the Public Key is not correct or the Passphrase is not valid the 
user is then prompted for the login account password. The second option simply skips 
public/private key authentication and immediately prompts the user for password over a secure 
encrypted session avoiding sending passwords in the clear. Finally the last option requires the 
user to load a public key into the NetClock. This public key must match the private key found in 
the users account and be accessible to the SSH, SCP, or SFTP client program. The user must 
then enter the Passphrase after authentication of the keys to provide the second factor for 2-
factor authentication. 
 
SSH using public/private key authentication is the most secure method of authenticating users 
for SSH, SCP or SFTP sessions.  
 



 
 

The web browser user interface provides the means for the user to view and edit the 
authorized_keys file, to add Public Keys. Using FTP, SCP, or SFTP the user may also retrieve 
the authorized_keys file from the.ssh directory. 
An example of a user adding a public key to the authorized_keys file is shown below. 
 
Users are required to create private and public key pairs on their workstation or within a private 
area in their network account. These keys may be RSA or DSA and may be any key bit length 
as supported by the SSH client tool. These public keys are stored in a file in the .ssh directory 
named authorized_keys. The file is to be formatted such that the key is followed by the optional 
comment with only one key per line. The file format, line terminations, and other EOL or EOF 
characters should correspond to UNIX conventions, not Windows. 
 
If a user deletes all Public Keys Public/Private Key Authentication is disabled. If the user has 
selected SSH authentication using the ñPublic Key with Passphraseò option login and file 
transfers will be forbidden. The user must select a method allowing the use of account 
password authentication to enable login or file transfers using SCP or SFTP. 
If a user wants to completely control the public keys used for authentication, a correctly 
formatted authorized_keys file formatted as indicated in the OpenSSH web site can be loaded 
onto a secure Spectracom product. The user transfers a new public key file using an insecure 
FTP client or a secure SCP or SFTP client using only account password authentication. The 
user should place the new public keyôs file in the .ssh directory.  
 
Secure shell sessions using an SSH client can be performed using the admin or a user-defined 
account. The user may use Account Password or Public Key with Passphrase authentication. 
The OpenSSH tool SSH-KEYGEN may be used to create RSA and DSA keys used to identify 
and authenticate user login or file transfers. 
 
The following command lines for OpenSSH SSH client tool are given as examples of how to 
create an SSH session. 
 
Creating an SSH session with Password Authentication for the admin account: 
 
ssh admin@10.10.200.5  

admin@10.10.200.5's password: admin123  

 
The user is now presented with Boot up text and/or a ñ>ò prompt which allows the use of the 
Spectracom command line interface. 
 
Creating an SSH session using Public Key with Passphrase Authentication for the admin 
account: 
 
The user must first provide the secure Spectracom product a RSA public key found typically in 
the OpenSSH id_rsa.pub file. The user may then attempt to create an SSH session. 
 
ssh - i ./id_rsa admin@10.10.200.5  

Enter passphrase for key './id_rsa': mysecretpassphrase  

 
Please consult the SSH client toolôs documentation for specifics on how to use the tool, select 
SSH protocols, and provide user private keys. 
 



 

3.4.18.2 Secure File Transfer 

NetClocks provide secure file transfer using the SSH client tools SCP and SFTP. Authentication 
is performed using either Account Passwords or Public Key with Passphrase. However, unlike 
SSH, in which the admin or a user-defined account is used, a special user account is provided 
named ñSCPò for these tools. The ñSCPò user account has the same password as the admin 
account. It differs from the admin account in that it does not run the Spectracom product shell. It 
is a limited account that only allows the user to transfer files to and from the product file system 
folder and to retrieve files from folders which the SCP account has read permission. 
 
Some sample OpenSSH, SCP, and SFTP client commands are shown below. 
 
1) Perform an SCP file transfer to the device using Account Password authentication 
 
scp authorized_keys scp@10.10.200.5:.ssh  

scp@10.10.200.135's password: admin123 (Always use same password as 

admin)  

 

publickeys         100% 

|***************************************************|   5    00:00  

 
2) Perform an SCP file transfer from the device using Public Key with Passphrase 
authentication. 
 
scp - i ./id_rsa scp@10.10.200.5:.ssh  

Enter passphrase for key './id_ rsa': mysecretpassphrase  

 

publickeys         100% 

|***************************************************|   5    00:00  

 
3) Perform an SFTP file transfer to the device using Account Password authentication. 
 
sftp scp@10.10.200.5  

scp@10.10.200.135's password: admin123 (Always use same password as 

admin)  

 

 sftp>  

 
The user is presented with the SFTP prompt allowing interactive file transfer and directory 
navigation. 
 
4) Perform an SFTP file transfer from the device using Public Key with Passphrase 
authentication 
 
sftp - i ./id_rsa scp@10.10.200.5  

 Enter passphrase for key './id_rsa': mysecretpassphrase  

 

 sftp>  

 
The user is presented with the SFTP prompt allowing interactive file transfer and directory 
navigation. 
 



 
 

NOTE: Use of SCP and SFTP is restricted to the administrator. To access SCP, enter the 
account name SCP with your administrator password. For SFTP, the account name is 
SCP. 

 

3.4.18.3 Recommended SSH Client Tools 

Spectracom does not make specific recommendations as to which specific SSH client, SCP 
client, or SFTP client tools. However, there are many SSH based tools available at cost or free 
to the user. 
 
Two good, free examples of SSH tool suites are the command line based OpenSSH running on 
a Linux or OpenBSD x86 platform and the excellent (and free) putty SSH tool suite. 
 
The OpenSSH tool suite in source code form is freely available at www.openSSH.org though 
you must also provide an OpenSSL library, which can be found at www.openssl.org. 
 
The putty SSH tools and instructions regarding their use can be found at: 
HTTP://www.chiark.greenend.org.uk/~sgtatham/putty/ 
 

3.4.18.4 Configuring HTTPS 

The OpenSSL library provides the encryption algorithms used for secure HTTP (HTTPS) 
(Figure 3-76). The OpenSSL package also provides tools and software, which is used to create 
x509 Certificate Requests, Self Signed Certificates and Private/Public Keys. The NetClock uses 
OpenSSL library with a simple GUI interface to create certificate Requests and self-signed 
certificates. Users can then send these certificate requests to an external Certificate Authority 
(CA) for the creation of a third party verifiable certificate or use an internal corporate CA. If a 
Certificate Authority is not available the user can simply use the self-signed certificate that 
comes with the unit until it expires or create their own self-signed certificates to allow the use of 
HTTPS. 
 
NOTE: If the IP Address or Common Name (Host Name) is changed, you may wish to 

regenerate the security certificate.  Otherwise you may receive security warnings from 
your web browser. 

 
Each Spectracom secure product comes with a default Spectracom self-signed certificate, 
which will outlast the product warranty. The typical expiration of the certificate is about 10 years. 
HTTPS is available using this certificate until this certificate expires. If deleted however, this 
certificate cannot be restored. 
 
For more information on OpenSSL please see www.openssl.org. 
 
The NetClockôs software supports x509 DER and PEM and P7 PKCS#7 PEM and DER 
formatted certificates. The user can create a customer specific x509 self-signed certificate, an 
RSA private key and x509 certificate request using the web browser user interface. RSA private 
keys are supported because they are the most widely accepted. (At this time, DSA keys are not 
supported.) 
 

3.4.18.5 Requesting Certificate Authority Certificates 

Once the processing to create the certificate request, RSA private key, and self-signed 
certificate is completed, the Web UI will display the certificate request. 

http://www.openssh.org/
http://www.openssl.org/
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.openssl.org/


 

 
The user can submit this certificate request to the companyôs Certificate Authority for a 
verifiable, authenticable third party certificate. Until this certificate is received, the userôs self-
signed certificate, displaying the information shown herein, can be used. 
 
The NetClock will load this new self-signed certificate and private key after the user selects a 
few more web page options or when the user selects the ñExit connection to productò button at 
the top of the screen. You will see a pop up window in Windows operating systems. The 
certificate can be installed or viewed using this pop up window. Other operating systems may 
vary in how they install and accept certificates. External Internet access may be required by 
your Certificate Authority to verify your third party certificate. 
 



 
 

 
 

Figure 3-76: Security HTTPS Screen (1 of 2) 

3.4.18.5.1 Updating x509 PEM Certificate Files using the Web UI 

The user is required to select a signature algorithm, a private key passphrase of at least 4 
characters, a private key bit length, the certificates expiration in days and at least one of the 
remaining fields. It is recommended that the user consult their Certificate Authority for the 
required fields in an x509 certificate request. Spectracom recommends all fields be filled out and 
match the information given to your certificate authority. For example, use all abbreviations, 
spellings, URLs, and company departments recognized by the Certificate Authority. This helps 



 

in avoiding issues with the Certificate Authority having issues to reconciling certificate request 
and company record information. 
 

 
 

Figure 3-77: Security HTTPS Screen (2 of 2) 

 
NOTE: When generating a certificate, select Apache when prompted for information on the 

Web serverôs software.  This should result in the preferred x509 PEM certificate 
format. 

 



 
 

The Common Name field is the name of the host being authenticated. The Common Name field 
in the x509 certificate must match the hostname, IP address, or URL used to reach the host via 
HTTPS. This field should be filled with the hostname or IP address of the NetClock. Spectracom 
recommends using a static IP address, because DHCP-generated IP addresses can change. If 
the hostname or IP address changes, the x509 certificate must be regenerated. If using only 
self-signed certificates, the user should choose the fields based on the companyôs security 
policy. 
 
Many certificate authorities simply provide you with a certificate in the form of a plain text file.  If 
your certificate is provided in this manner, and the certificate is provided in the x509 PEM 
format, you may simply copy and paste the text into the web UI. Paste the text into the ñUpdate 
Certificateò box, make sure that the Update Certificate checkbox is selected, and submit your 
changes. 
 
NOTE: Only x509 PEM certificates can be loaded into the Web UI.   

3.4.18.5.2 Updating x509 PEM Certificate Files Through External File Transfer 

If you are provided with a certificate file and the certificate is not in the X509 PEM format, you 
may use an alternative method to update the certificate.  Name the file using the following 
scheme: 

File Type File Name 

x509 PEM cert.pem 

x509 DER cert.der 

pkcs7 PEM certpem.p7c 

pks7c DER certder.p7c 

 
Next, use an FTP, SCP, or SFTP program to connect to the NetClock.  Copy your certificate to 
the default FTP starting directory.  Then select the ñUpdate Certificate from uploaded fileò 
checkbox, select the appropriate file name in the associated drop-down box, and click the 
ñSubmitò button. 
 
Be aware that it may take several minutes for the certificate request, the private key, and self-
signed certificate are created. The larger the key, the longer amount of time is required. It is 
recommended that a key bit length be a power of 2 or multiple of 2. The key bit length chosen is 
typically 1024, but can range from 512 to 4096. Long key bit lengths of up to 4096 are not 
recommended because they can take hours to generate.  The most common key bit length is 
the value 1024.  
 
The user is provided with several signature algorithm choices. The signature algorithm or 
message digest is most commonly MD5. Other secure options include SHA1 and RMD160. 
 
Consult your Web Browser documentation and Certificate Authority for key bit lengths and 
signature algorithms supported. 
 
If a system is rebooted during this time, the certificate will not be created. When the operation is 
completed, the user will see a certificate request in the certificate request text box. A digital file 
copy of the certificate request can be found in the root directory with the file name cert.csr. This 
file can be retrieved using FTP, SCP or SFTP. The certificate request can also be cut and paste 
from the certificate request text box on the web browser user interface. 



 

 

3.4.19  If You Cannot Access a Secure NetClock 

Spectracom assumes that the customer is responsible for the physical security of the product. 
Spectracom secure products are required to be locked in a secure enclosure, cabinet or room. 
Unauthorized persons are not to be given access to the product nor should a serial cable and 
terminal program be attached unless the system administrator is configuring or performing 
maintenance. 
 
If your company disables HTTPS, loses the system passwords, allows the certificate to expire, 
deletes the certificate the certificate and private keys and deletes the Host Keys or forgets the 
Passphrase access to the secure Spectracom product can become denied. 
 
To restore access to your system you must utilize the setup port to restore the admin accounts 
default password. The admin account can then be used to enable HTTP using the ñnet HTTPò 
command. Contact Spectracom Technical Support for details on how to do this. 
 



 
 

3.4.20 Configuring User Accounts 

 

 
 

Figure 3-78: Security User Account Screen 

From the Security User Account screen (Figure 3-78), the user may create and assign privileges 
to up to 16 local users. Click ñCreate/Newò and ñSubmitò to create and assign privileges to users 
(Figure 3-79). 



 

 
 

Figure 3-79: Security User Account Screen (Assigning Privileges) 

 



 
 

 
 

Figure 3-80: SNMP Security Screen (1 of 3) 

3.4.21 Configuring SNMP v1, v2, and v3 

From the SNMP Security screen (Figure 3-80), the user can define the network locations, 
hostnames, and protocols used in communicating with SNMP v1, v2, and v3 users. (SNMP v3 is 
secure SNMP.) 
 
NOTE:  Usernames are arbitrary. The username must be the same on the unit and on the 

management station. 



 

 
 

Figure 3-81: SNMP Security Screen (2 of 3) 

NOTE:  When selecting an engine ID for SNMPv3, pick an arbitrary hexadecimal number (such 
as 0x1234). 



 
 

 
 

Figure 3-82: SNMP Security Screen (3 of 3) 

 



 

 
 

Figure 3-83: Security LDAP General Screen 

 



 
 

3.4.22 Configuring LDAP and RADIUS 

From the Security LDAP General screen (Figure 3-83), the user chooses the LDAP server type 
(it must be the correct one ï check with your LDAP server administrator if you are not sure) and 
choose the types of services allowed to request authentication from the LDAP server. 

 

 
 

Figure 3-84: Security LDAP Client Configuration Screen (1 of 2) 

From the LDAP Client Configuration screen, the user specifies the addresses or hostnames of 
the LDAP server(s) and inputs other fields that must be provided by the LDAP server 
administrator. One of the servers (and one only) must be defined as the main LDAP server. The 
other servers are replicas. 



 

 
 

Figure 3-85: Security LDAP Client Configuration Screen (2 of 2) 

 
If ñEnable SSL for simple authenticationò is not clicked, clear text is sent to the LDAP server. If 
SSL is checked, text sent to the LDAP server is encrypted. 
 
A sample configuration for an OpenLDAP server would be as follows: 
 
DN for search base  dc=spectracomcorp,dc=com  
Bind DN    cn=manager,dc=spectracomcorp,dc=com  
Bind password             test  
Search filter               objectclass=posixaccount  
Login attribute             uid  
DN for password          ou=people,dc=spectracomcorp,dc=com?one  
Group DN                cn=engineer,ou=group,dc=spectracomcorp,dc=com  



 
 

Group member attribute     member   



 

A sample configuration for Active Directory would be as follows: 
  
DN for search base        dc=test,dc=spectracomcorp,dc=com  
Bind DN                 cn=administrator,cn=users,dc=test,dc=spectracomcorp,dc=com  
Bind password            test  
Search filter               objectclass=User  
Login attribute             sAMAccountName  
DN for password          ou=users,dc=test,dc=spectracomcorp,dc=com?one  
Group DN                cn=engineer,cn=users,dc=test,dc=spectracomcorp,dc=com  
Group member attribute     member  
  

 
 

Figure 3-86: Security RADIUS General Screen 

 
From the Security RADIUS General screen (Figure 3-86), the user selects the services that may 
use RADIUS for authentication. 



 
 

 
 

Figure 3-87: Security RADIUS Client Configuration Screen 

 
From the Security RADIUS Client Configuration screen (Figure 3-87), the user identifies the 
addresses of the networkôs RADIUS servers. From this screen, the user also specifies the 



 

number of re-transmit attempts (0 to 3) that will be made in communicating with the RADIUS 
server. 



 
 

3.4.23 Configuring IPSec 

Internet Protocol Security (IPSec) is a suite of IP protocols that authenticates and encrypts 
network communications. IPSec supports IPv6 and IPv4 as of this writing. 
 
IPSec defines a Security Association (SA), consisting of secured communications between two 
network devices. Configuring IPSec requires us to define SA Policy (SAP) and SA Descriptors 
(SAD). SAP determines what network traffic can or must be secured through IPSec. SAD 
describes actively secured conversations. All network traffic for an SA contains an identical 
Security Parameter Index (SPI). 
 

3.4.23.1 AH vs. ESP 

An Authentication Header (AH) and an Encapsulating Security Payload (ESP) are the primary 
protocols used by IPSec. They authenticate (AH) or authenticate and encrypt (ESP) the data 
across that connection. Typically, they are used independently, but it is possible to use them 
together. The NetClock supports both protocols. 
 

3.4.23.2 Transport Mode vs. Tunnel Mode 

Transport mode provides a secure connection between two endpoints by encapsulating the IP 
payload. Tunnel mode encapsulates the entire IP packet/ 
 
NOTE: Tunnel mode is used to form a traditional Virtual Private Network (VPN), in which the 

tunnel creates a secure path across a distrusted Internet connection. The NetClock 
supports Transport mode ONLY. 

 

3.4.23.3 MD5 vs. SHA-1 vs. DES vs. 3DES vs. AES 

An IPSec connection can use two or three encryption choices from among those available. 
Authentication calculates an Integrity Check Value (ICV) over the data packetôs contents. It is 
usually built on a hash algorithm (for example, MD5 or SHA-1). It uses a secure key known to 
both endpoints, allowing the recipient to compute the ICV as the sender has computed it. If the 
recipient gets the same value, the sender has effectively authenticated itself. 
 

3.4.23.4 IKE vs. Manual Keys 

To communicate, the devices at both endpoints must possess the same secure keys. Keys can 
be entered manually. They may also be generated dynamically between two hosts through 
Internet Key Exchange (IKE). The NetClock supports both IKE and manual keys. 
 

3.4.23.5 Main Mode vs. Aggressive Mode 

The initial IKE exchange may be efficient or it may be secure.  This tradeoff is governed by the 
exchange mode, Main or Aggressive. Main mode is completely secure and requires six packets 
to be sent between the two devices. Aggressive mode requires only three packets be sent 
between the two devices, but it is less secure. 
  
NOTE: The NetClock supports both Main and Aggressive modes. Aggressive mode is NOT 

recommended because of the security risks involved. 
 



 

3.4.23.6 Configuring IPSec (IKE SA) 

To establish an IPSec connection between the Spectracom NetClock and an IPv4 addressed 
host (ñAò) using IKE SA configuration, we must first configure the IPSec IKE to communicate 
with host A. To do this, navigate to the IPSEC IKE SA Configuration screen (Figure 3-88). 
 

 
 

Figure 3-88: IPSEC IKE SA Configuration Screen (1 of 2) 



 
 

 
 

Figure 3-89: IPSEC IKE SA Configuration Screen (2 of 2) 

 

3.4.23.6.1 IKE Phase 1 Configuration 

 
Exchange Mode defines the mode for Phase 1 (when the IKE daemon is the initiator). You may 
select all three options (meaning the NetClock supports Main, Aggressive, and Base exchange 
modes) or you may select one or two modes to support. The IKE daemon uses the Main 
exchange mode when it is the initiator.  
 
Life Time defines the lifetime of the Phase 1 SA proposal.  
 



 

DH group defines the group used for Diffie-Hellman exponentiations. This directive must be 
defined using one of the following:  
 
Group 1 - Modp768 
Group 2 - Modp1024 
Group 5 - Modp1536 
Group 14 - Modp2048  
 
NOTE:  When using Aggressive mode, the DH group defined for each proposal must be the 

same. 
 
Encryption Algorithm specifies the algorithm used for Phase 1 negotiation. Choose DES, 
3DES, or AES as desired (or as specified by your network administrator). 
  
Hash Algorithm defines another algorithm used for Phase 1 negotiation. Select HMAC-MD5 or 
HMAC-SHA1 as desired or required. 
 
Authentication Method defines the means of Phase 1 authentication used (preshared keys or 
X.509 certificates). 

Preshared Keys 

The easiest way to authenticate using the IKE daemon is through preshared keys. These keys 
must be defined in a file uploaded to the location specified in the Using Preshared key located in 
field.  

NOTE:  After the file is uploaded, its file privileges will be changed automatically to deny 
unauthorized users access to the preshared keys.  This means you will not be able to 
access the file after uploading it. Always keep an extra copy of the file on hand in 
another location. 

The preshared key file should have the following syntax: 

192.168.2.100   password1  

5.0.0.1         password2  

3ffe:501:ffff::3    password3  

This file is organized in columns. The first column holds the identity of the peer authenticated by 
the preshared key. The second column contains the keys. 

X.509 Certificates 

The IKE daemon supports the use of X.509 certificates for authentication. Spectram supplies 
two means of providing the public/private key pair to the NetClock. 

The first approach is through the user interface on the IPSec IKE SA Configuration screen. 
Specify the Certificate Files Path and Peerôs Certificate File name, then select Md5 or Sha1 to 
specify the Signature Algorithm. You must also specify the RSA Private Key Length to use when 
generating the key pair. 



 
 

Alternatively, you may generate elsewhere and upload to the NetClock your key pair(s). Specify 
the directory and the name of the key pairs uploaded to it. Regardless of the method used, 
however, you must upload the peerôs public key to the NetClock and provide the directory and 
file name to the NetClock in the IPSec IKE SA Configuration screen. 

3.4.23.6.2 IKE Phase 2 Configuration 

 
Life Time defines how long an IPSec SA will be used. 
 
Encryption Algorithm defines the group used for Diffie-Hellman exponentiations. This directive 
must be defined using one of the following:  
 
Group 1 - Modp768 
Group 2 - Modp1024 
Group 5 - Modp1536 
Group 14 - Modp2048 
 
NOTE:  When using Aggressive mode, the DH group defined for each proposal must be the 

same. 
 
Encryption Algorithm specifies the algorithm used for Phase 2. Select DES, 3DES, AES (used 
with ESP) or NULL as desired (or as required by your network administrator). 
  
Authentication Algorithm defines another algorithm used for Phase 2. Select HMAC-SHA1 or 
HMAC-MD5 as desired or required. 
 
Compression Algorithm defaults to ñdeflate.ò It is not configurable at this time. 
 
NOTE:  After completing and submitting changes in the IPSec IKE SA Configuration screen, 

check to make sure IPSec is enabled and IKE is selected for use with IPSec. The IKE 
Log (refer to Logs and Status Reporting) is helpful in troubleshooting this condition. 

 

3.4.23.6.3 Configure IPSec Security Policy 

Configure the IPSec security policy from the IPSec General screen (Figure 3-90). 
 
NOTE: Always configure IKE BEFORE enabling the IKE option from the IPSec General 

screen. If IKE is not configured, the IKE daemon wonôt start correctly when the 
Security Association is enabled. 

 
From the IPSec General screen (Figure 3-90), enable (or disable) the IPSec service and specify 
the Security Association (IKE if already configured, or Manually Configure). In the Security 
Policy table, input the NetClockôs IP address as the Source IP and host Aôs address as the 
Destination IP. 



 

 
 

Figure 3-90: IPSec General Screen 

 
Select ANY as the desired protocol to apply for IPSec security protection (unless a specific 
protocol is desired; these can be selected from the drop-down list). 
 
Select Both for the Direction, which means IPSec security protection is required for both 
incoming and outgoing packets. Security protection may also be applied to incoming packets 
only, or to outgoing packets only (from the drop-down list). 
 



 
 

Select Ipsec to use IPSec as the security policy. (You may also select None or Discard. 
Selecting None means that IPSec operation will not take place on the packet, while selecting 
Discard means the packet matching indexes will be discarded. 
You may choose to check either or both AH and ESP to set them as Require, Use, Default, or 
Unique. 
 

¶ Default means the kernel consults the system-wide default for the protocol specified.  
 

¶ Use means the kernel uses an SA if it is available, while the kernel keeps normal 
operation otherwise.  

 

¶ Require means an SA is required whenever the kernel sends a packet matched with the 
policy.  

 

¶ Unique is the same as Require, but allows the policy to match the unique outbound SA. 
 



 

3.4.23.7 Configuring IPSec (Manual SA) 

To establish an IPSec connection between the NetClock and an IPv6 addressed host (ñBò) 
using manual SA configuration, refer to the IPSec Manual SA Configuration screen (Figure 
3-91). 

3.4.23.7.1 Manual Security Associations 

Input the NetClock's IP address as the Source IP and host Bôs IP address as the Destination IP. 
 

 
 

Figure 3-91: IPSec Manual SA Configuration (1 of 2) 



 
 

The Security Parameter Index (SPI) must be a hexadecimal number without the ñ0xò prefix. 
Enter the desired values manually. 
 
NOTE: SPI values between 0 and 255 are reserved and cannot be used at this time. 
 
Make sure to check the AH or ESP boxes for the key configurations used.  If the appropriate 
box is not checked, information following the AH or ESP inputs will be ignored by the update 
page. 

 

 
 

Figure 3-92: IPSec Manual SA Configuration (2 of 2) 



 

3.4.23.7.2 Configure IPSec Security Policy 

Configure the IPSec security policy from the IPSec General screen (Figure 3-93). 
 
NOTE:  The manual SA values must be configured BEFORE the manual SA option is enabled 

from the IPSec General screen (Figure 3-93). If the feature is enabled before it is 
configured from the IPSec Manual SA Configuration screen, the SA and SP tables will 
not update correctly. 

 

 
 

Figure 3-93: IPSec General Screen 

 



 
 

Select ANY as the desired protocol to apply for IPSec security protection (unless a specific 
protocol is desired; these can be selected from the drop-down list). 
 
NOTE: When using IKE over IPv6, do NOT select ANY. There are protocols that do not work 

well with IKE under IPv6 with IKE. Select one of the specific protocols listed in the 
dropdown menu, as desired or required. 

 
Select Both for the Direction, which means IPSec security protection is required for both 
incoming and outgoing packets. Security protection may also be applied to incoming packets 
only, or to outgoing packets only (from the drop-down list). 
 
Select Ipsec to use IPSec as the security policy. (You may also select None or Discard. 
Selecting None means that IPSec operation will not take place on the packet, while selecting 
Discard means the packet matching indexes will be discarded. 
 
You may choose to check either or both AH and ESP to set them as Require, Use, Default, or 
Unique. 
 

¶ Default means the kernel consults the system-wide default for the protocol specified. 
 

¶ Use means the kernel uses an SA if it is available, while the kernel keeps normal 
operation otherwise. 

 

¶ Require means an SA is required whenever the kernel sends a packet matched with the 
policy. 

 

¶ Unique is the same as Require, but allows the policy to match the unique outbound SA. 
 



 

3.4.24 Logs and Status Reporting 

 

 
 

Figure 3-94: Status and Log Menu 

The Status and Log menu groups the NetClockôs status and log access screens. From this 
menu the user can view system logs and monitor that status of the NetClockôs GPS signal. The 
user may also view system and NTP statuses from this menu. 
 
NOTE:  The times indicated in all log entries are UTC (no correction for local time or Daylight 

Saving Time). Four iterations of each log are kept locally on the NetClock, with the 
oldest rotated out (deleted) as a fifth log is generated. Logs can be up to 75K in size 
individually. This means that 300K of storage is devoted to each log. 

 



 
 

 
 

Figure 3-95: Alarm Log Screen 

The Alarm Log (Figure 3-95) is a running list of the alarms (with descriptive information) 
experienced by the NetClock.  
 



 

 
 

Figure 3-96: Authorization Log Screen 

The Authorization Log (Figure 3-96) is a running list of authenticated users who have accessed 
the NetClock. 



 
 

 
 

Figure 3-97: Event Log Screen 

The Event Log (Figure 3-97) is a running list of the event timer relay activity. 



 

 

 
 

Figure 3-98: GPS Qualification Log Screen 

The GPS Qualification Log (Figure 3-98) is a running list of the NetClockôs GPS satellite signal 
activity. 



 
 

 
 

Figure 3-99: Journal Log Screen 

Whenever a user changes the NetClockôs configuration, the change (who performed it and what 
the change was) is recorded in the Journal Log (Figure 3-99). 



 

 
 

Figure 3-100: NTP Log Screen 

The NTP Log (Figure 3-100) is a running list of NTP activity on the NetClock. 



 
 

 
 

Figure 3-101: IKE Log Screen 

The IKE Log (Figure 3-101) is useful for troubleshooting the status of the IPSec IKE SA 
configuration. 



 

 

 
 

Figure 3-102: Operational Log Screen 

The Operational Log (Figure 3-102) is a running list of NetClock operations, such as system 
updates and clock synchronizations. 




























































































































































