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GENERAL INFO ON RADIUS «.vvvvveeuteesuiteeseesuiteaust e sttt aasseesassaasssaasssaasssasasaaasssssassassssssasaaasssasassasssessasaaesssasassassssasaseasasessssaasssessasansnsesssaasssesnns
RADIUS AUTHENTICATION ..vvveuvveeeseesuteesussessseessssesssssssssesssssssssesssssssssssssassssssssssssssesssssssssesssssssssessssesssessssessssessssessssessssessssessssessssessssessssessns
RADIUS EXTENSIONS FOR OPENRADIUS (RFC 2869)........veeeeetiieeeeee e eeeee ettt e e ettt e sttta e e sttt e e e aatta e eaasasaaaatssaaesseaasassssasassseseesssssanansssasasssesannns
**RADIUS WITH IPV6 ADDRESSES
***RADIUS VENDOR-SPECIFIC ATTRIBUTES (VENDOR SPECIFIC ATTRIBUTES) (VSAS) - VENDOR CODE/VENDOR ID
FHFERADIUS CONFIGURATION. ....veeeeeeeeeeeseeeeeeuseeeeetsseeesesseeeeassaseeasssaeaasseaaeaasssseaasssaeeaassaeeaasseseaasss s e eaasssaeaatssaaeasssaseaasssaeeasssaaenasseseeaassasaassenenn
ADDING/REMOVING A RADIUS SERVER............oveeueeeeueeeeueeeeeeeeseesiseeessestssessssessseessssessseessseessseassseassseasssesssseassssassseasssenssssassssesssessssensssesses
RADIUS KNOWN [SSUES/TROUBLESHOOTING ....vve.vveuveeseeseessesssessseassesssesssessesssessssssssssesssssssssssssssssessssasssassessssssasssssssssssessesssesssssssssssssesssesnns
RADIUS NOT WORKING ON A UNIT..vveuttesuveesuseesussesssssssesssesssessssssssssssssssssssssssssssssssesssesssssssessssssssesssssssssessssesssessssessssessssssssessssssssessns
FHEENAS (NETWORK ACCESS SERVER) c...vveeeeteeeeeeeeetteeaeattaeeeateaaeatsaaaasutssaeaasssaaaasssaaastssaaansssseaassssaaaatseaaasssaaaaassaasassesaaassseseessssassssssnann
***PERMISSIONS ASSIGNED TO RADIUS ACCOUNTS...

OUR LDAP SERVER (ON ENG LAB NETWORK)....eeuvvesuteeeuseesusessssssssssssesssssssssssassssssasessssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssesssessssesnns

LDAP CONFIGURATION: ©vuvvvesuseesuseesusssssssssssassssesssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssessns 505
** XL OGIN ACCESS LEVELS (PERMISSIONS/RIGHTS) «vvvvevveeteeeseeiseeiseessesusesseesseeessessessaessaessessssssessessessssssssassasseassessasssaassesseseessesssssassssesaseenss

***KNOWN ISSUES WITH OPENLDAP/ACTIVE DIRECTORY
FHEETROUBLESHOOTING LDAP (2400S)......cc..ueeeeeeeeeeeseeeeeeeeeeetteaeettta e ettt e eaataaeeatssaaeaatsaaeaasssaeaassasaeaatsasaeassssseaasssasassssaansssssessssssssssssnann
TACACS + (REMOTE AUTHENTICATION ) e vtvteeeteeeeteeeaetteeaeaasaaeetaesaaastssaeasssaaeaasssaaaassssaeassssaaassseaaasssssenassaaesassesaaasssaseassssaasassasasasssesensnses
TACACS AAA (AUTHENTICATION, AUTHORIZATION, ACCOUNTING)..........ccovoveveveveiersisiarsseisisissssssssssssasassssssssssssssssssssssssssssssssssins
CISCO ISE (IDENTITY SERVICES ENGINE) ...........c.cococvevverivieiersisisissesisisissssssssssssissssssessssssssassssssesssssssasasssssssssssssassssssassssssssassssssesas
CONFIGURATION OF TACACS +IN 2400s ...........
TACACS ATTRIBUTE INFO/ATTRIBUTE-VALUE (AV) PAIRS
TROUBLESHOOTING ISSUES WITH TACACS LOGIN ....vvveuveeeteeutesseasseesseesesnsesssesssessessstensesasssssesssasssassesssesnsssasesasessesssesnsesnsesnsesssesssessesssesssesssesnses

HALT/SHUTDOWN (SOFTWARE ONLY) /SYSTEM REBOOT (FROM 12005S- MAY NOT APPLY TO 24005)
REPORT OF SECURESYNC APPEARING TO HAVE REBOOTED ITSELF c..vveeuvveeuveesiseeeiseesisseeisessssessssssissssssesssssessssssssssssssssssssssssssssssssassssssssssssssssesens
LINUX PREEMPT/PREEMPTION (POTENTIAL CAUSE OF LOCK-UPS/ SYSTEM HANGING P?) c..vvetuveeereeeireeeiseesiseeeisessiseeessessesseeisessssssssssssssssessesssssssssessns 556
*¥PARALLEL REDUNDANCY PROTOCOL (PRP)...veeeeeeeeeeeeeeeeee ettt eeaee e et e e et s e aeaate e eeaaaseeasseeeeaasasseessesseasstasenasssssesanesssessseen
TIME MIANAGEMENT (SYSTEM TIME, GPS/TAI OFFSETS, LOCAL CLOCKS) «..vvvevveeveeeeueeeeueeeeseeesueeesuseessssessssssssssesesssssssssessssssssssssssssssssssasessssssanes
**SYSTEM TIME/YEAR AND SYSTEM TIMESCALE ....vuvvevveeveeeseeiseesseesessssssssseeassessessaesssessesssssssesssesssssssssssasssassenssssssessasssessesesssssssssssssssssesnss
SYSTEM YEAR / “SET YEAR ONLY” CHECKBOX/FIELD ....vvveeeeeeveeeeeeeeeeeeete e eeeeeeesiste e ettt s seasta s saaatesesstttssesastasssataseastetssanaseasssssessanteessassaesssasenes
FHKGPS OFFSET (ANTENNA CABLE DELAY) «oneeeeeeeeeeeeee e ettt e ettt e e et tea e ettt e e et e e et asaaaeaatsaaeasss e e eassa s e atsaaaasssaaeaassaaasssssaeastsaseesassaaessssaaan
**“GPS 170 UTC OFFSET” (NUMBER OF LEAP SECONDS)...
FHELEAP SECOND INSERTION ....vvveeeueeveeesteeseasusesesasssaeasssaaaasssasaassssaasssssaesssssaeassssasassssaeassssaanasssaeaaasssaeaatsasaaasssaaeaasssaaaasssaannssssseassassassssnann
F¥LOCAL SYSTEM CLOCKS (LOCAL CLOCK)..eeeevveeeeeeeeeeeeeeeeeeeeeeeteeeeeeaeeeeeseeeeeaseeeeaasseseeseeseaaseseeaaaaaseesssseenasesseeassseseassessenssseseesasesssessseen
INPUT REFERENCES / REFERENCE PRIORITY TABLE/ REFERENCE MONITOR/TIME SYNC / HOLDOVER
MANAGEMENT -> REFERENCE PRIORITY PAGE .....ccettttititietiteeeteteteeeeeeeteeeeeeeeeeeteeeteesesesesesesesesesesesesesesesasesasasesasesesesssesasaassesesesesesesasessssssssrnnnns
**INPUT REFERENCE MIONITORING
**SMART REFERENCE QUALITY MIONITORING/REFERENCE VALIDATION
F K INPUT “REFERENCE STATUS” TABLE ... vveeettteeeeeaeeeeatteeeestseeeeaasaaeattseaaesasssaeasssaeeaassaaaaatssaeasssaeeaassaaeaatsaaaeasssaaeaasssaessssaaaasssaseesssaeassseaann
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PTPAL (ALSO NAMED “PTP FOR LINUX”) «oeeeeeeeeeee et e et e ettt e e tea e ettt e e ettt e e ettt e e e e atse e e e ataeaeeaasaa e e e atseaaeassaeaaassaaanassaseaasssaaeasssaaesssesaans 595
**STORAGE/DESCRIPTION OF PTP CONFIGURATION SETTINGS (PTP4L IN VERSIONS 1.4.1 AND ABOVE) .....oecoveeetreeeteeeetveeeeeeeveeeiveesiseesiseensens 598
PTP INTERFACES SHOWING "TIME INVALID" ERROR (AFTER CONFIGURING PTP)

L Ol =TV PPN
**TIME SYNCHRONIZATION FOR SECURE NETWORKS USING FIBER
USING A DAGR AS AN INPUT REFERENCE TO SYNC SECURESYNC ...........cocovieiieieaieeiesisssssissssssssssisssssssssssssssssssssssssssssssssssssenns 603
HAVEQUICK/STANAG INPUT ...e.vveuvtetseuteeutesseesseesseessesssasssesasasssasssesssanssessssssasssessssssesssesssasssasssssssessssnsssnssessssssesssensesssenssessssssesssssssssesssennss 603
ASCI INPUT ettt ettt ettt ettt et e sttt ettt ettt e ate et e e ate e st e et e et e e teeats e e st e e abe s e ast e e abe s e st e ease e e st e aabee e st e aassaenstesasseenseasabaeanseenases 603
MANUALLY SETTING THE SYSTEM TIME (USER/USER “SELF” MODE).......cveeveereereereecrvesreanans

ENABLE BATTERY BACKED TIME (TIME SYNC IMMEDIATELY UPON BOOT-UP)
LOCAL SYSTEM REFERENCE (SELF REFERENCE) ..veuvvvetutteeuseesuseeeuteesuseaeussesasaassssesussassssssassasassasassassssssasaassssssasessssssssseassssssssassnssssssessssssssssssssesnns
NTP OPERATION WHILE IN USER/USER MODE.......vecvveuiietestesusesseesstesssesssesssssssassesssssssessesssasssasssssssesssansssnsssssssssasssessssssessesssssssesssssnssssesssesnss
NTP STEP THRESHOLD (NTP’S REFERENCE TIME CHANGE LIMITS)/ NTPMOND RESTARTING NTPD
STL *(SATELLES) “RESILIENT PNT” INPUT OPTION CARD (OPTION CARD 1204-3D)
L N Y (LY =0 SRS
SMA CONNECTOR ON REAR PANEL / TYPE N TO SMA CABLE / STRAIN RELIEF..............ccoccoeeceeeeeieeseeseessssesssessesisssisssssssissseens 612

GPS/GNSS RECEIVER AND ANTENNA (SUCH AS MODEL 8230) IS “RECEIVE-ONLY” (IT DOESN’T TRANSMIT) .........cccvevvevevrrennn.
GPS/GLONASS/QZSS SAASM GPS INPUT REFERENCE- GPS RECEIVER OPERATION /MOBILE (DYNAMIC) MODE OPERATION/SAASM
GPS/GINSS RECEIVER IMIODELS ... vevteeeeeeeeetieateesteee e e eate s e satassteastess e st e e st aassaasa et e e s saaasaassasssasssasstanssansaansaassaass et sanseansaensaensasasasssanssensennes
DETERMINING WHICH MIODEL RECEIVER IS INSTALLED AND ITS CURRENT FIRMWARE VERSION
SAASM GPS RECEIVERS (ROCKWELL COLLINS GB-GRAM /TRIMBLE FORCE-22).....vecuveteeiesreseeessasssesssessssssssssssssssessssssessssssasssssssssssssssssssenns
ISSUE WITH SAASM KEY ERRORS, IF KEYED SECURESYNC (GB GRAM RECEIVER ONLY) RUNS UNDISTURBED (NOT POWER CYCLED/REBOOTED) CONTINUOUSLY FOR MORE
THAN AROUND 49~ 53 DAYS......vveveeteeseseeieeiseesseeasseassessaessesssessseassesessssasssasesasseass et s essaesssass e ssessseasseassaassaaseeseaseeasaeasaessaessesteesseseenseensas
GPSD (A GPS SERVICE DAEMON)....veuvveeuteesuteeeuseesuseeesessseaasseasaseassssasasasasssasassassssssasaaesseasasaasssessaseaassessaseaassessnseaanseasasaasnsessseasnsessaseanssessas
M-CopE (M CODE) RECEIVER/CAPABILITIES

ICD-GPS-153C MESSAGES (GROUND SPEED, HEADING).....ccecuvvveeeeteseesseeaestseseesasssssasssasasssssanassssssassssaaastsssassssssssasssssssssssssssssssssssssssasssssanses
OPT-SEM (OPTION SAASM MODULATION) / TIME MARK DATA MIESSAGE (ID 3) vt eeeeetteeteeetteetteeeaeeseveeseessaaeesessssseessessesessisenans
U-BLOX MIODEL IMIBT RECEIVERS «.vceveeeeeeeeeeeeeeeeeeteeeeeseeeeetasee e et s e eeasaeeeasaeeesssaeeaase s e ee st e e e ase e e e asse s eesseaeetaeaeenaseesenssaeeeasseseenasreeennnees
DESIRE TO ADD A GPS RECEIVER TO THE SECURESYNC IN THE FIELD (AFTER INITIAL PURCHASE).....
GPS-GLONASS-QZSS-GALILEO SATELLITE CONSTELLATION / NUMBER OF SATELLITES BEING TRACKED
**GR_GETSATDATA 0 O CLI COMMAND (UNDOCUMENTED COMMAND) v....vveevesesesessesessessssssessssesssssassssssssaasssessssessssessssssssssssssssssssssssssssssssens
*** XGPS SATELLITE/SIGNAL STRENGTH (SIGNAL TO INOISE) GRAPHS <.vevveeeuveeiueseeseeestssesssessssessssesssseasssessssessssessssessssesssssssssesssessssessesssssesssens
BENT CENTER PLATE ON REAR PANEL TYPE N GPS INPUT CONNECTOR.....cevvvtteresesssesesestsesesesesssssssssssssesssesssssssssssssssssssesesssssessssssssssssssrstessrsssrsrnnnns
FHKGPS ANTENNA PROBLEM ALARM ...o..vvveeeteeeeeeeteeesseaeeatsaeeaasaaaasasesaasasssaeaasssaaeaassaaeasssssaaasssseeasssaaaatsaaaasssaaeaasssaasasssaaanssssseesssseassseaann
**GPS RECEPTION TROUBLESHOOTING/ISSUES WITH GPS RECEPTION .....evvveeeeeeieeeeeeeeeeueeeeeesteeeseeaateesaaaeassessatesesasesssanasessssussasssssssssesasessssnseess
MOBILE (CONTINUOUS) MODE AND SINGLE SATELLITE MODE........cccvveeeeeeeeeeiseeeeessesesissesseeissessessessssssssssssssssessssssassssssssssssssssssssssssesessssssssns
**OPERATIONAL SPEED AND ALTITUDE LIMITATIONS. ...veeuvtteeesuttessessessssssessessssessassssssasssssssssssssssssssssnssssssassssssssssssssssssssssssesssssssesssssessssseeees
DEGRADATION OF TIMING/POSITIONAL ACCURACIES WHILE IN MOBILE MODE (CONTINUOUS MODE).........vecveereeereeireesseessesssesssesseesssessssssssssssessseens
“REC MODE ERROR: ERROR 12 (KTSAL) ettt ettt ettt e ettt e e ettt e e ettt e e et a e e e ase e e e ata s e e e tsaaaestsaaeaassaaaeatssaaanstsasensassasaasssnann

RECEIVER RESET/RESET GNSS RECEIVER......cccuvveenne..
USER-DEFINED MINIMUM SATELLITES ALARMS/TRAPS
B o i = SRS
Y R Y Y Y L6 o 47 SRS
SAASM GPS RECEIVER OPERATION. ... vveeutteeestseeeesssesesastesesasseasasssssasssssassassesasassssasassssssssssssssssssssaassssesassssssansssssaassesssssssssssassessssnsssssssees
**T1/E1 AND AFNOR INPUT TIME REFERENCES...
FEEXTERNAL TPPS INPUT (EPPO)......oeeeeeeeeeee et ee e et e e et e e ettt e e e ettt e e e aste e e e tsaaaeaatseaeaasss s e e asssaeeatsaaaesssaaeaassaasesssaaeastsaseeassaeassseaann
“FREQUENCY 0” (FREQ O) EXTERNAL INPUT FREQUENCY (SUCH AS 10 MHZ INPUT).c..veetiteeieeeetiteeiie ettt este ettt esaaestttesisaesssaesssaessssesssasssssssssasssses
F K REFERENCE STATUS TABLE ..vvveeeuteeeeeteeeeetuteeeeeasa e e st tseaeasutsaeeaasssa e e aseaaeastssaeaasssaeetssaaeaatssaaaasss s e eaasssaeaatsaaaesssaseaasssaeaasssaaensssaseesssaesssssnaan
**TiME SYNC / HOLDOVER MODE
**| OCAL INTERFERENCE, GPS JAMMING AND GPS SPOOFING.....
OSCILLATORS/ DISCIPLINING TO 1PPS INPUT REFERENCE/TFOM/1PPS PHASE ERROR
**TYPES OF AVAILABLE OSCILLATORS/INSTALLED OSCILLATOR TYPE 1veuvveevesesseeessesessessssssasssssssssasssssssssssssssssssassssessssessssssssssssssesssssssssssssesssssssssens

WHICH TYPE OSCILLATOR IS INSTALLED P ... veeeeeeeeaueeeeeetteeeeeuasaaeautseaaaasssseeaassaaaastseaeaasssseaaassaaeassssaeaatssae e tssaaeastssaeasssassaassaaanassesessassassasssnann 657
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TYPES OF OSCILLATORS THAT CAN BE INSTALLED ....vvveeutteeeeeteseesseeeesssesaaaasssassassaaeaasssaaassssasassssassssseaasanssesenssssassnsssasanssssasasnssasssssasssnssesennses 657
Lock STATUS FOR RAYTHEON AMDR SPECIAL SECURESYNC (OUR RB OSCILLATOR LOCKING A WENZEL OCXO OSCILLATOR VERY LOW PHASE NOISE OCX0)661
ISSUE: GLITCHES IN 10 MHZ OSCILLATOR (TYPICALLY ASSOCIATED WITH OCXO) OUTPUT CAUSES LED TIME TO STOP COUNTING UP. LCD DISPLAY IS FINE.. 663
*¥RUBIDIUM OSCILLATOR-ASSOCIATED ALARMS .......vvveeteeeeeesuseeeeetsseseaaseseeassssseaasssssaassssseaesseseaassseseaasssaeatssaeeassssseaasasaseasseseeasssaseesssssssassseann
**OSCILLATOR FREE-RUN/HOLDOVER SPECS
SONET/TELECOM STRATUM HIERARCHY LEVELS FOR 1544/2048 kHz, T1/DS1 AND E1 OUTPUTS
HOLDOVER FOR SIMULCAST SPECS (TIME TO DRIFT 5 MICROSECONDS)........vvveesteeeeesutesessisteesatssssesssssessssssssassssasessssssssssssssssesssssssssssssssssssssesennns
**¥OSCILLATOR CALIBRATION/RECALIBRATE CHECKBOX ..veuvvvevveessvsessseessssessssesssseasssssssseasssessssaasssesssssssssessssassssessssessssesssssssssessssssssssssessssssssees
**OSCILLATOR WARM-UP/STABILIZATION (TIME TO WARM UP TO OPERATING TEMPERATURE) ....vvveevveestveeeseeesssesissesissesssessssesssesssesssssesisssssssesses
FHKOSCILLATOR DISCIPLINING ....vveceeeeeeeeeeeeaeeeeetiseeeeeiaeeeeesaseesiaseeeeassssseesssseasssssesassssseassseessssesananes .
(HST1) 2400 HOST DISCIPLINING OF OSCILLATOR WHEN NTP OR “USER SET TIME” IS THE SELECTED REFERENCE
AP CALLS ASSOCIATED WITH HOST REFERENCE ....vvvveeveeeeeseeeeeeteeeeeeaeeeeetteeeeaaeaeeeaaaaeeeatseseaasssaeeeassaaeaasseeeasssaeeatsesaeastsaseesssasenssesesnasseseanees
RUBIDIUM OSCILLATOR DISCIPLINING ... v veeestesesessssessssesssausssassssssssasssssssassssssssssssassssssssassssasssssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssennns
TCXO/OCXO DISCIPLINING (DISCIPLINING STATES, DfA DAC VALUES) ..cc.vvveeuveetieeeeeeesteseeseesissesseessssessssesssseasssesssseasssesssssasssesssseasssessssesssssnses
OSCILLATOR 10 MHZz ACCURACY (OSCILLATOR ACCURACY WHEN LOCKED TO A REFERENCE)
EFFECTS OF NTP PEERING ON THE OSCILLATOR/SYSTEM PPS/1PPS OUTPUTS.....vveiitveeteesiseeeiseesiseesisesssssesisesssssssisssssssssssssssssssssssssssssssesssssssssesans
**FRACTIONAL FREQUENCY ERROR (FFE) FOR 1O IMHZ ....ooeueeeeteeeeeee ettt ettt e tta ettt et ta ettt et e ettt e e ataaastaaasaaeasstsasaaaassaaasssasssaassssansseeassaenaseas
*OSCILLATOR 10 MHZ ACCURACY (FREQUENCY ERROR).....vteueeeitesesteesstteesstesstesesssesatsasassasassseassasasssaassaassssasssssssseasssasssssssssessssssssssssssssssesssses
“FREQUENCY ERROR RECALCULATED” MESSAGES IN THE OSCILLATOR LOG ..cveeeeeeuvveeeeseeessissseeseseesssssssesssaesssssssssssessssssssessssssssssssessssssssssssesens
“RB REFERENCE UNSTABLE” / “RB SYNCHRONIZED” / “RB TRACK OFF == FREE RUN” ....veevveeeueeeeteeeeteeesteseeteesuseeeaeestssesssseesssassssesssessssesssssssssenases
HOoLDOVER MODE/ OSCILLATOR 10 MIHZ FREE-RUN (OSCILLATOR STABILITY) voevvveevveeveetreeeiseesiseesiseesiseeessssssssesssssssssssisesssssssssssssssssssesssssssssesans
**“RB(SYNC)" DISPLAYED ON THE FRONT PANEL LCD ..
**1PPS PHASE ERROR / TFOM / IMAXTFOM .....vveeeeeeeeteeeeeeeiteeetaeeetteeeteeetteaeetaeettvaeasaseatsseessseaasseasssaatsseasssenssseasssentsseasssentsasesssanasesesssesareas
**RESTART TRACKING / PHASE ERROR LIMIT FIELD wvvvvveeuveeeeeeeeseeeeseesseeeesesseseseesesssssssasessasessessssassssassssasssanssssasssenssseasssssssssssssessssessssesnseesses
RESTART TRACKING. ......vvveeeeuseeeeeiseeeeeaueeeeeetseseeessseseatssesseasseseeeaassesaaaseseeaasseseeaaseeeeaase e s eaasseseesseaeaaaseaaeaasseseeaseassasssaeenasseseeansssssasssssesssesenans
PHASE ERROR LIMIT FIELD .....vvvveeeeeeeeeeaeeeeeeseeeeeeaeeeeetaseaaeeuseseeesseeeaaseaseaasseeeeaseaeasse s e eeasseseasse e e s assesaenasseaeeaseaesasssaeenasseaesassssssanssesensssssenans
TFOM (TIME FIGURE OF MERIT)..ccccvvveceieeciiaeceesiieeesreananns

MAXTFOM (MaAx TFOM/”Maximum TFOM FOR SYnC”)
INPUTS/OUTPUTS. c..vvecvveeeeeeesteeeseesteeeseesseeeaseesaseeasssesaseeassessassaeasaesasaaeasasaassaeaseesaseaeasaeaassaaaseesassaeasaesassaeasesaassaeasesaassaeasessasseesessasseeasesens
DCLS oUT AND MULTI l/O CONNECTOR/ BREAKOUT CABLE ..........cocoueeeeeeeeiesrieieeseiiesssisessssssssssssssassssssssssssssssssssssssssssssssssssssnses
A) REAR PANEL CONFIGURABLE DCLS QUTPUT (BING) .....veeeveeeeeeet ettt ettt e ete ettt e tta ettt e aaa et s e aasaeastseassaessaaasssaassaaassseasssaassaessaenssenses
REAR PANEL MULTI /O CONNECTOR (HD15-PIN) AND BREAKOUT CABLE ...vvevveeveervearvesreannns
SECURESYNC 2400 BREAKOUT CABLE (P/N CAO8R-D500-0001) For MuLTI I/O DB15 CONNECTOR
ALARMS (IMAJOR AND IMHINOR ALARMS) ..vvenvvsesueeeeutsesuteaassseasseessssassssaasssassssaasssessssssssseassssasssaassseassseasseeassseassseasssaassseassseasssssssenssseasseanssesnses
5. FREQUENCY ERROR ALARM ...ceeeveetiieseseseeetusuaaessseetsssaasesssssssssaaassssssssssssanssssssssssnanssssssssssssasssssssssssssnsssssssssssnssesssssssssnnssessssssssmsnsessens
DESIRE TO MASK OR UNMASK ALARMS/EVENTS ....vvvetuveeeseesiseesissesissesissssissssissssssssssssssosssssssssassssssessossssssssssssssssssssssssssssssssssssssssssssssessssssssessns
**OBTAINING TIME/DATE READS (DESIRE TO READ/OBTAIN TIME REMOTELY/AUTOMATICALLY) c.vvvevveesureeeueeestveeeeeestssesssessssesssesssessssesssesssssesses
**IBM MODEL 9037 SYSPLEX TIMER (SYSPLEXT) TIME STAMPS ...c.evveeeteeeesteteeeaseaestsssaeatsssaasssssssaasssaaassssaaassssseassssssassssssasssesessssssasssssnan
**%XPTP OUTPUT (1204-32 CARD OR ETHO/ETHI) .ottt ettt ettt ettt ateettseetea et s e tas e vt e e tasetsseatas e tssensssensssenssseasssennseesares
SUPPORT OF PTP OVER VILAN ..ot ettt ttee ettt e e ettt e et e e ettt e e et e e s astea e s asseaaeaasteaaansseaesnstaaeaasseaeaanseaesanstaasansseassanssnesansees
ONBOARD PTP PROFILES SUPPORTED ......vvteeutttesestssessseasssusssasaassssssassesassssssssssssssssassssssasssssssssssssassessssnsssssssssssssssssssssssessssssssssnsesssssssesssnns
PTP OVER VLAN ..ottt ettt ettt ettt ettt ettt ettt et ettt et e e et et et et et et et e e e e s e s ea e s e ae e e s e e e e e s e s e s e s e e e e e s e ae e e e e e e e e ae e e e e e e e e e e e e e et e s e eeeeaeaeaeaeseeetetaaebeesantnannnns
JRIG OUTPUT eeeeeeeeeeieeeeee ettt ettt ettt ettt ettt ettt et e et e et et e e e e et et e e e e e e e e s e s e e e e e e e e e e e s e s s s e e e aa s e e e s e s e e e e e s e aa s e s e ae e e e e s e aaee s e e e eeseae s e ee s e aeseeeae s e aeeeseaenasaeesenennnennnnns
ASCII RS-485 AND RS-232 ouTpUT (ATC = ASCII TIME CODE)
SYNCING A TIMEVIEW DISPLAY CLOCK (SUCH AS MIODELS TV210 TV230 AND TV400) vIA A 2400 SECURESYNC
**1PPS OUTPUT (ON-TIME POINT /SYSTEM 1PPS) / 1PPS GENERATION .....evvveveeeeeeeesueeeeseeeeseeeesesesssseessssssssssssessssesssssssssssssssssssssssssssssssssesssees
EFFECTS OF NTP PEERING ON THE OSCILLATOR/SYSTEM PPS/1PPS OUTPUTS.c..uvveitteeiteesiteeeiseesiseesisessissssissssissssissssssssssssssssssssssssssssssssssssssssesans
**SYSTEM TIME MESSAGE (MARKER FOR THE TIME TO NEXT IPPS) c...veeeeee ettt ettt ettt e e e et ttaaaa e e e sessaassaaaaeesesstasseseaesenssansesees
SIGNATURE CONTROL FOR VARIOUS OUTPUTS (SUCH AS IRIG, 1PPS, 10 MHz, ETC)
FHETO IMIHZ OUTPUT et e e e ettt e e ettt e e et e e e et a e ettt s e e e atsaa e e aseaaeauts s e eaasssaeetssaaeests s s eaasss s e e assaaeaatssaaesssaseaasssasaasssaaeasssaseesassaseasssaaan
**%%10 MHZ PHASE ALIGNMENT TO 1PPS INPUT REFERENCE ... .eeeeueveeeeiseeeessseeeasssesesassssessssssasasssssaasssssesassssaeassssseassssssasssssaaassssseasssssssssssaann
FHEFETO MHZ OUTPUT SIGNATURE CONTROL «.vvveeeieeeaeeeeeateeeeetaseaeatseaaaausssaeasssaeaaasssaeassssseaasssssaaasssaeaatsasaeasssaseaasssasessssaeasssaseesassassasssnann
*¥%10 MHZ OUTPUT PHASE NOISE / HARMONICS/ SPURS .....vvvevvsetueeestesessesesseseassssssssesssssssssaasssessssaassssssssassssessssessssessssesssssssssssssssssssssesssens
*FEEEOSCILLATOR WARM-=-UP TIME.....ccccvvveescrveaeesrenannans

****FREQUENCY ACCURACY ERROR MEASUREMENTS
**OUTPUT GPS POSITION INFORMATION (LATITUDE, LONGITUDE, ALTITUDE) «....vvveeeeteeesauteeeestteaeeattaesasaaaesasssaasansssassasssassassessssnssssssansessssssenen
**SHOW CLOCK PAGE (SYSTEM DATE/TIME DISPLAY IN THE BROWSER) «....vvveeuveesseeeeseeesseseeseseesseessssesssssesssessssesssessssessssessssssssessssssssessssssssesssens




FESMPTE TIME CODE (LTCAND VITC)....eeeeeeeeeeeeeeeeeee e ettt e e tea e ettt a e ettt e e et e e et e e e e st e e aaanseaaeassaaaeaasseaaessseaeaassaaasasseaaannsseaanansanssssssnann 772

LOGS/SYSLOG ......ueeeeeeeeeeeee ettt e ettt ettt e ettt e e ettt e e ettt e s et e e e e u et e e e st e s et e e e e ettt e et e e s e ute e e e ettt e s e ate e e aattaeeanttteseeatneesaataseatnrenaes 773
e LR P PPPPPPPPPRPRE 783
LOG REQUIREMENTS FOR PCI-DSS/ PCl COMPLIANCE ......vveeveeeveeeeseeeiaeeseseeesssesiseeessessesssesssssisssssssssasssesssssesssssssssasssssssssssssssssssssssssssssossesssessns 783
MISSING EXPECTED LOG ENTRIES/“SEARCH” FIELD FOR THE LOGS (TOP RIGHT OF THE INDIVIDUAL LOG PAGES) «..vveevveeveeeeseeeiueesiueeeiseesiseeessesseseessseenns 783

**ABILITY TO VIEW THE LOGS (LOG ENTRIES) WITH CLI INTERFACE
FHEABILITY TO DELETE THE LOGS.1eseuutveeesuteeesasssesesssssassssssssasssssesasssssasssssaasssssssasssssssasssssssssssssassssssssssssssssssssessssssssssssssssssssssnssssssssssssssesenn
FAQS REGARDING LOG ROTATIONS ....uvveevesesivesssessssnesssessnsnenns

LoG CONFIGURATION/MAPPING (FACILITY AND SEVERITY CODES)
HHKEEDELETING/CLEARING LOG FILES .o.eeeeeeeeeeeeeeeeeeeeeeeeaete e st e e s astaeesase s e saaaseassaastessasteeesaastassaas e s s s et e s saassaesamstasssnseassnnssteseareassansnanan
**¥NTPSTATS (LOOPSTATS, PEERSTATS, CLOCKSTATS AND SYSSTATS)..
FHEOAWK” AND “SED” FILTERS FOR LOGS. .. vveeeeuveeeeeiueeeestsseeeesisseseetsssssassessessssseaassssesassssseaisssseaasssseeaasesseasseseeasssaseasssaseasssseensseseeassssssassseenn
FHESPECIFIC LOG FILE ENTRIES .vvvseeetteeestseeaasssesesasssaesasseaaasssssaaassssaaassesaaassssaeasssesasassssasassssasasssseaansssasansssaaasssssaasssaasanssesaaassssssesnsesssssssnan
CLOCKSTATS (INTPSTATS) «vveeetteeeetteeestseeaaeteeesaasteaeaasseaaaasesaeassssasaasseaaaastsaaaassseseaasseaasassseaanassesaaassaaaaantseaaansssaaaassssasassseaenssssesanssaasasssessnsns
DISCSTATS veeteeeuteesuteesseesuseesseesateesstasateasastesateesasaesaseeeaseesasesaaseeaaseesastsaasee e s teaassseasseaabeeaaseeaase e s steeasseesteeasteesteansseesasaansbeenateesseenateeateas
KEERNLLOG.....ceeutteetitetieetesetteeteessttesteeesttesateeettesateeesutaeseaessteeatesaasteaatesaaseasabeeeasaeaateeeaseeaaseeeasteeabseaaseseabeeanseesasseenstasabeeenseenassesnseesases
INTP.LOG ENTRIES (NTP LOG ENTRIES) ....vveeeeueeeeeeeueeeeeeeeeeeeeteeeeetuaee e etuseaeeeteeseeaaseaeeaassaaeassseseeasse s e eaaseaaeaatseseesseaeeasssaaeassseseeassssseasssasesssesanans
SYSTEM.LOG ENTRIES. . vevvsesussesussesssssssssesssssssssssssssssssesssssassssssssssssssssssassssssssessssssssssssssssssssssssessnssssssssssssssssssssssssssssssssssesssssssssssssssssssssssses
**TROUBLESHOOTING “OUT OF MEMORY / KILLED PROCESS” ENTRIES IN SYSTEM LOG (CARRY OVER FROM 1200 DOC).......ccvvervecreesreeireaereeeereeareenn, 837
L (el el (T Yalalele ) USSR
“STR_” ERROR MESSAGES IN SYSTEM LOG (VERSIONS 5.8.0 AND ABOVE ONLY)
USER.LOG ENTRIES ...

WTIMP.LOG. ... eesuteesuseesaseesseesassessssesssessasssssssssssesssssssasessasassssessstessssessssesssssssssssssssssssssnssssssssssssessnsessssesssssssssssssssssssessssessssessssesnsessssesnsens
INTP OPERATION .....vveeveeeueeesuteeeuseesustaasseessseaasssessseaasssasassaasseaaaseaasssasasaaassaasaseaasseasasaaansaasaseaasseaaasaaanssaaaseaeaseaanteanaseasaseaansessnsaasnsessaseanssesans
NTP AND CHRONY IN 2400 SECURESYBCS....uvveeuvtesteesseesssssssssssassssssassssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssessns
INTP VERSIONS IN THE BASE SOFTWARE ...vvveutteeussesuseessssesssssssessssssssssassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssessns
CHRONY/CHRONYD.....c.uvveeueeeeueeeeeeesseeessesssseessessssesssssssssssssessesessssssssesasssssassassssssasesasssssasesessesaaseaesssasasseeasessaseaenssssastsenssssseeesessasessnseesan
NTP BEST PRACTICES DOCUMENT (WRITEN BY DENIS REILLY) ..veuevvesuieesiieesieesieesieesseesuteesaseesseesaseesatassasessasessasesssssssasessssssssesssssssssessssessssessns
RFC 8915: NETWORK TIME SECURITY (NTS) FOR THE NETWORK TIME PROTOCOL (INTS)..eveetiieeeeeeeeseeeeeteeeeetta e ettaaesteaeessaaaessaaaesasenanns
I TP S TIMESCALE. .. vseeuteeeeeuteeeeeeteeestteeaeetea e e ettt e e eaase e e e stasaeessssaaaassaaaaastssaaessssaaaasssaa e stssaenasssaeaassaaaastsaaaeasssaa e sssaaaassseaanssasssanssassassesanans
STATUSD DAEMON FOR OBAINING STATUS INFO FROM NTP (V5.3.0 AND ABOVE).....cc.vvesiteeereestiaesessiteaessessssesessesssssssasesssssssassssssssessssssssssssssssses
SPECTRACOM REFERENCE CLOCK DRIVER (127.127.45.0)- “TSYNC(0)” .eveeeeeeeteeeeeeeteeetesettaeta e sttaestta ettt e aata e taaeasea e st aeasaasassaeassasasasansssesses
NTP ORPHAN MODE/ORPHANWAIT / UNDISCIPLINED LOCAL CLOCK REFERENCE (127.127.1.0)
*RFC 2783 (PPS CLOCK DRIVER, 127.127.22.0)..cccuveeuteeeeueeeiteeeiueesitesesteesssseeseassssseassssasssaassseasssaassseasssaasssessssessssesssssssssssssssssssssssssssssasens
SIGNAL 15 (“NTP EXITING ON SIGNAL 15”) OR OTHER SIGNALS.......eeeecutvreeeiteeeessseeeeassssessssssssasssaesssssaasssssssasssseasssssassssssssassssssssssssasssssssssssses
WEB BROWSER NTP / CHRONY CONFIGURATIONS
IN AT LEAST VERSIONS 1.4.3 AND BELOW: ..eeeutteeutieiuiiesuteesuteesseesteesseessseesssesssssssssssssssssssessssssssssssssssssssssssssessssssssssssssssssssssessssees 891

»  ETHO AND ETH1 OF THE BASE 2400 SECURESYNCS RUN NTP ....ooioiieiieieeiesiesie sttt ettt saa s snaa e ena s 891

#  ETHERNET INTERFACES OF THE 1204-49 DUAL ETHERNET AND 1204-50 QUAD GB ETHERNET OPTION CARDS RUN CHRONY&891
MANAGEMENT -> NTP SETUP PAGE (USED TO CONFIGURE BOTH NTP AND CHRONY) ..c.ccuiiiirieiriinieietenieieiesieeeiesieeeiesieeeiesieneas 891

A I o T USRS 893
INTP.CONF FILE «vvvvvvsususssssssssssssssssssssssssssssessssssseteseseseteseeesssse s s s e st st s e st e e s e e s 4 e s 4 s 8 e 5484444 s 4 s 4444844454444 4 4444844 e 4484444444040 4 44444404440t e e e b e ee e e b e betebebebnbnnnnnnnnnns 893
DEFAULT NTP.CONF FILE SETTINGS AND THEIR PURPOSES ..cvvvvvvtstssstsesesesssssesssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssasesssesssssssssssasessssssssrnnnns 893
KiSS OF DEATH PACKETS (KOD) FOR SECURESYNC/GAQOS .......ccvveeveeeeeeeireeeiaeesiseeeisessesseeisessissesisessassaesssssssssssssasssssssssssssssssssassssssssssssssssesans 895
INTP VERIFICATION/INTP TROUBLESHOOTING. ....ccecueveeeeeeeeeeeueeeeeeastesssuseesssseessesasessssssessssssesssasasesssassessssstesssasasesssasssassnstssssasssesssassesssssssesases 896
NTP IS NOT REPORTING ITS NOT IN SYNC/STRATUM 15, WHEN IT REALLY SHOULD BE REPORTING ITS IN SYNC/STRATUM I ...cccuvveeeeeereeeereeeeeeseeeesneens 896
UsING THE NTPQ -P COMMAND
USING THE NTPDATE COMMAND

VERIFYING IF NTP IS ACTUALLY RUNNING ....vvvesuvveeseesuseeessesssesssessssssssesssssssssssssessssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssessssens
FHELOGS FORNTP ..t

NTP SETUP PAGE DOESN’T SHOW ANY FIELDS (LIKE A BLACK PAGE)

**HOME PAGE INTERMITTENTLY NOT SHOWING NTP STRATUM.....veecuveeiueeesueeesseseeseeessesessesessssessssesssssasssessssesssessssessssessssssssessssssssesssssssssesssees
*DEDICATED NTP INPUT- PERIODIC HOLDOVER ALARMS BEING ASSERTED ..vvuvveevvseeseesssssesssssssssassssessssassssesssssssssessssessssessssssssssssssssssssssssssssessssens 900
Bl LV I = 2 S 900
****THE NEWER BROWSER DOESN’T PROVIDE THE ABILITY TO EDIT/DELETE ANY NTP PEERS OR SERVERS. ..cvvvecvvveseeesssesssessssessesssesssseesssesssesses 900
**XEXNTP PEERING OF SECURESYNCS IN SIMULCAST APPLICATIONS. ... vveeeeseeeesusesassssesssausssssssssssasssssesassssasssssssassnssssssssssssassesssssssssessnsessssssnees 900
****NTP PEERS AND NTP SERVERS STATUS/LIMITED REACH/UNREACHABLE SERVER.......ueeeeeeueeeeeeeaeteeeeieeeeestetesesaaeessaasessasseesssssssssssasesssssness 901



**KHTD (KTS HOST TIME DAEMON FOR STRATUM 2 OPERATION)) ... veeeeetteeeeeteteeeeteeesausteaeattaaaasssaaeaasesaeaassssasassssasassssasaassssaanssssssssnsessssssenen 905

****DEDICATED NTP INPUT- PERIODIC HOLDOVER ALARMS BEING ASSERTED .v.uvvseuvveesssessessssssessssessssssssssssssesssssssssessssssssssssssssssssssssssssssssssssnsens 905
NTPMOND: STATISTICS LOGGING (CLIENT AND SERVER NTP PACKETS PER SECOND= “PKT/'S”) c.vveeeueeeeteeeeeeeeieeeeseeesieeesseesiseesssesissesissssissesisesssssessees 906
NTP THROUGHPUT/NTP STATISTICS- NUMBER OF NTP REQUESTS PER SECOND/INTP STRESS TEST .vvvveivvesueeereesseeseeseessesssesssesseesssesssssssssssssesssesnns 907
NTP STRESS TEST TOOL (CREATED BY SPECTRACOM ENGINEERING) ... veeuvvestieetiesiteetesstaeestesitaasssesasaasasssssssasasessssasasssssssasssssasassssesssssasssessns 909
**DESIRE TO OUTPUT NTP IN LOCAL TIME (INSTEAD OF INTP)....eeeeeeeeeeeeeeeeete ettt ettt e ettt e e ettt e e e taaaeetsaaaeasssaaeaasaaasassesaanssssaesnsessasssenann 912
DESIRE TO PREVENT NTP FROM RESPONDING TO EARLIER VERSIONS NTP REQUESTS (NTPv1, NTPv2 AND NTPV3. RESPONDING TO NTPV4 REQUESTS ONLY)
............................................................................................................................................................................................................ 913
NTP IPv4/IPv6 AccEss RESTRICTION / NTPQ AND NTPDC (MODE 7) ....914
NTPQ (MODE 6) AND NTPDC (MODE 7) wccevveeeeeaivaeiieeiveesiiaesivaesinaaans ....919
NTP PEERS COMMAND (NTPQ —P OR NTPQ —PN)) ....922
“TALLY CODE - coeeeeeteee ettt e e et e ettt e e ettt e sttt e e ettt e e e st e e s aste e e e ste s e aats e e s anste e s e asste e e atseesaasteaeaaasea e s sbeseaastseesasteasaasseasanastessassnassansenenn 923
NTP STATUS/STATISTICS GRAPHS (NTP THROUGHPUT, NTP PERFORMANCE, TIME OFFSET)..vveteeveseeseresueesssesssessssssesssessesssesssesssssssesssssnssssssssesnns 929
NTP THROUGHPUT/NTP STATISTICS: NUMBER OF NTP REQUESTS PER SECOND/INTP STRESS TEST wvvuvesuvesueesreesesesessesssessesssesssssssssssesssssssssssssesnns 929
NTP REF ID / REFERENCE ID (.GPS, .PPS, .INIT, .DROP, .STEP, ETC).uvesuvesureseeeutessesssessessssetessasssasssesssssssassssssessssssssssessssssssssessssssssssssnssssesssesnns 934
*% PPS (ATOM CLOCK DRIVER/ SYSTEM PPS)...vesteeeteeeee et etteeettte ettt e ttaeetteaeetaaestaaeasaa e tsseessaeatssaesss e ssseasssantsseasss e sssaasssensseensssenasesnsseesares 935
PKI (PuBLIC KEY INFRASTRUCTURE/PUBLIC KEY CRYPTOGRAPHY) FOR NTP SECURITY ....vvevveteeteeseeeesusesseesseesseesssssasssssssssssessessssessssssssssssesssssnns 937
**NTP SYMMETRIC KEY AUTHENTICATION (IMID5/SHAL) c...vveeveeteee ettt ettt et et et e et et e e esaetesaaassaeasaeasaeasaassaessaatsesseseeasaarssaasaassaaseenns 938
S VO I o YU o) (- 2SS 943
**NEED TO RESTART NTP AFTER CHANGING THE 1204-06 GIGABIT CARD CONFIGS..vvvesvvresuvesssusesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssees 943

R 0 o o Tl Ty 1 X YRR
**AUTOMATIC FTP oF NTP STATISTICS
**NTP UNICAST / MANYCAST / BROADCAST/ MULTICAST / NTP OVER ANYCAST

NTP OVER ANYCAST MODE (AKA “HIGH AVAILABILITY” OR “HA” ) veesuteeeeieeeteeeetee st e et ettt e ette sttt e e tteesta e e st e steaeastasateaeaseasasaasasaasaseasssessaseasasesans

LINK AGGREGATION (LACP) / NTP ANYCAST OVER MORE THAN ONE ETHERNET INTERFACE ....vveuveeuveeueesueesseeeseesseesssesseessesssssssesssesssessssssssssssssssesnns 954
**EBGP PROTOCOL AND OSPF NSSA FEATURE (“OSPF NOT-SO-STUBBY AREA (INSSA)” ). eeeteteeeeeetteee ettt eee st sates it e eaeessaesaeessaaeseesasens 954
INTP EXPERT IMIODE. ... eeeseeeeeeee e e e eeeettee e e e e e ettt ee e e e e et ttateee s e e e et taaaasa s e e e e etasaee e e e e e atsaass e e e e e stssaassaaseeasanassasessnssnnanssaesssnssnnnsssseessssnnnnns 967
OPERATION AS A STRATUM 2 SERVER (AS OF 10/20/09)....c..oeceeeeeeeeeieeeestteeeeteetesttestae e etasatasstasstasstasssesaessasssasssasssesseessessssssasssasssssssensennss 968
EXTERNAL 1PPS INPUT TO SECURESYNC c.uvveetveeveeseieesussesusessusessasessssessassssssssssssssssessssessssssssssssssessssessssessssssssessssssssesssssssssesssssesssessssssssessns 968
INTP CLOCKSTATS, LOOPSTATS AND PEERSTATS ..veuuvtesuteesuseesusessussessssessssssssssssssssssssessssssssessssssssesssssssessssssssessssessssesssssssssesssssssssessssesssessns 968
EINTP BURST/IBURST IMODE ... ...vveveeueesuseiseesssesssesssessessesssssssesssesssssssssssssssassasssessaessaesseasseasseasaeassssssasssasesaseeasaessaessaatsenssenseeaseaasssaseaseeaseenss 968
ISSUES RELATED TO INTP ... veeeeteeeee e eete et ettt e ettt e st e ettt et ateaeuae e s utaeease e s s saaesseeeaseaeaseasasaaeaseaeaseaeaseaaa s e aeas e e aateaanseaaaseasaseaaasaannseasasaasnsesssaasasesnas 969

NOTIFICATIONS / EMAIL ALERTS /SNMP
*NOTIFICATIONS (SNMP TRAPS AND EMAIL ALERTS)/ALARMS....

**REMOTE MONITORING / SNIMIP CONFIGURATION ...oeeeeeeeetee et eeeeteeeeatteeeaste s saatesseatessaaae e e st e s sesasteseasesssamasessaassassnsseseseasessasnseeeas
***SYSOIBJIECTID, SYSCONTACT AND SYSLOCTION FIELDS ..vvvvvvveeeeeeeiuuieeeeeeeeessiaieseeeseeesssssssesssseessssssssssseessssssssssssessesssssssssssssssssssssssssessssssseses
SYSNAME FIELD (UNIT'S HOSTNAME IN SINIVIP)) ..o ettt e ettee et e et e et a e s e e et s e e e e e e et e eenaateeeenassseessesennnseseenees
CPU USAGE (CPU USED) / PROCESSOR USAGE.......vccvveeueeesieeeeeeesiseessssesssessissssssssssssssssssssssssssssssessosessssssssssssssssssessssssssssssssssssssssssssssessssessa
**USING LINUX TO PERFORM SNIMPWALKS SNIMPGETS SNIMPTRAP. ......cceeeeecteeeeeeeeeeetiseeeeeseesesssssessseesessissssssseessssisssessssssessisssessssssessssssesees
**TESTING/VERIFYING SNMP/EMAIL ALERTS ARE ENABLED AND WORKING INSIDE THE SECURESYNC
**TROUBLESHOOTING / KNOWN ISSUES WITH SINIVIP..c..c.. oottt ettt ettt e et e et e s st e s e ettt e s e asta s st e s aesteaesaaneasnsnseees
EXAMPLES OF AVAILABLE SINIVIP GETS/SETS ..veeeeeee et eete e ettt ettt e ettt e e et e e st a s ettt e e ettt e st a s s e sttt e s eaae s s sanasassaataeasssatsaesananeassanaeess
PTP MiB FILE (FOR 1204-12 10/100 CARD) AND GB PTP MIB FILE (FOR 120432 CARD) «..evvveeueeeeereecreeereesireeeveesiseesiseesissessessissesisessissssses
NOTIFICATIONS/TRAPS FOR SAASM RECEIVER ONLY
TESTING SINIVIP TRAPS AND EMAIL ALERTS . vvteeetteeesuseaseautesassassssesassssasassssasassesssassssasassssassssssssassessssssssasasssssssssssssssssssssssssnssssssssssasssessnnns
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OGSI Supported Products

Email from Scott Zmuda (13 Oct 2020) Team — Anything with an “A” in the serial number and or product number is a special OGSI
build and should be forwarded to support@oroliads.com (585.250.1545)
Orolia USA should not attempt to troubleshoot or support until evaluated and requested by OGSI.

SAFETY: UL/ FCC/ EMC-ESD / EMI / CB testing / Rohs-CE / Compliance / Declaration of
Conformity (DoC)/IEC-60950-1/IEC-62368

Safety for 2400 SecureSyncs

¥ Refer to Salesforce Cases such as: 282804 (though this particular case is pertaining to 1200 SecureSyncs-not
2400s)

General Suggestions

o

Refer to the online Model 2400 SecureSync user guide:

Safety: https://www.orolia.com/manuals/2400/Content/NC_and_SS/2400/INSTALL/Safety.htm?Highlight=safety

Refer to RB oscillator MSDS datasheet and disposal docs: I:\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Oscillators, rb material\Rb oscillator

Refer to lithium battery replacement in all SecureSyncs (note there is also a lithim battery for SAASM
receiver, if installed): |:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Battery
replacement

Refer to the “Regulatory Compliance” section of the online user manual for info on FCC, Safety (UL
60950), CSA, EMI/MC and CE:
http://manuals.spectracom.com/SS/Content/NC_and_SS/Com/Topics/INTRO/Compliance.htm

Refer also to the “UL and CE Testing / Declarations of Conformity” section of the custserviceassistance
doc for additional info: ..\CustomerServiceAssistance.pdf

» Main Link to CB testing/EMC-ESD testing / CE and Declaration of Conformity (DoC) and associated
documents for SecureSyncs and 9400s: ..\.\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\EMC -CE
Declaration of Conformity

Regulatory Compliance for 2400s: UL/CE Declaration of Conformity (DoC)

SecureSync CE approval/Declaration of Conformity (DoC0O

» The SecureSync is CE compliant, so a Declaration of Conformity is available upon request.

The “Declaration of Conformity” document (DEC-CONF-SecureSync 24007) is stored in Arena at

»
» DoC on our website: https://www.orolia.com/document/declaration-of-conformity-for-securesync-2400/
» DoC (in Arena attached to the DEC-CONF-SecureSync 2400 item):

» Refer to “Regulatory Compliance” in the 2400 online user guide:
https://orolia.com/manuals/2400/Content/NC_and SS/2400/INTRO/Compliance.htm

from Tom Richardson (15 May 18) BTW and for your information. test reports for the SecureSync are available in Arena PLM
attached to the DEC-CONF-SECURESYNC item. That is also where the latest declaration of conformity can be found.
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Leakage current (current leakage)
» Refer to Salesforce case 163902

» Refer to reports (in Arena): https://app.bom.com/items/detail-
spec?item_id=1216702411&version_id=10806087508&orb_msg_single_search p=1

Leakage current is the current that flows from either AC or DC circuit in an equipment to the chassis, or to the ground,
and can be either from the input or the output. If the equipment is not properly grounded, the current flows through other
paths such as the human body.

LTA (Danny: Land Transport Authority) is looking for the a test report of current leakage of all equipment
The link below is an explanation of what they want to see.
http://carelabz.com/what-leakage-current-testing-measuring-how-leakage-current-testing-measuring-done/

Emai from Tom Richardson to Danny Loke (15 May 18) | think figured out what you were looking for.

Please reference the attached CB report, section 5.1 on Touch Current and in particular 5.1.6 and table 5.1. This states the measured
touch current for the SecureSync product line. We are a Class 1 device and the current is required to be less than 3.5 mA.

Also, we put the UL mark on the SecureSync and the product is 100% tested in the factory for Hi-Pot and Ground Bond.

Follow-up from Tom Richardson (15 May 18) BTW and for your information.The test reports for the SecureSync are available in
Arena PLM attached to the DEC-CONF-SECURESYNC item. That is also where the latest declaration of conformity can be found.

Flammability testing/certifification
» Refer to the SecureSync IEC 60950-1 IT Equipment report (“31683550.001 CB Complete.pdf’) : [\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\EMC and CE Declaration of Conformity\CE
testing

¥ Refer to reports (in Arena): https://app.bom.com/items/detail-
spec?item id=1216702411&version id=10806087508&orb_msg_single search p=1

Fire retardent chemicals (bromine/lnorganic phosphorus material)

Q from a customer: Is there any about inorganic phosphorus material in SecureSyncs?
A Per Tom Richardson (6 Dec 17) “We have determined, according to our documentation, that there is no inorganic phosphorus
material in the SecureSync. Bromine is the chemical used as the fire retardant in our boards.”

Earlier Email from Tom Richardson to Josh (5 Dec 17) | have finally received a reply back from our PCB assembler.
They use many different board materials for our circuit boards. They can narrow it down faster if you know why the
question has come up? Also is there a specific type of phosphorus they are looking for? There are organic and
inorganic phosphates, phosphonates, phosphinates as well as red phosphorus that can be used as flame retardant in
PCBs.

EMI-Emissions/EMC/ESD testing
Email from Josh to TOYO (Oct 2017): As an update, we had the SecureSync re-tested in 2016/2017 for emissions and safety.

ESD IEC-61000-4-2 level (1,2,3,4,x) - Level 3, 8kV air discharge

STD IEC 62236-4 / desire to perform surge testing of the RF input to the GNSS receiver
» Search for “STD IEC 62236-4” in the Customerserviceassistance doc (link to this document further above)

» Refer also to Salesforce case 24513
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Fundamental frequency for SecureSyncs

Q A while back | asked you if the SecureSync was tested to FCC Class B EMI emissions and you told me it wasn't, only to
FCC Class A. We are testing it to class B this week and we have a question. Do you know the fundamental frequency
of the unit? Typically that is the processor speed. Knowing that value helps us determine which frequencies to test the
unit to. Any input would help.

A Response from Dave Sohn (6 Oct 16) We tested based on a maximum usable frequency of 500MHz of the processor.

UL Testing/ UL certificates

» Refer to reports (in Arena, attached to the DEC-CONF-SECURESYNC item): https://app.bom.com/items/detail-
spec?item_id=1216702411&version_id=10806087508&orb_msg_single search p=1

¥ Refer to UL Test report in Sharepoint: https://oroliagroup-
portall.sharepoint.com/Spectracom/Engineering/products/SecureSync/ layouts/15/0sssearchresults.aspx?u=http
s%3A%2F%2Foroliagroup-
portall.sharepoint.com%2FSpectracom%2FEngineering%2Fproducts%2FSecure Sync&k=conformity

UL94HB level (V2,V1,V0,5VB,5VA) - The circuit board is 94V0

**Touch current
» Refer to Salesforce case 163902

Note the CB report referred to in email below (“31383550.001 CB complete.pdf’) is in: :\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\CE Declaration of Conformity and EMI-EMC

Email from Tom Richardson to Danny Loke (15 May 18) I think figured out what you were looking for.

Please reference the attached CB report, section 5.1 on Touch Current and in particular 5.1.6 and table 5.1. This states the measured
touch current for the SecureSync product line. We are a Class 1 device and the current is required to be less than 3.5 mA.

Also, we put the UL mark on the SecureSync and the product is 100% tested in the factory for Hi-Pot and Ground Bond.

RoHS compliancy statement for 2400 SecureSyncs
General info on RoHS / RoHS2 / RoHS3 Compliancy:

Refer to:
» https://www.rohsguide.com/

» “RoHS in: ..\CustomerServiceAssistance.pdf

ROHS 2 versus RoHS 2
» Refer to s here : https://www.rohsquide.com/rohs3.htm

RoHS 2 vs RoHS 3 (EU 2015/863)

Guide to RoHS 3 Compliance: Regulations, Exemptions, Certification, Initiatives. RoHS 3 (EU 2015/863) RoHS 3 (EU
Directive 2015/863) adds Category 11 (catch-all) products and adds four new restricted substances - all phthalates.
www.rohsguide.com

RoHS compliancy for Model 2400 SecureSyncs
¥ Refer to the 2400 SecureSync data sheet and Declaration of Conformity
o For a link to the current Dec of Confirmity, go to: I:\Customer Service\EQUIPMENT\SPECTRACOM
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EQUIPMENT\SecureSync-2400 (Diamond)\CE Declaration of Conformity and EMI-EMC

o Refer to reports (in Arena): https://app.bom.com/items/detail-
spec?item_id=1216702411&version_id=10806087508&orb_msg_single_search p=1

Your question

Q Could you please inform us if the items listed below are RoHS compliant?
GPS Clock Serial Card P/N 1204-02
GPS Clock P/N

A reply from Keith (15 Mar 17)
My response

The Spectracom SecureSync (Model 1200 series), as well as all SecureSync’s available Option Cards (Model 1204
series) are ROHS compliant.

Attached for your reference is a copy of the SecureSync data sheet. Excerpted below from page 3 of this document
are the Agency Approvals for these two items:

Agency Approvals
CE, UL, cUL, CSA, FCC part 15 class A, ROHS, WEEE

Note that | have also attached a copy of the CE Declaration of Conformity, as well- just in case you may require it ©!
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Article 3.2 of the EU Radio Equipment Directive (RED) / ETSI EN 303 417: Wireless power

transmission systems (WPT)
» Refer to Salesforce Case 300857

» Refer to sites such as
o Blog on our website: https://safran-navigation-timing.com/gnss-equipment-manufacturers-and-integrators-
what-is-red-and-how-does-it-impact-you/ (excerpt below)
O & hitpsy/safran-navigation-timing.com/gns: m B e ¥ ¥,
3 Timing & Simulation S... [J Files.orolia.com/Upda.. =7 SAP © | SAFRAN Support [0 timeservers 4\ JIRA G Google (%) Epoch C
# BLOG
GNSS EQUIPMENT MANUFACTURERS AND
INTEGRATORS: WHAT IS RED AND HOW DOES IT -
2 o |8
IMPACT YOU? e
AR <
(SPRINT o3 SHARE [ GET QUOTE
8 RELATED RESOURCES
On April 16, 2014, the Eurapean Union published a new directive: The R rective TESTING £ SIMULATION
2014/53/EU. This directive replaced the former Directive on Radio and Te jons Terminal
Equipment (RETTE)and has been in effect since June 13, 2016 : ECALL COMPLIANGE TESTING FOR
The new directive includes several key criteria that can be used to determine whether its applicability R
to.8 piece of equipment. the fallowing points are particulariy relevant to GNSS rece ivers and iy MEASURE
quipment. "TAKE DUR FREE 5-MINUTE ASSESSMENT OF YOUR
Does RED apply to your equipment?
« Ifit intentionally transmits or receives radio waves for communications or radiodetermination,
regardless of its primary function 455 ADAPT
» It itisratiodetermination equipment: Equipment that uses the propagation qualities of radio —
= If it makes efficient and effective use of the spectrum. Radio equipment needs to demonstrate
efficient and effective use of the spectrum
Given these key points, it is clear that GNSS receivers and equipment now fall under the RED, even if
positioning, navigation, or timing are not their primary function- So where do you go from here? How
do youtest your equipment?
Article 3.2 of the directive states, "Radio equipment shall be so constructed that it both effectively
uses and supparts the efficient use of radio spectrum in order to avoid harmful interference.” Itis this
article that GNSS receivers must comply with. Harmonised Standard covering the essential
requirements of article 3.2 of Directive 2014/53/EU s the standard that all GNSS receivers must
‘comply with. This includes:
« Harmonised Standard EN 303 413, Satellite Earth Stations and Systems (SES)
= Global Navigation Satellite System (GNSS) receivers
« Radio equipment operating in the 1164 MHz to 1300 MHz and 1 558 MHz to 1610 MHz frequency
bands
Other harmenised standards mav also apply to equipment that includes a GNSS receiver. Usersare
o https://www.etsi.org/deliver/etsi_en/303400 303499/303417/01.01.01 30/en_303417v010101v.pdf (excerpts below)

1 Scope

The present document specifies technical characteristics and methods of measurements for wireless power transmission
(WPT) systems, using technologies other than radio frequency beam, in the 19 - 21 kHz, 59 - 61 kHz, 79 - 90 kHz,

100 - 300 kHz, 6 765 - 6 795 kHz ranges.

The present document covers wireless power transmission systems which are regarded as radio equipment since
including inherent radio communication functionality or radiodetermination via the WPT interface or port at the specific
WPT frequency ranges.

Such systems usually consist of:

1) A power transmitter, with additional communication capability to control the charge function, in conjunction
with the receiving part. The power transmitter could also be named as base station.

2) A power receiver, which supplies the received energy to a mobile device and performs a control/supervision
function for the mobile device status and charge operation. Both parts in combination are able to transmit and
receive data in addition to the power transmission mode e.g. to control the mobile device status and to
optimize the power transmission mode.

These radio equipment types are capable of operating in the permitted frequency bands below 30 MHz as specified in
Table 1.

The present document covers fixed systems, mobile and portable systems.

Table 1: WPT systems within the permitted frequency bands below 30 MHz

WPT frequency range Frequency Bands Applications

Transmit and Receive 1 19 kHz to 21 kHz WPT systems

Transmit and Receive 2 59 kHz to 61 kHz WPT systems

Transmit and Receive 3 79 kHz to 90 kHz WPT systems

Transmit and Receive

4

100 kHz to 119 kHz WPT systems

Transmit and Receive 119 kHz to 140 kHz WPT systems
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Transmit and Receive 140 kHz to 148,5 kHz WPT systems

Transmit and Receive 148,5 kHz to 300 kHz WPT systems

Transmit and Receive 5 6 765 kHz to 6 795 kHz WPT systems

NOTE 1: The frequency ranges listed in Table 1 are also used for generic inductive short range devices, according
to ETSI EN 300 330 [1].

NOTE 2: The limits and the frequency ranges of the present document are EU wide harmonised according to

EC Decision 2013/752/EU [i.2] and ERC/REC 70-03 [i.1].

NOTE 3: In addition, it should be noted that other frequency bands may be available in a country within the
frequency range below 30 MHz

4.2.1 Background information

In this clause all general considerations for the testing of wireless power transmission (WPT) systems using
technologies other than radio frequency beam in the 19 - 21 kHz, 59 - 61 kHz, 79 - 90 kHz, 100 - 300 kHz,

6 765 - 6 795 kHz ranges are given. The tests cover all different operational modes, as described in clause 4.2.3.

4.2.2 Wanted performance criteria

A WPT system always consists of a base station and a mobile device which are in proximity to each other. The
performance of a WPT system is dependent on the related operational mode, see clause 4.2.3.

For the purpose of the receiver performance tests, the WPT system shall produce an appropriate output under normal
conditions as indicated below:

« use as intended without degradation of performance; or

« a degradation of the performance is indicated by the WPT system as described in the manual.

The manufacturer shall declare the performance criteria used to determine the performance of the receiving parts inside
the WPT system (related to the mode)
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MIL-STD-461 (ELECTROMAGNETIC INTERFERENCE CHARACTERISTICS)
» Refer to sites such as: https://en.wikipedia.org/wiki/MIL-STD-461

» Refer to Salesforce Cases such as 196350

MIL-STD-461M4 is a United States Military Standard that describes how to test equipment for electromagnetic
compatibility.

Various revisions of MIL-STD-461 have been released. Many military contracts require compliance to MIL-STD-461E. The
latest revision (as of 2015) is known as "MIL-STD-461G".d

While MIL-STD-461 compliance is technically not required outside the US military, many civilian organizations also use
this document.8l

Electromagnetic compatibility test labs typically set up their anechoic chamber to comply with MIL-STD-461. Test labs
attempt to comply with this standard for two reasons

Q It is not mentioned in the Datasheet that SecureSync is compliant with MIL-STD-461. However, in every EMC Test
reports available in Arena, it mentionned by Chomerics Test Services that:

Chomerics test facility operates under the current revision of Chomerics Quality Assurance (QA)
Manual Document Number QA002.

The QA Manual has been constructed to reflect a quality program in accordance with the requirements
of the National Institute of Standards and Technology (NIST), ISO 9002, ISO 17025, ISO Guide 25,
NIST Handbook 150, EN 45001, MIL-I-45208A, MIL-STD-461D, 462D and Chomerics Quality
Assurance Program (QAP).

The QA Manual outlines and describes the procedures for establishing and maintaining the quality of
analysis, research, inspection, and testing within Chomerics Test Service (CTS).

This test report does not represent an endorsement by the U.S. Government.

The results and/or conclusions within this test report refer and/or apply only to the unit(s) tested as
defined by this report.

Measurements performed for this test are traceable to the National Institute of Standards and
Technology (NIST) based on the fact that all test equipment used for the measurements were previously
calibrated using standards traceable to NIST.

Q We need confirmation that 1204-1C, 1204-11, 1204-06, 1204-32 and 1200-033 comply with MIL-STD-461.

A reply from Dave Sohn (27 May 2019) SecureSync is not compliant with MIL-STD-461. The test house, Chomerics, is capable
of testing to that standard, which is why they list that in their documentation.
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DISA/STIG (Security Technical Implementation Guide) for all products

Email from Bill Glase (3/5/12)
Leisa, if it helps you can send them a copy of our CIP-7 Security Report (on our internal network here) as an example of
the security assessments we do. Itis not a STIG compliance statement though.

https://oroliagroup-portall.sharepoint.com

https://oroliagroup-
portall.sharepoint.com/ppsecure/post.srf?wa=wsignin1%2E0&rpsnv=2&ct=1333973817&rver=6%2E1%2E6206%2E0&w
p=MBI&wreply=https%3A%2F%2Fwww1877%2Esharepoint%2Ecom%2F%5Flayouts%2Flanding%2Easpx%3FSource%
3Dhttps%253A%252F%252Foroliagroupemeamicrosoftonlinecom%252D1%252Esharepoint%252Eemea%252Emicrosoft
online%252Ecom%252F%255Fforms%252Fdefault%252Easpx&Ic=1033&id=500046&cbcxt=mai&wlidp=1&quest=1&bk=
1333973817

Email from Paul Myers (3/5/12)

NOTE: We support NTP which is good.

NTP security has NOT been an issue so far, but | doubt we meet any STIG if it describes security.

Our NTP Supports security which includes Symmetric Keys and a single configuration of the AUTOKEY ‘IFF protocol'.
Our AUTOKEY implementation is the most basic and supports IFF Group and Client Keys. We only support RSA keys
and MD5 hash.

This is NOT likely the preferred method and we don’t use a FIPS OpenSSL if that is require

Email from Paul Myers (3/5/12)

| don’t believe we support the Military Key Distribution schemes. Otherwise Mark Goodlein would have pointed this out in
his research of the STIGS.

| can report what we currently support. NOT compliance to specific STIGs as Mark Goodlein did this research.

» Inregards to SSH:
o We do not support any “Certificates” for SSH.
o SSH uses Public Keys.
o We allow the user to Load Public keys via the Web UI.

o The current public keys can be added to by adding text at the end of the list or by replacing entirely what is
there.

o The user can create a single or list of public keys into the web browser.
o The number of public keys typically corresponds to 1 key per user. | was able to load a several key file.

o Public key length depends on the number of bits in the key and key type. A key file is typically 1-2Kbytes in
my experience, but STIG compliant keys could be longer????

o Our code does not limit the length of the key file. SSH does not limit the number of public keys that | am
aware of.

o Abug seems to exist in the Web Ul which can cause the Web Ul to fail to return after loading a LARGE key
file of several kilobytes. The key file is loaded, but the connection is lost. | tried to load a 10Kbyte keyfile
and the file was loaded, but | had to reconnect to the web ui. This will be investigated.

» Inregards to HTTPS:
o Certificates are used for HTTPS sessions. We only support the following.
o Loading x509 PEM certificates from the Web Ul — Default for APACHE web server

o We support the user loading Public Keys via FTP by specific filename and then selecting then enabling that
certificate for use using the WebUI

o This could be improved on with a better web Ul but so far no one has complained or even used it | believe.

o We convert the following certificates from these types identified by file name to the x509 PEM used by
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Apache

FTP a file named cert.pem which means x509 PEM

FTP a file named cert.der which means x509 DER

FTP a file named certpem.p7c which means PKCS7 PEM
FTP a file named certder.p7c which means PKCS7 DER
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Information Assurance (IA) / Common Criteria (CC) / EAL levels

¥ Refer to the “Information Assurance (IA) / Common Criteria (CC) / EAL levels” section in the
custserviceassistance document.

Sounds similar to FIPS, but FIPS is a government security standard while 1A appears to be an International standard

From Wikipeda:

Information assurance (lA) is the practice of assuring information and managing risks related to the use, processing,
storage, and transmission of information or data and the systems and processes used for those purposes. While focused
dominantly on information in digital form, the full range of IA encompasses not only digital but also analog or physical
form. Information assurance as a field has grown from the practice of information security which in turn grew out of
practices and procedures of computer security.

From Wikipeda:

The Common Criteria for Information Technology Security Evaluation (abbreviated as Common Criteria or CC) is
an international standard (ISO/IEC 15408) for computer security certification. It is currently in version 3.1.11

Common Criteria is a framework in which computer system users can specify their security functional and assurance
requirements, vendors can then implement and/or make claims about the security attributes of their products, and testing
laboratories can evaluate the products to determine if they actually meet the claims. In other words, Common Criteria
provides assurance that the process of specification, implementation and evaluation of a computer security
product has been conducted in a rigorous and standard manner.

Email from Tony Diflorio to a customer (8/3/12) We do not have a formal IA certification, but have evaluated the SecureSync against
industry standards such as CIP-7, and HIPAA. We regularly scan the product for security vulnerabilities using a commercial
assessment tool.

The CC Eval does not typically apply to a product that is providing "Time" over a network. So the answer is "not evaluated". Please let
us know if you need further information.
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CIP/Cyber Security/Potential Vulnerabilities/Anti-virus software
CIP (Critical Infrastructure Protection) for NERC (North American Electric Reliability Corporation)
¥ Refer to http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

¥ list of various Standards for the Power industry/Power grid

A) CIP-007 (CIP-7) (“Cyber Security - System Security Management”)

» Refer to http://www.nerc.com/_layouts/PrintStandard.aspx?standardnumber=CIP-007-
6&title=Cyber%20Security%20-%20System%20Security%20Management&jurisdiction=null

¥ Refer to “SecureSync-CIP007-Securty-Compliance-Report.pdf”’ at the following link:
EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Security- Vulnerabilities

From Dave Sohn to Matt Loomis (13 Mar 2013) We had put together a NERC CIP-007 document for SecureSync some time
ago. This might help the customer.

In general, we take in security vulnerability reports from our own scanning, from customers, and from vulnerability
databases. Generally these are handled within our quarterly releases. We try to provide workarounds in the mean-time, however,
if necessary we can do an out of band release to resolve.

Note: Refer to the link above for the document Dave is referring to.

B) CIP-010 (CIP-10) Cyber Security) (“Cyber Security- Configuration Change Management and Vulnerability
Assessments”)

» Refer to http://www.nerc.com/ layouts/PrintStandard.aspx?standardnumber=CIP-010-
2&title=Cyber%20Security%20-
%20Configuration%20Change%20Management%20and%20Vulnerability%20Assessments&jurisdiction=null

» Recommend saving configs and saving Journal log entries to track config changes,.
From: https://www.wecc.biz/Administrative/07%20-%20CIP-010-2%20-%20Christensen.pdf

Purpose of CIP 010-2

* Prevent and detect unauthorized changes to BES

Cyber Systems.

Specify vulnerability assessment requirements in

support of protecting BES Cyber Systems from

compromise.

* Document and maintain device baselines and
periodically verify they are accurate.

* Prevent unauthorized access or malware
propagation from transient devices.

.

Q (per SF case 126907) Do you have a list of commands at the CLI level to pull a configuration baseline to satisfy
CIP-010 compliance?

A Per Ron Dries (19 Feb 18) Taking a look at CIP-010, it does not appear to state explicitly what the configuration baseline has
to be. Also this appears to be mainly a way to track device configuration and changes made to it.

https://www.cimcor.com/blog/achieving-nerc-cip-10-compliance-with-file-integrity-monitoring

Potentially having the customer save a configuration bundle from the SecureSync might be enough, using the saveconf
command.

Keith;s response to customer The Spectracom SecureSync, via is CLI interface (as well as its web browser
interface) provides the means to capture and export its current configuration files and log files.

Specifically, regarding the SecureSync’s configuration files, all of its configurations can be captured and

exported from the unit, via its saveconf <enter> CLI command. Opening a connection to the CLI (via telnet
and/or ssh) will generate and export a single bundle file of the unit’s configurations. This file can be
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archived, for comparison of other config bundles, or can even be re-uploaded into the same or other
SecureSyncs, as desired.

The Config files can be bundled together and downloaded via the unit's web browser in a single step. Or,
the configs can first be bundled into a single file using the its saveconfg<enter> CLI command, and then
this single config bundle file can be FTP/SCP transferred out of the SecureSync’s
/Home/Spectracom/Xfer/Config directory (using a File Transfer Program, such as CoreFTP for instance).

Note that as we do periodically add to new capabilities via software updates, which may potentially add
newer configurations, we typically recommend performing this saveconf command to extract a new config
file bundle each time a new software update version has been applied. This will ensure the most recent
archived file contains all applicable configuration files/settings for the software version installed.

In addition to capturing a configuration bundle using the saveconf command, the SecureSync maintains a
“Journal.log” file, which tracks configuration changes applied to the SecureSync. The Journal log creates a
new log entry for each configuration change, with an indication of which user account made the change,
with which interface the change was incorporated using (such as web browser, CLI or front panel keypad)
and what the configuration change was.

The Journal log entries are stored in the Journal log file inside the SecureSync. These log entries can also
be optionally sent to an available syslog sever on the network for remote log file storage. The unit’s logs
can also be bundled together as a single log file, which can then be downloaded for archive storage. The
logs can be bundled together and downloaded via the web browser in a single step. Or, the logs can first
be bundled into a single file using the its savelog <enter> CLI command, and then FTP/SCP transferred out
of the SecureSync’s the home/spectracom/xfer/log directory (using a File Transfer Program, such as
CoreFTP lite for instance).
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FIPS compliancy (FIPS 140-2) for all Spectracom NTP servers

¥ Refer also to the “FIPS compliancy” section of ..\CustomerServiceAssistance.pdf

Q. I was asked by our customer at the US Patent Office if the 9289 was FIPS compliant. | found no indication we have ever
advertised the 9289 as being FIPS. Do any of you know if we do or do not say we are FIPS Compliant as far as the NTP
MD5 Authentication goes?

A. Email response from Bill Glase (2/28/11) We are compatible with FIPS 140-2 compliant systems, but the certification
does not apply to our device because [SecureSync] does not store or process user data (the FIPS 140-2 is a specific third-party
certification that qualifies a cryptographic module to handle data).

By the way, MD5 (as used in the NTPv4 standard) is NOT a FIPS certified algorithm - so if the network time data were required to be
FIPS certified for some particular system, it would require a custom protocol on both the client and server side.

Information below from: http:/en.wikipedia.org/wiki/FIPS 140-2

Purpose

The National Institute of Standards and Technology (NIST) issued the FIPS 140 Publication Series to coordinate the
requirements and standards for cryptography modules that include both hardware and software components. Federal
agencies and departments can validate that the module in use is covered by an existing FIPS 140-1 or FIPS 140-2 certificate
that specifies the exact module name, hardware, software, firmware, and/or applet version numbers. The cryptographic
modules are produced by the private sector or open source communities for use by the U.S. government and other regulated
industries (such as financial and health-care institutions) that collect, store, transfer, share and disseminate sensitive but
unclassified (SBU) information. A commercial cryptographic module is also commonly referred to as a Hardware Security
Module.

FIPS 140-2 defines four levels of security, simply named "Level 1" to "Level 4". It does not specify in detail what level of
security is required by any particular application.

Level 1

Security Level 1 provides the lowest level of security. Basic security requirements are specified for a cryptographic module
(e.g., at least one Approved algorithm or Approved security function shall be used). No specific physical security mechanisms
are required in a Security Level 1 cryptographic module beyond the basic requirement for production-grade components. An
example of a Security Level 1 cryptographic module is a personal computer (PC) encryption board.

Level 2

Security Level 2 improves upon the physical security mechanisms of a Security Level 1 cryptographic module by requiring
features that show evidence of tampering, including tamper-evident coatings or seals that must be broken to attain physical
access to the plaintext cryptographic keys and critical security parameters (CSPs) within the module, or pick-resistant locks on
covers or doors to protect against unauthorized physical access.

Level 3

In addition to the tamper-evident physical security mechanisms required at Security Level 2, Security Level 3 attempts to
prevent the intruder from gaining access to CSPs held within the cryptographic module. Physical security mechanisms
required at Security Level 3 are intended to have a high probability of detecting and responding to attempts at physical access,
use or modification of the cryptographic module. The physical security mechanisms may include the use of strong enclosures
and tamper detection/response circuitry that zeroizes all plaintext CSPs when the removable covers/doors of the cryptographic
module are opened.

Level 4
Security Level 4 provides the highest level of security.

At this security level, the physical security mechanisms provide a complete envelope of protection around the cryptographic
module with the intent of detecting and responding to all unauthorized attempts at physical access.

Penetration of the cryptographic module enclosure from any direction has a very high probability of being detected, resulting in
the immediate zeroization of all plaintext CSPs.

Security Level 4 cryptographic modules are useful for operation in physically unprotected environments. Security Level 4 also
protects a cryptographic module against a security compromise due to environmental conditions or fluctuations outside of the
module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal operating ranges
may be used by an attacker to thwart a cryptographic module's defenses. A cryptographic module is required to either include
special environmental protection features designed to detect fluctuations and zeroize CSPs, or to undergo rigorous
environmental failure testing to provide a reasonable assurance that the module will not be affected by fluctuations outside of
the normal operating range in a manner that can compromise the security of the module.
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**General recommendations for vulnerability testing

1) Disable the classic interface web browser.

Email Keith sent to a customer: To disable the classic interface browser, navigate to the bottom of the Management ->
Network page of the browser. At the bottom of the list of "Network Services" (left side of the page) is the "Classic UI” slider

switch.

Simply slide this switch to the OFF position and the classic interface is no longer available!

Software/firmware vulnerabilities (CVEs):

» Refer to CustomerServiceassist doc for all CVEs: ..\CustomerServiceAssistance.pdf

Linux/System Design vulnerabilities/limitations
¥ Refer to SF case 25403 (July, 2017 v5.6.0/v5.7.0)
» Refer also to JIRA-SSS-275

No. | Risk

Justification

Severe
Vulnerabilities

Moderate
Vulnerabilities

Access to single user mode currently requires internal physical access to the unit, including removal of the top cover, as no
external connections can break into the boot process. Physical security has been considered a requirement of the end
user, however, we will add password protection as a release ticket.

Permissions are currently as follows:

-rw-r--r-- 1 root root 739 May 31 14:42 /etc/group

-rw-r--r-- 1 root root 1696 May 31 14:42 /etc/passwd

-MW-F----- 1 root root 726 May 31 14:42 /etc/shadow

A shadow permissions setting of 640 vs 400 is required to support web Ul login mechanisms with local authentication.

A few files listed as world writable, while low risk, will be marked with a release ticket to resolve. The remaining files are
intended as world writable as they are intended as user configurable to support language and Ul customizations available
for configuration for all users.

User home directory
4 mode unsafe (unix-
user-home-dir-mode)

This will remain as it is, so that customer can access the site to perform software upgrades. This directory requiring
successful login to be able to access it, making this directory locked-down would inhibit everyone from being able to apply
software updates in the field

Email below from Paul M (excerpted from SF case 25403
SEE MY COMMENTS BELOW AFTER PEM:

1) No authentication for single user mode (lilo-linux-single-user-mode)
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PEM - We don’t use LILO we use grub.

2) ICMP redirection enabled (linux-icmp-redirect)
PEM: This can be done | think. Probably beneficial.

3) No password for Grub (linux-grub-missing-passwd)
PEM: They need physical access to make use of this. If they can get to this we have issues. Doing this might
complicate update???

4) Weak permissions for Password, Shadow and Group Files (generic-passwd-shadow-group-file-permissions)
PEM: They need to login so an INSIDER attack is required. WE can increase protections. Need to determine
consequences.

5) World writable files exist (unix-world-writable-files)
PEM: It depends which ones they are talking about???

6) User home directory mode unsafe (unix-user-home-dir-mode)
PEM: This is needed I believe...

7) ICMP timestamp response (generic-icmp-timestamp)
PEM: We are atime server, WHY do we care that they can use ICMP to determine our time?

8) TCP timestamp response (generic-tcp-timestamp)
PEM: We are atime server, WHY do we care that they can use ICMP to determine our time?
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PCI-DSS / PCI compliance (Payment Card Industry) Security Assessments/audits
Availale Info:
A) websites such as:
https://www.pcisecuritystandards.org/documents/PCl1%20SSC%20Quick%20Reference%20Guide.pdf

B) links on our website on PCI- DSS.

https://spectracom.com/customsearch?nocache=1528288286&searchText=PCI+DSS&offset=0
https://spectracom.com/sites/default/files/document-files/PCI%20DSS%20Compliance revB.pdf

C) emails and docs in:
o l:\\Customer Service\PCI (Payment Card audits)
o l:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Security- Vulnerabilities -PCI compliance

o \SecureSync\Alarms and logs\SecureSync Status and Log entries.pdf

D) Links from Matt Loomis about this audit:
https://www.pcisecuritystandards.org/documents/PClI_DSS_v3.pdf

http://spectracom.com/Desktopmodules/Bring2Mind/DMX/Download.aspx?Entryld=1851&Portalld=0

E) Salesforce cases, such as
164874

A vulnerability scanner can detect/report PCI DSS Compliancy

This report is not an individual report of a potential vulnerability being detected. It's reporting that the device is not PCI
DSS compliant, because there are reports of potential vulnerabilities that are being detected. The unresolved/detected
potential vulnerabilities are listed at the bottom of the report (under “Ports”, as shown in the example below):

W 3399 - PCIDSS complance

Plugin Information

In this example, items 58751, 57582 and 51192 are detected potential yulnerabilies. Clearing
these items will allow this reportto be automatically cleared

In this example, items 58751, 57582 and 51192 are detected potential yulnerabilies. Clearing
these items will allow this reportto be automatically cleared
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info on Services/deamons running in SecureSync

¥ refer to (in this doc): User accounts

Info on Accounts (root/spui/spfactory/spadmin)

¥ refer to (in this doc): User accounts

logging requirements for PCI-DSS compliancy:
» REfer to Salesforce cases such as 164874

» Here are few links on our website on PCI-DSS.
https://spectracom.com/customsearch?nocache=1528288286&searchText=PCIl+DSS&offset=0

Q (from customer) Is there a reference document available that details the log data from SecureSync? Basically | need to
know the mapping of event IDs to events so we can have our Log Management system send alerts on specific log
entries?

Email from Morgan to Apps Engineering We have some questions on our support of the PCI-DSS (???)
standards on the SecureSync product. Can you provide input to their concern and our support of the standard?
https://www.pcisecuritystandards.org/documents/PCl1%20SSC%200Quick%20Reference%20Guide.pdf

A (6 Jun 18) email from Sylvain to Morgan You can also reassure your customer that we have customers who has purchased
especially the SecureSync for PCI DSS audit process (mandatory for them) and they succeeded.
https://spectracom.com/sites/default/files/document-files/PCI%20DSS%20Compliance_revB.pdf

Request for information on sample log entries/details for all possible SecureSync log entries

» Refer to “Status and Logs” tech note: : .\.\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Alarms and
logs\SecureSync Status and Log entries.pdf

» Refer also to info (in this doc): Logs

below info is From SF case 164874
Two sections that would contain the information | need don’t have example entries in the doc. System Log and Journal
Log. Here’s the PCI requirements we're trying to map to.

* Access to sensitive and critical data (10.2.1)
* Action taken by user with administrative or root privileges (10.2.2)
« Invalid logical access attempts (l.e. Access denied) (10.2.4)
» Successful and Unsuccessful logons and logoffs (10.2.4)
o | found these in the Auth Log
« Startup and shutdown of system logs (10.2.3)
» Gaps in security event logs (10.2.3)
+ Create, modify or delete system level objects (10.2.7)
+ Attempts to access security relevant files, utilities, security profiles, password configurations (10.2.4)
« Invalid attempts to security relevant files, utilities, security profiles, and passwords configurations (10.2.4)
» Passwords resets (10.2.5)
» Data modifications or deletion using commands or special scripts executed outside of normal application functionality by
technical users (10.2.7)
» Code modifications (10.2.7)
» Modification, additions or deletion of application and operating system configurations (10.2.7)
* Recovery attempts
» Use of compilers
» System Software installations
* Attempt to change system clocks (10.4.1)

pg. 27


https://spectracom.com/customsearch?nocache=1528288286&searchText=PCI+DSS&offset=0
https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Reference%20Guide.pdf
https://spectracom.com/sites/default/files/document-files/PCI%20DSS%20Compliance_revB.pdf
file://///rocfnp02/idrive/Customer%20Service/EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync/Alarms%20and%20logs/SecureSync%20Status%20and%20Log%20entries.pdf
file://///rocfnp02/idrive/Customer%20Service/EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync/Alarms%20and%20logs/SecureSync%20Status%20and%20Log%20entries.pdf

ISO 8601 (ISO-8601) compliancy
» 1S0 8601 describes an internationally accepted way to represent dates and times using numbers.
» Refer to Custservice assistance document for more info

¥ 1S0 8601 tackles this uncertainty (of using varius methodas to indicate date/time) by setting out an internationally
agreed way to represent dates: YYYY-MM-DD

SecureSyncs/9400s
e Web browser date/time display: does use this particular formatting
e Front panel date/time display: does not use this particular formatting
e ASCIl output: Formats 0, 1, 2 and 3 do not use this particular formatting
e NTP/PTP: does not use this particular formatting

e Syslog logs: (per Dave S, The syslog timestamps that are in our logs are not ISO 8601 compliant)

To begin, the SecureSync can display and outputs time/date info in several places/ways, such as on the front panel, in its web browser,
in the units logs. via NTP and also via various optional Option Cards that can be installed to receive and or/output date/time using
various methods (PTP, ASCII. IRIG, Havequick, etc).

The SecureSync’s web browser reported date format is compliant with ISO 8601. But the vast majority of outputs available from the
SecureSync are not ISO 8601 compliant. So | would recommend indicating in the survey you received that the SecureSync isn’t ISO
8601 compliant (note that many of these limitations are due to the protocols that SecureSync supports and not a limitation of the
SecureSync itself).

IEC 61850 (electrical substation automation specifications)

» Referto “IEC 61850” in the custserviceassistance document.

ITU-T Standards for PTP (such as SyncE)

» Refer to PTP section of::..\SecureSync Option Card information.pdf

» Refer also to the “ITU-T” section of.\CustomerServiceAssistance.pdf

Examples
A) PTP Telecom profile
» (G.826x (G.8265.1, G.8275.1/G.8275.2)

B) Telecom Profile (Frequency sync)
» (.826x (G.8260, G.8261, G.8262, G.8263, G.8264, G.8265)

C) Telecom Profile (Phase/Time Sync)
¥ (G.827x (G.8271, G.8272, G.8273, G.8275)

Per Dave Sohn (6 Oct 17) Our Rb SecureSyncs with GPS and the 1204-32 cards can be configured to operate according to the
G.826x specs. We do not have compatibility with the G.827x specs
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Japanese Safety compliance
Refer to SF case 120838

Email from TOYO: Our customer Mitsubishi informed us that they would like to know the following information
For their safety standard policy.

Model : 1200-xyz unit and 1204-xx module
UL94HB level (V2,V1,V0,5VB,5VA)

ESD IEC61000-4-2 level (1,2,3,4,x)
Included Inorganic phosphorus

Reply from Josh (~ 30 Oct 17) We had to go through safety reviews by Japanese Safety Authority sometime ago for our SecureSync.
Kindly get with Yamanouchi-san for those documents that we submitted back then and let me know what else is missing for Mitsubishi
please.

"Indian Trusted Telecom Portal"
» Refer to Salesforce Case 286800 (July 2022)

» Refer to sites such as: https://dot.gov.in/accessservices/trusted-telecom-portal-policy-regarding-input-data-
pertaining-non-india-registered

pg. 29


https://dot.gov.in/accessservices/trusted-telecom-portal-policy-regarding-input-data-pertaining-non-india-registered
https://dot.gov.in/accessservices/trusted-telecom-portal-policy-regarding-input-data-pertaining-non-india-registered

Scada Systems
Refer to sites such as: http://www.cimation.com/blog/bid/190307/What-is-SCADA-Anyway

SCADA is the system responsible for monitoring a technical process and, in some cases, controlling and optimizing those
processes. Through these systems, human operators monitor and control input and output values related to safe and
efficient operations from one central location, regularly acquiring data that allows supervision of industrial controls in real
(or near real) time.

Terms
e SCADA Stands for: Supervisory Control and Data Acquisition (SCADA)

e HMI: Human Machine Interfaces

e Points / Data Points To the application developer the network represents itself as a set of elementary data
elements, called data points (or simply points). These data points are the logical representation of the underlying
physical process, which control network nodes drive or measure. Each node can be associated with one or more
data points. In the logical view each data point represents a single datum of the application. It can correspond to an
aspect of the real world (such as a certain room temperature or the state of a switch) or be of more abstract nature
(e.g., a temperature set point). The data points are connected through a directed graph, distinguishing output points
and input points. The application is defined by this graph and a set of processing rules describing the interactions
caused by the change of a point value. The logical links which this graph defines can be entirely different from the
physical connections between the nodes.

Y2K38 (year 2038 rollover) (“Unix Millennium Bug”)

» Refer to “Y2k38” in the Custserviceassistance document
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SecureSync 2400

Links/Shortcuts:

Manuals/Guides:

Shortcut to SecureSync 2400 manual (2400-5000-0050) in Arena: https://app.bom.com/items/list-main

Shortcut to Elta Special SecureSync 2400 manual (2400-5000-0050p) in Arena: https://app.bom.com/items/list-
main

Shortcut to Harris SecureSync 2400 manual (2400-5000-H0507?) in Arena:
Shortcut to SAASM receiver Manual Addendum (2400-5000-00567?7?7?) in Arena

Note: NOT in Arena as it's a FOUO document: U:\Documentation\Released\Manuals\1200-XXXX-XXXX

Shortcut to the SecureSync Service Manual (2400-5000-0056) not yet in Arena:

Please Note: The Service manual is not to be sent to customers/dealers
Option Card Install Guide for 2400 SecureSyncs (2400-5000-0052) in Arena: https://app.bom.com/items/detail-
spec?item id=1271819535&version id=11422521608&orb _msg_single search p=1

Shortcut to HOT SWAP guide for 2400s (2400-1000-0757) in Arena: https://app.bom.com/items/detail-
spec?item id=1279181962&version id=11650158118&orb _msg_single_search p=1

Other shortcuts

Shortcut to SecureSync 2400 datasheet: https://oroliagroup.sharepoint.com/sites/oroliasalesmarketing/

Shortcut to firmware upgrades: l:\Customer Service\PSB, PSP software updates\2400 SecureSync

Shortcut to SecureSync Product Service Bulletins: [:\Customer Service\PSB, PSP software updates\2400
SecureSync

Shortcut to pre-release candidate software updates: S:\Engineering\Projects\L afayette\200 Engineering
Documents\Working Files\Releases

Shortcut to Engineering design Projects/test plans for SecureSync 2400:
S:\Engineering\Projects\Lafayette ??

Link to manual CD that we ship () in Arena:
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Process Details/Schematics/Component Part Numbers

e 2400 top level Process Detail (240x-xxx) In Arena: https://app.bom.com/items/detail-
spec?item_id=1288342240&version_id=12207994608

e 2400-CNFG-PD: SecureSync,2400 Production Configuration Process Detail (In Arena)
https://files.bom.com/download/1zDERnnumw1An97riY0ZI2USM9cV6ake/hchfefmkcgpefmzcnxebyfnfsfiapwwx/2400
-CNFG-PD%20Rev%201.pdf

e P/N for the 2400 series rack ears: 2400-1000-0714

e Schematic for SecureSync 2400 CPU board (2400-1001-0200) in Arena: https://app.bom.com/items/detail-
spec?item_id=1239474681&version_id=11210585778&

e Schematic for SecureSync 2400 front panel PCB board: 2400-1001-0202 (in Arena):
https://app.bom.com/items/detail-spec?item id=1247004315&version id=11121828548&

o Front panel PCB FOO assembly: 2400-0000-F002 (in Arena): https://app.bom.com/items/detail-
spec?item id=1232777518&version_id=11121828578&

e 2400 Extension board:
¥ Refer to ECO 1904 (in Arena): https://app.bom.com/changes/detail-attach?change id=2395273030

» PIN for Extension board: 2400-0000-F003 (in arena) https://app.bom.com/items/detail-
spec?item id=1232777535&version_id=11131235928&

» Schematic for SecureSync 2400 Extension board: 2400-1001-0201 (in Arena):
https://app.bom.com/items/detail-spec?item id=1247673417&version id=11210593828&

Spectracom Product roadmaps

Refer to Emmanuel’s Product Roadmaps at: I:\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\Spectracom Product roadmap

Internatonal shipping (ECCN, CCATS and HTS codes)

CCATS Number for SecureSync
» Refer to “CCATS Numbers” Section in the Custserviceassist doc: ..\CustomerServiceAssistance.pdf

Per Mary Slack (29 Jan 18) Per Mary Slack (29 Jan 18) If a customer requests a CCATS (Commodity Classification
Automated Tracking System — an official classification determination by the US Department of Commerce) for one of our
products, you may go to this folder location to get one — if we have it: I:\Trade Compliance\CCATS Commerce Classifications.
Go ahead and bookmark the page.

Also found in that folder are two letters regarding our self-classification of SecureSync (one for Hong Kong specifically), and
one regarding our self-classification of GSG-55.

If a customer requests a CCATS for a product but you don’t see it in that folder, please let me know. Either | neglected to put it
in the folder, or more likely, we self-classified. If a self-classification letter for a specific product is required, as opposed to you
telling them we self-classified, then let me know the product and I'll write one up.

HTS and ECCN Numbers for all our products

¥ Refer to the “Export Control” section of the custserviceassist doc: ..\CustomerServiceAssistance.pdf

¥ Refer also to the latest version of the “US_Export_Controls_Matrix” (or order info in SAP)
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I:\Trade Compliance\Export Control Matrix

I:\Customer Service\Export Control-HTS and ECCN numbers

A) (NO SAASM receiver installed, and no ITAR Specials installed) (carryover from 1200 SecureSyncs)
(Non-ITAR variants of SecureSync)
o USHTS code is 8471.80.9000
o ECCN is now 5A991b (as of Oct, 2016. Used to be 5A002.a.1. See note in red further below)
o CCATS:
o CCATS for 9483/9489 (not SecureSync) is G400623 (See note in red further below)

o CCATS for non-ITAR SecureSyncs (no SAASM/No ITAR Specials) —we do not have one (See note
in red further below)

¥ Note: Regarding “letter of explanation” mentioed in email below, refer to the two docs at: 1:\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\intl Shipping - ECCN and HTS codes

Q We have semi-annual encryption reporting requirements and our corporate offices are requesting the CCATS number for

this product. | need the CCATS number or confirmation that one does not exist. | need this information to Corporate by
2:00PM EST Monday 29 January 2018. Thank you for your prompt attention to this matter.

A From Keith 29 Jan KW (after talking to Mary Slack, mod from DLs earlier email below
To begin, all of the SecureSync Serial Numbers referenced are Spectracom Model Number 1200-033 (indicating they do not have a
SAASM GPS receiver installed). As there is no SAASM receiver (nor any ITAR-controlled Specials) installed in these SecureSyncs,
this variant of SecureSync is not ITAR-Controlled.
FYI: The ECCN for non-ITAR controlled SecureSyncs changed (back in October, 2017) due to export control reform, from 5A002 to
5A991. We do not have a CCATS Number for non-ITAR variants of SecureSync, because we self-classified our equipment after this
classification change.
However, we do have a CCATS Number for the Spectracom NetClock Models 9483/9489, which I've attached. These Model
NetClocks (which are also non-ITAR controlled devices) are very similar to the non-ITAR variants of the SecureSync.
Also attached you should find a Letter of Explanation for the info above.
Earlier Email from Dave L (19 Apr 17) | have a correction to the ECCN for Securesync. It is now
5A991.
The ECCN for SecureSync changed due to export control reform from 5A002 to 5A991 in October. We do not have a
CCATS, because we self-classified our equipment after the classification change. However, we do have a CCATS for
9483/9489, which I've attached.
We have provided a letter of explanation.
B) With s SAASM receiver installed/ITAR Specials
o USHTS code: 8471.80.0000
o Europe HTS code: 8471.80.0000
o ECCN Number: XlI(d)(2)(ii)
MTBF/MTTR
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2400 SecureSync MTBF/MTTR
» See Alaysia/Quality team

» Refer to the MTBF/MTTR section in ..\CustomerServiceAssistance.pdf
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Rear panel/Slots-Slot Numberin

A) SecureSync rear panel/Base unit labeling

» Refer also to “Unit Rear panel” in online 2400 SecureSync user guide”:
https://www.orolia.com/manuals/2400/Content/NC_and_SS/2400/INTRO/Rear Panel.htm?Highlight=rear%20panel

‘ REAR VIEW

4 Additional Option Slots
2 Base Option Slots

(6 Slot Version)

*  Dual GbE on base unit
RJ-45 and SFP (copper or fiber)

= |Pv4/IPv6 stack
Fixed AC Supply ~ Ground = VLAN support on base unit
GNSS | Breakout /0|  2x 1GbE = NTP and PTP standard on base unit
Signa|(gd:‘5' She = Dual or Quad GbE option cards
el (Configurable) Lonasie: NTP
< PTP{il 2 release’
Dual Hot Swappable TP (in future release)

N 1.1 W -2

(Comwenaards AEpawer sy )
pd i E

I.
(o) | ()

[Lsomeout | ETHL RMS Etharnet
GNSS antenna commectar

Standard rear panel
Optional input/output connectars depend on the installed option cards

® The ANTENNA connector is an Sh& connector for the GNSS input from your GNSS antenna via a coax
cable

# The 10 MHz BNC connector provi
# The HD15 multi VO connector provides 6 di
provide various outputs and inputs, such as 1
# The DCLS OUT BNC connecto
GPIO output. The default 11 an
configured to have either its rising or f
 The Ethemet RJ45 (Eth

wave output signal.
nt configurable channels. These cha
HaveQuick, IRIG, ATC, an

inels can be set to

-

interface to the netw

b Ul for system mal
(orange LED). The *Good Link”
ht will illuminate when network

traffic is detected.

BNC labeling on the base unit

o The 10 MHz output BNC is silkscreened/labeled “F” (as in “Frequency)
o The 1PPS output BNC is silkscreened/labeled “D” (as in “1PPS distribution”)

2400 SecureSyncs are available in two slot configurations
o Two Slots (2402-)

o Six Slots (2406-)

SLOT3 = SLOT S
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2400 Part Numbers (240W-XYZ)

240w-xyz

W: x: Power y: Oscillator z: GPS/GNSS Receiver
Expansion
PCB
2 =2 Option Cards | 0 =AC only 0=TCXO 1 = No Receiver installed
(no expansion PCB
6 = 6 Option Cards | 2 = Single Hot Swap 1=0CXO 3 = L1 Band Multi-GNSS (Commercial

(Expansion PCB)

Power

Receiver)

3 =12vdc

2 = LPN (High performace) OCXO

7 = L1/L2 band GB-GRAM SAASM GPS

4 = 24/48vdc

3 = Standard RB

9 = M-Code SAASM Receiver

6 = Dual Hot Swap
Power

5= LPNRB

SALEABLE ITEMS VS BOM CONTROLLED APPROACH
I Y T

Description

Caonfiguration

management  quotation and delivery

method

Product

= Base unit

- Hot Swap Power modules (if any)

- Option Cards (if any)

Part Number / product code for base unit

identification  240w-xyz

SecureSync 2400 Configuration Management

S mm 20

Maodel description for fully loaded unit {on

label)

Default method unless there are requirements
that lead to the BOM controlled method - Any non-standard HW or SW

Items are managed “individually” as part of

Required in case the required configuration includes

- Aslot allocation for Option Cards or HSPS modules

The fully loaded product is managed as a singla

configuration-controlled item. The P/N is allocated

during the guetation process.

240w-xyz, aa, bb, cc, dd, ee, ff, GG, HH

Part Number for fully loaded unit

MNone

One method or the other needs to be selected during quotation process

240w-xyz, aa, bb, cc, dd, ee, ff,

Base unit

= Option cards —

see dedicated list

= Hot Swap Power Supply (HSPS) modules

= Al:AC

= D1:12 vDC (future)
= D2:24/48 VDC (future)
= Note : full P/N extension for HSPS modules : 2400-HS-A1, 2400-HS-D1, ...

Option cards
00, 00, ... if none

GG, HH

S

Part Number for fully loaded unit
2400-Txx (Slot allocation only)

2400-8xx (Includes SW version specification)
2400-9xxx {All others)

arolia

Hot Swap Power Supply modules

00 if none

= Standard quotation method : standard saleable items configuration

= Add standard item lines in the quotation (Base unit, Option cards, Power Supply modules, accessories, etc...)
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Saleable items vs BOM controlled approach

B
_ Saleable items configuration BOM controlled

Driver

Configuration
management
method

Product
identification

Default method unless there are requirements
that lead to the BOM controlled method

Items are managed "individually” as part of
quotation and delivery

- Base unit

- Hot Swap Power modules (if any)

- Option Cards (if any)

Part Number / product code for base unit
240w-xyz

Model description for fully loaded unit (on
label)

240w-xyz, aa, bb, cc, dd, ee, ff, GG, HH

Part Number for fully loaded unit

None

Required in case the required configuration includes

- Any non-standard HW or SW

- Aslot allocation for Option Cards or HSPS modules
- A specific request from customer for single P/N

The fully loaded product is managed as a single
configuration-controlled item.

The P/N is allocated during the quotation process,
NOT AFTER RECEIVING THE PO

Part Number for fully loaded unit
2400-9x00x
Custom UID label

One method or the other needs to be selected during quotation process
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In-house SecureSync references for Engineering

(Note: this info is from 1200 SecureSyncs)

1) House Reference IP address: 10.10.10.2 (internal use only)

2) For Engineering use only (not on Internet)

HTTPS://time.spectracomcorp.com (IP address: 74.112.39.70) Hostname: Spectracom

Username: spadmin

Password: Spadmin3

SecureSync 2400s on the Internet (outside of firewall)

(Note: this info is from 1200 SecureSyncs)

Note: The 2 Sales units reside in the Rack in engineering and are controlled by the IT department.

A)

B)

SecureSync on Internet for Sales demo:
» This unit resides in the Rack in engineering and is controlled by the IT department.
¥ |P address= https://66.193.84.103

HTTP is disabled, so to get into the browser, type https://66.193.84.103

Option Cards this unit should have installed: 1204-1C (1PPS out) and 1204-12 (10/100 PTP)
Oscillator installed: OCXO
See Linda McCormick for granting customer access to these Sales demo units

User account for customers to login
o Username: salesdemo
o Password: SSdemo1234

Note: Per Paul Myers- don’t give out this spadmin login password (below). Instead, create a user account (user rights)
on the unit that the customer can use to access the browser.

Admin account
Username: spadmin
Password: SPadmin4 (SP in caps - rest in lower-case letters)

SecureSync on Internet for Sales demo:
¥ This unit resides in the Rack in engineering and is controlled by the IT department.

IP address= 63.138.60.57 HTTP is disabled, so to get into the browser, type HTTPS://63.138.60.57 or
HTTPS://time.spectracomcorp.com

Option Cards should have installed: 1204-06 Gb Ethernet
Oscillator: OCXO (1ppb)

The correct login for the Model 9483/SecureSync is:
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User account for customers
Username: spadmin
Password: SPadmin3 (SP in caps - rest in lower-case letters)

Note: Per Paul Myers- don’t give out this login password. Create a user account on the unit that the customer can use
to access the browser.

Factory and spadmin

Visio Stencils/shapes
Link to the Visio graphic file referenced below: EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Visio

Email from Morgan (2 Feb 16) Thank you for the questions about the Visio Stencils. We do have some (5) available, these have not
been updated since 2013. Review the link below to see if we have what you need. We do have CAD drawings.

https://spectracom.com/documents/securesync-visio-shapes

Datasheet/Specs
(Note: this info is from 1200 SecureSyncs)

**IP rating (Ingress Protection)

¥ Refer to the “IP rating/Ingress Protection rating” section in the Custserviceassistance document.

“One sigma” for the 1PPS specs (standard deviation)
» Based on the “three-sigma rule”
» Refer to sites such as:

http://en.wikipedia.org/wiki/Standard deviation

http://en.wikipedia.org/wiki/68%E2%80%9395%E2%80%9399.7 rule
http://math.stackexchange.com/questions/320370/how-to-calculate-standard-deviation-and-use-three-sigma-rule-for-couple-
variable

In statistics, the standard deviation (SD) (represented by the Greek letter sigma, @) is a measure that is used to quantify
the amount of variation or dispersion of a set of data values.ll A standard deviation close to 0 indicates that the data
points tend to be very close to the mean (also called the expected value) of the set, while a high standard deviation
indicates that the data points are spread out over a wider range of values.

In statistics, the so-called 68-95-99.7 rule is a shorthand used to remember the percentage of values that lie within a
band around the mean in a normal distribution with a width of one, two and three standard deviations, respectively; more
accurately, 68.27%, 95.45% and 99.73% of the values lie within one, two and three standard deviations of the mean,

In the empirical sciences the so-called three-sigma rule of thumb expresses a conventional heuristic that "nearly all"
values are taken to lie within three standard deviations of the mean, i.e. that it is empirically useful to treat 99.7%
probability as "near certainty”
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) . expected frequency
Sigma Certainty outside of range

1 sigma 66.7% 1in 3

R sigma 95% 1in 22

J sigma 99% 1in 370

Mechanical (shock, vibe) / Environmental testing/MSDS (Hazardous material)

Chassis dimensions/correct width

Chassis measurements (from the S/S datasheet)

see the note below this excerpt

Physical & Environmental

Size/Weight:
Designed for EIA 19" rack.
16.75" W x 1.72" H (1U) x 14.0" D actual
[425 mm W x 44 mm H x 356 mm D actual)
Weight: 6.5 |bs. (3 kg)

Rack mount hardware included {assembly required)

Note: The Chassis width is slightly incorrect on the datasheet (found Jan, 2018)
» Refer to SF case 125054

> SecureSync’s datasheet indicates width is 16.75 inches. But the actual width (per the mechanical drawings of
the chassis/cover) is 16.5354 inches.

o Don’t know for sure, but | suspect the measurement on the datasheet was simply rounded-up for simplicity.

Chassis/top cover screws
(Note: this info is from 1200 SecureSyncs)

» The Top cover screws are: M3-5,18-8SS,6MM, BLACK OXIDE

» Our P/N for the screws HM20-03R5-0406 (in Arena) https://app.bom.com/items/detail-
spec?item id=1202842961&version id=10221212998

Q A piece of feedback from the field engineer is as below.
Do you sell proprietary chassis cover screws, or could we use generic ones for PC build?

Can’t open anymore the chassis cover due to 3 of the screws have already stripped or damage heads. For now we are able to

manage to install the card on slot 5 because it was installed on bottom slot, and besides slot 4 and 6 are still empty which can
be open to help you see and examine the installed card if properly seated.

A reply from Dave L (10 Oct 17) The cover screws are common size Flat Head M3.5 6mm black oxide finish and you can probably find
them anywhere locally.

Removing stripped cover screws can be done but they are small so care must be taken to avoid damaging them too much to be
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removed. The trick is to rotate them counterclockwise by tapping a punch or small flathead screwdriver or a chisel to make them turn
out.

You may also be able to get a small flathead screwdriver to grab in what is left of the screws slots and get it to turn. Using a dremel
tool to cut a slot in the screw head is a good method if you have one.
And of course drilling the head off the screw will allow you to remove the cover and then maybe turn out the screw with pliers.

This video may help: https://www.youtube.com/watch?v=_mTFQbaT3Zc Hopefully in the future you will never have to
change any option cards.
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Environmental info (Mercury, asbestos, lead, plastics) / Hazardous material (Rb material)

*Mercury in 2400 SecureSyncs?

» Referto TOYO case 283704 for what | believe is the first Model 2400 SecureSync request for info on mercury.

*Asbestos in 2400 SecureSyncs?
» Refer to Case 300240 (May 2023)

» “Asbestos isn’t currently mentioned/referenced in online user guide, previous to at least May 2023

Per Emmanuel (24 May 2023)

But you will find below answering elements

Actually, we just need to confirm that we meet CE Mark, per our declaration of conformity. This CE mark compliance
embeds compliance to ROHS and REACH regulations, that all our products meet.
Asbestos are part of substance list covered by REACH.

For US, toxic substances, as covered by Toxic Substances Control Act, and including :

* TSCA Section 6(h) Toxic Substances Control Act

* PFAS (Per- and polyfluoroalkyl Substances)
Are also included in the list of REACH-related substances, and are therefore covered by our Declaration of
Conformity.

Emmanuel SICSIK-PARE
Strategic Product Manager | Safran Trusted 4D

Status update (26 May 2023). Asbestos wasn’t previously mentioned in the 2400 SecureSync Declaration of Conformity.
With help from Emmanuel and Ryan Johnson, it has now been added to this document. Refer to the latest version of the
Dec of Conformity at: I:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync-2400 (Diamond)\CE
Declaration of Conformity and EMI-EMC\2400s\Declaration of Conformity for 2400s.

(Note: this info below is from 1200 SecureSyncs)

Conflict Minerals report

» Refer to the “Conflict Minerals” folder in the Customer Service drive: I:\Customer Service\Conflict minerals report
(note this folder may contain docs for other products- not just SecureSync. Make sure to select the appropriate
documents).

MSDS info
Hazardous materials/Rubidium material
A) Coin Battery for RTC
¥  Refer to the following:

e .\.\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Battery replacement\lithium battery

e https://industrial.panasonic.com/ww/products/batteries/primary-batteries/lithium-batteries/coin-type-lithium-
batteries-br-series/BR3032

B) SpectraTime Rb material (when Rb oscillator is installed)
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» Refer to the Spectratime PSDS (“Spectratime hazmat331.pdf’) on our website at:

http://support.spectracom.com/articles/FAQ/Security-sheet-integrated-Spectratime-Rubidium-
parts?retURL=%2Fapex%2FKnowledgeSiteHome&popup=false

» Refer also to the great webpage for info on Rb including health risks/measures:
http://www.lenntech.com/periodic/elements/rb.htm

C) Lithium battery in GB-Gram SAASM receiver (if this receiver is installed)

¥ Refer to: \Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Battery
replacement\Battery for SAASM receiver (links to the “US only” drive)

Mercury, lead, RoHs compliancy

Q. Any Mercury contained in the system such as LCD?
A Per Keith after talking with Dave Sohn The LCD display is RoHS compliant. We are not aware of it (nor the rest of the
SecureSync) containing any mercury.

Q Any other hazardous materials such as Lead, RoHS complaint?
Keith’s response: The SecureSync is RoHS compliant. Also, the 1200-233 has a SpectraTime Rubidium oscillator
installed. Attached you should find a PSDS Safety Data Sheet associated with this Rubidium oscillator.

Q Any specific safety warnings for operation and maintenance?
Keith’s response: Maintenance of the SecureSync in the field is really limited to the installation or removal of any Option
Cards, which requires power be removed from the SecureSync and standard ESD practices be followed.

(Note: this info is below from 1200 SecureSyncs)

» For shock/vibe of antennas (such as Model 8230s), refer to the custservasssistdoc:
..\CustomerServiceAssistance.pdf

SecureSync has been tested against MIL-STD-810F

Note: The documents that Scott references in his emails below can be found at: I:\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Mechanical - environmental

Email from Scott Holmes to Sam Otto (29 Apr 2013) The vibration testing was performed at a test lab with calibrated vibration and
sensing equipment. The SecureSync was attached to a fixture very similar to an equipment rack. We used both front and back
attachment points to anchor the SecureSync to the rack. | have attached is the certificate for that testing in case that’s helpful.

Email from Dave Sohn (18 Feb 2013) SecureSync mechanical/environmental specifications use testing methods according to MIL-
STD-810F. Scott Holmes can provide more detail on that.

Follow-up email from Scott Holmes (18 Feb 2013) Attached is a Certificate of Test for the shock and vibration testing we did, using
methods according to MIL-STD-810F, that lists the limits and values we tested the product to. There were no failures.

The last page of the SecureSync Specification sheet (attached also), under ‘Environmental’, shows the reference paragraphs we
followed in MIL-STD-810F for the testing performed.

Temperature testing was done here at Spectracom but we did not create a certificate for that.

Humidity and Altitude tests were not performed but we stand by these values based on product performance in the field.

Q | got your message about the sinusoidal and the 0.07Grms. Thanks for getting back to me. The Grms unit indicates
random vibration, so | guess | am still a bit confused. Was this a spec that you tested to, was it a destructive test?

I guess | should state my concern. We have a couple of these products and are planning on putting them into a mobile
environment. | am looking for the most information you can give me, that way | can compare your specs to my specs to
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see if a mobile environment would be acceptable for your product.

A Reply from Morgan (22 Sept 15) We vibration tested the SecureSync to a specific profile for a customer at the time of development.
The limits of the profile are indicated on our spec without too much information on the customers profile as part of the NDA. The final
installation was a naval shipboard environment. We have not tested the SecureSync to any other mobile environment up to this
point.

Data sheet indicates “0.07g”

Q | am wondering if the “0.07g” was referring to sinusoidal vibration or root-mean-squared vibration from a random
vibration test.
A Reply from Scott Holmes to Morgan (10 Sept 15) it's in RMS.

Data sheet indicates “0.530z”

Q. On the spec sheet for the 1200-027 it references an operating shock limit of “15g/0.530z, 11ms, half sine wave” and
vibration limit of “10-55Hz/0.07g, 55-500Hz/1.0g”. | am wondering what was meant by including the “0.530z” in the
shock limit.

A From Scott Holmes to Morgan (10 Sept 15) This came up 8 or 10 months ago. It’s a conversion from grams to 0z. ©
The unit of mass (grams) and the unit of g-force both have the same symbol (g), so someone misinterpreted this when they did the
data sheet years ago and it was not noticed until recently. It should say - operating shock limit of “15g, 11ms, half sine wave”

Does 10-55Hz/0.07g” and “55-500”/1.0g”” in Data sheet refer to PSD /ASD curve break points

Q Also, in the stated shock and vibration limits, on the data sheet. You reference “10-55Hz/0.07g” and “55-5007/1.0g”. You
mentioned before that this was a random test. Thus, do those values refer to PSD / ASD curve break points? Should they
have units of g"2/Hz?

A Reply from Morgan (7 Oct 15) The 10 to 55Hz and the 55-500Hz tests were run separately. There were no break points in the
profiles. Yes, the data sheets need to be updated and the units should be in g"2/Hz

Shockl/vibe testing for Option Cards

Q We are using two different configurations of SecureSync, 1200-027 and a 1200-227. With modules 1204-05 and 1204-
01. I was wondering if the stated shock and vibe specs in the environmental section of the SecureSync Time and
Frequency Synchronization Platform data sheet reference tests of just the platform, or were the modules installed during
the shock and vibe tests?

Also, in the stated shock and vibration limits, on the data sheet. You reference “10-55Hz/0.07g” and “55-500"/1.0g”. You
mentioned before that this was a random test. Thus, do those values refer to PSD / ASD curve break points? Should they
have units of g"2/Hz?

Is it possible to send me the test report, or really any information would help, on the shock and vibration testing?

A Reply from Morgan (7 Oct 2015): We ran the test with all the option card slots occupied by the cards that were developed and
released at the time (2010). We did not have a 1PPS card installed (1204-01) so that card has not been tested for shock and vibration.

PVC Plastics
¥ Any PVC plastics or electrical insulation?
A Wire/cable PVC insulation.

Shock/vibe (MIL-STD-810F)
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***Telcordia GR-63-CORE (NEBS Earthquake/seismic-related enclosures)
(Note: this info is from 1200 SecureSyncs)

» Refer to sites such as: http://telecom-info.telcordia.com/site-
cqgi/ido/docs.cqi?ID=082705147D000542& KEYWORDS=&TITLE=&DOCUMENT=GR-
63&DATE=&CLASS=&COUNT=1000

¥ Telecordia: NEBS (telecom) requirements for Physical Protection:

¢ Criteria for equipment cooling air-inlet and exhaust locations are revised and clarified.
¢ Operating temperature test conditions are now a function of the equipment-cooling air-inlet location.
¢ A detailed heat dissipation calculation procedure is provided for frame and shelf-level equipment.

e Fire resistance test methods are updated to address specific service provider requirements.

Email from Morgan (6 June 16, referring to Scott Holmes) | spoke and forward your email to Scott our mechanical
engineer and he said, that we have not done any formal or informal testing for the seismic standard Telcordia GR-63-CORE.

If you have this requirement, we can research this and give you a quote for cost. We have done this in the past for customers that
require special testing.

“Zones” of eartquake testing (such as Zone 5, Zone 4, etc)
Per Tim T (from his email further below)

Zone 5 Earthquake esting is the worst case testing.

Zone 4 Equartquake would be pretty rough/

Testing which has been performed on our equipment (such as for Specials)
(Note: this info is from 1200 SecureSyncs)

Email from Tim Tetrault to Dave Sohn (7 Nov 2018) about Specials testing that has been performed
We did 2 sets of seismic testing. One on the AMDR chassis and one on the QEWR which was the 20" chassis. At the time, we
wanted to be conservative so we ruggedized the 20" chassis. We RTV'd components and added a stiffening plate inside. We also
used the full length rack ears that run the length of the chassis. We only had to do testing for the easiest of the zones. Zone 1.

In the email below, it calls out zone 4. Zone 5 is the worst so 4 would be pretty rough. It also gets worse if it is installed in a rack.
The higher up in the rack, the worse the force can be. So for that application, | would recommend the chassis be ruggedized, similar
to what we did in the ARL-E project.

The email doesn't reference any standards for the seismic testing. This testing can be run differently depending on what the
customer wants. Do they wanted tested per GR-63-CORE?

For the QEWR project, we only needed to operate through the seismic event, and meet spec once the event was done. Do we need
to meet spec through the seismic event? Phase Noise? | see below that there is an operational vibration spec. Do we know what
spec's we need to meet during the vibration?

CCATS Number for SecureSync

» Refer to “CCATS Numbers” Section in the Custserviceassist doc: ..\CustomerServiceAssistance.pdf

ECAT DS (ECATS) Number for SecureSync
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2400 SecureSync Model Numbering scheme

FULL UNIT CONFIGURATION DESCRIPTION

240w-xyz, aa, bb, cc, dd, ee, ff, GG, HH

Base unit Option cards Hot Swap Power Supply modules
00, 00, ... if none 00 if none

= Option cards — see dedicated slide

= Hot Swap Power Supply (HSPS) modules
= AT:AC
D1: 12 VDC (future)
D2 : 24/48 VDC (future)
Note : full P/N extension for HSPS modules : 2400-HS-A1, 2400-HS-D1, ...

Model 240w- xyz

BASE UNIT CONFIGURATION
240w-xyz

Expansion slot capability | Power Supply (x) Oscillator (y) GPS/GNSS receiver (z)
(w)

2 -2 slots 1 —fixed AC 0-TCXO 3 — L1 GNSS receiver
6 — 6 slots 6 — Hot Swap PS 1-0CXO0 7 —L1/L2 SAASM
support receiver
2 — LPN OCXO (available later)
3 - Rubidium
5 — LPN Rubidium (available
later)

* 6 slots option must be selected as soon as more than two option cards are required
» Hot Swap power supply configuration requires to select
+ Option 6 for power supply (y)

= At least one Hot Swap Power Supply module (in the same way an option card would be added to the
configuration)

———ni

240w-xyz

w: Expansion x: Power y: Oscillator z: GPS

2 =2optioncards 0=AConly 0=TCXO 3 = Multi-GNSS

6 = 6 option cards 6 = Hot Swap 1= 0OCXO 7 = GB-GRAM SAASM
2 = LPN OCXO
3=Rb
5 = LPN Rb

Example: 2406-013 AC, OCXO, Multi-GNSS, 6 option card slots
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Standard vs BOM Options (such as special software version)

SALEABLE ITEMS VS BOM CONTROLLED APPROACH
I e L

Description

Configuration
management
method

Product
identification

Default method unless there are requirements
that lead to the BOM controlled method

Iltems are managed “individually” as part of
quotation and delivery

- Base unit

- Hot Swap Power modules (if any)

- Option Cards (if any)

Part Number / product code for base unit
240w-xyz

Model description for fully loaded unit (on
label)

240w-xyz, aa, bb, cc, dd, ee, ff, GG, HH
Part Number for fully loaded unit

None

Required in case the required configuration includes
- Any non-standard HW or SW
- Asilot allocation for Option Cards or HSPS modules

The fully loaded product is managed as a single
configuration-controlled item. The P/N is allocated
during the quotation process.

Part Number for fully loaded unit
2400-7xxx (Slot allocation only)

2400-8xxx (Includes SW version specification)
2400-9xxx (All others)

One method or the other needs to be selected during quotation process |

pg. 47



Fault tolerance

¥ Fault Tolerance is limited. Faults on input references will transition unit into Holdover mode.
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Enterprise-level Network Monitoring Tools (NMS)/ NRPE (such as Nagios, Zabbis Cacti, Splunk
Integration, QRadar, etc)

(Note: this info is from 1200 SecureSyncs)

¥ Network Monitoring Systems (NMS) and Network Security Management platforms are tools for monitoring
network devices.

¥ Some example NMS systems include Solarwinds, HP OpenView, Nagios, liboreNMS,Zabbix and Cacti

¥ Refer also to the “Enterprise-level network monitoring tools” Section in the custserviceassistance doc for more
info. l:\Customer Service\l- Cust Assist documents\CustomerServiceAssistance.pdf

¥ SecureSync/9400 series: As of at least software v5.5.1 (Jan 2017), SecureSync/0400 does not have any of these
NMS systems installed, as needed for full compatibility (Denis Reilly was looking into this for future
implementations).

o But SecureSync does support SNMP, which is typically supported with the NMS systems (resulting in a
partial compatibility with NMS systems).

BMS /IBMS (Building Management System / Integrated Building Management Systems
» BMS and IBMS appear to be generic terms for various monitoring systems installed in a building .

“Integrated BMS is the key to 'intelligent buildings', equipped with a variety of monitoring devices and control systems,
both automated and manned. Together they help regulate a long array of building services and utilities.”

Note: The REST API may be supported and helpful for customers using these various NMS tools

Examples of some available Network Monitoring tools/Network Security tools
A) HP OpenView (NNMi)
¥ Refer to :\Customer Service\NMS-NNMI (network monitoring)\HP OpenView-NNMI\

Network Node Manager i (NNMi) is a program that helps a network administrator view and manage the conditions in
a computer network. NNMi is part of the OpenView suite of enterprise system management applications from HPE
(Hewlett-Packard Enterprise), the company's business products and services division.

Note:Not yet known if the REST API is supported, but may be helpful if it is supported.

Example Unique OID numbers: .1.3.6.1.4.11.2.17.19.2.2.2
Need to configure OpenView not to use NNMI with SecureSyncs

(from the NNMI deployment guide at the link above)
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NNMi does not perform any out-of-the-box discovery. You must configure discovery
before any devices appear in the NNMi topology.

Each discovered node counts toward the license limit, regardless of whether NNMi is
actively managing that node. The capacity of your NNMi license might influence your
approach to discovery.

Status monitoring considerations might also influence your choicea. By default, the
State Poller only monitors interfaces connected to devices NNMi has discovered. You
can override this default for some areaz of your network, and you can discover the
devices beyond the edge of your responsibility. (For information on the State Poller, see
NNMi State Polling on page 65.)

NMNMi provides two primary discovery configuration models;

* List-based discovery—Explicitly tell NNMi exactly which devices should be
added to the database and monitored through a list of seeds.

* Rule-based discovery—Tell NNMi which areas of your network and device
types should be added to the database, give NNMi a starting address in each area,
and then let NNMi discover the defined devices.

¥ou can use any combination of list-based and rule-based discovery to configure what
NNMi should diseover. Initial discovery adds these devices to the NNMi topelogy, and
then spiral discovery routinely rediscovers the network to ensure that the topology
remains current,

B) Solarwinds Network Performance Monitor (NPM)

Email from Mark Reeves with airbus (13 Apr 15) Thanks for opening up the dialogue. | am not sure if NCM will
work without NPM Solarwind's Network Performance Monitor. If you already have NPM then this will plug
right into it as evaluation software. If you don't then we will have to figure out how to get over that hurdle. | could
also get you remote access to my Lab Network where | have both installed. | also have a Spectracom Unit in my
Lab as well. Let me know what your thoughts are. | left the info for my Solarwinds contact in the email below.

NCM 7.3.2
http://downloads.solarwinds.com/solarwinds/Release/OrionNCM/SolarWinds-NCM-v7.3.2-Eval.zip

Note:Not yet known if the REST API is supported, but may be helpful if it is supported.

C) Nagios software
» not compatible with this program and there are no plans at this time to add support for it.
¥» Open Source software for monitoring network devices which support Nagios.
» Refer to sites such as: http://www.nagios.org/
s

(Jan 2015) Per Denis Reilly- We are aware of Nagios and would like to one day be able to support the plug-ins
for this software with SecureSync . It's “on our radar”, but not likely to support it anytime soon.

Note:Not yet known if the REST API is supported, but may be helpful if it is supported.

NRPE (Nagios Remote Plugin Executor)
» As of at least version 5.4.5, we don’t currently support/have plans to integrate NRPE

» For info on NRPE, refer to sites such as https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE-- 2D-
Nagios- Remote-Plugin-Executor/details

“NRPE allows you to remotely execute Nagios plugins on other Linux/Unix machines. This allows you to monitor
remote machine metrics (disk usage, CPU load, etc.). NRPE can also communicate with some of the
Windows agent addons, so you can execute scripts and check metrics on remote Windows machines as
well.”

Two Emails from Dave Sohn (5 Aug 16) Thank you for your inquiry about utilizing Nagios to monitor the
product. We don’t currently have plans for integrating NRPE within the product, but we have been doing some
integration with Nagios both with standard plugins, and some beta custom plugins for specific elements. What
additional information are you looking to monitor as they may be available through another means besides
NRPE? Thanks.

Below is a snapshot of one of our similar products, SecureSync, being monitored by Nagios using SNMP and other
plugins (including some beta custom plugins from Spectracom). The SNMP plugins we used are from
https://sourceforge.net/projects/nagios-snmp/. Is this the type of information you are referring to? The CPU line
is for cpu % usage, but | believe there is an option to get the 1/5/15 minute values instead.
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D) Zabbix software

» Note: Not yet known if the REST API is supported, but may be helpful if it is supported.

E) Cacti software

» Atleast version 5.5.1 and below are not compatible with this program and there are no plans at this time to add

support for it.
Refer to sites such as http://www.cacti.net/

Cacti is a complete network graphing solution designed to harness the power of RRDTool's data storage and
graphing functionality. Cacti provides a fast poller, advanced graph templating, multiple data acquisition methods,
and user management features out of the box. All of this is wrapped in an intuitive, easy to use interface that
makes sense for LAN-sized installations up to complex networks with hundreds of devices.

(Jan 2015) Per Denis Reilly- He isn’t familiar with this tool. Not sure if we’ll ever support it in the future with
products such as SecureSync.

Note: Not yet known if the REST API is supported, but may be helpful if it is supported.

F) Splunk Integration

p

At least version 5.5.1 and below are not compatible with this program and there are no plans at this time to add
support for it.

Request to support this in SecureSync- Refer to Salesforce case 24342

For info, refer to sites such as: http://www.snaplogic.com/solutions/splunk-integration

REST API. Splunk provides a fully-documented and supported REST API with over 200 endpoints. Developers
can programmatically index, search, and visualize data in Splunk from any application.

G) IBM QRadar (Network Security Management platform)

Note: Not yet known if the REST API is supported, but may be helpful if it is supported.

At least version 5.5.1 and below are not compatible with this program and there are no plans at this time to add
support for it.

Refer to sites such as: http://www.itsecurity.com/?s=12699 and http://www-
03.ibm.com/software/products/en/gradar-siem/

Request to support this in SecureSync- Refer to Salesforce case 24342

IBM® QRadar® SIEM consolidates log events and network flow data from thousands of devices, endpoints and
applications distributed throughout a network. It normalizes and correlates raw data to identify security offenses,
and uses an advanced Sense Analytics engine to baseline normal behavior, detect anomalies, uncover advanced
threats, and remove false positives. As an option, this software incorporates IBM X-Force® Threat Intelligence
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which supplies a list of potentially malicious IP addresses including malware hosts, spam sources and other
threats. IBM QRadar SIEM can also correlate system vulnerabilities with event and network data, helping to
prioritize security incidents.

QRadar (tm) is a network security management platform that provides situational awareness and compliance
support to organizations that need to tighten security and improve regulatory compliance with a modest investment
in time and resources.

Surveillance: It combines flow-based network knowledge, security event correlation and asset-based vulnerability
assessment to provide unmatched coverage of security events and network behavior in one console.

Analysis: QRadar's Judicial System Logic relates this data to policy violations, network misuse and threats to
business assets. It tracks offenses against a business asset and gathers all the security incidents and network
activity in an offense profile.

Control: QRadar leverages the most appropriate security device or infrastructure component to resolve offenses.
It offers multiple options for remediation to fix the problem from the console.
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Bomgar/Lieberman Software (aka “Lieberman tool”, “Liebsoft”) Privileged Access
Management (PAM)

» Refer to Salesforce case 171498

from https://www.bomgar.com/blog/entry/lieberman-software-acquired
In the Privileged Access Management (PAM) market, buyers are seeking products that not only improve
security and accountability, but also don’t impede their users in their day to day job tasks. Offering privileged
session management and credential management as a solution from one company means that customers can
streamline their PAM implementations while addressing a wide variety of use cases related to access and passwords.

“Post login, it prompts with weird characters”
» See the circle/arrow in the 2n screenshot below for an example

¥ Per Ron Fries -The issue appears to be due to terminal colors, and the terminal they are using is not able to
handle them.

o For example: https://unix.stackexchange.com/questions/143684/what-is-the-problem-with-the-output-of-plink

Customer Report (Aug 2018) We have SecureSync setup in our environment and we are integrating its local
account password management to Lieberman tool. In pursuing doing this integration we are failing to change
the password of the accounts and below is the update from the tools team. Please share your advice to get this
integrated to Lieberman tool for its password management.

Post login, it prompts with weird characters. It may be due to color coding or character length limitation.
Please check with vendor.

¥ 55H Connection Console - O X

Credentials

Server:

User: |spadmin

Password: |........

Port: |22 Disconnect

Spectracom SecureSync Version 5.7
+[01:32mspadmin@elkgrove 7 D1-ntp'-[D1 34m ~ 5+{00m

Email from Ron Dries (21 Aug 18) The software version is 5.7.1 and they are using ssh as spadmin. The issue appears to be due to
terminal colors, and the terminal they are using is not able to handle them.

For example: https://unix.stackexchange.com/questions/143684/what-is-the-problem-with-the-output-of-plink

| started to look into the Lieberman tool, and there might be an option to emulate a terminal. Can we have them try to set the terminal
type and see if that improves it?

Excerpt from the Lieberman Tool installation guide:
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“Terminal Type - Name of terminal to emulate (xterm, linux, scoansi, att6386, sun, aixterm, vt220, vt100, ansi, vt52, xterm-
color, linux-lat, at386, vt320, vt102 and tn6530-8).”

| think the built-in terminal is not able to handle the terminal color commands.

Veritas NetBackup (“OS NetBackup”)

» Atleast version 5.5.1 and below are not compatible with this program and there are no plans at this time to add
support for it.

» Refer to sites such as https://en.wikipedia.org/wiki/NetBackup

Veritas NetBackup (earlier Symantec NetBackup) is an enterprise level heterogeneous backup and recovery
suite. It provides cross-platform backup functionality to a large variety of Windows, UNIX and Linux operating
systems.

It is set up with a central master server that manages both media servers (containing the backup media) and
clients. Core server platforms are, Solaris, HP-UX, AlX, Tru64, Linux and Windows.

Q Email from Dave L to Dave Sohn (2 May 26) hyundai-auto ever asked if we could have SecureSync OS
Netbackup.

A Reply from Dave Sohn (2 May 16) We haven't designed any support for NetBackup, although I'm not that familiar with the
mechanisms. As such, it isn't included on our roadmap either.

False alerts due to NMS/NNMi being enabled in the SNMP Manager

Find out the associated OID and see if it's a valid SecureSync OID. If not, its probally due to a NNMI monitoring,

1} Virtual and physical memory has insufficient capacity or malfunctioning

» Refer to SF case 25091 for example

Report from, Danny Loke: Our customer had reported that one of their securesync Virtual and physical memory has
insufficient capacity or malfunctioning. The unit is still functioning as normal, front display panel is OK as well.
Their unit is running V5.3.0.

[10].1.3.6.1.4.1.11.2.17.19.2.2.10 {Infeger); 1
[11] 136141112147 19.2.2.11 {OctetSring): Memory on
MC2MTPD1 has Insuficient capacity or iz malfunctioning

EMAIL FROM Keith To Ron Dries: The response below in red is regarding Salesforce case 25091. | briefly mentioned it
to you last week (my belief they were monitoring it with HP OpenView with NNMi enabled- resulting in a false report of
“Virtual and physical memory has insufficient capacity or malfunctioning.” - was correct)”.

Hi Keith,

Reply from customer:

| have confirmed we are able to disable the OID for NNMI monitoring only, but do get back to us the reviews of your
Application engineer for us to be sure there is no real memory issues in our NTP server.

Per my recommendation, they have now disabled NNMi for the SecureSync, but are still concerned they may have “bad

memory”. Do we have a way for them to see the memory is fine? We have OIDs for reporting amounts of memory. But
I’'m not aware of reporting memory is good or bad.
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MEMORY:

Total Swap Size .1.3.6.1.4.1.201.4.3.0
Available Swap Space: .1.3.6.1.4.1.2021.4.4.0
Total RAM in machine: .1.3.6.1.4.1.2021.4.5.0
Total RAM used: .1.3.6.1.4.1.2021.4.6.0

Total RAM Free: .1.3.6.1.4.1.2021.4.11.0

Total RAM Shared: .1.3.6.1.4.1.2021.4.13.0

Total RAM Buffered: .1.3.6.1.4.1.2021.4.14.0

Total Cached Memory: .1.3.6.1.4.1.2021.4.15.0

Thanks,

Email from Keith | wanted to give you a status update regarding your SecureSync customer receiving NMS alerts of possible bad
memory.

| think | have a pretty good idea on what is happening here, though | am confirming this with our Applications engineer.

The two directly related OIDs that your customer provided you appear to be unique to the NNMI plug-in module, and are not
Spectracom SecureSync-supported OIDs. What | can say for sure is that the Spectracom does not currently contain/support NNMI
plug-in module data. This module is special software that needs to be integrated into the SecureSync’s software in order to be able to
respond to these unique objects.

The SecureSync only supports the Spectracom MIBs and some generic MIBs (such as the RFC-1213 MIBS). The SecureSync can’t
respond to other objects that are unique to the NNMI module. our SecureSync is not responding at all to either of these objects. Since
| wasn’t sure what they even were, | googled them and found them in a guide for the NNMI module, which explains why | wasn’t seeing
a response to them. Since the SecureSync is not responding to these objects, it appears their NMS may be incorrectly handling the “no
reply” to the objects, resulting in false alerts being asserted,

Even while | am confirming this info with the Engineer, you can go ahead and let your customer know that if their NMS system has
configuration available to enable/disable NNMI for each device its monitoring, they should disable NNMI for the SecureSync(s), since
the SecureSync does not support this functionally. | highly suspect this will then prevent the false alerts from being asserted.

I will get back to you, with any additional info | receive from the engineer, once he has reviewed it!

Another email from Keith to BetalT (18 Jul 17) | am responding for Eric. Since | have only run across this condition
once (maybe twice), it's highly likely he may not have ever seen this condition before (especially since its highly likely not
a true alert condition)!

Your customer is likely monitoring the SecureSync using an SNMP/NMS Manager (such as HP OpenView for instance)
which has NNMi monitoring enabled for the address of the SecureSync. NNMi monitoring consists of very specialized
SNMP OID numbers which require the network device being monitored (such as the SecureSync in this case) to have a
special plug-in module installed, which adds the ability to support NNMi monitoring. the SecureSync does not have a
NNMi plugOin module installed, and therefore does not support this function.

NMS software which supports NNMi monitoring should have “per-device” configuration available which allows NNMi
monitoring to be disabled by IP Address/hostname, for all of the devices on the network which don’t support this very
specialized monitoring (your customer should treat the SecureSync as another workstation on the network, as standard
Windows workstations don’t typically support NNMi monitoring, either). Trying to use NNMi to monitor a network device
which doesn’t support this unique function results in false alerts being generated by the NMS software.

The specific example of this that | saw was with HP OpenView NMS software. They too were seeing this exact same
alert, as shown below. HP OpenVew software does have the ability to disable NNMi monitoring per each network device
its monitoring, and this customer was able to disable NNMi for the SecureSync, preventing OpenView from sending this
false/errant alert.
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SecureSync Tech Brief: 1200 SecureSync to 2400 SecureSync Migration Guide

» Refer to our website: https://www.orolia.com/wp-content/uploads/2022/03/SecureSync-1200-to-2400-Migration-
Guide US 03-02-22.pdf

2400 Hardware architecture (CPU board, extension board, Oscillator, Input Power, eMMC Flash
memory, etc)

ETX Module
» Unlike 1200 Series SecureSyncs, No ETX Module installed in 2400 series

¥ Unlike 1200 Series SecureSyncs, No CF card installed in 2400 series (CF card replaced by eMMC/ Micro SD
FLASH)

For internal use only!

HARDWARE ARCHITECTURE EXAMPLES

SecureSync 2400 Architecture — 2402-013 SecureSync 2400 Architecture — 2406-633
) _ Front Panel Assembly 7 .| ) _ Front Panel Assembly -
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U103 (eMMC/ Micro SD FLASH)

Lithium coin cell battery (our P/N
BT30R-6R50-0COM)

Main processor (FPGA-SOC) on the
CPU board: Altera (Intel) Cyclone V SoC
FPGA

» P/N 2400-0000-F001 In Arena at: https://app.bom.com/items/detail-
spec?item id=1232727526&version id=11131593098

¥ Schematic for CPU PCBA (2400-1001-0212) in Arena at: https://app.bom.com/items/detail-
spec?item_id=1278293579&version_id=11573082998&orb_msg_single_search p=1

¥ Outsourced assembly
¥ Main processor (FPGA-SOC) on the CPU board: Altera (Intel) Cyclone V SoC FPGA

o Specs: hitps://ark.intel.com/content/www/us/en/ark/products/210462/cyclone-v-5csxc6-fpga.html

o Contains Dual-core ARM Cortex processor with up to 925 MHz maximum frequency.

» GNSS Receiver is attached to the CPU board.

¥ Component U103 (our P/N UO60R-F8GB-010P): eMMC/ Micro SD FLASH (replaces CF card installed in 1200
SecureSyncs)

¥ eMMC Flash memory (IC U103, our P/N U060-F8GB-010P in Arena at https:/app.bom.com/items/detail-
spec?item_id=1277510351&version_id=11572531398) mounted on the CPU board alleviates need for CF Card.

» Contains 8GB eMMC FLASH
» microSD card holder available to optionally install a micro-SD Card (Our P/N MP20R-0022-032)

1200 SecureSync CF card usage versus 2400 SecureSync eMMC usage
» Refer to Salesforce cases, such as especially Case 291205 (Nov 2022)
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’ | 2406 Extension card
il . (2400-0000-F003)

CPU board
(2400-0000-F001)

» Installed on 2406 SecureSyncs to allow up to four additional Option cards be installed (instead of just two)

o Two Option cards can be attached to jack on bottom row
o Two Option cards can be attached to top of board using ribbon cables
Not installed in 2402 SecureSyncs

In Arena at: https://app.bom.com/items/detail-spec?item id=1232777535&version id=11837183688
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2400 series (2402 / 2406) SecureSync Top Assemblies
A) 2406 configs (six option card bays)

’ A ¢ 2406 Extension card ‘ i
(2400-0000-F003) L

CPU board
(2400-0000-F001)

1. 2406-033
¢ In SalesForce: (not yet in Salesforce, as of Jan 2019)

¢ In Arena: https://app.bom.com/items/detail-bom-
sourcing?item id=1259608607&version id=11319292528&&redirect segno=11786798505

e Process detail (2400-X33-PD in Arena): SecureSync with Rb osc (in Arena) https://app.bom.com/items/detail-
spec?item_id=1262384882&version_id=11254179818&

¢ First released to production ~7 March 2019 (refer to ECO-1946 in SAP)

Configuration

o SIX Option Card bays (Up to Six Option Cards can be installed)
o Power=AC only (built-in. No hot swap modules available)

o Rb oscillator

o Commercial receiver (ublox)
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B) 2402 configs (two option card bays)

CPU board
.« (2400-0000-F001)

2402 SecureSync with TCXO

1. 2402-033
o In SalesForce: (not yet in Salesforce, as of Jan 2019)
o In Arena: https://app.bom.com/items/detail-spec?item id=1233303800&version id=10746377978&

o Process detail (2400-X33-PD in Arena): SecureSync with Rb osc (in Arena)
https://app.bom.com/items/detail-spec?item id=1262384882&version id=11254179818&

Configuration
o Up to two Option Cards can be installed
o Power=AC only (built-in. No hot swap modules available)

o Rb oscillator

o Commercial receiver (ublox)

2. 2402-013
¢ In SalesForce: (not yet in Salesforce, as of Jan 2019)

¢ In Arena: https://app.bom.com/items/detail-spec?item id=1263043934&version id=11263225738

e Process detail (240C-X13-PD in Arena): https://app.bom.com/items/detail-
spec?item_id=1233303800&version_id=10746377978&

Configuration
o Two Option Card bays (Up to two Option Cards can be installed)
o Power=AC only (built-in. No hot swap modules available)

o OCXO oscillator

o Commercial receiver (ublox)
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Ethernet Monitor page and graphs

A) Eth0 only
Tools -> Ethernet Monitor page
¥ EthO transmit/receive graphs are in the Tools -> Ethernet Monitor page

Actions eth0 Traffic

# Clear Monitoring data Byte Receive Rate (Bps)

® Download Monitoring data

eth0 Status

IPv4 Address 10.2.100.176

100Mbis Byte Send Rate (Bps)

Received Bytes 373.59 MB

Transmit Errors

B) Ethernet loading data for Eth0, as well as Eth1, Eth2 and Eth3 (when 1204-06 Gb card is installed
¥ Sqlite database (“log_eth_mons” table) reports ethernet throughput (received/transmit)

sys_timestamp  eth0_r¢_bytes  eth0_be_bytes rx bytes_per_se ¢ bytes_per_se ethl_r¢_bytes ethl_tw_bytes _D{_h}rt”

iter [Filter [Filter [Filter [Fiter [Fitter [Filter [Filter
017-07-12 2... 0 0 0 0 72067907 85260044 63
017-07-12 2... 0 0 0 0 72073434 85271833 90
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CPU Free memory and CPU usage/utilization (and System Monitor page)

CPU usage knowledge base article: http://support.spectracom.com/articles/FAQ/Reported-CPU-usage?g=processor&

(Note: this info is from 1200 SecureSyncs)

¥ KTS Timing system microprocessor (U1) - the “inner” processor - CPU usage not available via either CLI or web
browser.

e KTS processor (U1) is for running the timing system.

» ETX module: Outward (“external”’) CPU usage can be read via CLI commands such as the “top” command or
SNMP (not reported in the web browser).

e ETX module is used with SNMP, NTP (one of the higher priorities in the system), Apache web browser,
oscillator disciplining, alarm monitoring and notifications, front panel, GPS monitor, etc (items that are displayed
in the “top” and “rc-status” cli commands

Q. With the software upgrade to version 5.0.2, we are seeing CPU at 90%. Is this a normal condition for 5.0.2? On the
one we have only rebooted but not upgraded, | am running CPU at 31%, memory at 22%

A. The reported processor usage for the processor that can report this information (the one for the Operating System) is running at
about 90%. But the NTP server is an embedded system with the reported usage being from the “outward” processor and not the
one that runs the majority of functions inside the unit.

The “outward” processor that can report usage is just for the OS, including the web browser functionality and the daemons that are
running. The rest of the core functionality of the NTP server (such as inputs/outputs, Option Cards, etc) is all controlled by a
separate processor that doesn’t report its usage.

If you have several users logged into the web browser at the same time, the reported usage will increase. But this doesn’t affect the

other processor that is running everything else. If you want to minimize the reported usage of the OS Micro, we just recommend
minimizing the number of users simultaneously logged into the web browser.

Tools -> System Monitor page (added in software version 5.3.1)

» Memory and CPU usage graphs and the Tools -> System Monitor page were added in v5.3.1

CPU free memory (ETX module - “outer CPU”)

» Refer to http://www.binarytides.com/linux-command-check-memory-usage/

¥ Free memory can be read/viewed via various methods, including a graph in the browser (starting in v5.3.1), via
CLI commands or via SNMP

3. Memory Used” graph at the bottom of the Tools -> System Monitor page of the newer browser

¥ This graph available starting in software update version 5.3.1

Memory Used

CPU Used
75
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Memory used graph is showing high memory usage (software issue)
Q This customer is seen high CPU usage and he is concerned (note: it was around 80% with v5.3.1 installed)

A (from Dave Sohn, 29 Feb 16, referring to at least version 5.3.1 and likely v5.4.0) This may just be a reporting issue. The graph
isn’t taking into account freeable memory. That means that less memory is actually in use than is shown in the graph. That memory
has not been freed by the system yet, so is still counted as used. Have them run a “free -m” command to provide us with the memory
information as well to check. We are fixing the graph reporting for future versions.

4. Reading the “outer” processor memory stats via CLI (telnet/SSH or serial)

» Can use CLI commands such as “top”, “free”, free -m , cat proc/meminfo or vmstat to read the CPU’s free
memory

¢ Note that free, top and vmstat all report the same memory values

5. top command via CLI to retrieve the CPU memory usage is a standard linux command (need to use the entire
phrase)

Refer to http://linux.about.com/od/commands/I/blcmdI1l top.htm

0.1 =i,

21424 buffers
62740 cached Mem

“CPU” associated fields
us: Time spent running non-kernel code. (user time, including nice time)

sy: Time spent running kernel code. (system time)

id: Time spent idle. Prior to Linux 2.5.41, this includes 10-wait time. (Note: CPU usage is the inverse
of this value. So if the idle is 15, the usage is 85%)

wa: Time spent waiting for 1O. Prior to Linux 2.5.41, shown as zero.

Note: “free memory” also consists of memory that is placed in buffers and in cache, as this memory can be
made freeable at any time, as required. Unlike other commands that also report memory (such as
“free -m”). “top” doesn’t report all freeable memory as a single numerical value. The freeable
memory in cache and in buffers are reported separately in the top command. To get the full amount
of freeable memory, need to add together the “free”, “buffers” and “cached Mem” (as highlighted
above). Freeable memory is the total.

Note that if you just watch “free” by itself, this value may decrease over time, making it appear that a
memory leak is occurring. But when adding all three values together, the result should remain fairly
constant over time.

e Starting in software update version 5.0.0, the Linux OS (Gentoo) grabs as much available RAM memory as
possible and holds it until memory is requested. It then releases memory as needed. It is completely normal/
expected for free memory to continue to drop over time. Low/decreasing free memory (in versions 5.0.0 and
above) is NOT a sign of a memory consumption issue. Memory is being reassigned as needed in these newer
versions of software updates.

e Refer to knowledge base article on our site: http://support.spectracomcorp.com/articles/FAQ/free-cpu-
memory?gq=free%20memé&

» top automatically updates once every 5 seconds by default.

» Refer to Mantis case 3029.
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» CPU usage is a comparison of processor “use time” versus “rest time”.
» CPU usage is high in the SecureSync because ETX is a single core processor running multiple threads.

e Inversion 5.2.0, CPU usage is running around 85 to 90%. After downgrade to version 5.1.2, similar values still
being reported (around 91%).

e Though the usage is high, NTP is the one of the higher priority threads. So NTP performance is NOT affected
in any way by the high CPU usage.

A. Free, free mem, free -m commands

¥ The free memory commands report the same values as the response to the “top” cli command (towards the top of
the response).

o Refer also to the “top” command description further above.

free -m (reports in Megabytes instead of kilobytes)

= U e 1
[zpadmin@Spectracom ~15 free

total used free shared buffers cached
Mem: LAY648 99844 4078084 a 18@A48 43672
—~+ huffers-cache: 38132 467516
Suwap: A A A
[spadmin@Spectracom

[zpadmin@Spectracom ~1%
[spadmin®E3pectracom ~1% free mem
total uzed shared buffers cached

Mem: LAY648 22844 a 18848 43672
—~+ huffers cache: 38132

Suwap: A A

[zpadmin@Spectracom 1%

free -m (reports in Megabytes instead of kilobytes)
(With version 4.8.8 installed)

Spectracom NetClock 7483 Uerszion 5.68.8
=padmin@Spectracon free —m
total used free shared buffers cached
494 178 315 a 47 68
sscache: b2 431
a a a

(With version 5.0.2 installed)

sﬁadminéﬂpéﬁtraéuﬁ--
total shared huffers cached
Mem: 494 a 23 293

—/+ huffers cache:
Suwap:
spadminPSpectracom

B. cat/proc/meminfo

» [Iproc/meminfo also reports info on free memory
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C. Linux vmstat and vmstat 1 CLI commands
» Refer to sites such as: http://linuxcommand.org/man pages/vmstat8.html

Vmestat reports information about processes, memory, paging, block 10, traps, and cpu activity. The first report
produced gives averages since the last reboot. Additional reports give information on a sampling period of
length delay. The process and memory reports are instantaneous in either case. vmstat (one time) and
vmstat 1 (continuous output)

Field descriptions for the vmstat command

Memory

swpd: the amount of virtual memory used.

free: the amount of idle memory.

buff: the amount of memory used as buffers.
cache: the amount of memory used as cache.
inact: the amount of inactive memory. (-a option)
active: the amount of active memory. (-a option)
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Reading the CPU usage (ETX module - “outer CPU”)
(Note: this info is from 1200 SecureSyncs)

knowledge base article for CPU usage: http://support.spectracom.com/articles/FAQ/Reported-CPU-
usage?g=processor&

¥ CPU usage can be read/viewed via various methods, including a graph in the newer web browser (starting in
v5.3.1), via CLI commands or via SNMP

1. “CPU Used” graph towards the bottom of the Tools -> System Monitor page of the newer browser

¥ This graph available starting in update version 5.3.1

CPU Used

g
=
I
Z

2. Reading the “outer” processor’s CPU usage stats via CLI (telnet/SSH or serial)

» Can use CLI commands such as “top”, “free”, free -m or vmstat to read the CPU’s free memory.

A) top command via CLI to retrieve the CPU memory usage is a standard linux command

Refer to: http://linux.about.com/od/commands/I/blcmdI1l top.htm

%CPU: The task's share of the CPU time since the last screen update, expressed as a percentage of total CPU
time per processor.

“CPU” associated fields
us: Time spent running non-kernel code. (user time, including nice time)
sy: Time spent running kernel code. (system time)

id: Time spent idle. Prior to Linux 2.5.41, this includes 10-wait time (Note: CPU usage is the inverse of
this value. So if the idle is 15, the usage is 85%)

wa: Time spent waiting for 1O. Prior to Linux 2.5.41, shown as zero.

“top” CLI command to retrieve the CPU usage is a standard linux command.
top automatically updates once every 5 seconds by default.
Refer to Mantis case 3029.

CPU usage is a comparison of processor “use time” versus “rest time”.

Y V¥V ¥V V¥V V¥

CPU usage is high in the SecureSync because ETX is a single core processor running multiple threads.

e Inversion 5.2.0, CPU usage is running around 85 to 90%. After downgrade to version 5.1.2, similar values
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still being reported (around 91%).

e Though the usage is high, NTP is the one of the higher priority threads. So NTP performance is NOT
affected in any way by the high CPU usage.

B) Linux vmstat and vmstat 1 CLI commands

» Refer to sites such as: http://linuxcommand.org/man pages/vmstat8.html

Vmstat reports information about processes, memory, paging, block 10, traps, and cpu activity. The first
report produced gives averages since the last reboot. Additional reports give information on a sampling
period of length delay. The process and memory reports are instantaneous in either case. vmstat (one
time) and vmstat 1 (continuous output)

Field descriptions for the vmstat command
CPU

These are percentages of total CPU time.

us: Time spent running non-kernel code. (user time, including nice time)
sy: Time spent running kernel code. (system time)

id: Time spent idle. Prior to Linux 2.5.41, this includes 10-wait time.

wa: Time spent waiting for 10. Prior to Linux 2.5.41, shown as zero.

To calculate total CPU usage, add us and Sy

C) Reading the “outer” processor stats Via SNMP

» Check this linux OIDs http://www.debianadmin.com/linux-snmp-oids-for-coumemory-and-disk-statistics.html .
These OIDs are common to SMNP for linux systems and are not Spectracom specific.

SNMP object for reading “outer” CPU usage for all Versions of SecureSync software: .1.3.6.1.2.1.25.3.3.1.2

Note: Software Versions 5.2.1 and above can also use the following OIDs

percentage of user CPU time: .1.3.6.1.4.1.2021.11.9.0

raw user cputime: .1.3.6.1.4.1.2021.11.50.0

percentages of system CPU time: .1.3.6.1.4.1.2021.11.10.0
raw system cpu time: .1.3.6.1.4.1.2021.11.52.0
percentages of idle CPU time: .1.3.6.1.4.1.2021.11.11.0
raw idle cpu time: .1.3.6.1.4.1.2021.11.53.0

raw nice cpu time: .1.3.6.1.4.1.2021.11.51.0
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Reports of high CPU usage (spikes in CPU usage or constant high CPU usage)
(Note: this info is from 1200 SecureSyncs)

Factors potentially adversely affecting CPU usage
o Having a more recent software version installed (versions 5.8.0 and above)

Per Dave Sohn (7 Sept 2018) CPU utilization increase is due to patches required for Spectre/Meltdown vulnerability
fixes. Removing/protecting speculative execution by the CPU does have an effect on processing efficiency.

o Having an earlier, less-efficient software version installed (such as versions 5.4.0 or below)
o Having MANY NTP clients hitting the SecureSync at the same time (one or all interfaces)
o Timekeeper option enabled and running (i.e. Morgan Stanley)
o SNMP Manager(s) walking the SNMP MIB files (this can really increase usage)

o FTP (especially when navigating to different directories) or telnet,ssh and HTTP/HTTPS browser
connections (especially when there are many simultaneous cnn

o Heavy network traffic

Recommended Suggestions
1) Obtain/review the log bundle (especially look at the sql database’ ethernet data to see if high CPU usage correlates
with heavy network traffic)

o Version 5.4.0 added the Tools-> Ethernet Monitor page of the browser, to show Ethernet traffic graphs for
EthO. And the SQL lite database contains this same data for all of the ethernet interfaces. Obtaining the log
bundle allows the data in this database to be correlated to the CPU usage data. If both graphs increase at the
same time, the usage was likely due to a spike in network traffic.

2) Confirm if customer is walking the SNMP MIBs from any SNMP Manager. If they are, have them temporarily stop
this action and see what the usage drops to thereafter.

3) Find out how many computers/clients are syncing to the SecureSync via NTP. Keep in mind that the Management -
> NTP Setup page includes NTP Throughput graphs of how often NTP is responding to NTP requests (can they
send you these two graphs for review).

4) See how many computers are opening web browser or CLI connections at the same time.

5) Do they have the Model 1204-06 GB card installed? If so, how many of these three ports are connected to networks?
Or is just ethO only?

Email Keith sent to Morgan Stanley (15 Jul 16) Pl start by saying the logs show this unit appears to be operating
normally, as reviewed by our engineers and me. | have a couple of questions for you, though.

The alert you received from the SNMP Manager indicates the CPU usage exceeded 85% “ for more than the acceptable time

period.”. What is the “acceptable time period” for the SNMP Manager? - Also, was this a one-time received usage alert, or are they
periodically being sent from the SecureSync? if it was a one-time only alert, it may have been due to a period of heavier than normal
network traffic. the logs capture the usage once-per-minute, at about 30 seconds into the minute. | didn’'t observe any spikes, but
momentary spikes, which occur as part of normal operation may not get logged.

Many different conditions can affect the normal and periodic spikes in CPU usage valued, including SNMP operations (walking the
SNMP MIBS has a large impact on this value) and heavy network traffic, for examples. For this reason, we recommend not walking the
SNMP MIBS — we recommend polling individual values instead of walking the mib files. Is your SNMP Manager(s) walking the
SecureSyncs’ MIB files? If so, how often are the MIBs being walked (periodically or continuously)?

SSH and other logins can also increase the CPU usage above its typical values The typical “idle” CPU usage is around 60% to
70%. But SNMP Walks and other external connections can cause this to increase to around 90% to 95%. To prevent the normal
operation of the SecureSync from causing superfluous high CPU usage alerts being sent, | recommend setting the alert threshold for
CPU usage of the SecureSync in your SNMP Manager to a value such as 95% for instance (note that high CPU usage does not
adversely affect the timing capabilities of the unit),
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A)

B)

C)

A)

B)

If the alerts are continuing to be sent it wasn’t just a one-time occurrence), find out if the SNMP Manager is walking the MIB files and
was there one or more users logged into the SecureSync when the alert was sent? If the Manager is walking the MIB files, we
recommend stopping the walks and then see if the alerts stop being sent.

Partial Draft email Keith sent (20 Sept 2018) for a customer concerned about high cpu usage.

My response

To begin, and though its CPU usage is not a concern for the SecureSync’s operation itself (it's merely a “perception” condition for
users), the version of software installed each SecureSync is a direct factor towards its typical CPU usage (as are other factors as well,
such as the Number of NTP clients polling each SecureSync for its time at any given moment, how busy are the networks the
SecureSync is connected to, the number of users simultaneous users logged into its web browser/CLI interface, the number of active
SNMP connections/walking the SNMP MIBS, etc).

Before adjusting your CPU usage alert threshold levels accordingly for remotely monitoring the SecureSync, which version of software
is currently installed in at least SecureSync NTPTTN32? And what is its typical CPU usage (note the CPU usage can be near, or at,
100% without adversely affecting the SecureSync’s operation).

Note: If you aren’t sure what version of software is currently installed (and if the unit is accessible):

With the newer black background web browser (starting in software version 5.1.0), the System version is reported in the
Tools -> Upgrade/backup page of the browser.

With a CLI command prompt (telnet, ssh or front panel RS-232 connection) type version <enter>. The response
indicates the current version.

With earlier versions (which the web browser has a white/gray background) the Archive software version is reported at the
top of the Tools -> Versions page.

Software version factors which can affect typical CPU usage observed:

Software Version 5.8.0 and above being installed: CPU utilization increase in newer versions of software is due to
patches required for Spectre/Meltdown vulnerability fixes. Removing/protecting speculative execution by the CPU does
have an adverse effect on processing efficiency.

Earlier software versions, such as versions 5.40 and 5.3.1 being installed: Software version 5.4.1 increased the
efficiency of the software, thus allowing for a small decrease in the CPU usage typically observed,

Other Questions / suggestions for you:
1) Are you walking the SecureSync’s SNMP MIB files from one or more SNMP Managers? If you are, try temporarily stopping
this action and see what its usage drops to thereafter (walking its MIB files, instead of using SNMP Gets for particular object
values, can significantly increase its CPU usage).

2) The Management -> NTP Setup page of the web browser includes “NTP Throughput graphs” of how often NTP in the
SecureSync is responding to NTP requests (can you send us a screenshot of these two graphs for review)?

3) The SecureSync’s log bundle records ethernet data, which we can use to see if periods of higher CPU usage correlate with
higher network traffic. Further below is info on how to upload to us the unit’s logs and configs bundles (two separate files), if
you would like us to review these files for you, to see what they indicate.

4) Does the SecureSync have the Model 1204-06 GB Ethernet Option Card installed (adding three additional ethernet interfaces
to the single ethernet interface, ethO, installed in all SecureSyncs)? If it does. how many of these three additional interface
ports are connected to networks (just one, two of the three, or all three)? Or, is just the interface ethO on the base chassis of all
SecureSyncs (near the AC power connector) connected to a network?

5) How many computers are opening web browser or CLI connections to the SecureSync at the same time?

6) About how many computers/NTP clients are configured syncing to the SecureSync (tens of clients. or thousands of clients. for
instance)? If you aren’t sure how many clients/which clients are getting time from the SecureSync, this info can be obtained
from a wireshark/tcpdump packet capture of UDP port 123 (the NTP port) on all ethernet interfaces of the SecureSync. Filter
the capture using the “destination” address of the SecureSync (all NTP packets being sent to all SecureSync interfaces, ethO
thru eth3 which are connected to networks)

A) Just interface ethO connected to a network, type: tcpdump dst port 123<enter>

B) Specify which interfaces are connected to a network, type tcpdump dst port 123 —i (lower case letter, like in “india”)
ethO -l ethl -1 eth2 -eth3<enter> (type only the ethernet interfaces which are connected to a network)
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Example for only interfaces ethl and eth3 connected to network type: tcpdump dst port 123 -i ethl -i eth3<enter>

Notes about TCPdump:
1) use CTRL + C to stop a capture in progress

2) If the tcdump command responds with a password (as shown below) tcpdump has been disabled in the time sever (and
can’t be re-enabled without performing a full upgrade/restore to factory default):

@ spadmin@Spectracom:~

Downloading and sending us the log bundle (include here the standard draft info on sending log/configs bundles)
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SecureSync’s Linux Operating System (OS) - Software licenses/licensing
(Note: this info is from 1200 SecureSyncs)

Operating System

Name of Linux distribution we use in 2400s (as of at least versions 1.7.0 and below): “Buildroot” (as compared to the
Model 1200 SecureSyncs running on “Gentoo” Linux)

Unrelated message from Ryan Johnson 6/1/2023: We did open a case with Tenable and their response was that the issue
likely stems from the 2400 using Buildroot as the Linux distribution and which Nessus doesn't know anything about (as
opposed to Gentoo Linux on the 1200 which Nessus does).

» SecureSync runs on (GNU/Linux)?
How is GNU different from Linux?

-

The GNU operating system is a complete free software system, upward-compatible with Unix. GNU stands for “GNU's Not Unix.” It
is pronounced as one syllable with a hard g. Richard Stallman made the Initial Announcement of the GNU Project in September
1983.

GNU is an operating system with different types of computer softwares, while Linux is a free and open-source software

built around the Linux Kernel. It is one of the core differences between them. All the softwares of GNU is under the GNU project,
while Linux is an GNU-based OS.

e CLI commands to read Linux OS (kernel) version and distribution version:

cat /proc/version

# End of ke

e Uname —a

Kernel versions

For Kernel versions installed in the various software versions — Refer to the software updates spreadsheet: |:\Customer
Service\PSB, PSP software updates\948x and SecureSync\948x and SecureSync Software updates\Software release
dates.xlsx
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¢ Internal Note (don’t advertise this to customers) If a customer asks which distribution we are using, it is
Gentoo linux (But don’t volunteer this information if just indicating “Linux OS” is enough info for them.

Software licenses of open source software

(Note: this info is from 1200 SecureSyncs)

Refer to Section 12 of the SecureSync manual for information on licensing for the software modules used in SecureSync
(including the following):

1) NTP
2) OpenSSH
3) OpenSSL

Ability to view open source software licenses in the browser.

¥ Use the Browser’s “Developer Tools” (shortcut: CTRL + Shift and the letter “i”, and select “debugger”) to view the
Javascript files.

» For example, MIT license (for code such as dygraph) just requires a header be added to our code.

MIT’s dygraph license for graphs.

» Refer to steps above to view the dygraph.js file (Select “dygraph-combined.js”) and the license is shown in the top
line.

System operation block diagram (for internal use only)

(Note: this info is from 1200 SecureSyncs)
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CAD/3D/Dimensional/Chassis mechanical drawings

» Refer to: I:\\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync-2400 (Diamond)\CAD -
3D drawings

Dimensional drawings

» Refer to 2400 SecureSync online user guide at:
https://www.orolia.com/manuals/2400/Content/NC _and SS/2400/INTRO/Specs MechEnv.htm

¥ Chassis mechanical drawing: 2400-1000-0701 (For much greater detail) excerpted below

2400-1000-0701_re... X

3 X Q © 12| Kk MO O® w - B P B 24

Hardware block diagram
Kramden Timing System (KTS)
(Note: this info is from 1200 SecureSyncs)

Function: “Brains” of system timing, input reference functionality, all of the TSync related calls (GetTime calls,
oscillator control, GPIO, GPS)

KTS consists of the following four components:
A. Microprocessor (U1):

e The Micro controls all API calls (besides HW_GetTime) such as version info, Reference table calls, GPIO calls,
etc), but these go through the FPGA (not directly to/from the micro).

e The Micro controls the GPS receiver operation. The “GR_”" API calls for the GPS receiver go through the FPGA

pg. 74


file://///rocfnp02/idrive/Customer%20Service/EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync-2400%20(Diamond)/CAD%20-%203D%20drawings
file://///rocfnp02/idrive/Customer%20Service/EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync-2400%20(Diamond)/CAD%20-%203D%20drawings
https://www.orolia.com/manuals/2400/Content/NC_and_SS/2400/INTRO/Specs_MechEnv.htm

to the micro.

B. FPGA (U40):
e The FPGA handles the communications with the Microprocessor.

e The FPGA itself handles and responds to the HW_GetTime API calls (all other API calls are handled by the
micro, even though they go through the FPGA).

C. EEPROM (U2):
e Flash memory
e The EEPROM programs and stores info for the FPGA.

D. 10 MHz oscillator

Notes:
1) The EEPROM is reprogrammed during the firmware update process.

2) A programming issue with the EEPROM will prevent the micro from working.

3) A problem with only the micro allows HW_GetTime API calls to still work, but no other API calls will work (try
several different API calls to verify micro issue).

4) A problem with the FPGA will allow GPS operation to be normal (can still sync and the LEDs will operate
normally) but the user won’t be able to communicate with the GPS receiver, for instance, because API calls
can’t get through.

5) If the FPGA is not operating, even if the micro is still running, there will be no communication with the micro,
so the micro will appear to not be running. However, with the micro still running, the LEDs will still work.

**Indications of KTS not running
¥ Front panel LED time display frozen (not incrementing)
¥ Potentially- Several “KTS failed to read” log entries in the logs

» Potentially- difficulty with communicating with the browser/CLI due to ETX not being able to talk to KTS.

**ktsif file
» This KTS hardware configuration file is located in the home/spectracom/config directory
» It's like a batch file for hardware configuration at each boot-up.

»  With the exception of the 1204-12 PTP card (which is the only card to internally store its own configs- so there
won'’t be any listed PTR calls listed in this file), this file defines which cards are installed, and in which slots they
are installed in (it will vary unit to unit, if the same cards aren’t installed in the same slots).

» Defines other parameters such as Holdover timeout, System Timescale, etc.
Note: Option Cards are called by their hex number, but handled in the system by the corresponding decimal value

Example: The 1204-32 card in the sytem is actually “50” (refer to sites such as:
http://www.binaryhexconverter.com/hex-to-decimal-converter)
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http://www.binaryhexconverter.com/hex-to-decimal-converter

Hexadecimal to Decimal Converter

To use this online hex to decimal converter tool, type a hex value like 1E into the lel
then hit the Convert button. You can convert up to 16 hex characters (max. value of
decimal

o

Hex Value (max. 7ffffffffffr) Decimal Value
32 50

E swap conversion: Decimal to Hex

Internal note: this file is a great way to see syntaxes of various TSync calls (such as IR_ calls for IRIG input, IP_calls for IRIG
outputs for example), configure a particular Option Card as desired and then view the file to get the full api call
(login to cli as spfactory, cd to config and then type cat ktsif.conf)/ Example screenshot below is from v5.6.0

Q The ktsif.conf file in the TU that was upgraded to 5.2.0 (with existing configuration) displays the following, but the
ktisf.conf file in the manually configured file does not include the following:
0,0,0,37,0,0,-1,SS_SetHoldoverTO 0 432000
0,0,0,53,0,0,0,PP_SetSigCtrl 00 1
1,40,2,53,0,0,1,PP_SetSigCtri01 1
1,40,2,53,0,1,2,PP_SetSigCtrl02 1
1,40,2,53,0,2,3,PP_SetSigCtrl 0 3 1
A Keith’s response: these are internal hardware configurations that are dependent on which Option Cards are installed and what
slots those cards are installed in. This info is updated upon each reboot and users don’t have access to be able to edit this
hardware configuration information.

SetHoldover to 432000 indicates Holdover was changed by a user to be 432,000 seconds
SetSigCitrl is related to Signature Control configuration for the various system/Option card outputs.

Multiple instances of the same type Option Card installed (like more than one IRIG card, for example)

If more than one of the same type Option Card is installed (such as more than one IRIG card, for example), the instance/name of
that particular card (such as IRG 0, IRG 1, etc), will be based on the slot number order of the installed cards (starting with Slot 1).
This is determined at start-up and provides consistently to the name of the cards. Unless the Option Cards are moved to a different
slot or another same-type card is installed in a slot that is closer to Slot 1, each card will always be the same instance number.

Configuration settings of the Option Cards

The Option Card configurations are stored in the ktsif.conf file located in the home/spectracom/config directory. If a customer is
having any problems with configuring Option Cards or settings not persisting through power cycles, have them FTP/SCP this file off
the SecureSync and also send the System/timing logs for engineering review. Refer to Salesforce case 3918 for Open Access.

I have been working with one of our SecureSync engineers to try to determine why these IRIG output settings may not be persisting

through power cycles on at least two of their SecureSyncs. To help us better analyze what may be causing this and when you get a
chance, can you send me the following items from at least one of the two SecureSyncs exhibiting this reported symptom issue:

pg. 76



A copy/paste of the System and Timing logs (Tools/Logs page of web browser).
In the Home/Spectracom/Config directory, can you export (using FTP or SCP) the “ktsif.conf” file (as shown below):

et Telnet 10.2.100.7

Linux 2.6.15-USAGI <{(Spectracom> (B

Spectracom login: spadmin

Password:

Spectracom SecureSync Uersion 4.7.8

[spadmin@Spectracom 15 1s

cert.csr config default log mibhs xfer

spadmin@Spectracom 15 cd config

[spadmin@Spectracom configlé 1s

drdf .conf lccf .conf ofdf .conf relay.map snmpd.conf
lcdf .conf ofdf .conf .bak rmnf .conf speclog.conf
nesf .conf ofdf .conf .diff rmnf.conf._bak
notcf .conf pudcf.conf s485addr.conf

[spadmin@Spectracom configl$

We will then analyze the data and get back to you with our findings!

(View ktsif.conf with Notepad/wordpad ) Example file from SecureSync is below:

B ktsif.conf - WordPad

File Edit Vew Insert Format Help

DEed Sk # @ B

0,0,0,50,0,0,0,DF SetLocal 0 0 0 0 0 0 0 0 0 0 0 0 19800

0,0,0,37,0,0,-1,55_SetHoldoverTO 0 10000000

0,0,0,50,0,0,0,DF_SetTimeScale 0 0 3

+5,1,47,0,0,0,IP SetMod 0 0 0

,42,0,0,0,IR SetMode 0 O 1

2,0,0,0,IR_SetCtrlField 0 0 2

,0,1,1,IF SetMod 0 1 0

,0,0,0,IP SerCrrlField 0 0 2
,1,1,IP_SetCtrlField 0 1 2

,0,0,IF_SetCodedZxp 0 0 5
,1,1,IF_SetCodedExp 0 1 5
,0,0,IP_SetFormat 0 0 1
,1,1,IP_SetFormat 0 1 1
,-1,C5_SetTimsScalsQff 0 2 15
,-1,C5_SetTimeScaleOff 0 1 34

Various ktsif.conf entries associated with specific Option Cards

To watch ktsif.conf file update once-per-second

D) 1204-32 (“GPR_" calls)

1,50,1,69,0,0,0,GPR_SetControl 0011 (0010 =“Enable PTP” not selected or 001 1= “Enable PTP”
selected

1,50,1,69,0,0,0,GPR_SetProfile 000 (00 0 = default profile or 00 1= Telecom profile)
1,50,1,69,0,0,0,GPR_SetDomain 0 0 10 (digits after O 0 indicate domain value, in this case its domain “10”)
1,50,1,69,0,0,0,GPR_SetClockMode 0 0 2 (last digit “1”= one step master or last digit “2” two step master
1,50,1,69,0,0,0,GPR_SetDHCPENn 000 (000 =DHCP not enabled or 00 1= DHCP enabled)
1,50,1,69,0,0,0,GPR_SetStaticlPV4 00 192.168.253.17 192.168.253.18 255.255.255.252 (IP,.gateway mask)
1,50,1,69,0,0,0,GPR_SetUnctMasterCfg 0 0 1 10000 1 10000 4 10000 4000
1,50,1,69,0,0,0,GPR_SetBcastMech 001111 (000=o0or 001=)

1,50,1,69,0,0,0,GPR_SetEthTrans 0 0 0 (“Transport protocol” 000 ="“IPv4” or 001 = “802.3/Ethernet”)

1,50,1,69,0,0,0,GPR_SetClockClassCfg 0 0 0 (0="PTP Clock Class” “1”= *Arbitrary” 2" =“ITUT
G2865.1”)

1,50,1,69,0,0,0,GPR_SetTTL 0 0 64 (digits after 0 O indicate TTL value, in this case its TTL is “64”)
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1,50,1,69,0,0,0,GPR_SetPPSOffset 0 0 0 (last digit “0” =1PPS offset value, in this case its PPS offset is “0”)

1,50,1,69,0,0,0,GPR_SetPriority 0 0 128 254 (digits after 0 O indicate Priority 1 and Priority 2 values, in this case
Priority 1 is “128” and Priority 2 is “254”)

1,50,1,69,0,0,0,GPR_SetSyncEth 000000 (0 00 0 0 0 indicates “Enable SyncE” and “Enable ESMC” are not
selected, while
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Network Processor software (NPS)
(Note: this info is from 1200 SecureSyncs)

» The two Blue-fill items in the diagram below (the ETX module and the CF card)

GPS
Receiver
(Res-T)
I (The Micro controls the LED s)
Microprocessor (U1)* —| LEDS

Ext 1PPS. IRIG, GPI
Inputs

QCXO/Rb Oscillator N

\ (10 MHz)* 10MHz output (BMNC)

T Comms A ;

MFG \ » SecureSync OptionCards | Micro communicates with
rogramming ™ A LE Option Cards via the FPGA)
prog g
o Internal, |—» IRIG/GPO outputs
ardware Clock function
Flﬁ*h EEPROM ¥-a AP calls (besides HW _getTime) such asversion info,
(U2) Reference table calls, GPIO calls, etc) are controlled by
the micro, but go through the FPGA).

HW _getTime calls (The FPGA controls the
HW _getTime API calls only- all others are

controlled by the micro).

Eth 0

* denotes item is part of the Kramden Timing System (KTS) (in green)

» Controls: web browser, CLI interfaces (ssh, telnet, etc), NTP and other daemons, LDAP/Radius, LEDs
» Consists of the following two components:
e ETX module

e CF Card (where the Linux OS software resides)
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Halt/Halt-Shutdown performed

¥ When either a Halt or Halt/Shutdown is performed, the Network Procoessor Software (NPS) stops running.

However, the KTS Timing system continues to operate,

Frequency 0
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SecureSync 2400 Ancillary kits (Anc kits/rack ears/brackets, etc)

List of standard SecureSync Anc Kits

A) 2400-0000-0701:

“ANC KIT, 2400 SecureSync, N. AMERICA, AC ONLY (in Arena) https://app.bom.com/items/detail-
spec?item_id=1252020550&version id=11079191208

B) 2400-0000-0702

"ANC KIT 2400 SECURESYNC, N.AMER, AC & DC OPT” (in Arena) https://app.bom.com/items/detail-
spec?item_id=1252020575&version id=11079191608

SMA to Type N adapter cable
CABLE,N JACK,SMA PLUG,RG-316,12in CA0O1R-ONSA-8001

SecureSync chassis material/mounting brackets/rack ears
(Note: this info is from 1200 SecureSyncs)

Mounting info in the online SecureSync user guide:
http://manuals.spectracom.com/SS/Content/NC_and_SS/Com/Topics/SETUP/Mounting.htm?Highlight=bracket

FAQs about chassis material and mounting

Email from Scott Holmes (6/1/11) The chassis and cover are both plated with a “conversion coating” called and are electrically
conductive. The only parts on SecureSync that are different are the front panel plate with the overlay, which is anodized (corrosion
resistance coated), and the rack ears (painted steel).

Q. What type of plating/ conformal coating is used on the part?
A. No conformal Coating. Rohs Compliant Clear Iridite and Black Annodize.

Email from Scott Holmes (1/11/12)

We specify Cardinal C241-BKO01 or equivalent powder coat paint on our products that are painted black.
Note: Responses to questions below in red are from Scott Holmes (3 Dec 2015)
Q What is the material of the unit chassis? Material is 5052-H32 aluminum alloy
Q What is the material of the front panel? Material is 5052-H32 aluminum alloy and the overlay is polycarbonate
Q What is the material of the mounting brackets? 12 Ga Cold Rolled Steel (1018)

Q What are the dimensions, including thickness, of the mounting brackets? 12 Ga or 7/64 (.109) Thick. See attached
drawing

o Refer to drawing “1165-1000-0714”" (in Arena ) at: https://app.bom.com/items/detail-
sourcing?item id=1202841946&version id=10221223518&orb _msg_single search p=1&redirect seqno=8126
093994

Q What type of fasteners are used to attach the mounting brackets to the body of the unit (chassis)? Size M4 screws.
Material is 18-8 Stainless Steel

Q If included, what type of fasteners are used to attach the brackets to the equipment rack? Not Included.
Q Do you have mechanical CAD models of these units available (STEP or shrink-wrap) ? See attached
e Refer to “SecureSync M and 0_2.stp” at: [:\Customer Service\EQUIPMENT\SPECTRACOM
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Rack ears/mounting brackets

» Unlike 1200 SecureSyncs/Model 9300 series NTP time servers, 2400 SecureSyncs don’t come with a front panel
handle (wwhich can be attached to their rack ears)

» 2400 SecureSyncs use DIFFERENT rack ear hardware than the 1200 SecureSyncs/Model 9300 series NTP time
servers

» Mechanical drawing of rack ears for 2400 SecureSyncs: Refer to drawing “2400-1000-0714” (in Arena) at:
https://app.bom.com/items/detail-spec?item id=1285276681&version id=11681089288

» We only provide screws to mount the ears to the chassis and the handles to the rack ears. We don’t provide the
rack screws for attaching the ears to the rack

» The hardware is included in the ancillary kit. The Orolia Part Numbers for the rack ears/hardware are shown in
the list below (the full anc kit for North America, AC power only, which includes the rack hardware, is “2400-0000-
0701” as shown below):

ANC KIT, 2400 SecureSync, AC ONLY
REVISION ‘Woaorking Revision Unmaodified, Unshared, 2 views locked FE 2~

Specs~  Bill of Materials Files ~ Revisions ~ Sourcing~ Costing ~ Compliance ~  Where Used Projects Quality Traceability

Indented  Flat  Sourcing  Costing  Purchasing  Custom  Redline  Compare  Potential  Lookup

Contains 6 components

[ # ITEM NUMBER ITEM NAME CATEGORY & FILES QUANTITY

[J 1 2400-1000-0714rev 2 RACK EAR " Fabricated Metal D 2. Z2EA

[J 2 HM20R-D4R7-0010rev 1 SCREW, FHP, M4, 18-855, 10MM,BLACK © Fasteners/Spacers, L 6 EA
OXIDE Metric

[J 3 2400-1006-0801 rev 1 ANC KIT LABEL, 2400 SECURESYNC, AC 2 Label D 2. OEA
ONLY

[l 4 MPOZ-0003-0002rev 2 ~ LABEL STOCK, 6UP 2 Label D 1. OEA

] 5 2400-5000-0051 rev 2 SecureSync 2400 Quick Start Guide % Manual D o 1EA

|| & CAOTR-ONSA-3001 rev 2 ~ CABLE, N JACK,SMA PLUG,RG-316,12in = Wire / Cable L 1EA

e The (6) HM20R-04R7-0010 (Metric, 10MM long. 18-8 SS. Flat Head Phillips) screws are for attaching the rack
ears.
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In Arena at: https://app.bom.com/items/detail-
spec?item id=1202836827&version id=10221213778&orb _msg_single search p=1&redirect seqno=77
91476254

McMaster Carr: http://www.mcmaster.com/#catalog/121/3018/=zfsfk2

Stress testing/ Type of material used for the rack ears
(Note: this info is from 1200 SecureSyncs)

» Refer to Salesforce case 15341
Q What is the material of the mounting brackets?
A. Reply from Scott Homes (3 Dec 2015) 12 Ga Cold Rolled Steel (1018)

A Raytheon engineer is performing mechanical stress testing on a SecureSync and was asking about the mounting
brackets. He wanted to know specifically what material these were made of.

Email from Dave Lorah to Sean Furey with Raytheon (12 Aug 2014) There is no specification for the exact type of alloy used in the
manufacture of the Securesync Rack Mount brackets. The only specification is for 12 Ga. Cold rolled steel.
We have these made for us by a local vendor.

Therefore the brackets could be made from any steel the manufacturer has on hand. So to be safe | would calculate based on the
weakest or most common 12Ga cold rolled steel.
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Optional rear support mounting bracket (“rear bracket”) for 2400 SecureSyncs
Note: this info has been updated already for 2400 SecureSyncs

Summary: Customers can purchase the standard rear support bracket (2400-1000-0706) by purchasing the
“SecureSync Anc Kit, Rugged Installation" (2400-0000-) ???7?
Note from Dave S: “The brackets we ship provide mounting features to support brackets that can be used
depending on the depth of their racks. They will still need to source the actual rear mounts.”

More details for the info above:

> Our P/N for the bracket: 2400-1000-0706

» Mechanical drawing above (2400-1000-0706) in Arena: https://app.bom.com/items/detail-
spec?item id=1263580793&version id=11273375818&

» This bracket is included in anc kit P/M ???

» This bracket attaches to the two vertical holes right next to the AC power connector ??? (this note is carry-over
from 1200 SecureSync)

» The thread size for these two holes in the chassis M3 (not M3.5). ??? (this note is carry-over from 1200
SecureSync)

Rack-mount slides (rackmount slides) for 2400 SecureSyncs
(Note: info below is carryover from the 1200 SecureSyncs)
» Not currently available and not recommended (slides would block some of the cooling vents)

Q. | was hoping Spectracom has a recommended part number for 19” rackmount slides that can be used with the
SecureSync line of products (Part Number 1200-XYZ).

(10/25/12 reply from Keith, based on conversation with Scott Holmes) For your information, we don’t currently offer any rack-mount
slides for the Spectracom SecureSync. One potential concern of attaching rackmount slides to the sides of the chassis is that the
slides would cover-up some of the cooling vents in the chassis. With several Option Cards installed in the SecureSync’s Option Bays,
the slides could potentially affect the cooling capabilities of the chassis. Because of the cooling vents, the SecureSync chassis is not
currently designed to support the ability to add rails to the sides of the chassis.

Frequently Asked Questions (FAQs)

note all info below is carryover from 1200 SecureSyncs
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1) EMI/EMC STANDARD: MIL STD 461F for submarine or STANAG 4370 does it match with SecureSync unit?
We tested the SecureSync for FCC part 15 and CE. We did not test against 461F or STANAG 4370, and have not done
any analysis between the standards.

2) Gravity Center of the equipment: The SecureSync unit will have a RB option, 4 option boards and the fan will be
replaced in the rear-left side of the unit (near GPS connector): Do you think | can say that the center of gravity stay in the
center of the unit with this configuration or would you have some more precise answers on this subject ?

The SecureSync center of gravity changes with the options. With the AC power supply and Rb installed but no option
cards. It will be forward of center and a little to the right (facing the front panel). If it's a DC only unit, it will be
approximately in the center of the unit. Each option card added will move the center of gravity more to the left. The
location of the fan will not significantly change the center of gravity, regardless of options.

Important Note: If mechanical/electrical modifications are made to the SecureSync appliance (such as relocating the fan)
we can’t guarantee compliance to our specifications. The specifications are generated based on the factory configuration
of the equipment. Any modifications to the equipment may affect the specifications we provide.

3) Regulation of the front panel lightning: Is there any automatic regulation (for example against temperature
variations) of the lightning of the front panel?
There is no automatic regulation of the front panel.

4) Material, is it fungus resistant? : do you have some information about the paint of the equipment (for example) that
can allow us to say if the unit is well protected against moistures and fungus.

I have found a standard (MIL-V-173C), may be the customer wants some approached elements...

The SecureSync is not protected against condensing moisture and fungus at all. We would need to find anti fungus
coatings for the boards and mechanical parts. These parts would have to be manufactured special for this order.

5) Ingress rating: Refer to “IP rating/Ingress rating (for all products)” in the CustomerServiceAssistance document.

Any hazardous material internally? None
Do you have a material substance report? No
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Fuses/Grounding / Input power (AC and DC) / Current

note info below is carryover from 1200 SecureSyncs

Power Fuses
A) DC input fuses

¥ Refer to “DC input power” further below

B) AC input power
¥ FO010R-0002-000E, FUSE, 2A,SB, IEC SURGE,GLASS,250V,5X20M, Fuses for AC power entry module
» MFG P/N Littlefuse 0213002.MXP

The AC fuses (Spectracom P/N FO10R-0002-000E) used in the SecureSync are from a company called Littelfuse and
their P/N is 0213002.MXP. They are available through Digikey. They can refer to
http://parts.digikey.com/1/parts/692754-fuse-250v-iec-slo-5x20mm-2a-0213002-mxp.html for replacements.

NATO code for the AC power fuse
Email from Sylvain (9 June 2015) | think | have found at least the little fuse NSN ref on the web site.
So it should be this one:

5920015888770 NSN CAGE 5FWY4
http://buyaircraftparts.com/manufacturers/sSFWY4

Previous issues with fuses (ECN changes)

AC Fuses in SecureSync units sold before about 8/27/10:
ECN 2486 (~7/26/10) - SecureSync units were initially shipped with 4A instead of 2A fuses. This ECN changed the fuse
to 2A. PSB2486 and new fuses were sent to all customers as of this time frame.

ECN 2517 (8/27/10) - SecureSync units with 208VAC input were popping the new 2A fuses. This ECN changed the two
AC fuses to P/N FO10R-0002-0000E. Only customers that reported the fuse blowing were sent replacements. No PSB
was sent out. Units with the 2A fuse may see the fuses pop in the future because of too many power cycles. Then,
supply customer with the fuses incorporated in ECN 2517.

Note: The correct fuses are small, 2 amp Slo Blow fuses. Manufacturer is “Littlefuse”. Their MFG P/N is 0213002.mxp

Grounding

Unlike NetClocks and Model 8195 series Master Oscillators, there is no dedicated rear panel grounding lug. Earth
grounding is provided through the AC power cord or the DC connector (depending on which connectors are available and
used).
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Input power/Power supply bays

» Refer to online 2400 SecureSync user guide at: https://safran-navigation-
timing.com/manuals/2400/Content/NC_and_SS/2400/INSTALL/DC_pwr2

» Refer to 2400 SecureSync datasheet (on our website): https://www.orolia.com/product/securesync-time-and-
frequency-reference-system/

**Available 2400 SecureSync input power configurations

A) AC only (hard-set at time of manufacture)

B) DC only (hard-set at time of manufacture)
Two DC input power Ranges:
e 12vdc (12vdc to 17vdc, at 10A maximum)

o Two-pin connector

o 24vdc/48vdc (21 to 60VDC at 5.5A maximum)

o Three-pin connector

C) Single or Dual AC (via dual hotswap modules)
» 2400-HS-A1: 100-240 VAC

o Dual AC input alleviates the need to use an external AC to DC converter (like used with 1200 SecureSyncs) for
dual AC input)
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D) Single or Dual DC (via dual hotswap modules)
Two DC input power Ranges available:
o 2400-HS-D1: 12 VDC Hot Swap Power module. (12vdc to 17vdc, at 10A maximum)
o 2400-HS-D2: 24/48 VDC Hot Swap Power module (21vdc to 60VDC at 5.5A maximum)

E) AC + DC (via dual hotswap modules)
Two DC input power Ranges available:
o 2400-HS-D1: 12 VDC Hot Swap Power module. (12vdc to 17vdc, at T0A maximum)
o 2400-HS-D2: 24/48 VDC Hot Swap Power module (21vdc to 60VDC at 5.5A maximum)

blank cover for an unused power supply bay

» P/N 2400-1000-0746 (COVER,HOT SWAP,SS2400) ??? In Arena: https://app.bom.com/items/detail-
whereused?item _id=1277033197&version_id=11756527778

Q. When a customer orders the 2400 hot swap chassis but only orders one power supply is there a blank cover to protect the

opening for the second supply?
A. from David Dasson with Sales team (4 April 2022) YES. there is a blank cover for an unused power supply bay.

Additional details about available hotswaps- futher below
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AC input power specs

¥ Refer to 2400 datasheet (on our website): https://www.orolia.com/document/securesync-2400-datasheet/

Per online 2400 SecureSync user guide https://safran-navigation-
timing.com/manuals/2400/Content/NC _and SS/2400/INTRO/Specs_InputPower.htm?Highlight=ac%20power%20sou
rce

AC power source: 100 to 240 Vac, 50/60 Hz, +10 %

Opportunity that requires 88 ~ 264Vac.
> Refer to Salesforce Case 266604

Per Danny Loke “Can you confirmed the usable input AC voltage range for fixed AC 2400.
http://manuals.spectracom.com/2400/Content/NC_and SS/2400/INTRO/Specs_MechEnv.htm
I know the specs says 100-240 VAC: up to 13120 ft (3999 m)

However, we have an opportunity for a open tender that requires 88 ~ 264Vac.
| know it is no big deal but tender’s specs is tender’s specs and we want to displace the incumbent Microchip S650
here.

SFDC link is here:

https://orolia.lightning.force.com/lightning/r/Opportunity/0060h00001 Ef9MRAAR/view”

Reply from Ryan Johnson (15 July 2021) Hi Danny, | think the below opportunity is with you. | checked with the team and the
answer is:

“AC power supply operates 88VAC to 264VAC, as does product. The safety specs require that whatever the voltage range on
the label is, the product must operate to +/-10% of the labeling. 100VAC at 10% low is 90VAC, but AC power supply is rated to
operate down to 88VAC.” So there’s no issue with these requirements.
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(“2400-HS-*) Hotswap Bays/Hot swap Power Supply modules (“SLEDs”)

Hot Swap Bays /electrical info on Hot Swap Bays / “Power Path Controller” in Chassis

Power path Controller board (combiner for the two hot swaps):
» P/N 2400-0000-F006
» PCB in arena at: https://app.bom.com/items/detail-spec?item id=1271740949&version id=12403961858

» Schematic (2400-1001-0204)
https://files.bom.com/download/M2tCbLGDE4gSCWwtGKvOf60hl0lyI8E3/gyvutwypinojipkldblgypemawefqwag/2
400-1001-0204%20ReVv%202%20DNP%202400-0000-F006.pdf

(Block diagram excerpt below. Do not send out to anyone)
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DC voltage test points (from test procedure)

Measure = VDC

TP18=18-19
TP26=475-525

J5 pins 384 =11.8-122

gure 9-3 Power Path PCB Test Points

9.6.1. A Note: Measuring J5 pins 3&4 can be done by probing the exposed metal
in the J5 connector. Otherwise, it will require the AC power to be disconnected
so J5 can be unplugged. The AC power will then be reconnected. Be sure to
power off to reconnect J5 after measuring.

Figure 9-4 Hot Swap Bay positions

9.7. Move the power cable from Bay 1 to Bay 2.
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AC and DC Hot Swap SLEDS

» Refer to Model 2400 SecureSync online user guide at:
https://orolia.com/manuals/2400/Content/NC _and SS/2400/INTRO/HotSwapPower.htm

» Manufactured by Orelia/Safran (not just purchased/resold)

» Warranty period for Hot Swap modules: 5 years (they are individually serialized)

(Note: slide below is company confidential. Do not release)

CONCEPT REVIEW - HOT SWAP HIGHLIGHTS orolia

= AC Sled only for Bedrock. DC Options will
be part of the next release
- 90-264 VAC
- 50-60Hz

= The sled was designed to have as many
common parts as possible between AC
and DC options. Differences include
PCBAs () and input connectors (B)

= The AC variant uses the same PSU as the
fixed AC unit (&)

= The sled has its own fan (g, so it will not
depend on the base unit fan for cooling

= The Power Path Controller Board (PPCB)
D) receives PWR from the sled through
board edge connectors (g

= The PPCB manages and monitors the two
sources

= The PPCB connects to the Extension PCBA
through the same 50 pin ribbon cable
used throughout the system. This change
eliminates the mechanical connection that
could over constrain the assembly ()

orolia

EU/CE Mark Declaration of Conformity approval for hotswaps
» Refer to linked Salesforce cases 287404/ 287479

» Refer to I:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync-2400 (Diamond)\CE Declaration of
Conformity and EMI-EMC

A) Model 2400-HS-A1 (AC Power Hot swap):

» In Salesforce: https://orolia.lightning.force.com/lightning/r/Product2/01t0h0000050uhuAAA/view

Per Salesforce: Hot Swappable AC Power Supply 100-240 VAC 50/60 Hz - IEC60320 connector ; Compatible only with SecureSync
2400 configuration with Hot Swap power supply support. Limit 2 per system.

¥ Our P/N: 2400-HS-A1 (In Arena) https://app.bom.com/items/detail-spec?item_id=1283347094&version_id=11883904638
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**Potential “mechanical” issue with hotswap (hot swap) SLED not being completely
inserted upon receipt of device

¥ Refer to details (“AC Hot swap alarm training”) in: [\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync-2400 (Diamond)\Alarms and logs

¥ In summary, tolerance issue can allow hotswap to become not fully seated during shipment, resulting in
Power Supply-associated alarms (“Timing system hardware Error”).

Note pictures below, excerpted from documentation at link above, are for internal use. There is a dedicated
document in the same folder, which is for customers.

1 O
HOT SWAP KNOWN ISSUE orolia

Fully Inserted Supply

—

ALY

S ‘;-:._

+ The intermittent IO connection may impact the temperature sensor, fan power or tachometer, or HS ID
+ If the HS ID is disconnected HS status will be confusing. Because of the way status is monitored and
reported you will see a green status LED, but all details will be zeroed out because the system thinks the

There is a tolerance stack up issue that can lead to intermittent connections of the Hot Swap |10

The intermittent 10 connection will cause the alarm we are discussing, but power will still be connect|
If you pull back on the handle the supply will not be properly seated. Of the 18 supplies we tested in|
Production, 3 exhibited the issue.

Pushing the unit forward to fully seat the supply resolves the issue. o slot is empty oroliG

B) DC Power Hot swaps:
B.1 Model 2400-HS-D1 (12vdc DC Power Hot swap)
B.2 Model 2400-HS-D2 (24vdc/48vdc DC Power Hot swap)

Software support for DC hotswaps

e DC Hotswap software support added in update version 1.4.1 (Apil 2022) Per version 1.4.1 (April 2022) Release
Notes “Added software support for DC fixed and Hot Swap power supply options.”

Hot Swap Power Management (Software support) in 2400 SecureSync Web Browser
DC Hot Swap software support

Per version 1.4.1 (April 2022) Release Notes “Added software support for DC fixed and Hot Swap power supply
options.”

A) ViaCLl interface

To read the current Alarm status (determine if each individual Alarm is active or inactive)

To read an alarm status, type: LS _GetAlarm 0 x (where x is one of the following values)
8 = BAY 1 hot swap alarm
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9 = BAY 1 hot swap alarm

B) Via web browser interface

Management => Hot Swap Status page of browser (not available in 1.4.1 and below. Added in v1.6.0
update?)

» Refer to online 2400 SecureSync user guide: (info hasn’t been added yet, as of at least Oct 2022, for 1.4.3)

1. Update Versions 1.6.0 and above

2. Update Versions 1.4.3 and 1.4.1

Below info from Powerpoint slides in (“AC Hot swap alarm training”): l:\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync-2400 (Diamond)\Alarms and logs

* A new HS Alarm was introduced with SecureSync 2400 SW v1.4.1/v1.4.1a. It is displayed in the WebUI and Front Panel
OLED display as a Major Alarm with the text “Timing System Hardware Error”

+ Alarm Conditions - Each Hot Swap Supply monitored individually:
* Voltage out of range
*  Current over threshold
*  Temperature over threshold
*  Fan speed out of range or disabled

*  This Alarm is the first (quick and dirty) step towards Hot Swap Monitoring, so it does not provide any useful details. Much
more comprehensive and detailed monitoring will be available in upcoming releases.

WebU| Home Page
or liG

UTC: 2022-05-04 21:0223

If this alarm is observed:

Front Panel Display — Alarm Page

1 _JSTATUS L_ MONITORING _ TESTS

Alarm(s):
oL 1 g Systen Harduare Error

HoMnor Alarms

orolic

WEBUI — ACCESSING HOTSWAP_ STATUS PAGE

co

or lia

UTC: 2022-05-04 21:01:16

Alternatively, from the Upgrade/Backup page, select the (3) Info icon in the Power Supply section
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WEBUI - HOTSWAP_ STATUS PAGE

There is a tab for each sled

Status LEDs for each sled, on their respective page, are combined to give you the overall Power Status.

You will need to click the refresh button to see results after troubleshooting or making any changes
oroli

¥ COM12 - Tera Term VT ¥ COM12 - Tera Term VT

File Edit Setup Control Window Help File Edit Setup Control Window Help

14798 RPH
24.25 C
11.985 U

= Status for both sleds is displayed at the same time
+  You will need to reenter the command to see results after troubleshooting or making any changes.

oro

Software versions prior to v.1.4.1
Q Missing Power Supply status display on home page. Below are pictures from old units (power status display on home
page): and also was displayed in Dual power AC-DC model:

A (per Dave Sohn May 2021) This display is missing on new unit’s home page. However, we have power supply status available in
new screen (Management-> Hot Swap) on GUI that shows power supply status for both PS, but it is better to also show the status on
Home page.

This is good feedback and will likely be incorporated. Likely just the high level power status will be presented with further details on the
hot-swap status page.

“Load Module”: (Which power supply or which hot swap SLED is currently powering the unit, power supply
selections)

Inquiry Keith sent to Engineering, while 1,6.0 is in development (6 Oct 2022) along the same topic of 2400 hot swaps: | don't
see it yet in beta, but think it would be nice to see this available eventually. Have you considered reporting in the browser
(Home page for instance) which power source is actively selected/powering the unit? Whether its Sled 1 or Sled 2, or AC vs
DC, etc? Just a thought...
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Reply from William Comly (6 Oct 2022)
As for what power supply is powering the unit: the answer is both. The unit has a load module that makes it so that the power

supplies usually share the responsibility for providing power, no one module is providing all the power at once.

Fixed AC power connector: Unit has C14 inlet connector

AC line cords for 240VAC input to the C14 connector on back of the 1200 SecureSyncs
¥ Refer to Salesforce Case 285021 (for 1200 SecureSyncs)
¥ As of at least May 2022, | don’t believe we offer any 240VAC input line cords.
» Customers need to ‘locally obtain’ a 240VAC to C13 line cord. Some suggested Sources/Part Numbers below:

o Mouser Electronics (https://www.mouser.com/c/?g=AC%?20line%20cords)

o Quail Electronics, inc
(https://www.quail.com/typesearch.htm?type=plugreceptaclematrix&gclid=CjwKCAjwp7eUBhBeEiwAZbHwk

W56yg9zYZdkifvJCOCKGKX4KgLd33egbQr6IDeiTphmWwPIYLIXwBoC4z8QAvD BWwWE)

o Walmart (confirm with Eng) : https://www.walmart.ca/en/ip/Tripp-Lite-P032-007-7-Feet-AC-Power-Cord-
10A-100-240V-12Awg-C13-C20/PRD6SHG20D8DNUP

AC power cable included in ancillary kit (either US or Euro) ?
A) US version (120VAC)

» Our P/N: CAO6R-1513-0001
¥ Refer to: (Arena) https://app.bom.com/items/detail-spec?item id=1202841923&version id=10257870238

[ esiogre  [aov[weenons o —

Approved Vendors/Vendor P/Ns
A) King Cord P/N: KO1031BF201NB (https://www.mymectronic.com/part-search/all/K01031BF201BR/0/0)

1) Volex P/N: 17758 10 B1

link to Allied Electronics datasheet (https://www.alliedelec.com/product/volex-power-cords/17758-10-
b1/70115999/?gclid=CjwKCAjwp7eUBhBeEiwAZbHwWkSk4xcGkzvKEQIGFOdi3XZ4IFT86C6ZX9LTtC2P6zY6U-

QPCis1NfBoCOTKQAVD BwE&gclsrc=aw.ds)

» Cable length: 6 ft 7 inches (2032 millimeters)

Standard (supplied) “detached” power cable is C13 to NEMA 5-15P (this cable is not attached to the back of the
unit- it's detachable from the power connector).
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-

NEMA 5-15 IEC320 C13

o o, I (7))

Black Cord

¥ ROHS compliancy of the AC line cord
o Refer to Salesforce Case 285022 (for 1200 SecureSyncs)

o Volex P/N: 17758 10 B1 link to Allied Electronics datasheet (https:/www.alliedelec.com/product/volex-power-
cords/17758-10-b1/70115999/?qgclid=CjwKCAjwp7eUBhBeEiwAZbHwWkSk4xcGkzvKE9QIGF0Odi3XZ4IFT86C6ZX9LTtC2P6zY6U-

QPCis1NfBoCOTKQAVD BwE&gclsrc=aw.ds)

ALLIED ‘
ALLIED RS

All Products « Manufacturers Quick Order » Orders & Quotes »

able Assemblies / PowerCords / Power, Line

VOLEX POWER CORDS
Volex Power Cords 17758 10 B1
Mfr.Part : 17758 1081
Allied Stock #: 70115999

Description
Power Cord, C13, 5-15P Piug. 3 Cond SJT CbL, 67", 18 AWH

o Refer to “RoHS compliancy statement for SecureSyncs” in this same document

B) Euro version

¥ Our P/N: CAO6R-EU13-0001 (in Arena) https://app.bom.com/items/detail-
spec?item id=1203165790&version id=10257870248

¥ Description: AC CORD,EU to C13,18AWG,10A,250V, 70C
¥ Cable length: 8.2 feet (2500 millimeters)

2500 mm

@

o @
1N e
IR

PLUG: CONTINENTAL EUROPEAN CEE 7 RIGHT ANGLED
Connector: IEC 60320 C13 (to SecureSync)

Note: As of at least March 2015, we don’t offer any alternate AC power cables (such as a C13 to C14 cable for
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example) and Dave Sohn doesn’t want to get into supporting various other power cables. The C13 to xxx
cables should be readily available locally.

Power cords for Les Ulis that will work with SecureSync if one is not specified and shipped with the order Per Tom
Richardson - cord for STA or CNT-90 would work.

Input power signal characteristics/requirements (Sinusoidal power/ square wave power)

» Refer to: Power interruption tolerance: UPS backup to AC input for SecureSyncs/9400s

Input AC current (amps) (Note: this info is from 1200 SecureSyncs)

Email from Mark McGregor
The amps drawn depends on the input voltage, that is why power draw is specified.

The amps drawn will be roughly the power drawn divided by the AC line voltage (P=VI, I=P/V). For example, we specify 40W normal
for an OCXO. If the AC power is 115VAC, the current draw is 40W/115VAC~=0.35Amp. This would only be when the customer had all
six option cards installed; it should typically be less than that.

The AC input is rated for 1A maximum, but that is at low AC voltage of 90VAC, and the 1A has at least 20% margin over what the box
actually draws, to ensure the maximum is never exceeded, as it is a safety parameter.

Another Email from Mark McGregor (17 Jan 2013)
Note: Mark also included MFG data sheets for the TDK-Lambda and TDK Lamba LS100 evaluation test dat Refer to: [:\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Input power

It is really just taken from the specification of the AC to DC power supply, as a maximum. It also depends on the AC line voltage and
the AC fuses and the chassis wiring. The AC to DC power supply specifies it as 60A maximum with 277VAC input
voltage. SecureSync uses an LS100-12 power supply. See attached data sheet and evaluation test data.

| think that the actual value would be lower due to the SecureSync chassis wiring and the slow blow AC fuses that are IEC surge rated.

We also do not have equipment to measure it. We would have to rent equipment, or send a unit somewhere, or take it somewhere that
does have that equipment to know what the actual number is.

Q “I'm looking for some technical data on the SecureSync GPS (P/N 1200-003). Can you provide me with the following
information:
» Maximum Current draw for 115VDC and 220VDC voltage sources.
2) Maximum Power Consumption for 220VDC voltage sources.
3) Heat Dissipation for 115VDC and 220VDC voltage sources.

A Reply from Tom R (15 sept 17)
Hi Data Sheet Page 3
TCXO: 40W normal (50W startup)

1) Maximum Current draw for 115VDC and 220VDC voltage sources.
2) Maximum Power Consumption for 220VDC voltage sources. 50 Watts
3) Heat Dissipation for 115VDC and 220VDC voltage sources. 50 Watts

Watt = 1ZVRMS * 1A therefore Amp = Watt/VRMS

50 Watts/115VRMS = 0.43 A
50W/220V = 0.23 A
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AC Power Factor/ Power draw
(Note: this info is from 1200 SecureSyncs)
AC Power Factor
» Refer to case 24906
» measured Power Factor of an AC unit in the lab was + 0.83 (valid range for power factory is from -1 to +1).

from https://en.wikipedia.org/wiki/Power factor

In electrical engineering, the power factor of an AC electrical power system is defined as the ratio of the real power
flowing to the load to the apparent power in the circuit, and is a dimensionless number in the closed interval of -1 to 1.
A power factor of less than one means that the voltage and current waveforms are not in phase, reducing the
instantaneous product of the two waveforms (V x |).

Q Email Keith sent to Tom Richardson: In reference to our Salesforce case 24906 (submitted by Jim Rayhill with
Harris), he is asking for the “Power Factor” for SecureSync’s AC input...
I looked in my notes and the SecureSync online manual, but wasn’t surprised it's not mentioned in either place

(believe this is the first time I've heard it asked for this product)
A (response from Tom Richardson, 31 Mar 17) | measured Power Factor of an AC unit in the lab and got 0.83.

Volt-amps (VA)

Q Could you please give us the requirement of following specification?
Unit: 1200-033
Spec: Apparent electric power (VA)

According to the datasheet, the SecureSync(033) need 80W at bootup, and 50W at actual use.
The customer wants to know also VA values to calculate load of their power supply.

A Reply from Josh (based on info he received from Jean-Arnold) 16 Jan 18: The Apparent electric power for the SecureSync is as
follow :
55.5VA at actual use
88.9VA at boot up.

Power draw (excerpt below from 2400 SecureSync online manual at
http://manuals.spectracom.com/2400/Content/NC _and SS/2400/INTRO/Specs InputPower.htm

Maximum power draw:
e TCXO/OCXO oscillator installed: 40 W normal (50 W start-up)

e Rubidium (Rb) oscillator installed: 50 W normal (80 W start-up)
e Low-Phase Noise (LPN) Rubidium oscillator installed: 52 W normal (85 W start-up)

Attached you should find a copy of the SecureSync data sheet. Page 3 (second to last page) contains the “Power Draw”
specs for SecureSync. The power draw that will exist with SecureSync is primarily based on which type of oscillator is
installed in the appliance (the TCXO, OCXO or Rubidium oscillator).

The oscillators inherently draw more current when they are cold, so the start-up wattage is higher than is during normal
operation (as shown in the above specs). Once the oscillators have become internally warm again, the power draw by the
oscillator is able to drop.
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Not only will the type of oscillator affect the power draw, the specific configuration of the installed Option Cards will also
affect the amount of power draw, as well. These specs in the datasheet are the maximum power expected in any
configuration of the option cards. | spoke to one of our engineers that performed the measurements for these specs and
he said the power draw difference between the AC input and DC input is negligible (as your customer is asking about).

The engineer also mentioned that when powering SecureSync with both AC and DC input power (for automatic failover
upon loss of AC power to DC power), even though the DC power is not being used when AC power is present, there is
still a few watts drawn on the DC power as its used by the DC to DC converter.

Two Emails from Mark McGregor:

We do not/did not measure the current draw for each option card configuration. It will be less than the data sheet maximum of 1A. |
came up with the data sheet value using 20W of option card power draw with power resistors to simulate the option cards, and | am
sure it is less than that.

| measured about 0.7A for the Rubidium (033) at start-up with 20W simulated option card load, and added some margin to get 1A.

| can’t say how much less, as | don’t know what a 1204-05 option card draws, as that is a SAASM option card we are not allowed to
have. | do not know how much power a 1204-06 Ethernet card draws.

| found the data | took. It was on 11/23/2009. | used a low AC line voltage of 95V (draws more current than 115V) in a model 033
Rubidium with AC power SecureSync, with 20W of extra load to simulate option cards

At start up, the current draw was 0.75A at 95VAC.

After 3 minutes the current dropped to 0.5A at 95VAC

After 20 minutes, the current was 0.47A at 95 VAC.

With AC line at 115V, current drop rflowers@murphymedical.org ed to 0.40A.

The unit shipped to the customer will be somewhat less than this.

208 VAC input with both being hot with respect to ground

Email from Mark McGregor (5/23/11)

The SecureSync will run OK from 208VAC, two phases of the three phase power, but they must still supply an earth ground on the third
pin of the AC power connection for the SecureSync to remain safe per UL60950-1 and CE EN60950-1 safety standards. The
SecureSync is rated for 100-240VAC up to 2000 meters of altitude. As long as Tony’s customer is not going to operate the product
above 2000m, then 208VAC is OK when an earthed ground is supplied on the third pin of the SecureSync AC power inlet.

FYI - The 208V is derived from using two lines of the 120V three phase power. Each phase voltage is 120VAC, but when two of them
are used together, due to them being 1/3 of a cycle (120 degrees) out of phase with each other, the result is 208VAC. This is what the
IT data centers are doing that were blowing the AC fuse that did not have a high enough surge rating.

In order to comply with UL and CE safety both AC lines must be treated as being potentially hot. Neither AC line can go directly to
earth ground.

The reason for the double pole/neutral line fusing, is that if one of the incoming AC lines can’t be reliably identified as an earthed
neutral, then both sides of the AC line must be fused, if fusing is used for overcurrent protection. Inthe US consumer 120V outlets, the
one AC slot being wider than the other identifies the earthed neutral, so only one fuse is required in the known “hot” line. In Europe,
they don’t have this kind of outlet, so you can’t guarantees that one of the two lines is an earthed neutral, so both must be fused.

Power interruption tolerance: UPS backup to AC input for SecureSyncs/9400s
(Note: this info below is from 1200 SecureSyncs)
¥ Current draw of the oscillator should be considered when selecting a UPS to use with SecureSync

¥ Refer to the following about email below: I:\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync\UPS for SecureSync

¥ The SecureSync can operate for up to 20 msec. after AC input power is lost with no negative effects.

Q They are planning to prepare some measures for instantaneous interruption of their power supply.Could you
please tell us how much variation can the power unit of the time server allow?
They want to confirm following specifications of the time server:

- Allowable voltage drop threshold [V]
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- Allowable instantaneous interruption period [sec]

A Email from Dave L (14 Feb 18) Per the user manual, the SecureSync can operate for up to 20 msec. after AC input power is lost
with no negative effects

Questions from SF case 126365

1. We are trying to support a SecureSync unit on a UPS. One UPS we have in mind would have a brief power
interruption when switching from primary power to battery power, rated to be between 4 and 8 milliseconds. Question
is this: What are the capabilities of the SecureSync unit to ride through such a power interruption? What power
interruption can it ride through without losing time (under the assumption that GPS is not available, and the unit is
running on an internal Rb standard)?

la. Does the unit require sinusoidal power? Or is it OK with square wave power some UPS's output?

A Reply from Mark McGregor (7 Feb 18) The AC power supply internal to SecureSync is a TDK-Lambda LS100. It has a hold up
time specification, which is how long it can operate after loss of AC power. LS100 hold up time is 25 msec typical with 115 VAC
input, and 150 msec. typical for 230VAC input. That being the case | would tell the customer that SecureSync can operate for 20
msec. after AC input power is lost since the TDK spec is “typical”, not minimum. If power is restored less than 20 msec after it is
lost, the SecureSync should not experience a power cycle, restart.

As far as the AC input waveform, it is not specified for the TDK-Lambda LS-100. The AC input is specified as 88VAC to 264VAC
RMS at 47-63 Hz frequency. It can operate with DC input from 125V to 373V DC. | think that a square wave would work if its AC
RMS voltage is within 88 to 264 VAC, at 47 to 63 Hz frequency. An inquiry could be made to TDK-Lambda local sales rep to try to
get an answer from TDK-Lambda.

Q from Mike Messinato Tom Richardson referring to FAA: Any idea of what they can use as a UPS now with
SecureSync?
A Reply from Tom R (30 May 17) A 12 to 36 VDC backup supply should work. Try this.
http://www.technologydynamicsinc.com/dc-ups/tdrsp-1urk-bbul2-50.php

Q Site where Time Server is located has regular testing where they fail over from one power source to another. Since the
Time Server only has one power supply, this will take the Time Server down regularly. Do you have an option for a
secondary power supply that can be plugged into a separate PDU? or do you supply/recommend a small UPS for short
power outages?

A (reply from DL 16 Feb 18) Answer:

The Securesync does have a dual power option but this must be ordered at the time of purchase. It is not installable afterwards.
The best method of protection from power outages for this Securesync is to use a UPS system.

The size of the UPS depends on what the oscillator option is on your Securesync

| TCXO: 40W normal (40W start-up)
| OCXO: 40W normal (50W start-up)
1 Rb: 50W normal (80W start-up)
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C) DC input power
(Note: this info is from 1200 SecureSyncs)

DC power fuse (on
PCB board)

Rear panel DCinput power
connector (if DC power optionis
installed)

1. 24/48vdc input power
» Spectracom Fuse P/N FO30R-0005-010E, FUSE, 5A, FB, CERAMIC CART,250V,3AB, 24/48VDC power fuse
» MFG PIN Littlefuse 0314005.HXP or 0314005.MXP

» DC power jack (included in “DC” and “AC/DC” anc kits: our P/N P240r-0032-002f (in Arena) at
-https://app.bom.com/items/detail-spec?item id=1202844982&version id=10221223528

¥ DCrripple:

2. 12vdc input power
» Spectracom Fuse P/N FO30R-0010-000E, FUSE, 10A, FB, CERAMIC CART,250V,3AB, 12VDC power fuse
» MFG PN Littlefuse 0314010.HXP or 0314010.MXP

» DC power jack (included in “DC” and “AC/DC” anc kits: our P/N P240R-0032-002f (in Arena) at
-https://app.bom.com/items/detail-spec?item id=1202844982&version id=10221223528

» DC ripple:

Secure locking DC input connector (attaches to DC input jack on rear panel)

¥ (included in “DC” and “AC/DC” anc kits: our P/N P240R-0032-002F (in Arena) at:
https://app.bom.com/items/detail-spec?item id=1202844982&version id=10221223528

» Refer to “Secure locking device” further below for additional info on this connector

Desire to convert a DC only unit to AC input power
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(Note: this info is from 1200 SecureSyncs)

Highly recommend considering to purchase and use the Spectracom Model PSO06R-2Z1M-DT01 (Available AC to 24VDC
converter for redundant AC input) instead of retrofitting the time server. This external AC to DC converter will alleviate the
need for the equipment to be returned to us for hardware modifications.

Q. (from Scott Holmes to Mark McGregor) There is a 10A fuse located on the SecureSync main board near the DC

supply area. Do we consider that a “field replaceable” part?
A. Reply from Mark McGregor (10/24/12) The 10A fuse is only used for the 12V DC option. There is a 5A fuse that goes in the same
spot for the 24/48V DC option. That fuse is not populated if no DC input option is present.

| am fairly sure that none of the parts inside the box are considered to be field replaceable for UL safety. (Keith’s edit- Refer to the
SecureSync manual for more info).

D) AC and DC Input power
Altitude limitations for the internal power supply (AC and DC)
» Refer to the SecureSync data sheet
» SecureSync Data Sheet lists both 100-240 VAC to 6,560 feet and 100-120 VAC to 13,123 feet
» Per Dave Sohn- Max altitude for DC power is same as 100-120 VAC... 13,123 feet.

E) DC input power
¥ Note: AC input, if supplied, is selected over DC input (AC input is primary. DC input is backup).

DC to DC converter installed
(Note: this info is from 1200 SecureSyncs)
1. 12Vdc Option range: 10- 17vdc (Uses DC to DC converter P/N PS03R-0J0J-PC00) (8 Amps)

¥ Note: This DC to DC converter can actually handle 10 to 22vdc input, but we specify 10 to 17vdc with a
tolerance for UL requirements

Our P/N: PS03R-0J0J-PCO0O (in Arena at https://app.bom.com/items/detail-
spec?item id=1202845980&version _id=10221213338&orb_msg_single search p=1)

MFG and P/N: SYNQOR 1Q12120QTC10NRS-G
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1Q12018QTC40 ELECTRICAL CHARACTERISTICS (1.8 Vour)

Ta = 25 °C, airflow rate = 300 LFM, Wy = 12 V¢ unless otherwise noted; full operating temperature range is -40 °C to +100 °C
ambient temperature with appropriate power derating. Spedfications subject to change without notice.

Parameter Min. | Typ. Max. | Units| Notes & Conditions
Maximum Input Current 13.0 A 9 Wy trim up; in current limit
Mo-Load Input Current 314 600 mA
Disabled Input Current 2.0 4.0 mA
Response to Input Transient 0.2 v 250 V/ms input transient; 100 pF output cap.
Input Terminal Ripple Current 168 mA | RMS
Recommended Input Fuse 30 A Fast acting external fuse recommended
Input Filter Component Values (L\C) 0.47\24 pH\WF | Internal values; see Figure E
QUTPUT CHARACTERISTICS
Qutput Voltage Set Point 1.782 1.ED0 1.818 v
Output Voltage Regulation
Qver Line +0.1 +0.3 %
Over Load +0.1 +0.3 %
Over Temperature -27 27 mV
Total Output Voltage Range 1.755 1.845 v Ower sample, line, load, temperature & life
Qutput Voltage Ripple and Noise 1 20 MHz bandwidth
Peak-to-Peak B2 160 mV Full Load
RM3 14 25 my Full Load
Operating Output Current Range 1] 40 A Subject to thermal derating
Output DC Current-Limit Inception 44 48 52 A Output Voltage 10% Low
Qutput DC Current-Limit Shutdown Voltage 0.9 v
Back-Drive Current Limit while Enabled 0.3 A Megative current drawn from output
-Drive Current Limit while Disabled 1] 15 50 mA Negative current drawn from output
Maximum Output Capacitance 10,000 uF Vout nominal at full load (resistive load)
Output Voltage during Load Current Transient
Fora Step Change in Output Current (0.1 Afus) 90 mV | 50% to 75% to 50% Laur max
Settling Time 200 ps To within 1% Vg7 nol
Qutput \a’oltage Trim Range -20 +10 % Measured across Pins 3 & 4 ‘Common Figure 3
Output Voltage Remote Sense Range +10 % Measured across Pins 8
Qutput Over-Voltage Protection 117 122 127 % Over full temp range; % of nominal V-
Load Current Scale Factor 2667 See Output Load Current app. note on our web
100% Load 82 % See Figure 1 for efficiency curve
50% Load 83 % See Figure 1 for efficiency curve

24/48Vdc Option range: 21-60vdc (Uses DC to DC converter P/N PS03R-1U0J-PC00) (10 Amps)
(Note: this info is from 1200 SecureSyncs)

» Note: This DC to DC converter can actually handle 18 to 75 vdc input, but we specify 21 to 60vdc with a tolerance
for UL requirements

Our P/N: PSO3R-1U0J-PCO0O (in Arena at: https://app.bom.com/items/detail-
spec?item id=1202845981&version id=10228388768&0orb _msg_single search p=1

MFG and P/N: SYNQOR IQ36120QTClONRS -G

1Q36 FAMILY ELECTRICAL CHARACTERISTICS (all output voltages]
Ta = 25 °C, airflow rate = 300 LFM, Vi = e uless otherwice ot fullopsraing temperature rangeis 40 °Cto +100 °C ambient
temperature with appropriate power derating. Specications subject ko change without notice

Parameter Min. | Typ. | Max. | Units| Notes & Conditions
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DC Ripple spec (for 21- 60vdc input): 260 mMA RMS
Amps/Watts for 48vdc

Q ....We are working on putting together some information in a bid that requires details surround the
Securesync 48V electrical specs. Your website provides details on the AC, 120V side.
Could you provide me the following specs for the 48V DC operations:

-DC Amps

-DC Power

-Recommended DC breaker size (if you have one)

-Thermal contribution (in BTU)

Email from Tom Richardson (25 Sept 17) The information you have is correct as far as | know.
DC amps would be calculated as the Watts divided by the Voltage.
We have no recommended DC breaker size.
We have not measured or calculated the Thermal contribution in BTU.
A Reply from Jodi to Customer
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Here are the answers, below, to your questions about the SecureSync.
DC input (option):

12-17 Vpc -15%, +20%, or

21-60 Vpc -15%, +20%, secure locking device

Maximum power draw:
TCXO/OCXO oscillator installed: 40 W normal (50 W start-up)

Rubidium (Rb) oscillator installed: 50 W normal (80 W start-up)
Low-Phase Noise (LPN) Rubidium oscillator installed: 52 W normal (85 W start-up)

We have no recommended DC breaker size and we have not measured or calculated the Thermal
contribution in BTU. | do have some information on the cooling fan and thermal dissipation that may help,
however:
* Rb oscillator: 50W normal (80W start-up) 170.60708165 BTU/hr normal, (272.97133064 BTU/hr
startup) Startup time is 30 minutes.

The cooling fan: Air flow: 1.30 CFM

SecureSync Chassis Cooling: The cooling fan, while running (it is temperature controlled), pulls
ambient air in through the right side of the front panel. The chassis was intentionally designed to have
holes only on the back of the left side of the chassis, so air is essentially “ducted” to and across the back
end of the chassis for cooling (drawing heat away from the components located towards the front of the
chassis).

Second reply from Jodi (25 Sept 17)
| also have this information. Let me know if it’s what you’re looking for.

For a TCXO oscillator: 40W normal (50W startup)
1) Maximum Current draw for 115VDC and 220VDC voltage sources.
2) Maximum Power Consumption for 220VDC voltage source= 50 Watts
3) Heat Dissipation for 115VDC and 220VDC voltage sources= 50 Watts
Watt = 1VRMS * 1A therefore Amp = Watt/VRMS
50 Watts/115VRMS = 0.43 A
50W/220V =0.23 A

“Secure locking device” (as stated in the manual)
(Note: this info is from 1200 SecureSyncs)

¥ The mating connector is included with the unit.
¥ Included in the “DC” and “AC/DC” Anc kits:

» Our P/N for the mating connector is P240R-0032-002F (in Arena) at :https://app.bom.com/items/detail-
spec?item _id=1202844982&version_id=10221223528

¥ Amphenol P/N: DL3106A10SL-3S

This comment is referring to the available DC input power connector for the SecureSync. The AC input is a standard IEC
line cord. The DC connector is threaded so that the mating connector can be physically and positively attached with a
metal threaded nut. Though not necessarily recommended, the SecureSync could theoretically be picked up by its mating
DC power connector without the plug falling off the back of the SecureSync and thereby causing the unit to lose input DC
power.

Below are two pictures of the DC connector. It’s a little difficult to see from this picture, but the outer circle of the
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connector is threaded:

DC power only DC and AC power

The DC mating connector is an “Amphenol” connector. Their Part Number is “DL3106A10SL-3S”. The Spectracom P/N
is P240-0032-002F. The connector has solder cups for soldering wires to the connector pins.

Below is a better picture of both connectors together (the one on the back of the SecureSync is on the right and the
mating connector is on the left). This picture shows the threads better than the above picture.

Amphenol P/N DL3106A10SL-3S
Spectracom P/N P240R-0032-002F

Strain relief for connector (not shown)
Spectracom P/N: MP06R-0004-0001

SecureSync DC Connector: Amphenol P/N DL3102A10SL-3P
Mating DC Connector: Amphenol P/N DL3106A10SL-3S

Pin B goes to the most positive DC voltage of the DC source. For +12V or +24/48V this
would be the positive output from the DC source. For a -12V or -24/48V DC source this

Ir./'- would be the ground or return of the DC source.

'E:'E; % Pin A goes to the most negative voltage of the DC source. For +12V or +24/48V this

| |.-I " would be the ground or return output from the DC source. For a -12V or -24/48V DC
I::lE_ source this would be the negative output from the DC source.

Pin C goes to the Earth ground of the DC source.
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DC power wiring

» A cable of 6 feet or less, using 16AWG wire, with adequate insulation for the DC voltage source should be used
with this connector.

¥ The 6 feet or less cable is due to inrush current causing voltage drop. Refer to email below.
Specific to 24/48vdc input

Email from Sam Otto: | checked with design engineer (Mark McGregor) who recommends a 24VDC, 6.25 Amp, 150 watt power supply
using 16 gauge wire less than 1 meter from out unit. The reason for this is the inrush current causes the voltage to drop which results
in an under voltage lockout preventing your SecureSync from powering on.

Pin B goes to the most positive DC voltage of the DC source. For +12V or +24/48V this would be the positive output from the DC
source. Fora-12V or -24/48V DC source this would be the ground or return of the DC source.

Pin A goes to the most negative voltage of the DC source. For +12V or +24/48V this would be the ground or return output from the DC
source. Fora -12V or -24/48V DC source this would be the negative output from the DC source.

Pin C goes to the Earth ground of the DC source.

Important! SecureSync is earth grounded through the DC power connector. Ensure that the SecureSync is connected to a DC power
source that is connected to earth ground via the grounding pin C of the SecureSync DC power plug supplied in the ancillary kit.

Leakage current (current leakage)
¥ Refer to Salesforce case 163902

Leakage current is the current that flows from either AC or DC circuit in an equipment to the chassis, or to the ground,
and can be either from the input or the output. If the equipment is not properly grounded, the current flows through other
paths such as the human body.

External Power OFF/ON (Powering-up/power-down)

2400 SecureSyncs have no power switch
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» Refer to online 2400 user guide (excerpt below at:
http://manuals.spectracom.com/2400/Content/NC _and SS/2400/INSTALL/Power Up.htm

Powering Up the Unit

1. After installing your SecureSync unit, and connecting all references and networkis), venfy that power
is connected and wait for the device to boot up.

ower will be on {unless you have an additional con
alted).

SecureSync front panel
. Check the front panel status LED indicators
» The Power @ LED should be It (not flashing)
o The GNSS B LED will be either OFF or flash ng HEARTBEAT, since synchronization has not yet
e=n achieved.
o The Alarms @ LD ght should be OFF (startup behawior) or HEARTBEAT (2cquinng fox behavior).
A FAST blinking pattern would indicate the unit requires attention.

L

ial
i)

r additional information, see Status LEDs and Status Monitonng vis Front Panel.

Q (per Hughes eval demo) Unit does not have Power ON/OFF switch/button, older units have the button. Is there
somewhere one could fit if “we must”?

A (per Dave Sohn) Due to space restrictions, especially on our hot-swap variants the physical on/off switch was removed from the
2400. Full shut down of the system is achieved through removal of the power cords.
There are many pieces of equipment within infrastructure that do not have power switches themselves. Most routers and switches
that they utilize within their systems probably don’t have independent power switches.
This is different than the 1200 but is it acceptable to Hughes?
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**Power monitor / alarms / traps
» Analarm is asserted when both AC and DC input connectors are present, but one of the two inputs is not present.

» For more info, refer to: **Front panel status LEDs/ (AC and DC power monitoring) in this document.

Alert notification (such as SNMP traps) for loss of redundant power
¥ As of at least update versions 1.2.1 and below, no alerts available

Q (May 2021, from Hughes while demoing the 2400s) It remained powered ON when one power supply is down, but does
not send alarm/trap when one power supply is down.

A (per Dave Sohn) Notifications including alarming are on our roadmap for future releases. likely slated for Q3 (2021)
release.

“Timing System Hardware Error” alarms versus “Hot Swap Major”/ “Hot Swap Minor” alarms

» Starting in update 1.6.0 (~Dec 2022) all Hot Swap/power associated alerts no longer assert “Timing System
Hardware Error”

¢ Note that if a Hot Swap is installed, but no power is applied to that Hot Swap, the “Timing System Hardware
Error alarm is asserted. To clear this particular condition, either supply power to the Hot Swap, or simply remove
the Hot Swap.

¥ Update 1.6.0 changes power issues to either Hot Swap Major” and/or “Hot Swap Minor” alarms

pg. 110



*Humidity/Power/BTU specs (Heat dissipation) ????
(Note: this info is from 1200 SecureSyncs)

Humidity: 10% - 95% relative humidity, non-condensing @ 40 C

Power Draw / Heat dissipation (BTU/hr)
o TCXO: 40W normal (40W start-up) 136.48566532 BTU/hr
o OCXO: 40W normal (50W start-up) 136.48566532 BTU/hr normal (170.60708165 BTU/hr startup)
o Rb: 50W normal (80W start-up) 170.60708165 BTU/hr normal (272.97133064 BTU/hr startup)

BTU disbursement rating/ Heat dissipation

Email from Tom Richardson

A BTU (British Thermal Unit) is the amount of heat necessary to raise one pound of water by 1 degree Fahrenheit (F).

1 Watt is the power from a current of 1 Ampere flowing through 1 Volt.

1 kwh = 3413 BTU

Using how many Watts the unit takes to warm up and neglecting the hours part, 50 Watthours = 171 BTU, 80 Watthours =
273 BTU

This is sort of like apples and applesauce because BTUs are usually used in cooling and Watts are energy. Customer
probably really wants to know how many BTUs it takes to cool a unit.

Email from Scott Holmes

Tom’s explanation is a good one.

Just a few definitions that might help.

Power is the rate energy is consumed and can be expressed in watts, kilowatts, etc.

Energy is the amount of power consumed, expressed in watt-hours, kilowatt-hours, BTU, etc.

So, as Tom says it’'s apples to applesauce. The watt is an Sl unit of power and the BTU an Imperial unit of energy.

Just to add to Tom’s 1kWh = 3413 BTU, you can also say 1W = 3.41 Btu/hr, if this makes it a bit clearer.

Email from Mark McGregor:

There should be two BTU ratings. The ones Tom gave (above) are for while the OCXO and Rb units are warming up. If
you have the unit running for more than 30 minutes, the rating will drop a bit to the 40W max for OCXO and 50W max for

Rb. If they are using it for cooling fan rating, | would just give them the warm up power numbers, as it will have them
choose a larger fan.

pg. 111



**Cooling fan/Temperatures

CONCEPT REVIEW - TEMPERATURE CONTROL HIGHLIGHTS — orolia

= The right fan duct (&) directs airflow to
critical areas, primarily the CPU (), and
away from oscillators (©)

= DFC - The right fan duct’s simplified
design reduced part costs by ~$10

* DFC - The more efficient design allows
us to remove the second fan assembly
for 2402-XXX configurations

» The left fan bracket (D) directs airflow
to the Power Path Controller Board and
fixed AC power supply when installed

+ DFC —The left fan bracket’s simplified
design reduced part costs by ~$15

orolia ,

Fan control

Q (From Hughes eval demo) Fan Configuration/Settings (System Status) screen missing, we have seen this option on
some of the older units (manufactured after January 2016)

A (Per Dave Sohn ~May 2021) The cooling infrastructure of the 1200 and 2400 are different. The 1200 included more basic control
functions with single speed fans, which were improved after a HW change around 2016 to allow more user control of the on/off state.
The 2400 includes variable speed fans, so are controlled completely by the system without user configuration.

We are doing the temperature maintenance in the new systems differently and the variable control removes the need for more strict
control that we give directly to the customer. Temperature is monitored in various locations internal to the system to drive the fans.
This is different than the 1200 but is it acceptable to Hughes?

Cooling fan for 2400 SecureSync

» Our P/N for the 2400 cooling fan: B338R-0016-000J (in Arena) https://app.bom.com/items/detail-
spec?item _id=1233304132&version_id=10746383248
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SanAce 38

Low Power Consumption Fan

Features.

Low Power Comumasos Fan 38mm

¥ Mfg: SANYO DENKI AMERICA, INC.
» MFG P/N: 9GA0312P3G001

» Link to Digikey info: 1688-1533-ND (https://www.digikey.com/en/products/detail/sanyo-denki-america-
inc/9GA0312P3G001/6192249?utm_adgroup=Fans%20%26%20Thermal%20Management&utm_source=google
&utm_ medium=cpc&utm campaign=Dynamic%20Search EN RLSA&utm term=&utm content=Fans%20%26%
20Thermal%20Management&gclid=Cj0KCQjws-OEBhCKARIsSAPhOKIZ1cnushROzbg4HZDOfSqoNU5S49SPd-
iri93 s3wMAt39XTHOc8PsaAvHHEALw wcB)

Location of cooling
fan and airinlet

Life expectancy of the fan, from Mfg. Data sheet): 40000 Hrs @ 60°C

(about 7 years of continuously on) ???
Air flow: 15.9 CFM (0.445m3/min)

Power: 4 W

Storage Temperature: -40° to 85°C storage range

Indications of the fan operation/fan has failed
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Replacing fan in the field
» Refer to Salesforce case 159470

Email from Dave L (18 Apr 18) It is not impossible to replace the fan, just not really easy. You would need to disassemble the
front panel a bit to prevent the fan screws from turning if they will not loosen or tighten. If they are manageable you would not need

to remove the front panel.

Here are a few photos of the product. Please have a look and see if this is something you would want to tackle or if you would like
to RMA the Securesync. | can send you a fan with the connector already installed.

Here is a view of the inside showing the screw locations, this should help.

T
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Operating (internal) Temperature:
¥ -20°C to 65°C operating range with the two OCXOs (Standard and high performance)

» -20°C to 55°C operating range with the Rubidium oscillator (KW Note: as of 11/11/11, this upper-end spec

changed some time ago. It used to be only +50°C, instead. \We’re-not-sure-exactly-when-this-spec-change
occurred) Per the note below, it appears this change occurred in Aug, 2010.

Alarms/SNMP traps/email alerts for high temperatures
» Version 5.3.1 also added SNMP alerts for high temperatures (Management -> Notifications page, System tab)

Minor Alarm Threshold

Minimum Temper: Readings above Threshold

Major Alarm Threshold

Minimum Temper: Readings Above Threshold




¥ These settings are stored in the /Thome/spectracom/config folder - temp.conf file

Etiminglog.3 Jllakem.log JI = securesyne (2).conf £ = temp.cort |
1 MINCR 100000 1
2 MAJCOR 100000 1
3 SETTING 0O

MINTEMP 30000

MBXTEMP 40000

» All original as well as all units shipped Oct 2014 until 5.3.1 was released (~Dec 2015) hardware caused cooling
fan to turn on at 40C.

¥ Units shipped between ~Feb 2014 and ~Oct 2014: Hardware (resistor change) caused the cooling fan to turn on
at 50C (instead of 40C).

¥ Until version 5.3.1 was cut-in to manufacturing (~Dec 2015) Temperature reading for the cooling fan operation
was based on a temperature sensor located on the front panel assembly of all units. As of at least Dec 2015, this
sensor’s temperature reading is NOT reported anywhere (it's not one of the three temperatures reported in the
browser with later software versions, for example). It just turned the fan on and off (version 5.3.1 with an
EEPROM change incorporated moved fan control to software, based on CPU temp or fan always running).

Hysteresis
» Used to turn the fan off, once it’s on.

» The Temperature must drop by the set Hysteresis value to off, once it is on, in order for fan to turn off.
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Automatic thermal shut-down/operating in an “overtemp” condition
Operating temperature spec change

Email from Tony Difloirio to Hughes network (1/13/12)

This temperature spec was first changed in August 2010 — see attached datasheet from Aug 17, 2010 (rev F). Which is well before
HNS selected Spectracom for the Jupiter project. Also, our engineers have informed me that the unit will operate at +70C, however,
due to UL certification requirements the metal surfaces in the unit are not allowed to get above +70C and thus the reason for the
change.

Q. Also can you provide information about what can be expected if the units are run beyond these limits? We do not
intend to run them outside the range but we need to know the impact to the performance if the units are run beyond the
limits.

(Email from Dave Sohn) Initially as the unit is heated above the temperature specification, the oscillator driving the timing system will
become unstable. This instability will affect our timing performance and all output performance. As the unit continues to be heated, the
unit will become unstable and unresponsive. On the low end, the first failure will be the front panel display failing to operate, and then
the remainder of the unit will become unstable and unresponsive.

temperature. The temperature data calculated by the internal temperature sensor is not available to be reported by the
SecureSync, so the internal temperature cannot be obtained from the appliance. The sensor is just used to control the
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cooling fan.

Email from Dave Sohn 3/28/11
The unit will always feel warm after a period of operation.
The fan should come on when the sensor is at +40C and shut off when the sensor is at +30C.

Note (3 Feb 2014 KW) Per Mark McGregor - ECN 3381 is changing the temp for fan operation added changes to decrease fan switch
temperature delta for on to off from 10C to 2C. Also changed fan turn on temperature from 40C to 50C. This was to minimize the
frequency shift of the oscillator getting pushed around when the fan cycles and drives the temperature inside the box from 45C to 35C
faster than the control loop can follow.

Note: Clarification to the SecureSync manual- the fan may not energize at power-up, if the unit wasn’t running for about
an hour or so prior to power-cycle. If the unit is cold at power-up, the fan won’t run at start-up. But if it's warm, it will. (The
internal temperature needs to be elevated above 30 Deg C to have the fan come on at startup).

To test the cooling fan operation, follow this procedure:

1) Power up the unit and allow it to warm up for about 30 minutes. This will raise the internal temperature to the
operating range of the fan.

2) Turn off the power for about 5 seconds

3) Turn on the power and listen for the fan to come on. It will the turn off after a short period of time unless the
internal temp is above the fan shutoff level.

Issue with SecureSync booting back up again at the same temperature it was while it was running
(observed long before Sept 2015/version 5.3.0 update) erratic front panel display observed

¥ Occurs if the temperature is near 55°C when the SecureSync is rebooted.
¥ If the ETX module has a chance to first cool down a few degrees, it will boot-up normally

Email from Dave Sohn (21 Sept 2015) This appears to be an issue with the ETX modules where they can run at high temperatures,
but there is something restricting them from starting up at the same temperature. After the processor cools down for some short period,
the system will start up again. We started talking with the manufacturer, Advantech, but | don’t believe we have gotten far with that

yet. It may also be worsened by some of the changes with the front panel fan operation that were shipping for a few months. This
caused the fan to run less often.

As far as fixes, we are looking at changing the heat dissipation technique for the ETX. Currently we have a heat sink applied directly to
the processor chip on the ETX, but a heat spreader is also available from the manufacturer that will pull the heat from the chip and
spread it over a larger area. Operating at my desk, the overall temperature of the processor and ETX were lower by more than 5
degrees with the heat spreader. Whether we would work with just the heat spreader, or in combination with a heat sink remains to be
seen. Alternatively, we are also looking at a newer ETX module from the vendor as well.

Example log entries from a unit with a CPU temp of 100 deg
¥ Refer to salesforce case 24138

Email from Dave L to Engineering (12 Jan 17) Here is a report of a Securesync that was updated from v 5.1.4 to 5.5.1 that has a high
CPU Temp of 100 Deg. Also the GNSS 0 Reference keeps switching between Green and Dark on the HOME page. It should be going
Green / Red, |see some of these strange messages in the System.log:

Jan 12 17:22:56 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 17:23:23 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:24:35 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:28:30 DC-NTP1 last message repeated 2 times

Jan 12 17:30:25 DC-NTP1 last message repeated 2 times

Jan 12 17:31:02 DC-NTP1 DC-NTP1: [webui] ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true XO_GetPhaseErrorLim
0 (KTSAL)

Jan 12 17:32:42 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:33:54 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:35:18 DC-NTP1 last message repeated 2 times

Jan 12 17:37:01 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:38:25 DC-NTP1 last message repeated 2 times

Jan 12 17:40:09 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)
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Jan 12 17:41:34 DC-NTP1 last message repeated 2 times

Jan 12 17:44:19 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:45:31 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:47:13 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 17:47:43 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 17:59:42 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 18:06:43 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 18:16:44 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 18:18:47 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 18:51:43 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 19:03:32 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 19:05:55 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 19:05:56 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Jan 12 19:11:00 DC-NTP1 DC-NTP1: [webui] ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true XO_GetMode 0 (KTSAL)
Jan 12 19:13:44 DC-NTP1 DC-NTP1: [WEB] Log SQLSTATE[23000]: Integrity constraint violation: 19 NOT NULL constraint failed:
log_ref_mon_statuses.ref2_phase (WEB)

Jan 12 19:15:33 DC-NTP1 DC-NTP1: [WEB] Failed TSYNC_RS_getState: 30003 (admin)

Reading/obtaining/storing internal temperatures
(Note: this info is from 1200 SecureSyncs)
Regarding the front panel cooling fan

The Temperature reading for the cooling fan’s operation is based on a temperature sensor located on the front panel
assembly of all units. As of at least Oct 2015, this sensor’s temperature reading for the fan operation is NOT reported
anywhere (it's not one of the three temperatures reported in the browser with later software versions, for example). It just
turns the fan on and off.

In summary: The temp sensors/read-outs discussed below are not associated with the cooling fan operation.

Storage of and obtaining reported/displayed temperatures/
Storage of the temperature data
Length of time Temperature data is stored for:

» refer to (in the SecureSync online user guide, then scroll down to “Deleting Temperature Data”)
http://manuals.spectracom.com/SS/Content/NC_and SS/Com/Topics/OPRTN/TempMon.htm

Email from Ron D (28 Mar 18) The temperature monitor graph page in the online manual states it. It should probably be added to all of
the graph sections that it applies to.

Note- not edited to be directly sent to a customer- except

“Temperature graphs (and other graphs as well) will display up to approximately 10000 readings, which are generated at a 1/min. rate,
i.e. the data displayed covers about 7 days. Thereafter, the oldest data gets overwritten.”

http://manuals.spectracom.com/SS/Content/NC and SS/Com/Topics/OPRTN/TempMon.htm

A) Via the CLI interface:

**Obtain Oscillator, board and CPU temperature readings via CLI (applicable to versions 5.4.5 and above only)
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» Version 5.4.5 added the gettemp command to allow reading of temperatures.

Q We would like a system status command via the CLI which gives up the temperature (“sensors” command on a
Linux box)

A Email from Dave Sohn to Matt Loomis (8 Mar 16) “cat /sys/class/hwmon/hwmon0/temp*_input” run from the command line
will provide the raw temperature monitor information from the processor board and CPU in that order. Divide by 1000 for
degrees Celsius.

B) Via the web browser

» Tools -> System Monitor page of the browser

System Status System Monitor

Reference GNSS 0 Board Temperature
10 ns <ETE <= 100 ns

Power ® -

Status ®
SYNC HOLD FAULT

CPU Temperature

Board 71°C
Temperature

CPU 88.625°C
Temperature

Disk Status

Memory Used

Percet (%)

Percent

CPU Used

Percent (%)
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NOTE: from talking with Dave Sohn (22 oct 15 KW). These reported temperatures (in Celsius) may initially appear to

be very hot to some customers. They need to understand that these are not ambient temperatures inside the
chassis. They are the actual die temperature for the processor (Processor temp and CPU temp) or very close
to the ovenized oscillator (Oscillator temp). These higher temps are expected for the specific components they
are monitoring.

Note: all temperatures are calculated and reported in Celsius

A) “Oscillator temperature” (sensor “U60” located on the PCB very near the oscillator- not inside the oscillator.
This was the first available temp readout - starting in software version 5.1.7)

Notes:

>

The oscillator temp is not located inside any of the Wentzel oscillators, or any of our oscillators. It’s an ambient
sensor located on the main board NEAR the oscillator. Ambient temp changes wil inherenelty affect this
temperature reading.

Requires a hardware thermostat that started being installed on Rev B main boards back in 2012. Units purchased
prior to Rev B (starting sometime in 2012) will not see these additions.

This was the first temperature read-out available in the SecureSync.

Per Paul Myers (in Mantis case) 9489s do not have the temperature sensor installed. Only SecureSyncs and
9483 purchased after sometime in 2012 have the sensor installed.

Software version 5.1.7 and below don’t provide the means to report internal temperature (even if the sensor is
installed)

Software update version 5.2.0 added internal “temperature” readout (software support for an earlier hardware
change of adding a thermostat that occurred sometime in 2012 with Rev B main boards)

Typical temperature reading is around 50 degrees C.

This temperature is measured near the oscillator, so its labeled changed from “Temperature” to “Oscillator
Temperature” in later software versions.

Email Keith sent to a customer concerned about a .4 degree Ol spoke to one of engineers about what you are observing. He
reminded me that it was important for you to understand that the reported Oscillator Temperatures are not obtained from a
sensor within the oscillator itself. These readings are instead obtained from a sensor located on the main PCB board, near
where the oscillator is located. So this sensor readings are affected by any ambient temperature changes to the internal air flow
inside the unit. They are not a report of temperature fluctuations from within the oscillator itself (The oscillators used in the
SecureSync do not report their internal temperatures. We just refer to this ambient air temperature reading as the “Oscillator
temperature” because of where this sensor is located within the SecureSync).

The Wetzel oscillator in the Hughes SecureSync (and also the standard OCXO and Rubidium oscillators which can also be
installed in SecureSyncs), is an ovenized oscillator, which helps it compensate for ambient air temperature changes. Changes in
the oscillator's DAC values are completely expected as its internal oven operates to keep the temperatures within the oscillator
as stable as possible. The DAC changes are needed to steer the oscillator to 10 MHz as the internal temperatures waiver.

In summary, the “oscillator temp” is an ambient temperature reading taken near the oscillator. Changes of a few tenths of a
degree in the ambient temperature are not at all unexpected and the oscillator’s internal over works to help dampen out the
temperature changes inside the oscillator.

Storage/output of the three temperatures (and oscillator data) (via either a “.csv” or “.json” file)

All three available temperatures are stored in MySQL database and can be downloaded as either a. “.csv” file (for raw
data that can be opened in excel) or a “.json” file (for raw graphing).

Download of raw temperate data as a “.csv” file (can be opened in excel)

5

A “.csVv” file with the three available temperatures can be downloaded in one of either two different methods

1. Download button available in the Management -> Disciplining page of the browser
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From the Management -> Disciplining page of the browser (click on the “down arrow” icon on the right side of
the page to download the .csv file. Press the garbage can icon to delete all of the oscillator and temperature data
used to display the graphs)

2. Manually enter the link to the OscillatorStatuslog

If you manually enter /logs/OscillatorStatusLog.csv after the URL of the SecureSync in the web browser it will
download a csv file that can be opened in Excel with the GPS status log data.

Example: http://10.10.128.1/logs/OscillatorStatusLog.csv (change address as applicable)

Example output below (“Sys temp” and “CPU temp” fields were added in software version 5.3.0)

| |_id sys_timestamp sync  holdover  time ref pps ref dac phase error freq error sys temp cpu temp disc_temp
' 63102 11/18/2015 15:45 0 0 gps0 gps0 32768 -15 0 81 100 0
; 63101  11/18/2015 15:43 0 0 gps0 gps0 32768 -15 0 81 100 0
| 63100 11/18/2015 15:42 0 0 gps0 gps0 32768 -15 0 81 100 0
} 63099  11/18/2015 15:41 0 0 gps0 gps0 32768 -15 0 81 100 0
P 63098  11/18/2015 15:40 0 0 gps0 gps0 32768 -15 0 81 100 0
|| 63097 11/18/2015 15:39 o 0 gps0 gps0 32768 -15 0 81 99 i}
i 63096 11/18/2015 15:38 o 0 gps0 gps0 32768 -15 0 81 100 i}
! 63095 11/18/2015 15:36 0 0 gps0 gps0 32768 -15 0 81 100 i}
0 63094 11/18/2015 15:34 o 0 gps0 gpso 32768 -15 0 81 100 o
1 63093 11/18/2015 15:33 o 0 gps0 gpso 32768 -15 0 81 100 o
2 63092 11/18/2015 15:32 0 0 gps0 gpso 32768 -15 0 81 99 o
i 63091 11/18/2015 15:31 0 0 gps0 gpso 32768 -15 0 80 100 o
4 63090 11/18/2015 15:30 o 0 gps0 gpso 32768 -15 o 81 100 i}
= AIN2Q 11 /12/wnis 1504 n N_onef anell 2ITRI -18 n 21 ag n
4 » ¥ | oscillatorStatusLog-1 -~ ¥1 M4 1
eady | Scroll Lock | Count:12 | [EH|OJ 0 100% (=

Definition of fields
e Sync and Holdover: 1 s true, O is false
e Time ref and PPS ref: Selected input reference at that time
e DAC: Oscillator's DAC value
e Phase Error: 1PPS Phase Error
e Freq Error: Oscillator’'s Frequency Error
e Temps: Board, CPU and Oscillator
e Notes:

1. Oscillator temp is only available if sensor is installed on the main PCB

2. Board and CPU temps were added in software version 5.3.0

Output of graphable temperature and oscillator data (.json file)
¥ Same process as downloading.csv file, but replace “.csv” with “.json” instead.
If you manually enter /logs/OscillatorStatusLog.json after the URL of the SecureSync in the web browser it will
download a csv file that can be opened in Excel with the GPS status log data.

Example: http://10.10.128.1/logs/OscillatorStatusLog.json (change address as applicable)

(- 10.10128.1/logs/oscillatorstatuslog.cs C Search E } ‘ﬁ 9 =
Summary £ Most Visited @ home page @ Software Updates @ Ap Notes (5} Sharefile 8 Case: 00002775 ~ sales... © Switchboard - Extensio... & Mailbox »

{"data": [{"id":"1","sys_timestamp":"2015-11-18 i

21:45:34", "sync”:"0", "holdover":"0","time_ref":"","pps_ref":"",6 "dac":"33972", "phase_ error":"1000000000","freq error":"9995 E

9.0","sy=s temp":"0","cpu temp":"0","disc temp":"35.5"},{"id":"2","sy=s timestamp":"2015-11-18

VU AE AN o BAN WA Anarar HaWAN WeSma waf W e W0 Hrane o fM 00 HAo N . T2207I0 Mrhaca creael 09 AAAAAAAAAT 0 Fram crrnr m.wooaoo

Processor board and CPU temperature graphs
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http://10.10.128.1/logs/OscillatorStatusLog.csv
http://10.10.128.1/logs/OscillatorStatusLog.json

(Note: this info is from 1200 SecureSyncs)

Note about refernces to “temp sensor”: “Oscillator” temp is only available if the temperature sensor (U60) is installed
on the main PCB (very close to the oscillator). Refer to ECN 2807 (5 Dec,2011)

¥» Software version 5.3.0 (Sept 2015) also added Board (System) Temperature and CPU temperature (three
different temperatures are now available, for newer units that have the temp sensor installed)

» The CPU and board temperatures are not stored in discstats. All three temperatures are stored in MySQL
database and can be downloaded as part of a csv or json file. See the information further above about how to
export this raw data that is used for graphing.

» CPU Temperature and Board Temperature readouts added on the left side of the Management -> Disciplining
page:

e System/Board Temperature and CPU temperature readouts were added on the left side of the Home
page, as well as the left side of the Management -> Disciplining page

¢ Home page of browser Management -> Disciplining page of browser

TFOM 3(10ns <ETE
Minor Alarm - <= 100 ns)

M\ 5F5 Antenna Problem Max TFOM for 15
Sync

System 31 Board
Els S Temperature
Temperature

CPU Temperature 99.625°C
CPU 100.25°C
Temperature

Last Time

Summary of temperature readings:
(Note: this info is from 1200 SecureSyncs)

e “Temperature” / “Oscillator Temperature” = temperature sensor on PCB, near the oscillator (~ 50 deg
¢) (this was the first sensor reported - reported temperature was added in software versions 5.2.0/5.2.1, if
the temp sensor is installed)

e “CPU Temperature” = Processor temperature based on sensor near the KTS CPU processor (~100 deg
C) (available in versions 5.3.0 and above)

e “Board Temperature” / “System Temperature” = ETX module temperature (~80 deg C) (available in
versions 5.3.0 and above) via temp sensor within the ETX module (die temperatire of the ETX module).

Temperature(s) displayed/reported/recorded:

¥ Only the temp sensor on the main board (if installed) is recorded in discstats (end of each entry)
16591,194,1,0,ird0,ird0,33384,15,8.94e-14,59.597710

» The CPU and board temperatures are not stored in discstats. All three temperatures are stored in MySQL
database and can be downloaded as part of a csv or json file. See the information further above about how to
export this raw data that is used for graphing.

e Report via SNMP: As of at least v5.2.0, temperature doesn’t appear to be available via SNMP.

e Note: Refer to Mantis case 1857.
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« Displayed on the HOME page of the newer browser (under “System Status” in the upper left corner)

Note: Temperature reports are not available in the classic interface browser

Software was updated to versions

Versions 5.3.0 and above (if the 5.3.0 and above (temp sensor was

temp sensoris installed)

not installed)

Versions 5.2.0 and 5.2.1 (if the temp
sensor is installed)

System Status

Reference GNSSO0
10ns <ETE <= 100 ns

Power

Temperature 336°C

System Status

Tempacadurs 458°C

System 76°C
Termpecsdre

cPu #2125°C
Temperatre

System Status

Reference GNSS 0
1ns<ETE<==10

System Temperalure 77°C

CPU Temperature 89.625°C

near the oscillator

“Temperature” = temperature

temperature

“Tem perature” = temperature
near the oscillator

‘System Temperature’ =ETX
module temperature

“CPU Temperature” = Processor

Temperature near the oscillator
not available without sensor
installed

‘System temperature’ = ETX
module temperature

“CPU Temperature’ = Processor
temperature

isn’t installed)

Version 5.3.1 (if the temp sensor

Version 5.3.1 (if the temp sensor is
installed)

Board 79°C
Temperature

CPU 97.125°C
Temperature

Temperature

Temperature

‘Board Temperature'= ETX Module

‘CPU Temperature’ = Processor

MNote: “Oscillator Temperature’ not
available without sensor installed

“Qscillator Tem perature” = Temperature
near the oscillator

‘Board Temperature'= ETX Module
Temperature

‘CPU Temperature” = Processor Temperature
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Temperature-over-time graph (Management -> Disciplining page)
(Note: this info is from 1200 SecureSyncs)

¥ Reports Oscillator, board (ETX Module) and CPU (Processor) temperatures

“Oscillator Temperature” =temperature near the oscillator

i 9 .
“Board Temperature” = ETX module temoerature

“CPU Temperature” = Processor temperature

4

Length of time the temperature data is stored for:

» refer to (in the SecureSync online user guide, then scroll down to “Deleting Temperature Data”)
http://manuals.spectracom.com/SS/Content/NC _and SS/Com/Topics/OPRTN/TempMon.htm

Email from Ron D (28 Mar 18) The temperature monitor graph page in the online manual states it. It should probably be added to all
of the graph sections that it applies to.

“Temperature graphs (and other graphs as well) will display up to approximately 10000 readings, which are generated at a 1/min. rate,
i.e. the data displayed covers about 7 days. Thereafter, the oldest data gets overwritten.”

http://manuals.spectracom.com/SS/Content/NC and SS/Com/Topics/OPRTN/TempMon.htm

Q. I'm trying to find out of the SecureSync has a SNMP MIB variable to provide temperature? | have searched our
SecureSync and Spectracom MIBs without finding anything so to be sure, | am asking

Update to the answer below (9 Dec 2015 KW). Software update v5.3.1 added objects for providing temperatures of
the Oscillator, CPU and board (temp sensor on the front panel for the cooling fan isn’t available via SNMP).

A (KW 11/8/12) with at least Archive versions 4.8.7 and prior, there is no way to read the internal temperature. Prior to Rev B of the
main circuit board, there was no thermostat in the SecureSyncs. Rev B of the board adds a thermostat, but the software is not currently
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inter-operating with this component. Someday, we may integrate it into software. If we do, customers that apply the software update will
have this capability available, if they have a rev B (or higher) circuit board installed.

Test data on the internal temperature sensor of the SecureSync vs ambient temperature
(Note: this info is from 1200 SecureSyncs)

Q (from Raytheon) “for the temperature, | noticed that the probe is for internal to the system. At what reading would the
temperature be considered critical? How does the operating temperature range in the spec correlate to the temp
reading on the system?”

A Reply from Tim Tetreault (13 Jul 2015) Here is the test data on the internal temperature sensor of the SecureSync vs ambient
temperature. The testing was done with a SecureSync that had the same configuration as the SecureSync’s in the AMDR units.

T SecureSync temp sensor vs ambient temperature.pdf - Adobe Reader —— — T — - -

File Edit View Window Help

> =) - 1] | [ssx]-] | [ =
Do | QBZOE 8= [+ il => [l Tools
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-
»
-
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e | | e = i
; &S
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3¢ 16 ca
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Lithium Battery (or batteries) that may be installed / battery change intervals/ Shelf life

1. There is one Lithium battery in all SecureSyncs for the RTC (Real Time Clock) to keep it incrementing each
second when the unit’s primary power is lost.

e Refer to the lithium coin celll battery section further below for details on this battery:
2. If a GB-GRAM Receiver (Model 1204-1A Option Card) is installed, it also has one lithium battery installed

e Refer to the separate “Model 1204-1A GB-Gram Option card 12" document for details on this battery:
U:\Engineering\SAASM-FOUO\CustomerService\SecureSync

In summary of the info above:
Either one or two batteries are installed in SecureSync:

e There is just one lithium battery is installed if GB-Gram SAASM receiver is not installed (the lithium battery for
the RTC)

e Two batteries are installed if GB-GRAM SAASM receiver is installed (one lithium battery for the RTC and the
other lithium battery is for the receiver)
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BIOS/ CF Card/ RTC (Real Time Clock) / kernel time at boot-up/ RTC coin cell battery / Shelf
Life

NO ETX module installed in 2400 SecureSyncs
(Note: this info is from 1200 SecureSync)

Desire to view the BIOS

Email from /Dave Lorah- These items are you standard VGA cable and Keyboard cable, | have attached the jpegs for your review
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19 - Connect PC
Monitor here

BIOS protection against viruses

Q. Do we protect BIOS from potential viruses and possible corruption?
A Reply from Mark Goodlein (3/21/12) Our system is running Linux and the permissions have been locked down for security to
protect it from viruses. In order for a virus to attack the BIOS, it would require superuser access, which has been locked down.

Q. Do you support a Secure BIOS Ecosystem?
¥ Digital signature that ensures Firmware/BIOS/Image authenticity.

¥ Root of trust for updates. contains signature verification algorithm and a key store that includes a public key to
verify the signature or include a hash of the public key if a copy of the public key is provided with the BIOS update
image

» Authentication BIOS mechanism.
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» Do you have a protection mechanism?

Local Updates
» Ensures authenticity and integrity of the update image by requiring physical presence
» Supply chain ensures a secure, trusted or attested to BIOS
¥ The supply chain and custody process is documented
¥ Restriction of remote upgrades via a network

A Reply from Mark Goodlein (3/21/12)

Our BIOS is flashed by the vendor then configured here in manufacturing. We do not currently support updates to the
BIOS nor have we ever needed to. | do not believe we have a “Secure BIOS Ecosystem” or any specific protection
mechanisms in place.

For ETX BIOS configuration, refer to: EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\ETX BIOS settings

NOTE: SecureSync boots-up using the ETX BIOS settings for its starting Time/Date values (BIOS time is “loosely”
maintained by the RTC in the ETX module, as described further below).

Default BIOS settings: 2003/1/1 00:00. (year 2003)
Note: If the default BIOS date/time are displayed after each power-up:

» BIOS (coin cell) battery may be bad. TP69 should be around 3 vdc with a good battery installed. Refer to: Shelf
Life/Internal coin cell battery further down in this document.

» ETX module was removed/reinstalled without the BIOS being correctly configured.

¥ The BIOS was not set correctly at the factory prior to shipment.

Q. If the power is turned OFF and ON, the date and time of SecureSync are reset. Is it possible to make a setting so that
SecureSync recovers with the date and time close to the time when the power was turned OFF?

A. SecureSync will load the system time from a battery backed clock each time it powers up. The unit will still not be in
sync until a valid reference is applied, however. We are going to be adding a feature that will allow a user to select a
mode where that battery backed time write also synchronizes the unit.

(update 10/28/12-Battery Backed time was added in V4.8.0).
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RTC backup battery (BT1 on top side of the CPU board)

» Refer to model 2400 SecureSync user guide at: https://safran-navigation-

timing.com/manuals/2400/Content/NC _and SS/2400/INTRO/Specs_InputPower.htm?Highlight=ac%20power%20
source (excerpt below)

e Backup Battery: SecureSync has an internal battery to support the Real Time Clock. The battery is a small
recharging lithium coin cell that is not customer-replaceable. This battery will keep approximate time and date
in a shutdown state over ~135 days before requiring recharge. After full drain, the battery will require ~5 days
to fully recharge. Minimum battery life is ~30+ years. There is one rechargeable lithium battery installed on the
CPU board in 2400 SecureSyncs (This is for the BIOS/RTC clock. A BATTERY,SM,LITHIUM
RECHARGEABLE,3V,MS920T COIN,6.5MAH, Lithium coin cell battery)

o Our P/N for the battery: BT30R-6R50-0COM (in Arena at: https://app.bom.com/items/detail-
spec?item id=1217515334&version id=10547142528&0rb_msg_single search p=1)

o MFG and MFG P/N: SEIKO INSTRUMENTS INC: MS920T-FL27E
o Digi-Key P/N 728-1077-ND

o Link to datasheet (obtained from Digi-Key page for their P/N 728-1077-ND): https://www.seiko-
instruments.de/fileadmin/Editors/COMP/PDF/MicroBattery catalogue E 2018A forWeb.pdf

Datasheet provides environmental info (such as)
=  Mercury-free

Battery is not applied to RoHS Directives. Our battery products do not contain any substances restricted by ROHS
Directive.

= Approved by UL (Underwriters Laboratories Inc.)

o Battery is installed on the 2400 SecureSync’s CPU board (P/N 2400-0000-F012 in arena at:
https://app.bom.com/items/detail-bom?item_id=1278293557&version_id=11813815178)

Schematic for CPU board: 2400-1001-0212 in arena: https://app.bom.com/items/detail-
spec?item id=1278293579&version id=11573082998

(note: excerpt below is for internal reference only)

RTC 0
iz
amw I '
K] w ™ a1
RECHARGEABLE LITHIUM I ™ iy
a7 oo 9 3
T v o \ VHACKLIF HIC 1PPS  SHB~7
—r ] . CLKOE CLKOUT
== 1 y
= MsET UiuF  SHBS21333a3  SCL 2 # sc L L e b
v SHPE21 33343 SDA SDA 8
E.Bm-Hr [:3 . NeTwo
- =+ RETITOWC 2 TR E 02 53 =

200uA maximum charge current, SHOULD SET HTC for Sk Trickle Charge Hesistor enabled, ~60uA charge with HTC Sk plus extemal 10k,

pg. 130


https://safran-navigation-timing.com/manuals/2400/Content/NC_and_SS/2400/INTRO/Specs_InputPower.htm?Highlight=ac%20power%20source
https://safran-navigation-timing.com/manuals/2400/Content/NC_and_SS/2400/INTRO/Specs_InputPower.htm?Highlight=ac%20power%20source
https://safran-navigation-timing.com/manuals/2400/Content/NC_and_SS/2400/INTRO/Specs_InputPower.htm?Highlight=ac%20power%20source
https://app.bom.com/items/detail-spec?item_id=1217515334&version_id=10547142528&orb_msg_single_search_p=1
https://app.bom.com/items/detail-spec?item_id=1217515334&version_id=10547142528&orb_msg_single_search_p=1
https://www.seiko-instruments.de/fileadmin/Editors/COMP/PDF/MicroBattery_catalogue_E_2018A_forWeb.pdf
https://www.seiko-instruments.de/fileadmin/Editors/COMP/PDF/MicroBattery_catalogue_E_2018A_forWeb.pdf
https://app.bom.com/items/detail-bom?item_id=1278293557&version_id=11813815178
https://app.bom.com/items/detail-spec?item_id=1278293579&version_id=11573082998
https://app.bom.com/items/detail-spec?item_id=1278293579&version_id=11573082998

(Note: this info below is from 1200 SecureSyncs) need to see if applies to 2400

1200-5000-0055) Referto-manualsin-Released

¥ There is one lithium battery installed on the main PCB in all SecureSyncs. This is for the RTC clock (A 3vdc -
500mAh, Lithium coin cell battery)

¥ The battery just allows the RTC clock to keep incrementing the time while input power is not available. It isn’t
used to store the time at all.

» The battery only discharges when input power is removed.

¥ If the battery is removed or its voltage drops too low, the worst thing that happens is the RTC doesn’t increment
while power is removed. So it will power-up with whatever the time/date was when it was last set. The amount of
initial error is about the amount of elapsed time it was powered-down. If it was powered-down for 10 minutes, the
time would be about 10 minutes or so off at power-up. It doesn’t prevent the time from being changed from the
incrementing O’s at start-up.

Recommended RTC battery voltage range (minimum voltage)

Per Tom Richardson (Oct 2014)
| found it in one of the design guides.

BATT Input=
3V backup cell input from carrier to SOM-ETX module for RTC operation and storage register non-volatility in the absence of system
power. (BATT=2.4V-3.3V)

So it looks like 2.4 is the minimum.

Methods to tell if the RTC battery needs to be replaced

Q. how does the operator/maintainer know the battery needs to be replaced? Is there a way to use the software to check
the battery levels?

A. reply from Keith (Oct 2014) To answer your question, there are really only two ways to tell if the Lithium coin cell RTC battery
needs to be replaced. The first is the System Time will be incorrect at each power-up, with the amount of error being about the
length of time it was powered-down for, until an external reference corrects the time and the SecureSync goes into Sync. The
second way is to measure the voltage on the battery with the cover removed (there is also a test point on the main board for this
voltage, TP69).

The battery has an expected life of about 5 years of cumulative unit power-down time (it only discharges when input power is
removed from the SecureSync). As long as power is normally applied, | would recommend that the battery just be routinely
replaced like every 5 years or so to prevent it from starting to become too low.

FYI- the coin cell BIOS battery is not considered critical to the SecureSync’s operation. Its only function is to keep the Real Time
clock incrementing when power is removed. The Real Time Clock is the start-up time reference for the system until an external time
reference becomes present and valid to correct any time errors, before SecureSync goes into sync.
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C62 is a Bypass Capacitor for Noise. It is also for charge storage to keep the battery voltage up while the batter is being
changed if the battery is not dead.

The battery is present to keep the ETX-single-board-computer internal clock/date in stored memory should SecureSync
power cycle. After power has returned the SecureSync will display BIOS time. The unit will update (+/- adjusted seconds)
the displayed time upon normal GPS reception. A battery circuit failure will not affect GPS and/or Oscillator and Sync
functions.

Please inform the customer that the SecureSync is not broken if the battery fails. It will operate properly without the
battery. The SecureSync is still functional even with the ETX backup battery failed. The battery is only used when power
goes down and the SecureSync has no power applied. The only effect of the failed ETX backup battery will be that it will
take longer to Sync after power is re-applied. It will also not remember the time and date, etc., but will get it from the
GPS.

The battery being dead is not a critical failure as if the SecureSync won’t operate because the backup battery is dead.
Does the customer connect the SecureSync power into an Uninterruptible power supply?

Effects on the system if RTC battery is removed

» The only setting lost when the battery is removed is the RTC clock (date/time). All other BIOS Settings and
System Settings (network, NTP, Reference Priority) are stored in Flash memory and are not lost when the battery
is removed.

Q. If we remove and reseat "button battery” on the SecureSync and re-set clock by configuring the BIOS settings, will
each setting(ex, IP address, NTP setting, reference setting etc,) be initialized?

A. Reply from Keith (11 Nov 2014) The very short answer to your question is “no”. Each setting (ex, IP address,NTP setting,reference
setting etc,) will not be initialized after removing/reinstalling this battery.

| confirmed with our Engineering team what the effects are of removing the ETX’s Real Time Clock coin cell battery. The only
setting lost when this battery is removed is the approximate date/time for the next time the unit is booted-up. The BIOS date/time
can be reprogrammed after re-installing the battery if you wish. If this setting isn’t reprogrammed with a keyboard and monitor
attached to the main board, it will take a little longer for the SecureSync to power-up and sync just the next time its powered-up and
synced to GPS. And it will power-up the first time with the incorrect date and time. However, within about 10 minutes or so of the
SecureSync resyncing to GPS, NTP or other external time reference, the Real Time Clock for the ETX module will be automatically
updated with the correct time/date (just as if the BIOS had been updated with a keyboard and monitor). All other settings for the unit
besides the time/date at next power-up (such as the network and NTP settings, Reference Priority table, etc) are stored in a CF
flash card that doesn’t rely on this coin cell battery to remain installed at all times. Removing the battery will not cause any of these
other settings to be lost because they are stored in flash memory.

So in summary, the ONLY setting affected by the removal of the coin cell battery is the boot-up time/date, after each power-up. And
if it's resynced to an external time reference after the battery is reinstalled, the RTC is automatically corrected for future power-ups
to have the approximately correct time/date.

Shelf life for RTC battery
» Shelf life is how long the device can remain unused before placing into service

¥ Shelf life is 5 years, limited by an on-board replaceable battery (for BIOS). See info below.

Email from Mark McGregor on 9/2/10:

The SecureSync appliance contains one internal battery (A 3vdc -500mAh, Lithium coin cell battery, P/N BR3032). This battery is used
as backup power to the ETX microprocessor (for functions such as saving the BIOS settings and for the RTC -yearReal Time Clock
functionality, etc). The SecureSync battery is specified to operate over a wide temperature range of -30C to 80C.

The backup battery life is based on the current draw of the ETX module when the SecureSync power is off. Battery life= Battery
capacity (A-hr)/battery current (A). The BR3032 capacity is 0.5 A-hr. The ETX draws 12.5 uA when off. This results in 4.57 years of
backup time/off time. Battery is not drained when power is on.

For the 93xx (NetClocks), a CR2032 is used, 0.22A-Hr. It uses the same ETX with 12.5uA of current draw when off. This results in 2

years of backup time/off time for the 93xx, so the SecureSync is an improvement over the 93xx. The SecureSync battery is also
specified to operate over a wider temperature range of -30C to 80C, whereas the 93xx is a -30C to 60C battery.
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The battery is a socketed component, but changing of the battery needs to be performed at the factory, in order to reset the ETX BIOS
settings once the battery has been replaced.

Note: Because the backup time/off time is a cumulative time, based on how the customer normally operates the equipment, we cannot
put an exact “expiration time” on the battery. We can’t just say the battery is good for 10 years, for example.

Document for replacing the battery in SecureSync (P/N 1200-5000-0055) Refer to manuals in Released drive
» Also refer to: EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Battery replacement

Email from Dave Lorah to Masataka with TOYO (10/3/12)

You are correct to think the battery has failed and isn’t backing up the time. It could also be the time was not set properly when the
BIOS was first configured or the ETX module was removed and the time not set after ETX was reinstalled. The default date for the ETX
module is Jan 1, 2003.

If the battery has failed it could be due to a high current draw. | have seen this happen once where the battery was drained by a
damaged capacitor C62. There also could be a problem anywhere in the path between the battery and the ETX module.

Aluminum capacitors in SecureSync

(Note: this info is from 1200 SecureSyncs)

Q are there any aluminum capacitors in SecureSync?
A reply from Dave Lorah (18 Jan 16) The answer is yes, there are capacitors constructed with aluminum in the Securesync. | am
curious why the customer would want to know this?
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Report of Disk/Memory status
(Note: this info is from 1200 SecureSyncs)

¥ Tools -> Upgrade/Backup page of the browser

Disk Status

947M
471M
427M

Percent 53%

Clear All Logs

Clear All Stats

RTC (Real Time Clock) / Linux kernel time

(Note: this info is from 1200 SecureSyncs)
Linux Kernel time (summary of time at each start-up)

» When the SecureSync is powered down, the RTC gets its battery power from the ETX coin cell battery.

¥ The coin cell battery doesn’t allow RTC to store the time. The battery just allows the RTC to keep incrementing
the time while input power is removed.

» Refer to Mantis case 0001704 for more info:

» The battery-backed Real Time Clock (RTC) is read upon each boot-up in order to set the Linux kernel time.
¥ The kernel time then sets the KTS time.

¥ The kernel time is adjusted by NTP during synchronization to other references.

» Fcron (scheduler program) runs every 10 minutes to write the linux time to the RTC.

» Upon a Reboot or halt being performed, the kernel time is set into the RTC.

Note: If the time is manually set, KTS is set to this time. If the time is set backwards by any amount, Fcron may stop
running until time catches up, and therefore it may not set the RTC. If the unit is then power cycled (hot Rebooted or
Halted), the manual set time is lost upon reboot. In order for the manual set time to be retained for the next power-up, a
Reboot or Halt needs to be performed.

Update: this issue was fixed in the version 5.0.0 software update. Refer to Mantis case 2091
(http://cvsmantis.int.orolia.com/mantis/view.php?id=2091)

Note: the TSync-PCle boards do not have an RTC, so this info does not apply to the timing boards.
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Sample log entries associated with RTC (note there may be others, also)
(Note: this info is from 1200 SecureSyncs)

From cron.log

Time saved to RTC (should be logged every 10 minutes:
fcron[3565]: Job /etc/init.d/Cronhwclock save started for user root (pid 3566)

From kern.log
After system reboot: rtc_cmos rtc_cmos: setting system clock to 2014-09-09 22:15:57 UTC (1410300957)

RTC “accuracies” while SecureSync is powered down
(Note: this info is from 1200 SecureSyncs)

» The BEST that the BIOS can set the SecureSync’s time at start-up is 0.5 seconds (it sets the time to the closest
% second)

¥ The RTC uses a very low quality oscillator to maintain the time. This time will inherently drift off of the correct
time, the longer that SecureSync is powered-down (the BIOS time is updated when the SecureSync powers
down, but it then drifts from there).

» We do not currently have any specs for the drift of the RTC (when power is not applied) see email below from
Tom.

SecureSync RTC drift can’t predicted because the RTC is on the ETX single board computer. Spectracom does not know
what the RTC/crystal is on the ETX. An inquiry could be made to the ETX board manufacturer, Advantech about RTC
time drift during power loss. It also depends on the RTC crystal and environmental conditions, change of temperature,
etc. | do not know the SecureSync software, but | think the ETX time, NTP and RTC time, is updated from KTS timing
system when the unit achieves synchronization. | do not know how often this time is refreshed.

There are no specifications given for the RTC because it is provided for “coarse maintenance” of the time base when a
SecureSync that was in Sync powers off. The idea is that the date will be correct, and the time will be “close” to correct
when power is restored, which is better than starting up and waiting up to 12 minutes for GPS to become in sync to get
time and date. | do not believe it was ever intended for the customer to depend on the RTC time accuracy/drift over a
power outage. It is outside the scope of the product specifications/requirements.

In order to answer this persons RTC question an inquiry to Advantech should be made, or maybe a SecureSync could be
tested to get a typical value for room ambient temperature, but | don’t know the resolution of the time a user can get from
the system or what methods the user has available to get the time from the system. Maybe a software guy or Ron might
know this information

FYI — The Rb does not get time or keep time, ever. The Rb disciplines its 10MHz output to a 1PPS reference. The Rb 10
MHz is the input to the KTS hardware clock. KTS hardware clock is what loads time from the RTC at power up and keeps
time. This time will be updated when the unit again achieves time sync, at that point the RTC time is over written in KTS
and the KTS time is sent to the ETX to update the RTC as well. After a power cycle the RB has to go through warm up of
about 7 minutes before the Rb 10 MHz is good enough to use.

Q | the user reference guide "Document Part No.: 1200-5000-0050 Revision: 25 Date: 28-Aug-2017" there are
references to a battery backed internal Real Time clock, but no specifications on the accuracy of this clock. On page
151, it states:

"The Accuracy of the Battery Backed Time depends on the accuracy of the hand-set time if the time is set manually in
an autonomous system. In a non-autonomous system (i.e, when using external reference(s)) SecureSync's System lock
will regularly update the battery-backed time. Another factor impacting the accuracy of the battery-backed time is how
long a SecureSync unit is powered off: Any significant amount of time will cause the battery-backed RTC to drift, i.e. the
battery-backed time will become increasingly inaccurate. The battery used for the RTC is designed to last for the
lifetime of the product.”
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| am interested in the case where the unit is operating, receiving GPS time, and keeping the real time clock
updated. Then, power is lost, recovers a few hours later, and GPS is no longer available. (At that point | expect the Rb
standard starts and loads from the Real Time Clock.)

I need to know the accuracy of the real time clock so | can calculate how much drift might occur if the unit lost power
and GPS was not available when repowered a few hours later. | am looking to achieve and project accuracy down to
milliseconds levels

A. Reply from Mark McGregor (7 Feb 8) SecureSync RTC drift can’t be predicted because the RTC is on the ETX single board
computer. Spectracom does not know what the RTC/crystal is on the ETX. An inquiry could be made to the ETX board
manufacturer, Advantech about RTC time drift during power loss. It also depends on the RTC crystal and environmental conditions,
change of temperature, etc. | do not know the SecureSync software, but | think the ETX time, NTP and RTC time, is updated from
KTS timing system when the unit achieves synchronization. | do not know how often this time is refreshed.

There are no specifications given for the RTC because it is provided for “coarse maintenance” of the time base when a SecureSync
that was in Sync powers off. The idea is that the date will be correct, and the time will be “close” to correct when power is restored,
which is better than starting up and waiting up to 12 minutes for GPS to become in sync to get time and date. | do not believe it was
ever intended for the customer to depend on the RTC time accuracy/drift over a power outage. It is outside the scope of the product
specifications/requirements.

In order to answer this persons RTC question an inquiry to Advantech should be made, or maybe a SecureSync could be tested to
get a typical value for room ambient temperature, but | don’t know the resolution of the time a user can get from the system or what
methods the user has available to get the time from the system. Maybe a software guy or Ron might know this information

FYI — The Rb does not get time or keep time, ever. The Rb disciplines its 10MHz output to a 1PPS reference. The Rb 10 MHz is the
input to the KTS hardware clock. KTS hardware clock is what loads time from the RTC at power up and keeps time. This time will be
updated when the unit again achieves time sync, at that point the RTC time is over written in KTS and the KTS time is sent to the
ETX to update the RTC as well. After a power cycle the RB has to go through warm up of about 7 minutes before the Rb 10 MHz is
good enough to use.
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Email from Tom Richardson (20 Dec 2012)
AMD CS 5536 companion chip.

32 KHz Input. This input is used for the real-time clock (RTC), GPIOs, MFGPTSs, and power management functions. This input may
come from either an external oscillator or one side of a 32.768 KHz crystal. If an external oscillator is used, it should be powered by
VIO_VSB. This signal takes approximately one second to lock after power-up.

| found a crystal on the board looks something like this. Marked “C3N7C”. Can'’t find any specs but it probably isn’t worse than 100
PPM.

100 ppm x 24 hours is 8 seconds.

25 ppm for 24 hours is about 2 seconds.

0.5 seconds in 24 hours is 5 ppm

| took a quick look at Digikey and they have 20 ppm stock, about 1.7 seconds per day.
As in anything your mileage may vary.

Keith’s email to TOYO (20 Dec 12): Yes. The SecureSync does maintain an estimate of the current time/date while the SecureSync is
powered down. This is to allow the approximated time/date to be displayed at start-up (or starting in Archive software version 4.8.0,
SecureSync can be configured to use this time/date for its initial synchronization, even though it's not very accurate. This is configured
by enabling the “Battery backed Time” checkbox on the Setup -> Reference Priority page of the browser, as shown below).

The time/date during equipment power-down is not maintained by the SecureSync’s 10MHz oscillator (which is not operational without
input power applied to the SecureSync). Instead, the start-up time is simply maintained by the Real Time Clock (RTC) inside the
system’s ETX embedded CPU module. This RTC is powered by the internal coin cell battery and estimates the start-up time/date to
within no better than 0.5 seconds of the actual time (this 0.5 second time error does not account for inherent oscillator drift- only the
ability for the time to be set at start-up. Inherent drift of the RTC while power is removed will affect the overall accuracy of this time).

The RTC in the ETX module uses a very low quality oscillator to maintain the BIOS time while the SecureSync is powered-down. As
this crystal is inherently not very stable, the RTC time will continue to drift off of the correct time, the longer the SecureSync is powered
down. We do not have any specifications on the time drift. However, if its desired to maintain the SecureSyncs time as accurately as
possible, the SecureSync should be operated with an uninterruptable power source (UPS), in order to prevent the SecureSync from
being powered-down (and therefore, the SecureSync’s time can be maintained by GPS, instead of via the RTC clock).

To prevent the chance of inaccurate time at startup from being used by external devices for their synchronization, the Synchronize to
Battery Backed Time on Startup” checkbox in the Setup -> Reference Priority page should not be enabled (it is not checked by factory
default), if the “User” reference is enabled in the Reference Priority table. With this checkbox not enabled, the SecureSync will not
automatically use the RTC clock as a time reference for its synchronization (manual intervention via the web browser is required after
each boot-up, before the RTC time can be used for SecureSync’s synchronization (thereby allowing a user to be able to update the
SecureSync’s startup time, before it can declare sync using the BIOS backed time).

500ms error in versions 4.8.5 and below (fixed in v4.8.6)

Email from Paul Myers (2/28/12)
Note on reboot after an update the time is exactly 500 msec off. The RTC estimates to within a half second.

Note: 127.127.1.0 in the table above is the local system clock (the kernel time, as set by the RTC at power-up) The RTC
error that Paul was referring to in his email above is the time difference between 127.127.1.0 and an external
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reference (in this case NTP server 96.9.150.154) the time difference is 500 ms (in the offset field).

RTC being set when manually setting the System time backwards into the past
¥ When System Time is advanced into the future, RTC is updated every 10 minutes.

» When System Time is set back into the past, RTC isn’t updated the first time for about 3 to 4 hours. Then it's
updated every 10 minutes again.

The system is not intended to be a simulator. It especially does not like being set backwards to an earlier time. This
causes Cron to completely stop running, until time has caught up to the correct time.

If the time is set backwards and then power cycled without a several minute delay, it will not power-up with the time that it
was manually set to. It takes several minutes for NTP to change the kernel time, once it's been manually set. Then Cron,
which is used to periodically set the RTC stops running until time catches up to the kernel time. If the time is set
backwards, a delay of several minutes (like 20 to 30 minutes) should occur between setting the time and power cycling
the unit.

Email Keith sent to Masataka (18 Feb 15) Thanks for your email. Our Applications Engineering team has reviewed the information
you provided us with regards to the SecureSync’s RTC being saved. | am happy to pass along to you their findings.

To begin, when manually setting the time of the SecureSync, there is a one particular scenario that will allow the RTC to be
automatically saved within 10 minutes of setting the time. There is another scenario which prevents the System Time from being able
to be automatically saved to the RTC for a few hours, unless a reboot or halt of the SecureSync is commanded.

If the System Time/date is manually set by a user to a time/date ahead of the current System Time, the SecureSync continues to be
able to automatically set the time into the RTC every 10 minutes (on a 10 minute schedule). However, if a user manually sets the
date/time to an earlier date/time than the System Time was set to, the System Time can’t be automatically set into the RTC for about 3
to 4 hours, unless a reboot or halt command is perforrmed.

If the date/time is set by a user to a date/time in the past and its desired to save this “new” date/time into the RTC without waiting the 3
to 4 hours for it to be automatically saved, the SecureSync should be commanded to be either rebooted or halted (not just power
cycled) after setting the date/time backwards. Note the RTC is not updated upon a power cycle of the SecureSync. However, the RTC
is updated with the System Time upon either a reboot or a halt command being issued. The SecureSync can be either rebooted or
halted via the front panel menus, the web browser, the CLI command line interface or via SNMP.

Please be aware that the RTC taking a few hours to be set when a user sets the date/time into the past is not a software bug and
Spectracom has no intentions at this time of changing how this operates. If it's desired to manually set the time of the SecureSync
backwards to a previous date/time for some reason, the SecureSync should be either rebooted or halted (via its user interfaces) in
order to alleviate the need to wait the 3 to 4 hours that is needed for the RTC to be updated with this earlier System Time. Note that
the RTC is updated with each reboot or halt command, whether the date/time was set forward or backwards from the starting System
Time. The reboot/halt command alleviates any need to wait for the RTC to be updated, as the RTC update occurs before the
SecureSync is brought down with either command being performed.

Site acceptance testing / performance testing

Refer to: \Rocfnp0O1\idrivedata\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Acceptance
tests

SecureSync Options

Options/License files available for SecureSync (besides Option Cards)

¥ Refer to the 2400 SecureSync datasheet: https://www.orolia.com/product/securesync-time-and-frequency-reference-
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Generating license files
A) 2400 SecureSync License Bundle creator
¥ See Dan Pashina/Will Comly

B) 1200 SecureSync License Bundle Creator
> refer to: :\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\License Files Updates

Per Ron Dries (25 Jan 18) The updated License creator tool is being kept in Arena.

The item number for the tool is SS_LIC_PROG_CS. It can be found here: https://app.bom.com/items/detail-
spec?item_id=1242672189&version_id=10893367128&orb_msg_single_search p=1

It can be run by downloading it to your PC and extracting it. The executable is called bundleCreator.exe.

Enter the model and serial number into the GUI and then check the licenses you would like to include in the bundle for the specified
model and serial number.

After pressing submit the file is created in the directory C:\ManufacturingProgrammingFiles\ on your PC.
Associated response from Dave L: | have placed the new update file in I:\Customer
Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Software Update- license files.
| have also updated the license file creation instruction to reflect this new procedure.

Installing licenses
» Specific process to install license can vary based on installed software version.

e Forexample, version 5.2.1 has a dedicated button to upgrade License File (installing license is not the same
process as updating the software)

Process for updating a SecureSync customer unit in the field (email from Tom Richardson)

1) Sales/Customer service gets order for update license from customer. Customer supplies required serial
number(s).

2) Order Entry enters order and adds serial number(s) as a line note. Notifies Customer Service.
3) Customer Service creates license update file following the license file creation process.

4) License file and installation instructions sent to Customer through Salesforce.

5) Unit notes in Salesforce are updated to reflect serial number change in status.

6) Customer service notifies Operations that item has shipped and Shipping update transaction in Visual.
Browser report of installed license files

e The license status is visible on the TOOLS -> Upgrade/Backup page in the web user interface. It should be
listed under the “System Configuration” section at the bottom like below:

Option OPT-PLL External PLL
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Deleting installed Option Licenses:

e DCS_GetOptions 0 lists the installed licenses (example below)

o DCS_CheckOption

e DCS_DeleteOption 0 # deletes the options (where # is the Option Number desired to be removed)

Caution: Always verify the desired Options Number first, before deleting an Option, as the assigned Option
number may be different in each unit (based on what other options were installed prior for installed)

Example: With TimeKeeper being Option 2, the command to remove it is DCS_DeleteOption 0 2
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(SS-Opt-BSH and SS-Opt-JADE) IDM software (BroadShield Talen-X /embedded BroadShield
interference and Spoofing detection software) for 2400 SecureSyncs

Current status of Opt-BSH and Opt-Jade in 2400 SecureSyncs

Per Dave Sohn (26 Apr 2021) “SS-OPT-BSH IDM Suite is functional and tested within our current release of 2400. SS-OPT-JADE
is not yet available on 2400”

Update on JADE from Keith (7 Oct 2021) As of at least v1.2.2, Opt-JADE still not available for 2400s. Per
Sadie, Opt-Jade is very low on the Engineering Priority list for 2400s.

Links/shortcuts

> Refer to the BroadShield datasheet on our website: https://www.orolia.com/product/broadshield/

> Refer to SecureSync IDM suite on our site: https://www.orolia.com/solution/interference-detection-and-
mitigation/

Link to press release on a web page
Link to SecureSync with Broadshield information page

» Link to Broadshield datasheet on our site: Refer to the BroadShield datasheet on our website:
https://www.orolia.com/product/broadshield/

Link to Salesforce (pricing/ordering):
https://orolia.lightning.force.com/lightning/r/Product2/01t0h000006Bi28AAC/view

Link to info about Broadshield in online 2400 SecureSync manual:
http://manuals.spectracom.com/2400/Content/NC _and SS/Com/Topics/TIME/Broadshield.htm

Function: BroadShield is an optional software module for SecureSync that is capable of detecting the presence of GPS
jamming or spoofing in real time.

BROADSHIELD™ " TALEN-X

Detects Interference and Spoofing within Gwm;_j)
*

the GPS signal and GPS spectrum

Over 75 jamming / spoofing detection
algorithms

Works with our standard commercial GPS/GNSS
receiver .
Automatically enable/disable GPS during L=
interference events |

Iy

@

Status information through the Ul
Integrated notifications and alarms

Details: Spectracom and Talen-X have aligned hardware and software development efforts to jointly develop, market and
sell the most advanced PNT solutions, combining the strengths of leading Spectracom Resilient PNT products with
Talen-X’s BroadShield interference and spoofing detection suite.

The Spectracom SecureSync will take full advantage of BroadShield algorithms, which are known for meeting the
requirements for Critical Infrastructure published by the US Department of Homeland Security (DHS). Beyond complying
with DHS best practices, Talen-X has further enhanced the BroadShield algorithms to go beyond simply detecting various
threats, also providing Spectracom SecureSync operators with detailed threat characteristics, real-time situational
awareness and recorded data for post event forensic analysis.
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System requirements
o Strong GPS signal strengths
o uBlox M8T GNSS receiver (doesn’t work with Trimble Res-T, or RES-SMT-GG receiver)
o [For 2400 SecureSyncs: Software versions 1.1.0A (Feb 2020) or higher.

SecureSync Software changes associated w/BroadShield (in ascending order)

pseudod: daemon to pass ublox messages to the Broadshield option

ECO-FAI-002849 (1 Sept 2021): Release Broadshield 1.2.1 into production for 2400

» This releases version 1.2.1 of Broadshield into production. This version of Broadshield is needed for 1.2.1 2400
software.

V1.6.0 2400 SecureSync update = BroadShield version 5.8.0

Two available Modes of operation for BroadShield
» The Broadshield service can be run in two operating modes:

o BroadShield only: In the event jamming or spoofing is detected, SecureSync will emit a Major Alarm, however
it will continue to consider the GNSS reference as valid, i.e. it will NOT go out of sync.

o Auto Sync Control: In the event jamming or spoofing is detected, SecureSync will emit a Major Alarm AND it
will go into Holdover mode.

broadshield.ini file/Configuration of BroadShield

» Refer to online SecureSync manual:
http://manuals.spectracom.com/2400/Content/NC _and SS/Com/Topics/TIME/Broadshield.htm

broadshield.ini file

path to the broadshied.ini file: home/spectracom/config/Talen-X/BroadShield.ini

“Talen-X/BroadShield.ini: Permission denied”
» refer to Salesforce case 172828
default state after installing license: Broadshield is disabled after adding license file

Note: Unlike the 1200 SecureSyncs having BroadShield under a separate main “Monitoring” button at the top of the
browser, in the 2400 SecureSyncs, BroadShield is available via the “Management” menu (in at least v1.6.0, its now in the
Tools menu, as shown directly below).
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roadShield Service

Upgrade/Backup Alarms
BroadShield System Monitor Authorization
Reference Monitor Events
Ethernet Monitor Journal
RebootHalt NTP

Show Clock Oscillator
BroadShield Qualification

System State 1 SVs Used

System Wonss 1
Criical Timing W eNss2
Update

Normal 5

Screenshot below from the 2400 SecureSync user guide

INTERFACES MANAGEMENT

IDM Suite Service

NS Dashbnzid

BroadShield

Auto Sync Control

A) To configure the mode of operation
1. Navigate to Management > BroadShield. (or Tools -> BroadShield in at least 1.6.0)
2. In the BroadShield Service panel on the left, configure the desired setting:

Note: Turning BroadShield OFF and Auto Sync Control ON is an invalid setting and will cause a "Failed to
connect to the unit..." error.

BroadShield Service

BroadShiekd
‘;" “Auto Sync Control” '
‘;‘ Off: in an event, unit will not go into Holdover mode /
@‘ ON: In an event., will go into Holdover mode SHIELD
/ 5
/ ®
e & o
Broad Shield Service 3
Auto Syne Control °
SHIELD -~ o
83 DASHBOARD = = Q HOME BASE
® 9 ALGORITHMS
o
®
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3. In the BroadShield Web Ul on the right, navigate to SETTINGS > ALGORITHMS, and ensure that Jamming
and/or Spoofing detection are enabled.

Algorithms

R0ADSHIELD

wzom

EEmET

mOoPaest

C) BroadSight

¥ not supported for SecureSync (apparently has been removed from earlier versions of BroadShield)

i'/

BROADSHIELD

e« 2 ©®©

b

'+ BROADSIGHT
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D) “Home Base” position (optional- (apparently has been removed from earlier versions of BroadShield)

=
/4

43.083058

SHIELD

-77.589211

& 135663
1]
50
+
o
o 12t
GNSS 1 Position
O HOMEEASE 43.083057° N, 77.585208° W, 134171 m
a ALGORITHMS
0] m

¥ By setting the HOME BASE position you allow BroadShield to use this location as a reference position for
spoofing detection:

o Should BroadShield detect that the geographic position reported by SecureSync's GPS receiver seems to
move beyond the set Alarm Threshold (even though SecureSync does not move), an alarm will be
triggered.

The standard use case is to make your GNSS 1 Position your HOME BASE:

1. Should the position fields be populated (other than the Alarm Threshold), click CLEAR LOCATION (this will
prevent BroadShield from issuing an alarm once you SAVED the new position.)

2. Click USE in the GNSS 1 Position box to apply the settings.

3. The default Alarm Threshold is 50 m, i.e. any detected position shift beyond a 50-m circle around the
HOME BASE position will cause an alarm. You can change this setting to adjust the sensitivity.

4. Click SAVE to accept the entered values.

A less common use case may be that you want to pre-set the unit's position for later use e.g., if the SecureSync unit will
be deployed in a different location: Set a position manually by entering lat/long (format: xx.xxxxxx degrees) and alt. Note,

however, that this may cause a spoofing alarm, since BroadShield detects a difference between the HOME BASE position
and the GNSS position.

E) Algorithms (“Enable Jamming Algorithms” / “Enable Spoofing Algorithms”)

This menu option allows you to disable/enable Jamming or Spoofing. Spoofing refers to impersonating the live-sky
GNSS signal, thus "deceiving" the GNSS receiver, while Jamming refers to interference of the signal, i.e. making the live-
sky GNSS signal unusable. Per default, both are Enabled.
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F) Remote API

v

SHIELD

= Remote API

f;
£
. NN
(0]
G) About

¥ Displays Version and Build Date of the BroadShield software.

H) System Update

|
V =

SHIELD

)

BOPa

Monitoring BroadShield/ Associated Major alarm

» You can use the BroadShield Web Ul to monitor the jamming/spoofing status, or the SecureSync Web UI. In the
latter case, you will be informed of a Major Alarm

If BroadShield detects a jamming or spoofing event, SecureSync will:
o emit a BroadShield Critical, Major Alarm
o SecureSync will go into Holdover ( HOLD status light) and — depending on the BroadShield Service

setting and your SecureSync settings — will either remain in sync (green SYNC status light), i.e. it will
continue to output time and frequency signals considered valid, or it will go out of sync (red SYNC light).
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INTERFACES MANAGEMENT .

System Status Eevents Log

Reference None
100 ns <ETE <=1

m
® i
18150831 tostems | Reteence Crange ciareq)

Status . - Jul 18 15:08:29 [system] Reference Change
Jul 18 15:08:27 In Holdover
Major Alarm .
Jul 18 15:08:26 [system] 2017 199 15:08:26 000 SS: Reference
A erosdshield Critical, Msjor Alam
26 BroadShield Critical, Major Alarm
. _ - Jul 18 14:46:43 [system] w ange (Cleared)
1 Jul 18 14:46:41 [system] W der In Holdover
I

Available Broadshield notifications

Management -> Notifications page of the browser

Real-time monitoring via browser
¥ The BroadShield Web Ul will also display real time signal status information, or a map status.

Note: If at any time you receive an error message “Failed to connect to the unit”, the SecureSync Web Ul may have
timed-out (see Web Ul Timeout). Refresh your browser page to log back in.

To open the BroadShield user interface:
Navigate to MONITORING > BroadShield. (If you cannot see the MONITORING button in the Primary Navigation Bar of
the HOME screen, this license is not present.)

The embedded Broadshield Web Ul will open, displaying the Dashboard and providing access to the following panels:

DASHBOARD:

» The Dashboard panel displays up to 7 days of history data, and a real-time amplitude frequency spectrum. The
headline background color indicates the current jamming/spoofing status:

red= jamming or spoofing detected;

green = no alarms at this time
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Select time scale

' Dashboard

SHIELD B oot

[ Jamming

H DASHBOARD

Spoofing
detected
Spectrum

S Center frequency

0
-4 MHZ -2 Mz 0 MHzZ +2 MFHz +4 MHE

®

=]

=

Frequency (MHz)

A) Top graph of the dashboard (displays past signal level over time)

Note:
o You can change the time scale by clicking on any of the labels at the top (between “1 hour” and “7 days”

Pashboard Select time scale

<

v

W Jzmming
W So00fing

Spoofing

detected

» Displays the past signal level over time, divided into a Normal and a Critical signal level (separated by a red line).
o Ablue line in the Critical zone indicates a potential jamming incident, while

o A green line indicates that SecureSync may be subject to a spoofing attack.
Note: A SecureSync reboot will reset all history data (it can still be retrieved via LOGS.)

B) Bottom graph of the dashboard (labeled “Spectrum”) (shows current signal over the GPS band)
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Spectrum

Center frequency

¥ Visualizes the current signal over the GPS frequency band.

¥ Unusual amplitude spikes indicate a potential threat.
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GNSS 1 Status (Skyplot graph)

¥ This graph visualizes the signal-to-noise ratio for up to 20 received satellites in real time. The satellites are
numbered by their NMEA ID's (as in the skyplot mentioned above).

GNSS 1 Status

GPS Time: Time and Day as provided by GNSS 1 Status

Secure3ync's GNSS receiver.

B
@

Position: The position as determined by SecureSync's | ¥ - W 130171 m (2]
GMSS receiver. Sannin o0 ?

A, e @0 Skyplot graph

! e .

{ 4815
Satellites Used: The number of satellites cumrently ;" .-4 &
received by SecureSync. This number includes all / ,."' o ) o

satellites currently received for all enabled Ff
constellations

Mote BroadShield uses only GPS signals for
jamming/spoofing detection.

.'ll -
ll."' ] m
Average C/No: Average signal to noise ratio. .-';
An average C/No value higher than 30 can be i
considered "good"”. ‘ SNR bar graph

The center of the skyplot represents the antenna position. The skyplot shows all GPS satellites currently being tracked
and — if enabled (under INTERFACES: REFERENCES > GNSS Reference: GNSS 0 > Edit button > Selected
Constellations) — will also display all GLONASS satellites (numbered 65 and higher). Note, however, that GLONASS
satellites will not be used by BroadShield. Galileo and Beidou satellites will not be displayed.

Even though SecureSync may be configured to track multiple GNSS constellations (see Selecting GNSS Constellations),
BroadShield only uses GPS.

“Signal-to-noise bar graph” (Below sky graph)

» This graph visualizes the signal-to-noise ratio for up to 20 received satellites in real time. The satellites are
numbered by their NMEA ID's

MAP (requires SecureSync to have Internet Access)

Note: the map data is not part of the BroadShield software, but is downloaded from the Internet. Hence, this feature is
only available if your SecureSync unit is connected to the Internet.

¥ The map displays your current position, as reported by the GPS receiver.

o Should the displayed position differ from the actual antenna position, the GPS signal is likely spoofed.
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BroadShield’s dedicated Logs (SystemStatus.csv files) (note these are separate from the SecureSync’s other
available “System” logs)

Home -> Spetracom -> Log -> broadshield directory

Home Share View
v « customer logs » Verizon » with broadshield » securesync(8) » home » spectracom » log
IC-ENG-492 - Name . v Date modified Type Size
HC-ENG-ABBOTT broadshield
WC-ENG-JOE et
IC-ENG-JUSTIN ntpstats
IC-ENG-MARKM (& atarms.log 10
IC-ENG-OLEG (& auth.og E

uauth,log.‘l
WC-ENG-TEMP-D2 -

[ auth.log.2 (
IC-ENG-TIM o .

|__g| auth.log.3 0/8/2

Mame Drate mo

001-20171005T152033Z

Ll

00d-20171
005-20171
006-20171
007-20171
008-20171

Example SystemStatus.csv file:

A 5 s U £ 3 [ H 1
FrameTime (s) SystemTime (UTC) System State System Penalty Jamming Penalty Spoofing Penalty = GNSS1State  GNSS2State  GINSS3 State
0.148 2017-10-09T11:25:54Z NORMAL o ] 0 NORMAL DISABLED DISABLED
0.957 2017-10-09T11:25:557 NORMAL o i} 0 NORMAL DISABLED DISABLED
1.996 2017-10-09T11:25:56Z NORMAL o 0 0 NORMAL DISABLED DISABLED
2.997 2017-10-09T11:25:57Z NORMAL o ] 0 NORMAL DISABLED DISABLED
3.997 2017-10-09T11:25:587 NORMAL o i} 0 NORMAL DISABLED DISABLED
4.997 2017-10-09T11:25:59Z2 NORMAL o 0 0 NORMAL DISABLED DISABLED
5.997 2017-10-09T11:26:00Z NORMAL o ] 0 NORMAL DISABLED DISABLED
6.996 2017-10-09T11:26:017 NORMAL o i} 0 NORMAL DISABLED DISABLED
7.996 2017-10-09T11:26:02Z NORMAL o 0 0 NORMAL DISABLED DISABLED
8.996 2017-10-09T11:26:03Z NORMAL o ] 0 NORMAL DISABLED DISABLED
9.956 2017-10-09T11:26:047 NORMAL o i} 0 NORMAL DISABLED DISABLED
11 2017-10-09T11:26:05Z NORMAL o o 0 NORMAL DISABLED DISABLED

Note: In lieu of scrollong through the list to find if there are entries not containing “0s”, right click on a value in the System
Penalty column, select “filter” -> “filter by selected cells Value”. Then left-click on the filter icon to the right of the
System Penalty field. If values other than “0” are displayed, there are one or more fields that aren’t a “0 in this file

II < 7 2
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Fields in each csv file:
FrameTime
SystemTime (UTC)
System State
System Penalty: count of either jamming and/or Spoofing penalties
amming Penalty: count of jamming penalties
Spoofing Penalty count of Spoofing penalties
GNSS1 State: (“‘Home Base” position)
GNSS2 State (not currently used)
GNSS3 State (not currently used)

Note: Having System Penalty (Jamming and/or spoofing penalties) numbers other than “0” doesn’t necessarily mean a
problem should have been detected — the numbers have to actually exceed some unknown threshold to be
considered a penalty and to assert associated alarms.

Example entries of “System Penalty” fields not containing 0’s

FrameTime ( ~ | SystemTime (UTC)| » | System v | System Penalty |.¥ Jamming Penalty Spoofing Penalty ~ |GNSS1 State| ~

10316 2017-10-08T06:18:00Z NORMAL 999 999 0 NORMAL

10329.998 2017-10-08T06:18:14Z NORMAL 999 999 0 NORMAL

10338.999 2017-10-08T06:18:23Z NORMAL 999 999 0 NORMAL

- 10339.998 2017-10-08T06:18:242 NORMAL 999 999 0 NORMAL
‘é,ae’:;?t'i';?s 10340999 2017-10-08T06:18:252 NORMAL 999 999 0 NORMAL
10346.998 2017-10-08T06:18:31Z NORMAL 999 999 0 NORMAL

10364.998 2017-10-08T06:18:492 NORMAL 999 999 0 NORMAL

10405.998 2017-10-08T06:19:302Z NORMAL 990 990 0 NORMAL

10485.998 2017-10-08T06:20:50Z NORMAL 692 692 0 NORMAL

13020.059 2017-10-08T07:03:04Z NORMAL 1182 o NORMAL

13021.061 2017-10-08T07:03:05Z NORMAL 1099 0 NORMAL

Spoofing 13022.179 2017-10-08T07:03:06Z NORMAL 1016 0 NORMAL
Penalties 13023.066 2017-10-08T07:03:07Z NORMAL 933 0 NORMAL
13024.058 2017-10-08T07:03:08Z NORMAL 850 0 NORMAL

13025.058 2017-10-08T07:03:092 NORMAL 767 0 NORMAL

13025.998 2017-10-08T07:03:10Z NORMAL 684 0 NORMAL

13027.06 2017-10-08707:03:11Z NORMAL 601 0 NORMAL

13028.183 2017-10-08T07:03:12Z NORMAL 518 o NORMAL

13029.063 2017-10-08T07:03:132 NORMAL 435 0 NORMAL

13030.06 2017-10-08707:03:14Z NORMAL 352 0 NORMAL

13031066 2017-10-08T07:03:15Z NORMAL 269 0 NORMAL

13032.062 2017-10-08T07:03:16Z NORMAL 186 ) NORMAL

13033.062 2017-10-08T07:03:172 NORMAL 103 0 NORMAL

13033.998 2017-10-08T07:03:18Z NORMAL 20 0 NORMAL

Rotation of Broadshied’s log (SystemStatus.csv files)
» Per Paul M (9 Oct 17) If CF card usage is greater than 70%, Broadshield logs are deleted.

Clear/download logs (SystemStatus.csv files)
Logs

CLEAR LOGS
NEW LOG SESSION

DOWNLOAD LOGS #

o To clear all current logs (SystemStatus.csv fles) stored on SecureSync, click CLEAR LOGS.
o To start a new log session, click NEW LOG SESSION.
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o To download current logs, click DOWNLOAD LOGS.

Opening broadsense_logs_2017-10-10713.304825p X

Jou s chen b opeex Add Exract Test Copy Mo
12 broadsense_togs_2017-10-10T13.404622ip

N y § l@ C:\Users\kwing\AppData
V'h.d should Fredox do with this fle? Name

® Openwin  1-Zip File Manager (defautt) -

5 smeri 003-20171010T1340487 :

] Do this gutomaticatly fox files Wte the from now cn. = 002-20171010T133523Z

e = 001-20171010T131443Z

Other “Spectracom” log fields which may also contain Broadshield entries

Note: Broadshield entries are inherently asserted/cleared each time the Broadshield option is enabled.
Oct 5 15:20:33 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared
Oct 5 15:20:35 ohcnntpz2 ohcnntpz2: [system] BroadShield Warning, Minor, Cleared
Oct 5 15:20:35 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared

A) Alarms.log
» Example entry Oct 8 02:41:02 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major Alarm

B) Events.log
» Example entries

Oct 5 15:20:33 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared

Oct 5 15:20:35 ohcnntpz2 ohcnntpz2: [system] BroadShield Warning, Minor, Cleared

Oct 5 15:20:35 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared

Oct 5 15:26:25 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared

Oct 8 02:41:02 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major Alarm

Oct 8 02:41:02 ohcnntpz2 ohcnntpz2: [system] In Holdover

Oct 8 02:41:02 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:41:02 000 SS: Reference changed to Time Ref: none PPS Ref:
none

Oct 8 02:41:03 ohcnntpz2 ohcnntpz2: [system] Reference Change

Oct 8 02:41:04 ohcnntpz2 ohcnntpz2: [system] Reference Change (Cleared)

Oct 8 02:42:05 ohcnntpz2 ohcnntpz2: [system] BroadShield Critical, Major, Cleared

Oct 8 02:42:06 ohcnntpz2 ohcnntpz2: [system] Reference Change

Oct 8 02:42:06 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:42:06 000 SS: Reference changed to Time Ref: gps0 PPS Ref:
gps0

Oct 8 02:42:07 ohcnntpz2 ohcnntpz2: [system] No Longer In Holdover

Oct 8 02:42:08 ohcnntpz2 ohcnntpz2: [system] Reference Change (Cleared)

Specific example of the benefits of having Broadshield available

¥ both sets of logs below were from same customer/same site in Ohio (next to a trucking facility, often observing
intermittent jamming). The first set (twice in the same day) shows the Rb oscillator going in and out of free-run
until the jamming goes away. The second set shows the rb staying on free run untiljamming stops.

A) Broadshield option not available (two separate jamming events on the same day caused the Rb oscillator to
go in and out of lock)

Oct 5 07:00:46 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:00:46 000 XO: Ref Changed: old=gps0 new=none
Oct 5 07:00:46 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:00:46 000 XO: Phase Reference Invalid.

Oct 5 07:00:48 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:00:47 000 XOS: Rb track off -- free run

Oct 5 07:00:54 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:00:54 000 XO: Ref Changed: old=none new=gps0
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Oct 5 07:00:54 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:00:54 000 XO: Phase Reference Valid.

Oct 5 07:02:28 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:02:28 000 XOS: Rb synchronized

Oct 5 07:03:00 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:03:00 000 XOS: Frequency error recalculated: -00.000023 (-
2.337x10"-12)

Oct 5 07:31:31 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:31:31 000 XO: Ref Changed: old=gps0 new=none

Oct 507:31:31 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:31:31 000 XO: Phase Reference Invalid.

Oct 5 07:31:32 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:31:32 000 XOS: Rb track off -- free run

Oct 5 07:31:39 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:31:39 000 XO: Ref Changed: old=none new=gps0

Oct 5 07:31:39 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:31:39 000 XO: Phase Reference Valid.

Oct 5 07:33:14 ohcnntpz2 ohcnntpz2: [system] 2017 278 07:33:13 000 XOS: Rb synchronized

Oct 5 10:21:08 ohcnntpz2 ohcnntpz2: [system] 2017 278 10:21:07 000 XOS: Frequency error recalculated: -00.000011 (-
1.192x107-12)

Oct 511:02:10 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:02:10 000 XO: Ref Changed: old=gps0 new=none

Oct 511:02:10 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:02:10 000 XO: Phase Reference Invalid.

Oct 511:02:12 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:02:11 000 XOS: Rb track off -- free run

Oct 511:02:15 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:02:15 000 XO: Ref Changed: old=none new=gps0

Oct 5 11:02:15 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:02:15 000 XO: Phase Reference Valid.

Oct 5 11:03:49 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:03:49 000 XOS: Rb synchronized

Oct 5 11:04:05 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:04:04 000 XOS: Frequency error recalculated: 00.000059
(5.980x10"-12)

Oct 5 11:23:09 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:09 000 XO: Ref Changed: old=gps0 new=none

Oct 5 11:23:09 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:09 000 XO: Phase Reference Invalid.

Oct 511:23:11 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:10 000 XOS: Rb track off -- free run

Oct 5 11:23:13 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:13 000 XO: Ref Changed: old=none new=gps0

Oct 511:23:13 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:13 000 XO: Phase Reference Valid.

Oct 511:23:15 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:15 000 XO: Ref Changed: old=gps0 new=none

Oct 511:23:15 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:15 000 XO: Phase Reference Invalid.

Oct 5 11:23:17 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:17 000 XO: Ref Changed: old=none new=gps0

Oct 5 11:23:17 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:23:17 000 XO: Phase Reference Valid.

Oct 5 11:24:52 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:24:51 000 XOS: Rb synchronized

Oct 5 11:25:25 ohcnntpz2 ohcnntpz2: [system] 2017 278 11:25:24 000 XOS: Frequency error recalculated: -00.000024 (-
2.483x10"-12)

Oct 5 12:01:16 ohcnntpz2 ohcnntpz2: [system] 2017 278 12:01:16 000 XO: Ref Changed: old=gps0 new=none

B) Broadshield available and active (oscillator remains in Holdover until Penalty event has cleared)

Event started

Oct 8 00:47:10 ohcnntpz2 ohcnntpz2: [system] 2017 281 00:47:09 000 XOS: Frequency error recalculated: -00.000006 (-
6.704x107-13)

Oct 8 02:41:03 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:41:03 000 XO: Ref Changed: old=gps0 new=none

Oct 8 02:41:03 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:41:03 000 XO: Phase Reference Invalid.

Oct 8 02:41:04 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:41:04 000 XOS: Rb track off -- free run

Event ended

Oct 8 02:42:07 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:42:07 000 XO: Ref Changed: old=none new=gps0

Oct 8 02:42:08 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:42:07 000 XO: Phase Reference Valid.

Oct 8 02:43:42 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:43:41 000 XOS: Rb synchronized

Oct 8 02:43:49 ohcnntpz2 ohcnntpz2: [system] 2017 281 02:43:48 000 XOS: Frequency error recalculated: -00.000002 (-
2.917x10"-13)

Oct 8 05:50:56 ohcnntpz2 ohcnntpz2: [system] 2017 281 05:50:55 000 XOS: Frequency error recalculated: 00.000005
(5.366x10"-
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Special software patches / Specials for SecureSync

Special software patches for particular customers

SPECIALS

» Refer to: U:\Engineering\Projects
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Option Cards

e Option Card Install Guide for 2400 SecureSyncs (2400-5000-0052) in Arena: https://app.bom.com/items/detail-
spec?item id=1271819535&version id=11422521608&orb_msg_single search p=1

e Schematics for the Option Cards: (Refer to the 1204-xxxx) \\rocfnpO1\idrivedata\Engineering\Archive\New
Released\PCB Documentation

e For additonal information on SecureSync Option cards, refer also to:

o Tablellist of Option Cards: .\SecureSync Option Card table.pdf

o Details for each card: ..\SecureSync Option Card information.pdf
o Folder: [:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Option Cards

o Sharepoint site: https://oroliagroup-
portall.sharepoint.com/Spectracom/customer_service/Shared%20Documents/Forms/Allltems.aspx

API calls for Option Cards/Slots

» Refer to Tim Tetreault’s “cheat sheet” at: I:\\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\Timing
boards\TSync family\Tsync driver calls cheat sheet

» These are examples - additional calls may have since been added

Option Card commands
DCS_GetCardinfo

DCS_GetFeatByldx
DCS_Getinstance
DCS_GetOptions
DCS_GetSlot

**Slot Numbers

**Installing or relocating Option Cards
(Note: this info is from 1200 SecureSyncs)

Installing Option Cards
Metal bracket screws and stand-offs used on the Option Cards
Email from Scott Holmes (4/2/12)

The material we specify is 0.81mm (20 ga) thick aluminum alloy 5052-H32. Before screening we plate it with RoOHS compliant clear
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plating. The plating is electrically conductive.

Screws and standoffs
Email from Dave Lorah (5/10/12)

The mounting bracket screws are a M4, Flathead Phillips, 10MM black machine screw, stainless steel. | think these are all fine thread.
The option card standoffs are a Hex spacer, M3x18mm, zinc plated brass. These are pretty soft metal. | have broken some myself.

Standoff lengths

Q. (Email from Sylvain)...we have noticed an important bending of the 1204-06 card when it is mounted with another
board below. It seems the pillar is too high. The pillar can be OK when there is no board below but not for a “sandwich
mode” ...

Here are the pictures of the 1204-06 mounting. The 892,3,4 show mounting with card in bottom slot and 895,6 show
mounting with no card underneath (no additional spacer in place of PCB). | used a thin nylon spacer (0.5mm) + the
supplied 19mm pillar to give the correct height. | think that the supplied pillars are 1mm too long.

Reply from Scott Holmes (10/26/12) There are two standoffs we use for the option cards. One is longer and allows a card to be
installed in an upper slot with no card below. The other is shorter and used when there are cards in both upper and lower slots. It looks
like the longer standoff was used. Did they move the cards around and mix up the standoffs or was the mistake made on

our production floor?

e Option Cards on bottom plug straight into rear connector.

e Option Cards on top are connected to the main board via a 50 pin ribbon cable (CA20R-R200-0R21)

» Refer to the SecureSync Option Card Installation Guide (1200-5000-0052) I:\New Released\Manuals\1200-xxxx-
XXXX.
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Ribbon cable for top row

¥ When we send new Option Cards to be installed in the field, a kit that includes a 50 pin ribbon cable (ribbon cable
is our P/N CA20R-R200-0R21) and the Install guide mentioned above, is provided with each card. This ribbon
cable provided is only used when installing an Option card in the top row (Bays 2, 4 and 6). The ribbon cable is
not used with the bottom row of Option Cards (Bays 1, 3 and 5).

Ribbon cable should be “looped outward” Don’t install the cable “looped inward”

Ancillary kit included with Option Card purchases
» The P/N for the ancillary kit is 1204-0000-0700. This ancillary kit includes:

Manufacturing Window - Infor ERP ¥E - [M 1204-0000-0700,C] - | I:I| X |
E File Edit Wew Status Change Info Options Window  Help - IEIEI
| Dzl | ke
b 1204-0000-070002 - 1204-0000-0700 - ARC EIT, QFTION CARD 1.0000- ﬂ
10 KITTIMG -

10 CAZOR-R200-0R21 - CABLE RIBEOM, 2MM S0P FEMALE 2.5 I 1.0000 Gty Reqgd
20 HO32R-0440-0002 - WASHER FLAT ALUMIMUIN #4125 THEK,  2.0000 Gty Regd
30 HM11R-03R4A-0004 - SCREW, PHP, M3-5 18-855 4Mi, THD | 4.0000 Gty Regd
40 HMA0R-03R5-0018 - SPACER HEX M-F ZINC PLT BRASS M3 2.0000 Gty Reqgd
=50 MPO0000 - CABLE TIE 2.0000 Gty Reqgd

¥ If a customer desires to move a card that is installed when the SecureSync was purchased, from the bottom row
to the top row, they will need the kit above (which includes the ribbon cable to connect the Option Card to the
main board).
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System Memory (SecureSync and Option Cards) / Sanitization
(Note: some of this info is from 1200 SecureSyncs)
**GPS receiver memory and CF Card/System memory in SecureSync (need fo update for 2400

SecureSyncs)
Refer to: I:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Memory\SecureSync memory.pdf

Note: Manufacturer’s names and P/Ns subject to change. Do not release to customers, though memory sizes can be
released as appropriate.

Note: This document has an FAQ that refers to the “/dev/hda1” file. This is the name of the mounted installed CF card in
its entirety. So the FAQ is referring to all files on the CF card itself.

Q. What is the capacity of the Main Memory? (Ex.: 256 MB)
A. The 2400 SecureSync has 8GB eMMC memory onboard.

**Certificate of Volatility (COV) / Letter of Volatility (LOV)
» Refer to: I:\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync-2400 (Diamond)\Memory

¥ Refer to: JIRA Ticket CAR-2122 (request Keith submitted to Engineering on 12 December 2022, for them to
release a COV for 2400s)

Procedure to Sanitize/Sanitization of the Model 2400 SecureSync (versions 1.6.0 and above)

» Refer to the 2400 SecureSync online user guide at: (not yet in user guide as of 21 Dec 2022)

1) Upload the same as already installed, or newer version of software via FTP/SCP (such as load 1.6.0., if 1.6.0 is
already installed.

2) (Starting in Versions 1.6.0 and above, as shown below) Perform a “Sanitize Unit (Clear ALL data and Settings
and HALT the unit)”

Upgrade System Software

option-cards-firmware-secures' v

B Delete Upgrade File

Perform Upgrade:

Clean Uparace (Check tn Inad factoru settinas on upgrade)

‘ Sanitize Unit (Clear ALL data and settings and HALT the unit)

) | Added in version 1.6.0 (~Dec 2022)

Upload New File

» 1stselect “Perform Upgrade”. Then select the “Sanitize Unit” checkbox

¥ Selecting the “Sanitize Unit” checkbox automatically selects “Clean Upgrade” checkbox
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Clean upgrade (Such as first performing a Forced upgrade from 4.8.8 to 4.8.9, for example. Then automatically resetting
the NTP server back to factory default settings and deleting all log files): “sysupgrade clean” followed by the upgrade
file name (Example: sysupgrade clean update489.tar.gz).

Report of swap memory usage
» May be monitored by solar winds (solarwinds) for example.
> Swap is reported at the beginning of the non-spectracom specific “tOp” cli command.

» Swap is reported as “0 total”, since there is no swap memory in the system:

Q. (from George Siaw with Hughes) SNMP monitor of the spectracom GPS keeps telling us this. (Swap Memory has
exceeded threshold: (60%) currently (100%))
A (from Dave Sohn) This should be ignored. There isn’t any swap memory to exceed, or be below, a threshold.

Sanitization
» Refer to: I\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Memory\SecureSync
memory.pdf

Email from Denis Reilly:

Customers can apply upgrades, provided by us, that upgrade the functional logic of the FPGA. Customers can’t put arbitrary data in the
Option Card FPGA EEPROM, and no user data ever goes into the FPGA EEPROM: the only data the customer puts there is data that
we provide. (either the initial image that ships with the unit, or any other data we provide as part of the upgrade process.)

The only exception is the PTP card, as | have described.

Applying a forced upgrade to the unit will ensure that the option card FPGA images get reverted to a known state, which may be what
the customer is going for.
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Model and Serial Number
(Note: this info is from 1200 SecureSyncs)

» CLI command to get the Model and Serial number: model <enter>

¥  Per Denis Reilly, the unit’'s Serial Number is stored in the EEPROM on the main logic board.

Obtaining Model and Serial Number remotely
A) Via web browser
1. Newer black web browser:

Tools -> Upgrade/Backup page of the browser (under “System Configuration”)

System Configuration

System Spectracom NetClock 9483 Version 5.1.7

Model 1209-012

2. Classic interface browser
Note: Post version 4.4.0 updates should have the Model/Serial Number at the top of the Tools ->
Versions page.

Note that the reported “Archive Version” is the “common reference” for all the various software
versions installed in the SecureSync. The “Archive version” defines all the different versions of
software installed. When a software update is applied to any of the various software modules, the
“Archive Version” is updated, as well.

A) Via CLI (telnet, ssh or serial connection)

» Use the CLI command of model <enter> (lower-case)

B) Model/Serial Number Via SNMP (info below is from 1200s)
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3

Serial Number via SNMP was added in version 5.2.1 software update.

o The Model and Serial Number are not available via SNMP in version 5.2.1 and below, refer to Mantis Case
1855).

Q. Is the Serial Number and Hardware Version available via SNMP? If so, what OIDs should we use? We've
looked through the provided MIBS, but didn't find anything.

A. At this time, the Serial Number and Hardware Version information are not available via SNMP. The unit’'s Serial Number
can be found on the Serial Number tag affixed to the appliance. We do not provide any “Hardware version” information.
However, the “Software versions” for the various SecureSync modules can be obtained from the Tools/Versions page of its
web browser

C) Model/Serial Number via the logs

3

Version 5.2.1 update (Apr 2015) added Model and Serial Number to the System Log at each start-up.

Programming Model Number/Power configuration and Serial Number
(Note: this info is from 1200 SecureSyncs)

3

The programmed Model Number (Part Number) affects the software power configuration. A missing or incorrect
Part Number will result in the unit thinking the input power configuration is different than the actual input power
input configuring, resulting in an alarm being asserted.

The unit’s Serial Number (Tools ->Versions page) can be entered, if it was inadvertently not programmed or if it
was programmed incorrectly when the SecureSync was shipped.

Programming a missing or incorrect Model/Part Number (which affects the AC/DC input power
configuration)

1
2)
3)
4)

5)

telnet or ssh into the unit (can’t change values via the web browser)
login as “spfactory”.
type: modno <enter> Response will prompt for the desired unit's Model Number.

Enter the correct 14 digit Part Number and press <enter> (Note: this is the 12 digit P/N and counts the two
dashes): Example: 1200-0237-0601 <enter> (the example consists of 12 digits and two dashes)

Reboot/power cycle the unit for changes to take effect.

Spectracom login: spfactory

Pazzsword:

Spectracom MetClock 9483 Uerszion 4.8.6
[spfactory@Spectracom 1% modno

Enter Part Humber:1289-812

Error: Invalid part number <1287-@12>
Part numbers must he 14 characters.
[spfactory@Spectracom ™15 1209-BE82-8681

Programming a missing or incorrect unit’s Serial Number
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1) telnet or ssh into the unit.

2) login as “spfactory”.

3) type: Serno <enter> Response will prompt for the desired unit's Serial Number.
4) Enter correct Serial Number and press <enter>

5) Reboot/power cycle the unit for changes to take effect.

Note: After rebooting/power cycling to have the Model Number or Serial Number change take effect, the web browser
may display “the web browser encountered an unexpected error...”. Refer to Mantis case 1982.

Linux 2.6.15-USAGI <spectracom.int.orolia.com} <H>

Spectracom login: spfactory

Pazsword:

Spectracom MetClock 9483 Uersion 4.8.6
[spfactoryBSpectracom 15 serno

Enter Serial Mumber:01397
Starting EEPROM wpgrade process.
Image file:
Mark: BxDEADBEEF
Type: BxBRBRBEA
Length: Bx0800000C4

VJerzion: 1.068
CRC: Bx34963638

Sending... done
Upgrade status: 180x complete...

EEFROM upgrade process completed successfully.
Rezet required to take effect.

[spfactory@Spectracom ™15 _

**SecureSync calibration service
(Note: this info is from 1200 SecureSyncs)

» There is no calibration required/available for the SecureSync or its Option Cards
» The SecureSync is self-calibrated to an external input reference (such as GPS)

Email Keith sent to Hongbo (16 Jan 2013) Is this regarding a SecureSync that has already been purchased and shipped to your
customer? Or is this regarding an order that the customer will be submitting to us sometime in the future?

| don’t believe we have provided any customer yet with a Calibration Certificate for SecureSync. We can supply Certificates of
Conformance for this unit, but note that there really isn’t anything in SecureSync to actually “calibrate”.

SecureSync is a self-calibrating device (when locked to GPS, IRIG, etc). The oscillator calibrates itself and there are no tunable items in
the unit (no potentiometers or other adjustable components). Calibration service would really be limited to the same items included in
the certificate of Conformance, which covers the tests normally performed during factory production. The calibration service would
essentially entail verifying voltage measurements and also the normal operation of the unit, since there are really no adjustable items in
the unit.

If your customer requires this calibration sticker, we will need to come up with a price for this service. Also, the SecureSync would need
to be returned to us (if this is for a unit that has already been purchased from us and shipped to the customer, it would need to be
returned for the first calibration and then every year thereafter, if they wished to renew the calibration certificate). All shipping fees and
the established calibration service fee (the minimum cost for the calibration service fee will be at least $200.00 USD as this is the
minimum evaluation fee for all non-warranty returns).

If your customer still wants to have the unit re-tested as it was during the manufacturing process for a certificate, we will establish an

pg. 163



actual cost for this service. But as there are no adjustable items in this unit, | would like to first verify your customer still wants this test
performed, with this understanding.

Please let me know if this is for a new order that has not yet shipped to the customer, and if they still want this calibration service

performed, with the understanding there really isn’t anything to “adjust” in this particular unit, as it's designed to be self-
calibrating. Then, we can go from there!
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Software version/Software update/Software downgrade

(Note: much of this info is from 1200 SecureSyncs)

RELEASE PLAN - SUBJECT TO CONFIRMATION
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Link to info on all available software versions for 2400 SecureSyncs
Refer to: ..\..\PSB, PSP software updates\2400 SecureSync\2400 SecureSync Software updates

Obtaining currently installed version information

» Update software version 5.2.0 enhanced the version info being reported in the Tools -> Upgrade/Backup page of
the browser.

» Now reports versions of Apache, NTP, OpenSSL, NetSNMP, OpenSSH, PHP (for newer black/charcoal browser),
KTS version, etc.

Obtaining the currently installed Archive / Timing System software versions:
» Reported in the Tools -> Versions page of the web browser.

» Automatically reported when logging in with telnet/ssh (displayed after entering the correct password). Refer to:
Command line interface (CLI) further down.
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¥ Login via telnet/SSH and type “version” (Version command returns Archive and Timing System version) Refer to:
Command line interface (CLI) further down.

Obtaining the versions of the installed software packages (such as Apache, GPS, SNMP, NTP, etc):

There are “version” commands available for the installed packages, via the CLI interface. Refer to: Command line

interface (CLI) further down.
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**Performing software updates

» All versions of software support updating the software via the web browser.

(at least v1.2.1 and below) Incorrectly applying 1200 SecureSync software update bundle to Model 2400
SecureSync

¥ Created JIRA ticket DMND-1599 to help prevent this from happening again.
¥ Refer to Salesforce Case 270459 (applied 5.9.1 to 2400 SecureSync)

Excerpt report from Customer (2 Aug 2021) SecureSync 2400 and tried to perform firmware upgrade to 5.9.1 (update591.tar.gz).
However, the upgrade status said - "upgrade failed" and asked me to reboot the unit. However, it didn't reboot itself and | no
longer can log into it via the web browser. | tried ssh into it using spadmin and a password that was set before (I am pretty sure
the password is correct!) but failed. | tried to ssh into it using spadmin and a default password but still no luck.

Specific software version notes (info not necessarily in release notes)
Version 1.2.0 upgrade

SOFTWARE FEATURE HIGHLIGHTS

Supported in Bedrock Mot Supported in Bedrock
Softwars Release 1.2.0 Support Planned in Future Releases:
+  Strong emphasis on stabilization and test = Additiona ator Support

¥ Dual Gb Ethemet on main board (Supported by Initial Release) - PM
¥ SW Configurable I/O (Supported by Initial Release) B} PM R

¥ |Pve Capability =  Ethemet bonding
* Centralized authentication (LDARP, RADIUS, TACACS+) (Near i
* Complete) a e +  GBE {4-in-1) Option Card PTP
¥ Interference Detection Suite - Single Receiver, Detection (Mear = NS5 and Dual GM5S Option Card support
Complete) autherticati
X _ - . uthentication:
¥ NTP Anycast Two-factor authentication support
¥ 1PudfIPvE multiple gateways/routing tables (IFV4 Complete TACACS+ user/group retrieval
¥ Main unit PTP option +  MTR/PTP:
¥ PTP Slave Synchronization - Move from nipd to chrony
¥ Hot-5wap ﬁD.«'-.EI supply m:un toring/alarming (5W feature - Move from masterpiece to linuxotp
complete, HW not complete —
¥ SAASM (SW feature u:u:rr'r:letE_. HW not complete) Mo Blan to Supmrtwith 2400
¥ Additional Oscillator Support: 815y | icati tocol
< TCXO —_— S—— x legacy communication protoco
Green - Required in Bedroc = Force-22E SAASM receiver
Crange

orolia

Update log/entries
» Update log is not displayed in browser, but captured in the standard log bundle.

¥ Update log can be viewed via CLI (logs directory).
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» Updates that are performed are reported in the Tools -> Versions page of the web browser.
¥ Logs record when the update was performed, version it was updated to, etc.

» If “Restore Factory Configuration” update was also selected (or if the clean command was used when performing
the update a via a CLI command) when the update was performed, all logs (and configs) are cleared. There will
be no Update log entries after the update is performed.

software update, especially when there have been no software updates applied in a very long time.

A) SIGTERM entry in the logs (such as Error_log, SNMPD log, etc
Update log entry

Jun 9 13:02:10 s43ulclk s43ulclk: [sw-upgrade] Upgrade Initiated, Reboot Required: /home/spectracom/update54A.tar.gz
(SWUAL)

Associated Error_log entries during a software update or halt

[Thu Jun 09 13:02:06 2016] [warn] [client 10.144.97.236] -authlogic- authtype is currently Pamacea (for /index.php), referer:
https://s43ulclk.vida.local/Upgrades

Reboot required to complete upgrades.

[Thu Jun 09 13:02:27 2016] [notice] caught SIGTERM, shutting down

[Thu Jun 09 13:20:02 2016] [notice] Graceful restart requested, doing restart

Associated SNMPD log entries during a software update or halt
Received TERM or STOP signal... shutting down...

Associated SNMPD log entries during a software update
Jun 9 13:02:30 s43ulclk exiting on signal 15

B) power cycling the unit (inadvertently or intentionally) before update is complete

Email from Dave Sohn on 11/2/11, regarding a customer power cycling SecureSync apparently before the update process had
completed:

Remember that upgrade actually involves two reboots of the system. The first reboot is done into memory to rebuild the CF card
with the new upgraded version. The unit then reboots again to start running from that newly built CF. During the first reboot, the
front panel LCD will be blank, and the console is not available. If they power cycled before that process is complete, | would be
concerned that something might not have been performed properly in the process. They may want to “force” another update at the
same version to ensure that the upgrade completed fully and successfully.

Software update when Skylight installed: The upgrade process is the same, but they can only upgrade to other
Skylight versions.

Ability to perform software updates via CLI interface (for scripting updates)

¥ Version 4.8.8 (Dec 2012-ECN 3099) Added sysupgrade CLI command to perform software updates.

Ability to perform a software upgrade via CLI command (instead of using the web browser), such as for scripting
software updates

Starting in Archive software version 4.8.8, the software update can be initiated using a CLI command (issued via telnet,
SSH or the front panel Serial port), instead of using the web browser, if desired. This entails performing an FTP/SCP

transfer of the software update file into the SecureSync’s /home/spectracom directory and then issuing the
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sysupgrade CLI command to initiate the software upgrade.

Steps to upgrade the software using CLI interface

1) After extracting the .tar.gz update file from the file downloaded from our website, transfer the updatexxx.tar.gz update
file into the time server’s /Thome/spectracom directory using an FTP program (such as Core FTP for instance)

2) Perform the sysupgrade command to initiate the update process.

The syntax for issuing the sysupgrade command is (where the “updatexxx.tar.gz” is the specific version upgrade
bundle desired to be applied).
¥ Standard upgrade (Such as upgrading versions 4.8.8 to 4.8.9 for example): “sysupgrade” followed by the upgrade
file name (Example: sysupgrade update489.tar.gz).

» Forced upgrade (Such as downgrading versions 4.8.9 to 4.8.8 for example, but can also be used with Standard
upgrades, also): “sysupgrade force” followed by the upgrade file name (Example: sysupgrade force
update489.tar.gz).

¥ Clean upgrade (Such as first performing a Forced upgrade from 4.8.8 to 4.8.9, for example. Then automatically
resetting the NTP server back to factory default settings and deleting all log files): “sysupgrade clean” followed by
the upgrade file name (Example: sysupgrade clean update489.tar.gz).

Updating 2400 SecureSync versions prior to v1.4.1 (such as 1.3.0) to v1.4.1 or above (tar.gz to
squashfs)

Email from Michael Pratt (Engineer) to Dave L (April 2022): When upgrading a 2400 unit from a version priorto 1.4.1 (i.e., 1.3.0 or
earlier), please use the file update-securesync-1.4.1.tar.gz. When upgrading a unit from 1.4.1 or later (including any release candidate
versions), please use the file securesync-1.4.1.squashfs.

Please also be aware that if your current software is on version 1.1.0a or earlier, a direct upgrade to 1.4.1 will fail unless the clean
option is selected. To prevent configuration loss, users are advised to save and download a configuration bundle, perform a clean
upgrade to 1.4.1, and apply the saved config file.

o If your current software is on version 1.1.0a or earlier, a direct upgrade to 1.4.1 will fail unless the clean option is
selected. To prevent configuration loss, users are advised to save a configuration bundle, perform a clean
upgrade to 1.4.1, and apply the saved config file.

“Force update” (available in 1200s, not available in 2400s)
Q from Keith to Will Comly (4 Jan 2023)

Quick 2400 1.4.x / 1.6.0 software update question for you. As 2400s don't have force update checkbox, when applying the
same version already installed, will everything update, or does the updater skip assemblies already at that version (do we
still need to add a force button at some point, or is force upgrade of everything inherent when applying same version over
itself?

[10:16 AM] William Comly (4 Jan 2023)

When updating from 1.6.0 to 1.6.0, for example, you are upgrading everything, but since everything should already be the
proper firmware versions paired with 1.6.0, nothing will be forced to update and the customer configurations will be
transferred to the new installation. If you do a clean upgrade to 1.6.0 from 1.6.0, then it WILL force everything to
update but wipe out the configuration. Essentially, we rolled that force functionality only into the clean upgrades.
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The best way to "force" update would be to save the 1.6.0 configuration, do a clean upgrade to 1.6.0, then reapply the
configuration on the new installation.

Some extra info, the sanitized upgrade forces like a clean one does, but is more comprehensive in what it clears. It will
wipe out data from both partitions, so a rollback won't be useful since all of the previous data was cleared.

[10:20 AM] William Comly
Also, the upgrading on 1200 was much more atomic than it is on Versa and 2400.

Currently, the only things that are updated separately from the base system are the option cards. The timing system isn't
really "upgraded" anymore as it's loaded from the unit sw and will always match the version it's paired with. Also, we
haven't had a new version of the UBlox firmware since we released 2400, so I'm not sure if that's really handled by our
upgrades yet.
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Rollback System software (Software downgrade/upgrade capability in 1.4.1 and above)
» In at least versions 1.3.0 and below, Force upgrade is not available

» Versions prior to v1.4.1 can’t be downgraded (in the field) to any earlier version (have to be returned to
downgrade)

¥ The ability to Rollback to an earlier version (downgrade)/Rollback again to the newer version (up was added in
v1.4.1

¥ Can only downgrade back to v1.4.1 (no earlier versions are available)

¥» Configs are independent/confined to the particular selected partition- they don’t follow the rollover to the opposite
partition

Tools -> Upgrade/Backup page

@ Update System Software

@ Apply License File

@ Rollback System Software

Performing more than one Rollback: It can continue to switch back and forth between the two installed versions

Configuration files when performing Rollbacks

» Config files are specific to which of the two partitions is currently selected (configs are not shared by the two
partitions)

» If arollback occurs, configs will be based on the previous configuration. If a change is made and then another
rollback occurs to the more recent version, the config change won'’t persist with the rollback.

[10:07 AM] Keith Wing
The other question which came up is about configs during rollback. | assume the configs are shared? so if you rollback and change a config, then rollback again,
that config change will remain with the rollback?

[10:08 AM] Keith Wing
so the configs are not "version dependant" they will remain the same, no matter which partition?

[10:10 AM] William Comly
configs are version dependent and a customer will not have configurations persist after rollback, since configs are stored on the specific partitions.

[10:10 AM] William Comly
in short, configs are not shared
like 1

[10:10 AM] Keith Wing
Got it!! Thanks much!!!
like 1

[10:11 AM] William Comly
though if you rollback from 1.6.0 to 1.4.3, the configs from the 1.6.0 partitions will still be there if you rollback again from 1.4.3 t0 1.6.0
like 1

[10:12 AM] Keith Wing
Makes sense! So the configs would be back to the way there were before the first rollback?

[10:13 AM] William Comly

right, all rollback does is switch the currently active partition. So except for some bugs concerning some stuff stored on the eeprom (which we have tickets for),
all configs will remain on their partition for when you switch back and forth since they're just files stored in the linux filesystems
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Log entries associated with Rollback

¥ Inat least updated1.6.0 and below, if a rollback is performed, standard reboot/boot-up logs are asserted. But
there is no specific “rollback occurred” type entry asserted in partition that it was rolled back to (going from 1.6.0
to 1.4.3, no rollback entries will be present while in the 1.4.3 partition. It also appears there aren’t any specific
“rollback” entries asserted in the original partition, either (after rolling back from the initial Rollback),

» Refer to CAR-2157 (Jan 2023) for request to see if any entries can also be asserted in at least the active partition
to show a user initiated a rollback...

Sanitization upgrade (v1.6.0 and above)

» Refer to: Procedure to Sanitize/Sanitization of the Model 2400 SecureSync (versions 1.6.0 and above)

Software upload Failures (failure uploading the upgrade file into the server)

(Note: this info is from 1200 SecureSyncs)
1. Displayed error message of “500, internal server error” [ “internal server error 500”

» Refer to Mantis case 3092 (Increase maximum speed Apache limits file download/upload)
» Has been observed with update versions 5.3.0 and 5.3.1.

» Likely partially caused by slow transfer rates due to encryption of data when logged in as HTTPS and Apache
throttling back uploads so that it can still also be used as a browser during the upload.

» Recommendation when this issue occurs- login with HTTP (instead of HTTPS) or manuallu upload the file using
FTP/SFP (instead of using the browser to upload the file). Then use the browser (or the CLI) to initiate the
upgrade.

¥ vb5.4.0is lengthening the Apache timeout (30 seconds to 150 seconds) so that once 5.4.0 has been installed, this
won'’t be a potential issue for subsequent updates.

Draft email Keith uses:
Some customers have observed a general error message when using the web browser to upload the software
upgrade bundle file into the time server.

The error message is due a combination of a couple of factors, including the size of the upgrade bundles, the Apache
browser limiting the speed of the file upload so it can continue being a “browser” at the same time and the strengths of
the cyphers algorithms that are encrypting the file as its being uploaded into the NTP server. So the file transfer is
timing out in the browser before it can be fully uploaded.

There are a couple of easy work-arounds available for this condition. After rebooting the unit to clean out its /tmp
directory (after each time the file doesn’t fully upload, it leaves files behind in this directory):

1) If you don’t need to have a secure connection to the SecureSyncs browser to upload the file (closed network for
instance), login to the browser using HTTP instead of HTTPS (note that this may require HTTP be enabled in th
e server if it's currently disabled. Then the file will be transferred faster, and no longer time-out.

2) If you need a secure connection to upload the file, use an SCP file transfer program to put the full update file int
o the home/spectracom directory. Then use the browser as normal to initiate the update itself. Unlike the Apa
che upload, SFP/FTP don’t throttle back the file transfer. These programs keep sending it as fast as possible wi
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thout concerns of also having to “allot” resources for other simultaneous functions. This will also allow the file to
be transferred before timing out.

With the file update file now successfully uploaded without timing out, initiate it using the browser — just like normal!!
Among other changes implemented in the version 5.3.1 upgrade, it has lengthened the Apache timeout for file ploads
to help with future updates that may be applied.

**Software Upgrade Failures (failures after starting the update process)
A) Specific failures

2. metadata_validation Error: Bundle format for version 1.4.1 is no longer supported

Ermror. Bundle format for version 1.4.1 is no longer supported
metadata_validation

Email from Michael Pratt (Engineer) to Dave L (April 2022): When upgrading a 2400 unit from a version prior to 1.4.1 (i.e., 1.3.0 or
earlier), please use the file update-securesync-1.4.1.tar.gz. When upgrading a unit from 1.4.1 or later (including any release candidate
versions), please use the file securesync-1.4.1.squashfs.

Please also be aware that if your current software is on version 1.1.0a or earlier, a direct upgrade to 1.4.1 will fail unless the clean
option is selected. To prevent configuration loss, users are advised to save and download a configuration bundle, perform a clean
upgrade to 1.4.1, and apply the saved config file.

B) Other failures
» Review update log via either browser or the CLI interface
Possible reasons for upgrade failure:
e Corrupt update file (verify the md5 checksum of the file using a utility such as md5checker)
e CF card is too full (df -h command’s response is greater than about 72%)
e Too many previous update files retained (try deleting all previous files)

Via CLI interface

v To check for any previous updatexxx.tar.gz bundles via CLI: in the home/spectracom directory, type Is -
<enter>

v To delete an update bundle in the home/spectracom directory. type rm <filename> <enter>
for example: >rm update502.tar.gz <enter>
e Not selecting “Force Update” when downgrading to an earlier version,

e Temp directory has lots of files in it (such as due to past failed software updates or using TCPDump). Either
Reboot or power cycle to clean out this directory.

Update log entry indicates “[sw-upgrade] Upgrade Initiated, Reboot Required: home/spectracom/update517.tar.gz (SWUA)”
» Observed with 5.1.4 to 5.1.7 update
¥ Should be fixed with 5.1J beta/ version 5.2.0 software update.
¥ Refer to Salesforce case 16749 (Jump Trading)
>

Unit doesn’t complete the upgrade because it can’t reboot.
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» Reboot commands via browser/CLI don’t work.
¥ Requires a hard power cycle of the unit to finish the update.

» Dave Sohn noted this has been observed with Verizon likely due to the potential pipe software command issue in
5.1.7 and below. “This sounds similar to the Verizon issue as well. | believe when we had an issue with one of
the units, the hung process prevented the reboot. In that case, it took a hard power cycle to recover it.”

General troubleshooting of a failed software update (specific failures futher below)

¥ View the Update and System logs to see what they show (both can be viewed in the browser).

If “Upgrade Failure” is displayed during the update process or for some reason the upgrade/downgrade process doesn’t

work:
1) If updating from versions 4.8.9 and below, what upgrade version is being applied? Note there is a check to
ensure 5.0.2 has been installed before going to any versions beyond v5.1.2 (If you try applying 5.1.2 to 4.8.9
for example, the update will fail).

2) Look at the entries in the Update log (Tools -> Logs page of the browser). They will likely indicate why the
update didn’t take.

3) Perform a dh -h CLI command with telnet or ssh (or look at the “Disk Status” menu in the browser starting
in version 5.2.1 (bottom-left corner of the Tools -> Upgrade/Backup page)

Disk Status

Total

Used

Free

Percent

4) If the CF card usage is greater than about 72%, delete the logs and NTP starts, delete previous update
bundle files, reboot or power cycle to clear out the temp directory. Verify the usage drops.

e To check for any previous updatexxx.tar.gz bundles via CLI, type Is -l <enter> (in the home/spectracom
directory)

e To delete an update bundle type rm <filename> <enter> (for example: >rm update5.0.2.tar.gz
<enter>

1) With versions 5.1.5 and below, need to use the cleaner patch to make space:
» Engineering has created a patch called “updatecleaner.tar.gz” (17 Feb 15) that cleans out unnecessary files.

» Link to this patch in Arena: https://app.bom.com/files/detail-
summary?file_master id=1236440967&file id=1748872341&orb _msqg_single search p=1&redirect seqno=6242

513546

¥ This patch is intended for update versions 5.0.0 and above only.

A) Two different locations to delete the logs in web browser.

1. Delete just the logs displayed in browser (Qual, Update, etc) but not the system logs in the background (such
as kern.log, sys.log, etc)

Management -> Log Configuration page. Click the “Clear All Logs” button in the upper-left corner).
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Notes
1. The Clear All Logs” and “buttons were added in 5.2.1 (I believe). (bottom-left of the Tools ->

Upgrade/Backup page)

2. But with at least software versions 5.2.1 and below, these two buttons in the browser don’t work (was
fixed in 5.3.0). Have to use the cli clearlogs command to delete these items with 5.2.1 and below.

2. Delete all of the logs (both the ones in the background and the ones in the browser)
above- via the bottom-left corner of the Tools -> Upgrade/Backup page (click the “Clear All Logs” button).

Notes:

1. The clearlogs command clears all logs (ones displayed in the browser and the “system” logs in the
background. But it doesn’t clear the ntpstats and discstats. (refer to clearstats).

Software issue associated with deleting logs and NTP stats via the browser
» With software versions 5.2.1 and below, the “Clear All logs” button and Clear Statistics button didn’t work
¥ Note the associated CLI commands work fine in both Models.
» Refer to Mantis case 3049. http://cvsmantis.int.orolia.com/mantis/view.php?id=3049

» Fixed in the version 5.3.0.

B) Delete logs via CLI interface (telnet or ssh)
» clearlogs command via and cli was added in version 5.1.5 (I believe).

» Verify the checksum of the update bundle in the directory it's being uploaded from (not a directory it was
downloaded to, prior to moving it to another directory).

» View the size of the update bundle in the home/spectracom directory and make sure it's the same size as the
original update bundle (if it's smaller, antivirus may have stripped some of the file).

In the default home/spectracom directory, type “IS -lh” at the command prompt (note there is a space between the “s
and the “-Ih”).

The total size of the update bundle is reported (in MB) to the left of the date in the “updatexxx.tar.gz” row (as shown
below):

Specific examples of Upgrade Failure:

1. Trying to install a version prior to v5.7.0 (in order to downgrade to an earlier version) when a newer Model ETX
module is installed (started shipping Sept 2017) results in the following error in the Upgrade log:

“Down-grade using the file /home/spectracom.update545/tar/gz is not compatible for a 64-bit machine.
Only versions at or above 5.7.0 are compatible. (SWUAL)”

» Starting in software version 5.70 software, Paul M added a check to see if a newer ETX is installed, and if an
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arlier version of software is attempted to be applied, the updater will fail with an error message. The upper-right
corner of the screenshot shows this error message!!

In Progress

Upgrade Failure

“Starting up System” remains indefinitely displayed on front panel LCD during (and after) attempted update

» Refer to Salesforce case 25112 (occurred during v5.6.0 update)

“Error, reported version is 0000, Status: Failed” appears “Upgrade Status” ‘In Progress’ window (for “GNSS”)

» This Error message is due to having a Res-T GPS receiver (first Model used in SecureSync/9400s) installed
when the v5.6.0 and above updater checks to see if a Res-SMT-GG or ublox is installed.

¥ No further actions required. There are no available/expected updates for the Res-T receivers.
» Hendrik intends to add note starting in the v5.7.0 update instructions.

Email from Paul (18 Apr 17 after a v5.6.0 update attempt) Thanks, | did not catch that ... You are right, the
receiver does NOT support update is a Trimble Resolution T (RES T) not SMT.We can try to squelch that in a future
release but it is not a priority now.

SWUAL_Lock: lockfile exists

Q I have been trying to "clean update" and Securesync unit but the software update is stalling part way through ... |
have left it for days and it never finishes.I've power-cycled the unit and tried to update again (to 5.5.1) but the
updater complains "Lock file exists"

| have been trying to "clean update" and SecureSync unit but the software update is stalling part way through ... |
have left it for days and it never finishes. I've power-cycled the unit and tried to update again (to 5.5.1) but the
updater complains "Lock file exists. Is there a way to clear-out the lock file and get the update going again?

spadmin@pptp201 ~ $ sysupgrade clean update551.tar.gz
Background upgrade process is running...

The process may take some time based on system configuration.
The system will reboot to complete the upgrade process.
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Check the update log for status.
spadmin@pptp201 ~ $ SWUAL_Lock: lockfile exists

A Refer to Salesforce case 24121. Likely due to a full CF card. Perrform a df -h CLI command

(note from Keith) Seems even more likely the unit just needs to be rebooted (a reboot fixed the issue with a later
customer). Perhaps this is related to the /tmp file getting full due to earlier update attempts failing.

4. CF card too full to perform a software update (especially with earlier versions such as 5.0.2, 5.1.2, 5.1.4, etc)
¥ Engineering has created a patch called “updatecleaner.tar.gz” (17 Feb 15) that cleans out unnecessary files.

¥ Link to this patch in Arena: https://app.bom.com/files/detail-
summary?file_master id=1236440967&file id=1748872341&orb_msqg_single search p=1&redirect seqno=6242
513546

» This patch is intended for update versions 5.0.0 and above only.

5. Can telnet/ssh in after update, but can’t access the web browser

¥ Refer to Mantis 2795 http://cvsmantis.int.orolia.com/mantis/view.php?id=2795
» First try just restarting Apache with servset 6 on / servset 6 off. Then try logging in again.

»  If still not working, try resetting the HTTPS certificate using either the defcert or defcert -shal cli command.

o Update version 5.6.0 (once installed) adds the optional ability to select which Signature algorithm (such as
shal, sha256 or MD5) to user for the generation of the new certificate.

o Anexample defcert CLI syntax (5.6.0 and above only) is defcert -sha256

o V5.6.0 also changed the default algorithm to SHA256 for better security (the default in 5.5.1 and below
was SHA1) .

o As IE8 and below do not support SHA-256, in versions 5.6.0 and above, use defcert -shal to
regenerate a new certitficate using SHA1 to gain access to IE8 and below

Email from Keith (20 Jul KW) One thing to keep in mind is that, depending on the current software version installed in the
SecureSync, the defcert command will create its new default certificate using either a SHA1 cipher or a SHA256 cipher.

With software versions 5.6.0 and above installed in the SecureSync, the more secure SHA256 encryption cipher will be
used to generate its new certificate (with version 5.5.1 and below, the defcert command used the SHA1 cipher).

The issue with the more secure SHA256 cipher is Internet Explorer versions 8 and below can’t use this newer cipher.
With these more recent versions of software installed in the SecureSync (5.6.0 and above), and when using IE8 or below to

access the SecureSync, instead of using the CLI command of defcert o replace the existing certificate, issue instead

the following CLI command to generate a new certificate using the earlier SHA1 cipher: defcert -sha1 <enter>.
Then try accessing the web browser again.

6. Downgrading to an earlier version of software without select the “Force Update” checkbox, in addition to
selecting the “Update System.

» Software downgrades or to same version require “Force Update” to also be selected.

7. Not enough room in CF card

> Issue CLI command df -h to determine CF card disk usage.

CF card usage is now reported in the browser (alleviating need to have to use CLI command)
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Note: Update version 5.2.0 added CF card memory status to the newer web browser (not available in classic
interface).

Note: Also added ability to delete logs and Statistics from the same location

Tools -> Upgrade/Backup page of the browser (under “Disk Status”)

Disk Status

Total

467M

Percent

Note: In general, disk usage should be less than around 70% or so usage to prevent issues with the update process.
Logs and previous update bundles may be taking up too much space.

» Delete previous update bundles (such as update489, for instance) to free space

» Delete logs to free up space.

» Reboot/power cycle to clear out the temp directory (just in case it has lots of files in it)

¥ May or may not cause “Error (-1) Failure while unpacking Upgrade Bundle” / “Problem unpacking NWP bundle” to

be asserted.

Update log entries “Error (-1) Failure while unpacking Upgrade Bundle” / “Problem unpacking NWP bundle”

LOG FILES

Timestamps are in system timescale (UTC)

I Event |_| Alarms |_| Oscillator II GP'S Qualification I NTP | Journal "Huthentieatinn IIUpdate " Timing " System I

Mov 11 17:15:50 PSC-SecureSync PSC-SecureSync: [sw-upgrade] SW Upgrade Emor (8) (SWUE)

Moy 11 17:15:49 PSC-SecureSync PSC-SecureSync: [spupdate] ERROR (-1) - Failure while unpacking Upgrade Bundle (SWUE)
Mo 11 17:15:48 PSC-SecureSync PSC-SecureSyne: [spupdate] ERROR (-1) - Problem unpacking NWP bundle (SWLUE)

Mov 11 17:14:51 PSC-SecureSync PSC-SecureSync: [spupdate] Starting Update (SWUE)

Mow & 22:35:32 P5C- ync PSC ync: [sw-upgrade] SW Upgrade Emor (8) (SWUE)

Mov 8 22:35:21 PSC-5 yne PSC- yne: [spupdate] ERROR (-1) - Failure while unpacking Upgrade Bundle (SWUE)
Mov 8 22:35:21 P5C-5ecureSync PSC-SecureSync: [spupdate] ERROR (-1) - Problem unpacking NWP bundle (SWLUE)

Blrns 790435 DT para - Carkina |indaia MRATIEL

Likely causes:

A) Corrupt update file. Run MD5 checker to verify file integrity

B) Too many Update Bundles stored in unit.

1. Issue CLI command df -h to determine CF card disk usage.

In general, disk usage should be less than around70% usage to prevent issues with the update process. Logs
and previous update bundles may be taking up too much space.

2. Delete previous update bundles (such as update489, for instance)

To delete earlier update file, select each one in the drop-down, check only the “Delete Update File” checkbox
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in the screen where you normally select “Update File”. Then press Submit.

3. Then select “Update System”.

See if it proceeds through the process this time (as | suspect it will).

A) Downgrading from 4.8.M to earlier version
» Update log contained” “Spectracom Spectracom: [sw-upgrade] Downgrades require clean update:
/home/spectracom/update488.tar.gz (SWUAL)

P
<

Email from Dave Sohn (15 May 13) “In any case, the upgrade failed because 4.8.M to 4.8.8 is considered a downgrade and as of
4.8.9 (or M) downgrade requires the clean setting:

Note: “clean update” is not available in web browser, login using telnet/ssh and perform a sysupgrade clean 4xx.tar.gz
command (where xx is the “downgrade to” version) as shown below:

ev Telnet 10.2.100.61

Linux 2.6.15-USAGI <szpectracom.int.orolia.com> <@>

Spectracom login: spadmin
Paszsword:
Spectracom NetClock 7483 Uersion 4.8.H

[spadminPSpectracom ~1% sysupgrade clean updatedB88.tar.g=
Background upgrade process iz punning. ..
The process may take some time baszed on system configuration.
The suystem will rehoot to complete the upgrade process.
Check the update log for status.
[zpadmin@Spectracom ~1%

[spupdate] ERROR (-1) - Failure while unpacking Upgrade Bundle (SWUE)

»  Likely due to a problem with the update file in the unit- not likely a problem with the update process.
1) Check the MD5 file checksum to ensure the file wasn’t corrupted when it was downloaded.

2) Make sure that if the file is being transferred in using FTP/SCP (instead of using the browser), that the file is
transferred using “binary” mode. Otherwise, the file can be altered/corrupted during the file transfer.
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Known Software issues
» Refer to/Search the latest Release Notes document. The document contains a section for known issues

» 2400 Release notes available from: [:\Customer Service\PSB, PSP software updates\2400 SecureSync\2400
SecureSync Software updates

Known issues from the Release Notes, sorted by version (note this list may not be complete)

Known Issues (from v1.4.3 release notes)

* Option cards 1204-49 and 1204-4A are limited to install on slots 1 & 2 only.

e This software version DOES NOT ALLOW downgrades before version 1.4.1.

¢ ASCII time code format ICD-153c is supported only on the -02 and -1F option cards, and only if the unit has a SAASM receiver
installed. This format is not supported on the main board interface (from 1.3.0).

e The clean command does not reset the GNSS position. It is recommended to unplug the receiver, reset the receiver in the Web
Ul, and then run the clean command in order to reset the GNSS position (from 1.3.0).

* PTP over a VLAN interface is not currently functional (from 1.4.1).

¢ The SFP fiber link-state on models AVAGO AFBR-5710PZ and FTLF8519P2BNL are not working properly (from 1.4.1).

* The restore factory defaults function clean does not currently reset the Network Access control rule (from 1.4.1).

¢ PTP Power Profile (IEEE C37.238) is unable to pass the Alternate Time Offset Indicator and Total Time Inaccuracy TLVs through the
system when PTP interfaces are configured as both a master and a slave (from 1.4.1).

* PTP Power Profile (IEEE C37.238) is only able to sync to an EdgeSync master when set to mixed Unicast mode (from 1.4.1).

* The tcpdump command has incorrect ownership, blocking all users from deleting files. To remove files, the user can update to the
same or a newer version. To prevent this scenario, you can execute tcpdump as sudo tcpdump -7 <user> ..., (for
example: sudo tcpdump -Z spadmin -i ethO -w file.pcap). This will cause the captured file to be created with
ownership of the specified user, allowing said user to delete (from 1.4.1).

e DHCPv6 may not perform as expected. It is recommended to use either static or stateless (SLAAC) IPv6 addressing, particularly
with network time distribution.

Known Issues (from v1.4.1 release notes)

* Option cards 1204-49 and 1204-4A are limited to install on slots 1 & 2 only.

* This software version DOES NOT ALLOW downgrades. If you put this software on your system, and later need to return your unit to
a software version that came before version 1.4.1, it will be necessary to return your unit to Orolia for reprogramming (from 1.3.0).
¢ ASCII time code format ICD-153c is supported only on the -02 and -1F option cards, and only if the unit has a SAASM receiver
installed. This format is not supported on the main board interface (from 1.3.0).

e The clean command does not reset the GNSS position. It is recommended to unplug the receiver, reset the receiver in the Web
Ul, and then run the clean command in order to reset the GNSS position (from 1.3.0).

* PTP over a VLAN interface is not currently functional.

* The SFP fiber link-state on models AVAGO AFBR-5710PZ and FTLF8519P2BNL are not working properly.

* The restore factory defaults function clean does not currently reset the Network Access control rule.

e Upgrade warnings for loss of or altered configurations: o On software versions before 1.3.0, SNMP, GPSD, and LDAP settings are
preserved on upgrade but not correctly transferred in configuration bundles. These services will need to be re-enabled following the
application of a configuration bundle.

o On software versions before 1.3.0, certain front panel settings for the Local Clock and the Lock Keyboard function do not persist
after upgrade.

o Upon upgrading to 1.4.1 or applying a configuration bundle from an earlier version, the System Time Message feature will be set
to ON, regardless of previous setting. Following a Clean upgrade to 1.4.1, the System Time Message, Daytime Protocol, and Time
Protocol features will be configured to OFF (the new default state).

o If your current software is on 1.1.0a or earlier, a direct upgrade to 1.4.1 will fail unless the clean option is selected. To prevent
configuration loss, users are advised to save a configuration bundle, perform a clean upgrade to 1.4.1, and apply the saved config
file.
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e PTP Power Profile (IEEE C37.238) is unable to pass the Alternate Time Offset Indicator and Total Time Inaccuracy TLVs through the
system when PTP interfaces are configured as both a master and a slave.

¢ PTP Power Profile (IEEE C37.238) is only able to sync to an EdgeSync master when set to mixed Unicast mode.

* The tcpdump command functionality was found to have incorrect ownership, thereby preventing users from deleting files, even
with admin rights. To remove these files, the user can update to the same or a newer version. To prevent this scenario, you can
execute tcpdump as sudo tcpdump -7 <user> ..., (forexample: sudo tcpdump -7 spadmin -i eth0 -w
file.pcap). This will cause the captured file to be created with ownership of the specified user, allowing said user to delete the
file.

Known Issues (from v1.3.0 release notes)

* Option cards 1204-49 and 1204-4A are still limited to install on slots 1 & 2 only.

¢ This software version DOES NOT ALLOW downgrades. If you put this software on your system, and later need to return your unit to
a software version that came before version 1.3.0, it will be necessary to return your unit to Orolia for reprogramming.

* When configured as a slave, the on-unit PTP will sometimes incorrectly remain in a Sync state when the Master has gone out of
sync.

¢ ASCII time code format ICD-153c is supported only on the -02 and -1F option cards, and only if the unit has a SAASM receiver
installed. This format is not supported on the main board interface.

* The 4A/49 option card user configurations will be lost when performing an upgrade that is not “clean”. The card can be
reconfigured and will function, but any new configuration will not persist after a power cycle of the unit. Cleaning the unit
configuration (or performing a clean upgrade) will allow new configuration to persist correctly. An applied configuration bundle
saved from an earlier software version will encounter the same difficulty.

* The clean command does not reset the GNSS position. It is recommended to unplug the receiver, reset the receiver in the Web
Ul, and then run the clean command in order to reset the GNSS position.

¢ Any changes to the Logging Configuration (for instance, turning on Local Logging) will not take effect without restarting the unit.

¢ If a user configures the time zone via the front panel, the configuration will be lost after upgrade or config bundles are applied.

* The Reference Priority configuration is sometimes not restored properly from configuration bundles and will have to be
reconfigured following upgrades or application of a config bundle from pre-1.3.0 software.

¢ When multiple major or minor alarms are present, the front panel LED alarm status light will not activate. All other alarm behavior,
including notifications, operates as expected.

Known Issues (from v1.2.2 release notes)

* In version 1.2.2, the 2400 cannot be configured to operate as both a PTP slave and NTP client.

¢ When switching PTP configuration between master and slave, occasionally the change will not take effect unless manually
disabling/reenabling PTP on that interface.

Known Issues (from v1.2.0 release notes)

* The following option cards are currently limited in use to only slots 1 & 2: 1204-2F, 1204-13, 1204-23, 1204-49, 1204-4A, and 1204-
30.

* On units that have manually-set time as a PTP Master and then are switched to using a valid reference, the Slave time does not
correctly switch to the reference but will instead stay on manual time. If switching between manually-set time and an external
reference, the PTP master must be restarted for the slaves to properly follow the new time source.

* When restoring configurations, the GNSS Constellations configuration is on rare occasions not loading correctly.
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**License files (for Purchased Options)
(Note: this info is from 1200 SecureSyncs)

» License Install instructions: Refer to ..\.\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\License Files
Updates

¥ License Files allow options such as Glonass, Skylight and Rinex server to be added in the field.

» The same license file that is used to enable Glonass is the same file used to enable Skylight phase 2/

Creating license files
1) See Dave Lorah or Ron Dries for process to create files.
2) Licenses are Model and Serial Number specific:

o Make sure Serial Number is verbatim of what is programmed into the unit (Tools-> Upgrade/backup
page). If here are no leading Os in the Serial Number, do not use a leading 0 when creating the license file.

Viewing installed license files

Note:, the “manifest” command will show all the system information in more detail.

To view installed licenses/options:
A) Via web browser

Go to Tools -> Upgrade/Backup. Scroll down to the bottom of the System Configuration table.

Option 55 OPT-GMS Multi-GNSS

B) Via CLI

Deleting license file

Deleting license file from the browser doesn’t remove the Option- just the file used to enable the Option.

Troubleshooting license file install
» Licenses are Model and Serial Number specific:

¥ Model Number (2400 ) matters (as reported in the Tools -> Upgrade/Backup page)

Leading “0” in Serial Number matters (as reported in the Tools 0> Upgrade/Backup page)
e If there is one or two leading Os in the Serial Number, the license has to be created with the 0.

e If there is no leading Os in the Serial Number, the license has to be created without the 0.

***8C037 (“Trade and Industry Department Cryptography Questionaire”)/Blowfish
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SC037 (“Trade and Industry Department Cryptography Questionaire”)/
¥ Refer to: :\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Cryptography guestionanaire

Blowfish (part of the Crytography questionnaire referred to above)
Email from Paul Myers (29 Jun 17) “BlowFish is in OpenSSL but | don’t know how we use it.

Why is blowfish marked specifically.
| don’t remember what uses it.

(1) A “symmetric algorithm™

If “yes™. please state the following: MO

(1)  Full name blowfish .

(i) Key length 128 conf bits:

(1i1) It is used for authentication only:

(iv) Itis used for digital signature only:

(v) Itis used for execution of copy-protected software only:

(vi) Itis used for encryption or decryption of data file
(including image. voice or text etc.):

(vii) Other application: Key management

OROF
OO0

System initialization after each boot-up
(Note: this info is from 1200 SecureSyncs)

System outputs default time of 00:00:00 (incrementing) year 2000 while initializing

Q. (From Jennifer Trotta with Raytheon) | have a question about time code output when the SecureSync is rebooted due
to a configuration or other change. Does the IRIG output ever put out all zeroes when the system is going through a
reboot? What happens to the IRIG signal upon reboot?

We are seeing some squirrely behavior on one of our units downstream that is receiving the IRIG signal. It thinks that
the year rollover has occurred when we do a reboot.
A Reply From Keith Wing (7 Aug 2014)
To answer your question, as the SecureSync is booting-up and loading, it will initially output the time as all 0’s (and the year as the
default of 2000), and then start to increment the seconds value from there, each second. The estimated time is typically loaded into the
timing system for it to update the outputs (such as IRIG) within about a minute or so after applying power, or after performing a reboot.

This start-up initialization of the system can be viewed very easily by power cycling the SecureSync and then watch the
green LED clock on the front panel. Moments after power up, the time will be displayed (such as 00:00:02, by the point it
can be displayed) and then it increments the seconds once-per-second. This continues for just over a minute. Then the
System clock (which controls the date/time to the outputs such Perf as IRIG) is corrected by the Real Time Clock, which
continues to maintain an estimate of the time/date while the system is powered down. The front panel time display and
the system outputs such as IRIG, will jump to this estimated time, until an input reference (such as GPS) becomes
present and valid, at which time the date/time is corrected as needed and the Sync LED turns green.

The method to prevent the initialization of the SecureSync from needing to occur is to keep it continuously powered-up.
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Network Vulnerability Scans/Tenable Nessus Credentialed Security Scans

Error message “Remote SSH server does not support ssh-rsa or ssh-dss server host key algorithms” displayed
when scanning Model 2400 SecureSync (not displayed when scanning Model 1200 SecureSyncs)

» Refer to Salesforce Case 294835

¥ Associated with Plugin named: “ssh_get_info.nasl”

8 L aoheres o | Tt s | e srmm st | Wl | o

rror message statistics :

RECOI MMM ¢ | RN & renes

1 Remote SSH server does

not suppor = -
host key algorithms. pport ssh-rsa or ssh-dss sepver

27 Failure Details :

- Plug%n : ssh_get_info.nasl
Plugin ID : 12634
Plugin Name : Authenticated Check e
Package Enumeration
Message
Remote SSH server does not s
x key algorithms.

0S Name and Installed

upport ssh-rsa or ssh-dss server host

Message from Ryan Johnson “We did open a case with Tenable and their response was that the issue likely stems from the 2400
using Buildroot as the Linux distribution and which Nessus doesn't know anything about (as opposed to Gentoo Linux on the
1200 which Nessus does).

Email Keith sent to our dealer (12 June 2023) We are also observing the same condition of the failed plug-in. As we also observed it,
we were able to ask Tenable about it and they explained why it's being observed while successfully scanning a Model 2400
SecureSync, but not observed when scanning a Model 1200 SecureSync.

There are several different distributions of Linux, the Operating Systems for the Models 1200 and 2400 SecureSyncs. These two
Models do not run on the same distribution of Linux.

Tenable Nessus is fully aware of the distribution of linux that the 1200 SecureSync operates on. But it's not familiar with the
distributions of Linux that the Model 2400s operate on. Because it's not familiar with the linux distribution that the Model 2400
SecureSyncs operates on, its scan of the OS operates a little differently than it does when it’s fully familiar with the linux distribution (but
the scan is still successful). This is the reason for the plugin message as its scanning the Model 2400 SecureSyncs.

This is not an issue with (in any way), or a limitation of the Model 2400 SecureSyncs. Tenable has mentioned to our Engineering team
they don't intend on changing Nessus software to be fully aware of this distribution of Linux. However, if by chance they one day
decide to be fully aware of this particular distribution of Linux, the message about the plugin can be prevented from being displayed.

As we observed, the scan of the Model 2400 is still successful, and your customer's scan results matched ours. Again, the plug-in
message is strictly due to Tenable Nessus software not being familiar with the linux distribution intended to continue being used with
the Model 2400 SecureSyncs. Though it's a different distribution in the Model 2400 SecureSyncs, than in the Model 1200s, the scan is
still successful.
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Third-party software packages used/not used in 2400 SecureSyncs
(Note: this info is from 1200 SecureSyncs)

A) systemd
» Per https://en.wikipedia.org/wiki/Systemd

systemd is an init system used in Linux distributions to bootstrap the user space and manage all processes
subsequently, instead of the UNIX System V or Berkeley Software Distribution (BSD) init systems. It is published
as free and open-source software under the terms of the GNU Lesser General Public License (LGPL) version

2.1 or later.® One of systemd's main goals is to unify basic Linux configurations and service behaviors across all
distributions. 6!

» Per Dave Sohn (5 July 17, pertaining to CVE-2017-445) “We do not currently use systemd on SecureSync”

Anti-virus software (antivirus software)

Q (from TOYO) Our customer NTT East who are considering introducing your time servers newly, they have a question about anti-virus
policy of the product. Could you please answer their questions below?

1. What measures are prepared against threat of computer viruses in the SecureSync?

2. Is it possible to install an anti-virus software to the SecureSync?
(If yes, do you have any recommendation?)

3. If the SecureSync has no specific measures, please tell us your policy and the grounds.

A Reply from Dave Sohn (28 Jul 17) The SecureSync is not a general application server. It is a purpose-built appliance. While it
utilizes a standard operating and file system, it is not susceptible to viruses in a similar way as a general purpose machine, and as
such does not include anti-virus SW or provisions to run anti-virus SW. Vulnerabilities are minimized through the security
mechanisms built-in. The ability to inadvertently load and execute malicious code that can compromise the system is limited based

on customer privilege levels (no root access). In addition, system SW updates are verified through hashing and checksums to
prevent manipulation of update images.
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Front Panel / keypad
**Front panel connections
Schematic for SecureSync
(Note: this info is from 1200 SecureSyncs)

¥ front panel PCB board (1200-1001-0300) (in 1200-0000-F004) in Arena: https://app.bom.com/items/detail-
spec?item id=1202839909&version id=10299091328&orb _msg _single search p=1&redirect seqno=802752029
2

» main SecureSync PCB board (1200-1001-0200) (in 1200-0000-F003) In Arena: https://app.bom.com/items/detail-
spec?item id=1202839908&version id=10290528958&orb _msg_single search p=1&redirect seqno=802752234
9

Overlay Connector
Ribbon cable from display board
to keypad and LEDs (Power,

Sync and Fault)
Ribbon Cable from main board
to the display board Overlay Connections:
01. Right Button
02. OK Button
03. Up Button

04. Power LED (Green)
05. Power LED (Red)
06. +3.3V

07. Sync LED (Green)
08. Sync LED (Red)
09. Fault LED (Green)
10. Fault LED (Red)
11. Left Button

12. Down Button

13. Cancel Button

14. N/C
Main Board I/O
+5V 433V
O
Ji
2 SETUP TXD
SETUP BXD E]
FAMN CTL [
g SPl CLK
g 10 SP1 MISO
SPlI_MOS! 2 SPl_CS5#
4 LCD D7
LCD DE LCD D%
LCD D4
LCD D3 10 20 LCD D2
LCD D1 21 27 LCD D0
] 73 72
LCD RST il 2
LCD AW 27 2. LCD E1
LCD E2 20 3 LCD RS
31 32 LEDO
LED1 ER] 34 LEDZ
35 36 LED3
LED4 a7 38 LEDS
a5 40
KEYD 47 47 KEY1
KEY2 47 44
KEY3 45 46 KEY4
RETS 47 40
40 50
SHF-125
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**2400 Front Panel OLED / time display / keypad

¥ Refer to online 2400 User guide at:
http://manuals.spectracom.com/2400/Content/NC _and SS/2400/INTRO/Front_Panel.htm

FRONT PANEL STATUS

 LED status indicators similar to Versa products
» Added capability as buttons
» Button click provides immediate status of that feature on OLED status display

» OLED Status display
» Added additional monitoring and graphing
» Added additional configuration capability

SecureSync

folgellls

LED Status Buttons to OLED Status
Access One-Click Menu Status Display

oroll@

A) LED Display
(Note: this info is from 1200 SecureSyncs)
LED Time display while the system is initially booting-up (after power cycle, reboot or clean)

During boot-up (power-up or reboot), or after a clean, the displays are initially all blank. After a few moments, the LED
display goes to all O’s for several seconds. Then, it displays the time read from the RTC (which should be fairly
accurate). Then later, the LCD will start displaying data, also (unless the front panel is configured for “None” in the
front panel “Display Content” field).

¥ The front panel time display, like other outputs such as IRIG and ASCII, will initially output the default year 2000
and the time as 00:00:00 (incrementing each second) for about the first minute or so after power -up. Then the
time/date is applied.

¥ For more details, refer to: System initialization after each boot-up in this document

Status LEDs (Power, Sync and Fault) on 1200 SecureSyncs not present on 2400 SecureSyncs
1200 SecureSyncs (Power Sync Fault)

2400 SecureSyncs
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SecureSync

The ALARMS ﬂ Menu provides valuable information about any current alerts and alarms.

® the STATUS submenu will list active alarms. Toggle between minor alarms and major alarms to see each
list.

® the MONITORING submenu lists the temperature status, the memory, CPU, and disk used thus far within
the unit. Select each of these values to see a graph relating to the measurement.

API calls associated with Front panel display
(Note: this info is from 1200 SecureSyncs)

» Refer to Tim Tetreault’s “cheat sheet” at: ..\..\EQUIPMENT\SPECTRACOM EQUIPMENT\Timing boards\TSync
family\Tsync driver calls cheat sheet

¥ These are examples - additional calls may have since been added

Front panel display

commands
DP_GetFormat
DP GetlLocal LED CONTROL
DP GetNuminst Commands
DP GetTimeScale EC GetMode

DP SetFormat

EC GetState
EC_SetMode
EC_SetState

DP_SetLocal
DP_SetTimeScale
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OLED/keypad

» Refer to online 2400 User guide at
http://manuals.spectracom.com/2400/Content/NC_and SS/2400/INTRO/Keypad Usage.htm
¥ Buttons perform the same functions as the VersaSync indicators

§ GPs/GNss
gl ANTENNA

Front Panel Display: Menu Tree

The illustration below shows how the menu is organized, and which functions can be accessed via the front
panel (i.e. without using the Web UI):

POWER AMTEMMA INPUTS ALARMS

«& SETTINGS MONITORING

«& SETTINGS MONITORING «& SETTINGS
@ View raf @ ch wrent  View the type,

TIME QUTPUTS NETWORK

<4 CONSTELLATIONS SETTINGS

MONITORING

céb Antenna Status PPS validity Timse

& View status

< STATUS MONITORING TEST
Validity Satellite System @ viewall active

€5t the buttons an your
nk | m

s r
& | Recewver mode Posatioan Dhelay

CPU usage Disc usage

LR LT View status
SBAS

GRS GLOMASS Galileo Q55 Beilouw

6+

L—— s« SETTINGS MONITORING

-
e

» MAMAGEMENT MOMNITORING SYSTEM

3 o L .
.=- ethO eth
& WView a graph of conmection infonmaton
'i' Model Number Wersion Licenses Cards
&

«ge [oth0 =] ot
oW status V v Status View status

«#  DHCP IP Address

i my
& View SLaus

Gareway I _ dddress

.é- Halt Rehoot
@& Halt Riestart
th

Restone Factory Default
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POWER Menu

» Management

» halt

» reboot
% restore factory defaults

» System

» view model number

» view serial number
» view software version
» view licenses

» view option cards installed

8
B) GNSS ANTENNA Menu (Constellations, Settings, Monitoring antnenna status, validity)

» Constellations

I_SETTINGS — MONITORIMG
OFF

0K

» view power status for GPS, GLONASS, BeiDou, Galileo, QNSS, and SB
¥ turn reception OFF or ON to any satellite system by selecting the stat

% Settings
OMS _ISETTIHGS |L_ MONITORIME

A" 1167.78 m

% view or change receiver position mode
» view or set position

# view or change delay

# view antenna status

# view for each satellite system:
» chart of all visable satellites
» PPS validity

» time validity
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-
C) L INPUTS Menu

Inputs Menu:

» view reference table
» enable or disable references

#» Monitoring

» view each input reference

?» view reference state, time, validity, and phase error

L)
D) O TIME Menu (Settings, Monitoring -Osc type, disc state, TFOM)

® Settings

change the current time dis

® Monitoring

he oscillator type, disciplining state, and TFOM va

o
=
o

E) OUTPUTS Menu

# Settings

¥ view list of outputs available

¥ gee and change outputs format

¥ enable or disable outputs
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f2)

F) NETWORK Menu

# Settings: For each ETH connection:
gl JSET TIMGES L IO TORIHG

enable ar disable DHCP

=
o

¥ view or set |P address
¥ view or change gateway
¥ view MAC address

¥ Monitoring: View a graph for each ETH connection

C

¥» show current major or minor alarms and descriptions

¥ Monitoring
— STATUS _IHOMITORIMG |

# wiew board temperature and graph

¥ monitor memory and view graph
? monitor CPU and view graph

» monitor disk used and view graph
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***Configure front panel time display for local time (Management-> Front Panel)

status LED menu buttons time display information display menu keypad

micro-B
serial USB

Note: As of at least v1.4.1 and below, and unlike 1200 SecureSyncs, Local Clocks ( 7ime Management page) are not
used for front panel configuration. Instead, two fields in the Front Panel page are used to configure a particular
geographical location. A database in the background (refer to: https://www.iana.org/time-zones) then determines/applies
to the front panel time display the applicable Time Zone Offset and DST rules for that location.

Note (as also mentioned further below): As of at least v1.4.1 and below, and unlike 1200 SecureSyncs, the browser
doesn’t display Local Time, whether or not the front panel is displaying local time.

A) web browser
Mangement -> Front Panel page

(2400 SecureSyncs) (1200 SecureSyncs for comparison)

“Timezone” field and Front Panel
the dynamic sub-field
EEOEEANES below it automatically
determine Time Zone
Offset and DST Rule,
based on specific

geographical location.

NOT SUPPORTED

Timezone us v

. Lock | ‘eypad

Example dynamic sub-field when
“Timezone” field is set to “US”

Timezone ]

Hongkong Timezone us ¥
Iceland

Indian | Eastern v

Iran

Alaska

Israel

Jamaica Aleutian

Japan

Kwajalein Arizona

Central

Libya

Mexico East-Indiana

Navajo

other Eastern

Pacific Hawaii

Poland .
Indiana-Starke

Portugal

Singapore Michigan

Turkey Mountain

Universal
us
Zulu

Pacific

Samoa

¥ Refer to “Configuring the Front Panel” in the online 2400 SecureSync user guide at:
https://www.orolia.com/manuals/2400/Content/NC_and SS/2400/INSTALL/Front Panel Config.htm (excerpt
below)
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To change the time display on the front panel:
1. Log on to the Web Ul
2. Navigate to MANAGEMENT > Front Panel.

3. Select your general region, and the specific time zone. The listed time regions and zones are based on the
zones found here.

4. Click Submit
Changing this time display does not affect any internal clocks or create a local clock within the system.

****Local Time display in the web browser
» Refer to Salesforce Case 285179 / JIRA DMND-1794

¥ Apparently, in at least versions 1.6.0. and below, there is no way to get a local time display in the browser (unlike
in the 1200 SecureSyncs):

o Local Clocks (Management-> Time Management page) don’t apply to the Front panel time display (like it
does in 1200 SecureSyncs). Local Clocks are for use with interfaces such as Option Cards for instance.

o Management-> Front panel page has two fields which determine what local time should be.

o These fields do not apply to the web browser time display- only to the front panel display. Even though
the front panel is showing local time, the browser will continue showing UTC time ONLY.

Show content field
¥ Not present in in 2400 SecureSyncs

Q (from Hughes 2400 demo) Management-Front panel screen not showing front panel display. Following front panel
display on Ul on the new unit: Older units shows additional information:

A (per Dave Sohn May 2021) The front panel on the 2400 went through a large redesign in comparison to the 1200. This included
removal of the constant content display, which is configured via the “Show Content” selection. As the constant content display was
removed from the front panel functionality it was also removed from the web user interface area. This information is already available in
various other areas of the user interface, so this is unlikely to be duplicated in the front panel configuration interface

This is different than the 1200 but is it acceptable to Hughes?

Two different decimal points in front panel LED time display (when it’s configured to display local time)
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(Note: this info is from 1200 SecureSyncs)

o DST indicator: The decimal point to the right of the minutes indicates the front panel clock is showing a
Local Clock time AND Daylight Savings Time in in affect. This is a Daylight Savings Time indicator.

o PM indicator: The decimal point to the right of the Hours portion of the clock display means the front panel

is showing a Local Clock time in 12 hour mode AND the time is PM. When the time transitions to AM the
decimal point will extinguish.

Q I have noted since installation of release 5.8.0 a new LED symbol illuminates after the SecureSync is up and running.
Note the separator decimal point lower right of the minutes digit lit. | contacted Dave Lorah at Spectracom and he

noticed this as well on his rack. A search of the manual does not reveal any answers.

reply from Dave L (4 Jun 18) | have found the decimal point to the right of the minutes characters in the clock display indicates the

front panel clock is showing a Local Clock time AND Daylight Savings Time in in affect. This is a Daylight Savings Time indicator.

When we transition out of Daylight Savings Time in November the decimal point will extinguish.

The decimal point to the right of the Hours portion of the clock display means the front panel is showing a Local Clock time in 12 hour
mode AND the time is PM. When the time transitions to AM the decimal point will extinguish.

| was able to locate this information in our online User Manual. So this will be included in the next pdf revision of the manual
With Timescale configured as “Local” and during DST (Daylight Saving Time, as configured in the Local Clock), a “DST

indicator” (decimal point) will be displayed to the bottom-right of the minutes portion of the LED time display. The “DST

indicator” extinguishes during “Standard” time. If the Local Clock is configured as “No DST/Always Standard Time”, the DST
indicator won'’t ever be lit.
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***Configure/display network settings using the front panel keypad/LCD

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255 255 265 262 18 255255.192.0
29 255 2552565 248 17 255255.1268.0
28 255 255255 240 16 255.256.0.0
27 255 2552565 224 15 255.254.0.0
26 255 255255192 14 255.252.0.0
25 255255265 128 13 25524800
24 255255 2550 12 25524000
23 2552552540 1" 25522400
2 255255 2620 10 255.192.0.0
21 255255 2480 9 255.128.0.0
20 255 2552400 8 255.0.0.0
19 2552552240

**Front panel keypad lock/unlock

» Refer to the online Model 2400 user guide at:
https://www.orolia.com/manuals/2400/Content/NC_and_SS/2400/INSTALL/Front_Panel_Config.htm

Excerpt below from the user guide

To lock or unlock the front panel:

1. Log on to the Web Ul

2. Navigate to MANAGEMENT > Front Panel.

3. Check the box next to Lock Front Panel to lock. To unlock, verify that the box is unchecked.

4. Click Submit

The front panel information display will lock at the last viewed screen. A small padlock icon will appear in the upper right

hand corner of the display, and will flash brighter if any buttons are pressed on the front panel.
2 JPAHACEMEHT — MOHITORIHE —SYSTEM —— @

i Factory Detaull Frant Fane Losckpd

Locked Front Panel Display

The front panel will remain locked until it is unlocked through the Web Ul or via CLI commands.
To lock or unlock the front panel via the CLI, use the fp_lock and fp_unlock commands (admin access is required).

Indication on the front panel that the front panel is locked

Hi Dan, Will and Ryan, | am so sorry for the false alarm on the front panel not responding after the update. | forgot until just
now (checking all configs remained the same upon completion of update) that | had selected the front panel lock button,
while also setting it to local time @) | can...

Q (from Ron Dries) | s there a way on the front panel to see that it is locked? If not it may be a good future nice to have

feature.
A. (per Will Comly, engineer 14 Sept 2022) Yes, when locked, a lock icon appears in the upper right hand corner of the OLED and
flashes when you attempt to press a button
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Desire for more secure locking mechanism (carry over from 1200s)

Q This brings a security problem as anybody can force the unit manually though the keypad and modify the network

properties for example...
A Per Dave S (1 Jun 17) The keypad lockout is to prevent accidental and casual changes using the front panel. Our view

is that the customer is responsible for physical security.

Front panel FAQs

Q Does the front panel have any sort of security/protection such as entry of credentials or password to gain access to

certain functions?
A. The front panel does not utilize credentials or password. The keypad can be locked, but can be unlocked via the web Ul or CLI

Q Is the GPS lock status displayed on the front panel? Is it possible to determine whether or not the GPS receiver is
operating in SAASM mode via the front panel (specifically, indication of using PPS versus SPS)?
A GPS status can be displayed on the front panel. It will display PPS vs SPS mode.
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**Front panel status LEDs/ (AC and DC power monitoring)

Status/Power page of the web browser

POWER LED flash pattern

the Power LED will indicate status of input power

If the Power Indication is Off: Both AC and DC Input Power are disconnected. Or, SecureSync’s AC input switch is turned
off and DC input is not present.

If the Power Indication is Green, but blinking Orange once per second; Indicates power error condition; general power
configuration fault.

¥ GREEN w/ ORANGE BLINKING: Power fault; Power inputs don’t match configuration
» ORANGE SOLID — DC ONLY — DC only power detected; AC & DC supported

» ORANGE SOLID — AC ONLY — AC only power detected; AC & DC supported

» GREEN SOLID: All configured power is present

Note: Green/amber flashing indicates the SecureSync was not originally programmed as the correct Model type during
the manufacturing process (indicates configuration issue).

Email from Dave Sohn (3/16/12)
If the SecureSync is setup for dual power (AC / DC power) with firmware version 4.8.2 or higher, the power LED only flashes orange if
the unit isn’t configured properly. If there is a failure on a power supply, the power LED will be solid orange.

Email Keith sent to a customer (2 Jan 2013) - | saw your email to Jeremy regarding the blinking orange Power LED on the
SecureSync and have some information for you that | hope will help!

FYI- During the manufacturing process, the SecureSync is programmed with its particular input power configuration (such as AC only,
or AC and DC input, for examples). This particular SecureSync was likely inadvertently programmed with the incorrect power
configuration, resulting in the blinking orange that you are observing. When programmed correctly and with an input power not applied,
the LED will be solid orange, instead of blinking orange. Blinking orange only occurs if the power configuration isn’t programmed
correctly.

In archive versions prior to version 4.8.2 (as reported in the Tools - > Versions page of the browser), there were no alarms associated
with input power being present or not present. So even if the SecureSync happened to be programmed incorrectly, there was no visible
indicator for this condition. However, if a SecureSync is updated to a version of 4.8.2 or higher, since version 4.8.2 adds an indication of
lost power via the Power LED, an incorrect programming will then become apparent.

This blinking power LED does not affect the operation of the SecureSync. If this is a demo SecureSync that you currently have, thanks
for bringing this to our attention. We will fix it when its returned to us. However, if this is a SecureSync you have already purchased,
please let me know. if you can connect the SecureSync to the internet, outside of a firewall, and provide us with the IP address (and
enable all Services) we can reprogram it remotely for you, to resolve this issue. If it can’t be temporarily placed on the Internet, we can
also assign an RMA Number for it to be returned for a reprogramming. Or, we may be able to work with our engineering team to
provide you with a special upgrade file that can also reprogram it in the background.

***Ability to mask/override the Power LED/Power alarm (if backup power is not connected)

(5 Apr 2013 KW) Currently (as of at least versions 5.6.0 and below), there is no way to mask/override the Power LED
alarm pattern if SecureSync has both AC and DC input configuration, but only one power source is connected.

» Refer to Salesforce case 9038 and Mantis case 1983.
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Available work-around to inherently clear this alarm condition (if AC is supplied and no DC power is applied)

» Purchase from us and connect the available external AC to DC converter (Our P/N “PS06-2Z1M-DT01”) to the DC
connector on the back of the SecureSync (thereby applying power to both connectors).

¥ Refer to (in this document) “PS06-2Z1M-DT01” for more info on this available power adapter.

Q On some GPS-CLock, we did not connect the DC Power, on the GPS-CLock, the DC Power appears in red and
monitoring system generates an alarm. Is there a way to configure the Spectracom GPS-Clock to inform it that the DC
Power is simply not plugged in (look like a check box)? Currently we have an unjustified alarm and we don’t want to
handle exceptions.

A reply from Keith (2 Feb 17) There is no way to clear/mask the DC power alarm with a SecureSync having either of the
two input power connections not having power applied.

However, if a customer purchased a unit with both AC and DC input, but isn’t planning on applying DC input power, we
offer an available AC to DC converter, that can act as a redundant AC input (and thereby inherently clearing the Power
alarm indication, when its connected). This external AC to DC converter has a DC connector that mates with the DC
connector on the back of the time server, for convenience (as shown below). Our P/N for this available adapter is PS06-
2Z1M-DTO1:

Sync LED

If the Sync Indication is Red; Time Sync alarm. 1) SecureSync has powered up and has not yet achieved synchronization
with its inputs. 2) SecureSync was synchronized to its selected input references, but has since lost all available inputs (or
the inputs were declared invalid) and the Holdover period has since expired.

If the Sync Indication is Green; SecureSync has valid time and 1PPS reference inputs present and is synchronized to its
reference.

If the Sync Indication is Orange; In Holdover mode. SecureSync was synchronized to its selected input references, but
has since lost all available inputs (or the inputs are not declared valid). SecureSync’s outputs will remain useable until at
least the Holdover period expires.

Fault LED

If the Fault Indication is Blinking orange; GPS antenna problem alarm has been asserted and is currently active. A short
or open has been detected in the GPS antenna cable. The light will automatically turn off when the alarm condition clears

If the Fault Indication is Solid orange; A Minor alarm condition (other than an antenna problem alarm) has been asserted
and is currently active

If the Fault Indication is Red; A Major alarm condition has been asserted and is currently active

Known Issues/Conditions with front panel LCD/ LED time display
A) (Oct/Nov 2014) LED time display is frozen. Seconds not incrementing
» Communications (HTTPS, SSH, etc) may be sluggish as a factor of KTS not responding.

» Indicates KTS (Timing System) is frozen/locked-up.
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» Network processor software likely still OK.
¥ Likely due to loss of/glitch in 10MHz OCXO oscillator output adversely affecting the FPGA.

Refer to “LED time not counting up. LCD is fine (OCXO glitching causes lockup)” in the oscillator section of
this document (Mantis case 2916)

¥ Review System log for KTS failed to read log entries (examples below). In versions 5.2.1 and above also look for
“possible oscillator error” or “probably FPGA Failure” entries. These are associated with 10 MHz glitching issue
mentioned above.
ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true GR_GetMfrMd| 0 0 (KTSAL)
ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true XO_GetState 0 (KTSAL)

ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true XO_GetOscType 0 (KTSAL)
ERROR (4) - ERROR in KTSAL_Get: SPEC_KTSAL_EN=true XO_GetSerialNo 0 (KTSAL)

¥ Bring back for oscillator evaluation.

B) Front panel LCD window and Time display intensity matching (one unit compared to another)
Notice: The LCD protective film issue described further below only applies to the LCD window display. If the LCD
window AND the Time display are at a different intensity than another unit, the issue further below does not
apply.

Differences with both the LCD and Time display as compared to other units are due to tolerances in electronic
components and the front panel filter.

Below is a (now modified) email Keith sent to Mark Day in the UK about this (may need to be edited

before sending to anyone else)
Initially, there is a protective film on the front panel components that needs to be removed before the front panel assembly is
placed in the front panel portion of the chassis. The intensity difference between two units may likely be due to this film
inadvertently not being removed from one of the two units (one has this film removed and the other unit has the film still
applied —resulting in one display being darker in appearance than the other.

To begin, the display intensities are not adjustable and we don’t perform any side-by-side intensity matching of the front panel
displays. However, typically the display intensity from one SecureSync to another is fairly similar. Any intensity differences
between them are normally limited to tolerances of the electronic components (such as the intensity setting resistors) and the
filtering of the front panel overlay.

Your customer can either remove the cover and the power supply that inhibits the front panel assembly from being removed,
to see if the film is still applied to these components (if the film is still applied to one of the two, the bottom unit in the picture
appears to be the one with the film still applied). OR, they can send the SecureSyncs back to us for evaluation.

C) Front panel LCD protective film still installed when unit is received

Email from Dave Lorah to customer (6/12/12)
We apologize for the problem with your new SecureSync unit. This has been recorded and preventive action is being addressed by
our QA department.

Fortunately this can be easily fixed in the field. The front panel assembly will need to be detached from the Cd and chassis. All you
need is a medium Phillips screwdriver.

Here is what to do:
1) Remove the 20 screws from the top cover and remove the cover.
2) Remove the fan connection shown as (J2) below.

3) Remove the three screws attaching the front panel PCB to the chassis. You may not need to remove the J3 or
ribbon cable to get to the film.

4) The protective film on the LCD Display will peel off easily.

5) Reassembly is the reverse of disassembly.
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1200-0000-F002

-

If you have any questions or need assistance, please let me know.

D) LCD display dark after booting-up a cold unit (cold LCDs)
Email from Sylvain to Dave Sohn We recently made a experimentation outside on site and | had a little issue on
SecureSync that | would like to share with you :

This was in the early morning, it was cold outside and the unit has spent the night in the back side of our car.

At the first starting up time, | couldn’t see the front panel display working normally : LCD remaining Black and LEDs
Power Green only (others OFF) — | just could see the clock display keeping running then taking the RTC time after
more than a minute. Then nothing else.

After a second reboot (power OFF action): the SecureSync started as well.

My question is: as the firmware + software of my Securesync doesn’t include the last BIOS configuration changing the
threshold parameters for temperature limits, can it be corrected by this setting ?
| assume it is not link to the high temperature this time but in cold status context....

Reply from Dave Sohn (18 Mar 16) LCDs at cold temperature may be blank and sluggish for updates. If the time display was
running, LEDs were lit, and the time was updated from the RTC then | would say the SecureSync was running. When we do our
tests that is what we see, but the LCD comes back after it warms up.

A) LED time not counting up. LCD is fine (OCXO glitching causes lockup)

B) Only the Power LED is lit (LED time is NOT displayed and nothing is displayed in LCD either)
1. Issue with the oscillator/10 MHz into KTS Timing System

(email from Dave Lorah to a customer, 23 Jun 16) If the clock is not working then | believe the oscillator has failed. That is the
symptom of a failed oscillator, just the power LED and nothing else on the front panel.

» Refer to Salesforce case 21277 (Google saw this on a very-early RB-based SecureSync)

» Only indicator on the front panel was the power LED (even after reboot).

C) Front panel keypad not responsive

¥ Keypad may be locked. Try unlocking it via either the web browser or from the front panel using the unlock
sequence.
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» If the front panel isn’t locked, try power cycling the time server. May need to be returned due to issue related to
the ETX or could be a software issue.

¥ This one isn’t related to the 10MHz oscillator (which can affect the LED time display).
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**out-of-band management (front panel micro USB/rear panel console Setup port

Out of band management

From Wikipedia (https://en.wikipedia.org/wiki/Out-of-band _management) In computer networks, out-of-band
management involves the use of a dedicated channel for managing network devices. This allows the network operator to
establish trust boundaries in accessing the management function to apply it to network resources. It also can be used to
ensure management connectivity (including the ability to determine the status of any network component) independent of

the status of other in-band network components.

» SecureSync provides the front panel (micro USB) and rear panel (DB9F) RS-232 Serial port for serial/terminal
server connections to the CLI interface (see below for more info)

Two available “Serial Console” connectors for 2400s (one on front panel and one on rear panel)

DB9 port: Unlike 1200 SecureSyncs, 2400 SecureSyncs do not have a DB9 connector on front or rear panel

A) FRONT panel micro USB port/Terminal server connection

The 2400 front panel connector is now a micro USB connection (no longer a DB9F connector on front panel as
itis on 1200 SecureSyncs).

e Connector: micro-B USB (requires installed driver; if your driver does not automatically install, visit:
https://www.ftdichip.com/Drivers/VCP.htm)

e Character structure: ASCII, 115200 baud, 1 start, 8 data, 1 stop, no parity

» This front panel Serial port is password protected (must login).
¥ Refer to CLI section directly below for info on commands

» Login user names and passwords are same as used to login to the web browser

B) REAR panel RJ-45 Terminal server connection (Labeled “CON”)

P e

eeccsccee % eecccccee . oo

“ eoeeeeceee

r
- GNSS
i,

Refer to the Model 2400 user guide at
https://www.orolia.com/manuals/2400/Content/NC _and SS/2400/INTRO/Rear Panel.htm
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Note: This rear panel is similar to the DB9F connector on the front of the 1200 SecureSyncs

¥ The rear Serial Console accepts serial commands to locally configure the unit via CLI.

¥ The RJ45 serial port on the rear of the 2400 is designed to work with a standard Cisco console cable
» This Rear panel Serial “CON” port is password protected (must login).

¥ Refer to CLI section directly below for info on commands.

¥ Login user names and passwords are same as used to login to the web browser.

Interface Serial port with a Terminal Server/Cisco router’s ASYNC/Console port (DTE device)
Note this info from 1200 SecureSyncs
» Refer to SR 5457

» Refer to http://lwww.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/5466-comm-
server.html and http://www.cisco.com/c/en/us/support/docs/routers/1600-series-routers/46789-port-pinout.html

Settings
9600, 8 bit, 1 stop bit, no parity, flow control off (must disable hand-shaking on their end)

6 foot DB-9 to RJ45 Serial Console Cable

» Cisco Compatible DB9 to RJ45 Console Cable, 6ft

» Our P/N CA21R-D945-0001 (in Arena) https://app.bom.com/items/detail-
spec?item_id=1270476743&version_id=11397430388

Cable Pin-out
Notes

¢ When using an RJ-45 to DB9M, pins 2 and 3 need to be reversed on one of the DB9 cable (as shown below)

e On our end, we only care about pins 2, 3and 5

From: http://www.cisco.com/c/en/us/support/docs/routers/1600-series-routers/46789-port-pinout.html#db9
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Console Port Signaling and Cabling with a DB-9 Adapter
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The next table shows the pinout descriptions for the DB-9 connections

RJ-45-10-RJ-45 RJ-45-10-DB-3 Console
Rollover Cable Terminal Adapter Device _ s
RJ-45 Pin |RJ-45 Pin |DB-9 Pin Signal e — -
Pin Signal
3
RTS 1 8 8 cTs 1 | CD (Camer detect)
DTR 2 7 6 DER _y2 | RXD (RS-232 output)
T 3 6 2 R—><1>"3 | TXD RS232 input)
GND 4 5 5 oo 4 |DIR
GND 5 a 5 o _{GND 5 5 |Ground
RaD 3 3 i ™0 6 | DSR
DSR 7 - 4 OTR 7 | RTS (Note: pins 7 and 8 intemally connected)
CTS 8 ! £ e 8 | CTS (See note above)
Pin 1 Is connected intemally to Pin 8 9 | RI (Ring Indicator)

Example RJ-45 to DB9 converter

> Refer to: http://www.showmecables.com/product/DB9-Male-RJ45-Female-Modular-Adapter-
Kit.aspx?utm_source=google&utm_medium=cse&utm_campaign=15-109-160&gclid=Cj0KEQjwnim7BRDSs42KxL S8-
6YBEIQADWP6JQValbSm2rD5plReL TI15IMD4gU4B5UbDel ofAMQ8claAul_8P8HAQ

DB9 Male to RJ45 Female
Modular Adapter Kit - 8

Conductor
Patno 15-109-160

8 Conductor | Plastic Body | Gold-Plated Contacts
| Thumb Screws | Create Custom Pinout

EIEIERET | srevews)

1049 50-99 100+

14 59
s278 $2.38 $213 $1.98 $1.78
v a‘” ' q o [i” ]
—
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CLI (Command Line Interface)
» Our CLl is proprietary. Spectracom created it specifically for our application.

¥ Type Helpcli or clihelp for list and descriptions of the available CLI commands.

Notes:
1) Type Q to exit help.

2) Typing help cli or cli help (two words instead of one) will respond with “permission denied”

3) Commands and API calls are cap letter sensitive. Typing any character in the wrong case will cause the
command to respond with “command not found”.

Hint: to highlight desired letters or words
1) Pressthe “/“ key.
2) Type the letters or word to highlight and press enter.

“vi” text file viewer/editor

» Refer to: https://www.cs.colostate.edu/helpdocs/vi.html

Example to edit a file: Type Vi/etc/sysconfig/network-scripts/ifcfg-eth0
To exit vi:

First press shift + colon (%) to move to the bottom of the file.  Then either...

To save and exit type X <enter> after the colon
To exit without save (quit) type q! <enter> after the colon

Press shift and Type visual to edit the file again.

GNU Bash

» SecureSyncs have GNU Bash installed

» The CLI command to obtain the Bash version is: bash -version (“dash, dash” before “version”).

Alternate interface to using the limited CLI commands
¥ Refer to the REST API section of this doc: ****secure REST API

**Security with the CLI interface (Ability to connect out using FTP, SCP/SFTP, etc)

Q. We recently purchased two SecureSync NTP appliances. How locked down is the default user account when they log
into the cli? (The product appears to be running on Linux.)

A. From Sam Otto (11 Jul 2013) The user cannot change configuration files or run most executables. Users must use Spectracom
Web Ul or CLI commands to configure the system.

To prevent any modifications from the CLI both the Telnet Service and SSH Service can be disabled via Network Services / Network
Setup / Services and submitting, refer to the following Picture.
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Security concerns with the Model 1204-06 Option Card installed (FTP/SFTP out for instance)

» Due to security concerns across Ethernet ports, version 5.1.2 disabled user-level permissions from being able to
perform services such as telnet, ssh, FTP and sftp/scp from the command line interface.

» Can still SCP into the SecureSync. This change prevents scp’ing out from the box.

¥ Can still ping out from within the SecureSync.

» Refer to Salesforce case 13444 and Mantis 2757 for an SCP issue this changed ended up causing
Trying to FTP from the CLI

CLI
$ sttp

Email from Dave Sohn (4 March 2014) We have removed local user access to these to prevent security vulnerabilities allowing a user
to login from one network and potentially have these accesses to the additional networks that may be connected to the
SecureSync. They can still scp to/from the unit, but they need to run it from another machine.

“su” command to switch users (such as su spfactory) (for internal use only)

» To switch from spadmin to spfactory, type: su spfactory <enter>. Then typye the spfactory password

o Refer to: hCTL (Https://www.tecmint.com/su-vs-sudo-and-how-to-configure-sudo-in-linux/

» To switch from spfactory back to spfactory, type: su = spfactory <enter> (with a space before and after the
hyphen), Then type the spadmin password

o Refer to: https://www.tecmint.com/difference-between-su-and-su-commands-in-linux/
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Available CLI calls (API calls)
CTL linux commands (journalctl, systemctl)

A) What is Journalctl used for?

Journalctl is a utility for querying and displaying logs from journald, systemd's logging service. Since journald stores log data
in a binary format instead of a plaintext format, journalctl is the standard way of reading log messages processed by journald.

To see the logs that the journald daemon has collected, use the journalctl command.

B) What is Systemctl used for?

The systemctl command manages both system and service configurations, enabling administrators to manage the OS and
control the status of services. Further, systemctl is useful for troubleshooting and basic performance tuning.

https://www.digitalocean.com/community/tutorials/how-to-use-systemctl-to-manage-systemd-services-and-units

journalctl

(screenshot below from SecureSync at v1.6.0)
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journalctl -fu ori

(screenshots below from SecureSync at v1.6.0)

journalctl -u ori

(screenshot below from SecureSync at v1.6.0)

systemct!

(screenshot below from SecureSync at v1.6.0)

systemct! status

(screenshot below from SecureSync at v1.6.0)

(last entry in response)
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systemct| status ori

(screenshot below from SecureSync at v1.6.0)
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Desire to perform more than one CLI command with a single response

» Separate multiple commands with a semi-colon (“;”) to have just one response.

A) “Documented” CLI calls

[yl

» Type helpcli for a list of call, descriptions and syntaxes (shift and “q” to exit out)

» The entire list of documented CLI calls is provided in Chapter 5 of the SecureSync manual

o Online SecureSync manual at:
http://manuals.spectracom.com/SS/Content/NC _and SS/Com/Topics/APPENDIX/CLICommands.htm?Highlig
ht=cli%20interface

o Shortcut to SecureSync manual (1200-5000-0050) in Arena: https://app.bom.com/items/detail-
attach?item_id=1203165562&version_id=10381283008

Remember: All commands and API calls are capital letter sensitive. Typing any character in the wrong case
will cause the command to respond with “command not found”.

B) “Undocumented”/unsupported CLI calls (calls associated with the TSync boards)
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Refer to the cheat sheet Tim Tetreault created (API for KTS): .\. \EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync\CLI -API calls

Undocumented calls allow “gets” but not “sets” (not available to use for configuration, for example. But can be
used to obtain data/settings).

Remember: All commands and API calls are capital letter sensitive. Typing any character in the wrong case will
cause the command to respond with “command not found”.

The SecureSync’s web browser needs to perform “Get” and “Set” API calls to KTS, in order to show or change information

in the

system. All of these API calls exist in the background and the “Get” calls are available to users, via the CLI interface

(the Set commands require root account permissions to perform and therefore are not available for customer use).

Note that the Get API calls are “not supported”, but customers can be informed of them and can use them if they wish.

9721/
the “s

Unsu

3

12) As of at least 5.8.2 and below, users can only access the “get” API calls. They do not have permission to access
et” API calls.

pported CLI commands (such as FTP/SCP/SFTP etc) due to potential Security concerns

Due to potential security concerns across Ethernet ports, version 5.1.2 disabled user-level permissions from being
able to perform services such as telnet, ssh., FTP and sftp/scp from the command line interface.

Can still SCP into the SecureSync. This change prevents scp’ing out from the box.
Can still ping out from within the SecureSync.
Refer to Salesforce case 13444 and Mantis 2757 for an SCP issue this changed ended up causing

Example trying to FTP from the CLI
hdmin@Spect racom ~ $ ftp spadnin@10.10.201.1

hsh: fip: command not found

Example trying to sftp from the CLI

Email from Dave Sohn (4 March 2014) We have removed local user access to these to prevent security
vulnerabilities allowing a user to login from one network and potentially have these accesses to the additional
networks that may be connected to the SecureSync. They can still scp to/from the unit, but they need to run it from
another machine.
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Display lists of available SecureSync CLI Commands and “Get” API calls
A) To display a list of ALL available Commands and “Get” API calls

To see a list of all available API calls and available CLI commands, at the CLI command line, hit the TAB key two
times. Type a letter “Y” at the prompt that is displayed. ALL available SecureSync commands and KTS Get API calls
that users can use will be listed. Hit any key to proceed to the next page of listed commands.

Note” This does not list any “Set” API calls. Set API calls are not permissible via the SPadmin or user accounts. Only
root has permissions to perform Set calls.

Example: at the command prompt, press the TAB key two times to see all of available commands:

Note: If no response is shown after hitting the TAB key twice, this is likely due to one or more letters for the call being
typed in the wrong case (upper or lower). Re-enter the command using the correct case for each letter.

B) To display a list of all commands and Get calls for a particular function (such as all available IRIG gets)

To see a list of all available “Get” calls for a particular function, at the command line, type the first two

characters of the call, followed by the underscore symbol, followed by the word “Get”. Then,
hit the TAB key two times. This will show only the particular API Get calls of that type of call.

Note” This does not list any “Set” API calls. Set API calls are not permissible via the SPAdmin or user accounts. Only
root can perform set calls.

Example: Type “XO_Get” and then press the TAB key three times to see all of available XO_Get type commands:

[spadminﬁectraum ~15 I'J_Gt
H20_GetAlarm A0_GetMfrMdl 20_GetPhaseError

HO_GetDac H0_GetMode H0_GetSerialMo
H0_Ge tf_“l‘E gError H20_GetOscType d0_GetState

Note: If no response is shown after hitting the TAB key twice, this is likely due to one or more letters for the call being
typed in the wrong case (upper or lower). Re-enter the command using the correct case for each letter.

*Specific available CLI commands/API calls/ functions
exit to logout

Note: The Device ID value for each call (the first number entered after each command) should always be 0 (such as
IR_GetMode 0).

CLI Commands which no longer available
Mgmt (mgmtget/mgmtset)

Email from Keith to Mark Day (23 May 13) | JUST recalled, mgmt was a planned command to be able to manage Ethernet ports, but
it was then decided not to be used. So it has since been removed in a newer version of software. There is no functionality assigned to
it, in earlier versions of software.

Note: Refer to Mantis case 1423 (the two “mgmt” commands were removed from the CLI and front panel LCD in Archive
version 4.5.0).

Refer to the following section for more information about Management control:**VLANs/Network
ports/Management/Network Access restriction (Access control)
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System status
Obtain the currently selected Time and PPS references (SS_GetRef 0)
SS_GetRef 0 Gets the currently selected time and 1PPS reference.

S8 GetRef @

spadminPSpectracom

Current Active Heference:
Time:=: gp=A@
1PFE: gp=A

Status
¥ Reports selected references, NTP Stratum, Osc status, TFOM and MaxTFOM)

Email from Keith (The status command is the best CLI command to observe, and to also assume, normal operation of the
SecureSync. The NTP status reporting Stratum 1 (or Stratum 2) means the SecureSync is synced to a reference such as GPS (or NTP
from another NTP server). Therefore, NTP and PTP are in a state that their associated Slaves can use for their synchronization.

If instead, NTP is Stratum 16, this means there is a problem with the SecureSync’s synchronization to its inputs, or there is a problem
associated with NTP itself,

Add an additional check for the state of the Fault LED (summary of both Minor/Major alarm states)

Where (note the Power LED is only one color, while Fault/Sync can be bi-color, requiring two controllers each)
Fault LED = LED 0 + LED 1 (EC_GetState 0 0 + EC_GetState 0 1) ??
Sync LED =LED +LED 2/4 (EC_GetState 0 2 + EC_GetState 0 4) ??
Power LED = Just LED 5 (EC_GetState 0 2 + EC_GetState 0 4) ??

In sync Holdover (binking green/red) no sync

0 blink blink on
1 blink blink off
2= off on on
3=on on off
4 off off off
5 on on
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o Fault LED: EC_GetState 0 0 + EC_GetState 0 1 (if Fault reports “ON” or “Blinking”, the Minor
and/or Major Alarms are active): Blinking/Blinking indicates GPS antenn Probem alarm is asserted???

To read individual status indicators
e Sync Status = SS_GetSync 0
e Holdover =SS_GetHoldover 0

e Freerun status = SS_GetFreeRun 0

To read the current Alarm status (determine if each individual Alarm is active or inactive)

To read an alarm status, type: LS _GetAlarm 0 x (where x is one of the following values)

0 = Sync alarm

1 =Holdover alarm

2 = Frequency Error alarm

3 = Freerun alarm

4 = Software error alarm

5 = 1PPS Specification alarm
6 = Reference Change alarm
7 = Hardware error alarm

8 = BAY 1 hot swap alarm

9 =BAY 1 hot swap alarm

CLI command to display the entire manifest.log

» Command added in version 5.7.1

» Type: manifest

dm

Note: For more info on the manifest log, refer to (in this document): manifest.log file /manifest.config file

Email from Dave L (10 Oct 17) Also, starting on the version 5.7.0 firmware there is a new CLI command “manifest” you can use to
identify the exact Option cards installed on the system. In earlier versions the “options” command would identify the cards but the
descriptions were rather generic so the exact model of the options cards was a little vague.

CLI command for KTS initialization test results (IN_GetStatus 0)
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» Can find KTS related problems such as an issue with an Option Card at boot-up.
¥ This command is available to customers in the spadmin account.

Email from Paul Myers (7 Jun 16): Can you have the customer run “IN_GetStatus 0” on the command line and look for any
initialization failures?

This command prints all the initialized drivers, services and components. If something failed in startup it would show here. (Note the
screenshot below is only a partial list)

Examples of CLI commands for particular situations:

1) Commands regarding the Ethernet ports: Refer to: CLI Commands for the Ethernet ports

2) Apache Web browser no longer accessible, but can still ping, telnet etc. Refer to “free” or “free mem”
commands below.

3) Available CLI commands for network troubleshooting within SecureSync

Note (Update to the info below) This info appears to have changed with the Gentoo version 5.0.0 and above release. |
don’t believe these tools were added in with 5.0.0 and above.

Starting in SecureSync software version 4.8.0, customers will be able to troubleshoot network issues from within
SecureSync (instead of just external to the SecureSync). There are several tools being added to provide standard Linux
commands for troubleshooting the network traffic. These commands are only available in the CLI port (not on the web
browser) and are intended for experienced users only.

The added commands are:

Ping, ifconfig, arp, rarp, route, netstat, domainname, dig, host, nslookup, traceroute

For these commands, refer to: *Network troubleshooting from within SecureSync (ping, arp, traceroute, etc)

Deleting/removing a file (such as an ugrade bundle) where permissions allow: rm <filename> <enter>

o To check for any previous updatexxx.tar.gz bundles via CLI, type IS -l <enter> (in the home/spectracom
directory)

o To delete an update bundle type rm <filename> <enter> (for example: >rm update5.0.2.tar.gz
<enter>

**CLI commands enable/disable/, display, configure the Ethernet ports (DNS, DHCP, IP
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address, Subnet mask, Static routes)

Enable/Disable network interfaces via CLI commands (portstate?portset command)

Note: since the ports can’t be enabled via the keypad in versions prior to v5.5.1, they can only be enabled via
either CLO command or via the web browser using eth0

For more infon on enabling ports via keypad or via the browser, refer to (in this doc): **Desire to Enable/Disable the
Gigabit interfaces (eth1, eth2 and/or eth3)

Port state
» Display the port state of all Ethernet ports (port up, port down, cable unplugged)

portstate command

Note: To obtain port state for SMNP instead of CLI, refer to the “ifOperStatus” SNMP object in the SNMP section of
this document.

¥ Displays status of all installed Ethernet ports, including EthO.

portset command

» This command was implemented starting with the new web browser design in Archive version 5.1.2 (not available
with earlier versions)

» The CLI command: portset X on enables the interface number specified by the “x”.
» The CLI command: portset x off disable the interface number specified by the “x

» CLI command to retrieve current port state: portget x <enter>
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Enable /disable link negotiation and ability to hard-set port settings
Q (7 May 2021 fromHughes demoing 2400 v1.2.0?) It doesn’t have option to set Speed/Duplex Ethernet settings, which
was available in older units.

A Per Dave Sohn This feature didn’t make the initial release, but is already in our roadmap for future releases likely
slated for Q3 (2021) release.

Below is from 1200 SecureSyncs
A) Via web browser
1. Navigage to the Management-> Network Setup page.
2. Unselect the “Autonegotiation” checkbox (selected on all interfaces by factory default)

Edit Ethernet Port Settings

Edit Ethernet Port Settings Enable eth0

. Autonegotiation

Speed 100Mb/s ~
Enable eth0

3. Configure desired speed and duplex
4. Press Submit

B) Via CLI interface (info below from 1200 secureSyncs)

speedget and speedset commands (???)

One of the new features in the next firmware release version 5.8.0 is the ability to control the port settings through
the speedset and speedget CLI commands.
Spect t

L R O T R T R ¥
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DNS servers (“resolv.conf” file)
¥ letc/resolv.conf file stores all DNS server addresses (for all interfaces)

resolv.conf file with only one interface configured for DNS

4 DNS servers for ethO

B DNS servers for ethl

CLI commands to Display/Retrieve/Set DNS server settings for each Ethernet interface

» The CLI command: dns4get X retrieves the DNS setting (for the port specified by the “x”.

%

» The CLI command: dnsdset x <primary dns> <secondary dns> configures the DNS setting for he
Ethernet interface port number specified by the “x”. (note the secondard dns address is optional/not required)

Example journal.log entries associated with DNS

Adding two new DNS servers for ethl via the browser
Oct 19 14:37:42 Spectracom Spectracom: [webui] set DNS for eth1 to 10.1.1.28.
Oct 19 14:37:42 Spectracom Spectracom: [webui] set DNS for ethl to 10.1.1.29.
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Display/retrieve network settings (IP address, subnet mask)

net <enter> shows all network settings for all ports

net

Subnet mask conversion table for quick-reference

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255,255 255252 18 255.255.192.0
29 255255255248 17 255255.128.0
28 255255 2556240 16 25525500
27 255255255224 15 25525400
26 255.255.255.192 14 255.252.0.0
25 255.255.255.128 13 255.248.0.0
24 255.255.255.0 12 255.240.0.0
23 255.255.254.0 11 255.224.00
22 255.255.252.0 10 255.192.0.0
21 255.255.248.0 9 255.128.0.0
20 255.255.240.0 8 255.0.0.0
19 2552552240

F U T N R S U N S

net show and net4 commands (net4 is equivalent to net show command in earlier Models)
Displays All IPv4 settings for all Ethernet port
» The command: net4 displays or gets the network settings/MAC addresses for each of the network ports.

¥ IPv4 settings only (no IPv6 settings)
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——————————————————————————————
Spectracom NetClock 2483 Uersion 5.8.8
l=padmin@Spectracom netd

Hostname: Spectracom

Main IPv4 default gateway (ethB>: 18.2

9:c?:64:6b
il -188.171-16 S
[DHCPu4(eth@>=Disahled
DG4=1@8.2.1 .1

e thi
08:0c:ec:B5:02:22
1A.2.180.82/16 D
[DHCPu4(ethi>=Enabled
DG4=1@.2.1.1

DNS1:18.1.1.2@8
DNS2:18.1.1.31

9.8 /8 8
IDHCPv4{eth2>=Disabhled
a

e
il
i
[DHCPu4<eth3>=Enabled
DG4=P.8.0.0

Display IPv6 settings only (no IPv4 settings)

» The command: het6 displays the network settings/IPv6 addresses for each of the network ports.

ethB
INETE feBA::2d@:c9ff:fecP:46h 64
DHCPuGCeth@>=Dizabled

ethl
DHCPubCethl>=Dizabled

eth2
DHCPvb<eth2)=Disabled

eth3

INET6 feBB::2Bc:ecff:fedb:2el 64
DHCPvb<eth3>»=Disabled
[zpadmin@Spectracom ~1% netb
Spectracom

Main IPub default gateway: Mone

Display Eth0 settings only (Both IPv4 and IPv6 settings)
> net settings command displays only EthQ’s IPv4 and IPv6 network port configurations
» Shows no info on Ethl, Eth2, Eth3

[spadmin@Spectracom “15 net settings
Hostname: Spectracom

Main [Pu4 default gateway: 18.2.1.1
Main IPub default gateway: Mone

6D
vd4(ethB>=Enabled
1

18.1.1.31

ET6 feB@::2dB:c?ff:fec?:46b- 64
CPvGCethB)=Disabled
[spadmin@Spectracom “15 net settings
ostname: Spectracom

ain IPv4 default gateway: 18.2.1.1
ain IPuvb default gateway: Hone
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DHCP (V4 and V6)
A) DHCP4

Get all current DHCP settings: dhcp4get
Get current DHCP setting for one particular port: dhcp4get <interface> (such as dhcp4get 0)

e Enable DHCP setting: dhcp4set <interface> on (such as dhcp4set 0 on)
o Disable DHCP setting: dhcp4set <interface> off (such as dhcp4set 0 off)

B) DHCP6
» To set a static IPv6 address, you must first turn off DHCP for IPv6
e dhcp6get Display whether DHCP is enabled. Get all current DHCP settings
e dhcp6set 1 off turning off dhcp on port eth1.

Get current DHCP setting for one particular port: dhcp4get <interface> (such as dhcp4get 0)
e Enable DHCP setting: dhcp4set <interface> on (such as dhcp4set 0 on)

e Disable DHCP setting: dhcp4set <interface> off (such as dhcp4set 0 off)
o dhcp6get - Display whether DHCP is enabled.
e dhcp6set 1 off - turning off dhcp on port ethl.

****Assigning network settings
o |P4get <interface> (such as IP4get 0)
e |P4set <interface> <address> <mask> (such as IP4set 0 10.10.200.1 255.255.255.0)

IP Address
e Get current IPv4 address (can't display all at once): IP4get <interface> (such as IP4get 0)

e Set IP address: IP4set <interface> <address> <mask> (such as IP4set 0 10.10.200.1 255.255.255.0)

Gateway addresses (Main default gateway as well as the gateway address for each port)
A) IPv4 gateway

Get current gateway address:
e (gwdget Displays gateway address for all Ethernet ports.

e gwdget <interface> (such as gw4get 0) for one particular gateway address

Note <interface> is 0, 1, 2, 3 or m for main default gateway.

Enable and set gateway address: gw4set <interface> <‘gateway address> (example gw4set m 10 10.10.200.1)

Get (read)
o CLI command to read which port is the main default gateway: gw4get m <enter> (where m is for main)

o CLI command to read the gateway address for a particular Ethernet port (eth2 for example): gw4get 2
<enter>
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Set

o CLI command to set which port is the main default gateway: gw4set m x y <enter> (where m is for “main”, x is
the gateway address and y is the port number.

Example to make the default port 2: gwdset m 10.2.1.1 2 <enter>

[spadminESpectP;cum ~1% net4
Hostname: Spectracom
Main IPv4 default gateway: 18.2.1.1

.2.188.3-16 D
C
4
S
S

Pud{ethB)=Enabled
=18.2.1.1
1:18.1.1._2@
2:18.1.1.31
1

B:0c:ec:@5:02:e2
.a.a.8-8 D
CPv4<{ethl>=Enabled

.A.8.8

DHCPv4{eth3)=Dizahled
DG4=10.18.284_.254
[zpadminBSpectracom ™15

B) IPv6 gateway address

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6 netwok while
configuring. Otherwise the config changes won'’t be accepted.

» Refer also to: **Interface gateway addresses (IPv4/IPv6)

gwbset 1 XXCXXX. XXX. XXX — sets the IPv6 gateway address

Usage: gwbset <on|off> [addr]
addr: IPv6 address, ie. fe80::230:64ff:fe04:3ef8

Email from Ron D (19 Sep 17) about the IPv6 link-local address, in software version 5.7.1 the functionality to
set the IPv6 gateway to the link-local address was only added to the CLI.

To set the IPv6 gateway to the link-local address the gwbset command needs to be used.
The command usage is: “gwb6set <on |off> [addr] <intfc>"

Where “addr” would be the link-local address and “intfc” is the Ethernet interface to apply it to. So an
example of the command to set the link-local address as the gateway for ethO would be “gw6set on

fe80:: 0”.

o ip6add 1 (IP xxx.xxx.xxx.xx) (subnet address xxx.xxx.xxx.xxx) (gateway address XXX.XXX.XXX.XXX)
o ipBadd 1 XXX. XXX XXX XXX XXX XXK XK XXX XXX XXX XxX.xxx (adds IPv6 IP address, subnet and gateway for eth1)
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Issues with configuring IPv6 gateway address (such as not being able to use a link-local address)

» Refer to: **Interface gateway addresses (IPv4/IPv6)

Ifconfig / ip addr
> just type “ifconfig” or “ip addr”

Function: allows the operating system to setup network interfaces and allow the user to view information about the
configured network interfaces.

Displays: all IP addresses, subnet masks, MAC addresses, received/transmitted packets, dropped packets, packet
collisions, etc

Netmask conversion table for quick-reference

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255.255.255.252 18 255.255.192.0
29 255.255.255.248 17 255.255.128.0
28 255.255.255.240 16 255.255.00
27 255.255.255224 15 255.254.00
26 255.255 255 192 14 255.252.00
25 255.255.255 128 13 255.248.00
24 2552552550 12 255.240.00
23 255.255.254.0 1 255.224.00
22 255.255.252.0 10 255.192.0.0
21 255.255.248.0 9 255.126.00
20 255.255.240.0 8 255.00.0
19 2562652240

e TR, V- SN U R TN

Ifconfig -a (Shows status of all network ports) (example below just shows a couple of the Ethernet ports)

Spectracom NetClock 9482 Uersion 4.8.8

lLspadminBSpectracom ~1% ifconfig —a

lethB Link encap:Ethernet HWaddr :GP:04:6B

| 1net addl 1E 2 1BIB 3 cast @ 5.255 Mask: 255 255.0.0

£
B dlﬂppeﬂ @ overruns:@ carrier:@

it Hh) TH bytes:393514456 <375.2 Mhd>
Interrupt:18 Base address:@xecB@

Link encap:Ethernet HUaddr BE IC EC:
AST

mory:efechBfn

Link encap:Ethernet HWaddr BA:BC:EC:04:82:E2
UP BROADCAST MULTICHST MIU:1508 Met

txqu elen 188
a. ) TR hyter-:ﬂ <@.8 h>

'pl:onflg conmand not fnund
[.- padninBSpectracom ~15 ifconfig eth@
leth@ Link encap: Et}|elnet HWaddr B8:DB:C9?:C2:04:6B
inet adde:18.2 = 255.255 Mask: 255 255.0.8

- B t:1@0.2.
ineth ads :46h/64 Scop
UP BROAD: R :150 H
BR packets

pped:@ overruns: E carrier: ﬂ

i T¥ hytes:36842% ¢351.9 Kb>
Interrupt:1@ Base address:BxecBB
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IP addr (IP Address)

padmlnESpectxacom
: lo: <LOOPBACK 65536 gdisc nog! tate UNKMOWN
link/loopbac H:l:H 80 brd BA:00:00:60: aa
inet 12? 8.8.1.8 o
ineth ::1/128 dcupe host
t forever pxegexxed lft foxeuel

g qdm: noop state DOWN
1z hrd
BROADCAST , MULTICAST, UP, LOVER_UP> mtu 1508 qdisc pfifo_tast state UHENO

@:c9:84:6bh hrd Ff:ff:=fF=FFzFFf:FF
16 brd 10.2.255.255 scope global ethd

2dE c?ff:fec?:46bs64 scope link
ua11d _1ft forever preferrved_lft forever
F: ethl: {NO-CARRIER,BROADCAST .MULTICAST.UP> mtu 1588 gdisc pfifo_fast state DOU)

linksether BA:@c:ec:@5:02:e2 hrd FF:ff:ff:
= <BROADCAST.MULIICAST.UP.LOWER _UP> mtu 1 di“c pfifo_fast state UP gl

i@
linksether BB:Bciec: B2:e2 brd FF:ifF:ffafFaffiff
18. .135/16 hxd 18.251.255.255 scope glohal eth2
ineté fe iczecFf:feB4:2e2-64 gcope link
valid_lft forever preferred_lft forever
B: eth3: (NO-CARRIER.BROADCAST.MULIICAST. UP) mtu 1588 gdisc pfifo_fast state DOY

glen 1088
6:02:e2 hrd Ff:ff:Ff:ff:ff:ff
ecff:feBb:2e2-64 scope link
orever preferred_l1ft forever

Configure Static Routes

Refer to “Static Routes” (Static Routing) in the “Network” section further below in this document

GPS info (“GR_” commands)
Refer also to the GPS section of this document: GPS input

Specific examples

Signal strengths and number of satellites being tracked

Reading/ manually setting Date and Time (via cli or browser)

IMPORTANT NOTE: USER/USER input reference MUST be enabled in the reference priority table in order to be able to
manually change the date/time via the web browser, CLI interface (such as dateset or doyset) or front panel. If
USER/USER is not enabled, the time/date will not be changed.

» Note: If any inputs are present and valid with a higher priority than the user/user reference, the higher priority
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reference will override the manual set time.

A) timeget/timeset (System Time)

In addition to the time being displayed in the browser, the SecureSync’s UTC time can also be queried using a CLI
command (via a telnet or SSH session). The CLI command to read the current time is “timeget” as shown below:

timeget

B) dateget/dateset (System Date)
o dateget retrieves the System Date

o dateset is used to set the System Date

C) Doyset/doyget (System Day of Year)
doyget and doyset

D) Date (Linux OS date and time)

The date command reads the Linux OS date and time (not the System Time’s date). The proper CLI command to
read the current System Date is instead “date” as shown above:

E) CS_GetTime 0 0 <enter>

¥ This KTS call reads the System Date and Time and is also used in the system to update the front panel.
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rd Time

F) Obtaining the next scheduled leap second
CS_getLeapSec 0

G) Get the offset (in seconds) between GPS time and UTC time
CS_GetTimeScaleOff 0 2 (where the “2” indicates the offset for GPS time scale)

Change the spadmin account password via CLI

passwd

» Per the note futher below, in at least versions 5.7.0 and below, the rules for passwords being created/changed in
the browser are not being applied to passwords being changed via the CLI.

o Per JIRA-SSS-259: See info further below about a post 5.7.0 update intending on the ability to configure
the password via CLI being forbidden. Due to the password rules only being available via the browswer, this
intention is to prevent anyone from using the cli to change a password, with no restrictions on the intended
password.

Note about the available “Password Security” Rules in the browser (Management -> Authentication page)

» Per Salesforce case 25067, and in at least versions 5.7.0 and below, the Password Security rules that can be
custom configured in the browser (such as special characters, min length, expiry, etc) don’t currently apply to the
passwd command. These available ‘rules’ ONLY apply when creating/changing passwords via the BROWSER.

o Reference JIRA ticket SSS-259 (https://spectracom.atlassian.net/browse/SSS-259)

o For more info on Password Security rules: Password Security” (Available minimum password requirements
that can be enforced, if desired)

pg. 227


https://spectracom.atlassian.net/browse/SSS-259
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file:///C:/Users/kwing/AppData/Roaming/Microsoft/Word/_(Available%23_Password_Security

Follow-up status from Engineering/Product Management on this condition

Email from Paul Myers (4 Aug 17, referring to a planned change in post v5.7.0) JIRA-SSS-259 is changed to FORBID
use of passwd command to change passwords for any users other than spfactory or root.

User's must change passwd and passwd rules form Web Ul.Change approved by Product Management for SecureSync:
David Sohn.

Model and Unit’s Serial Number
model

spadmin@setimex1 /usr/cli $ model
SecureSync
Model No: 1200-233
Serial No: 05861

Note: To change the Model Number, login as spfactory and type modno

Oscillator type and Serial Number
Type of osc installed
Oscget (or XO_GetOscType 0)

spadmin@setimex1 /usr/cli $ oscget

Rubidium (.1ppb)

Osc Serial Number:
XO_GetSerialNo 0

Enable/disable entries already in the Reference Priority table (changes the “State”)
stateset

**Obtain Oscillator, board and CPU temperature readings via CLI (applicable to versions 5.4.5 and above only)

» Version 5.4.5 added the gettemp command to allow reading of temperatures.

pg. 228



CLI command to list all installed Option Cards

options

Note: Also in newer firmware version 5.7.1 and higher units, the “manifest” command will show all the system
information in more detail.

**Version commands (Linux OS and SecureSync software)
A) Read the current version of Linux OS
¥ 2400 SecureSync runs on a Linux OS.

CLI commands to read Linux OS version:

cat /proc/version

uname —a

SMF PFEEEMFT Tue HNov

B) SecureSync software version

available version command (“Version xxx”) in the CLI to query for the versions of the different modules (SNMP, GPS,
Apache, SSH, SSL, etc). (These values not planned to be added to the browser display). Below is a list of specific
commands (with a space in between the word “version” and the module name:
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Note: First letter “version” has to be lower-case.

“version” (with nothing after it) reports the Archive and T|m|ng System versions

[“padmlnEEpectPacum- ]$-UEP“10n
Sof tvare 4.8.8

Timing System 2.8_.8
Bu11d Tlme Dec 6 208012 11:37:83

version SNMP (shown with 4.8.8 installed)

MET—SMMF verszion: 5.6.1
y http:= wuv.net—snmp.org”
net—snmp—coders@lists .sourceforge..net

version GPS

[spadminBSpectracom ~1% version gps
Mfr-Mdl: Trimble Resolution T

GR <(A> Rcv Info <66 hyutesl:

Serial #: 2048 21426123
?-15-.2811

Appl Uer: 1.28
Date: 42172818

Core Uer: 1.26
4212018

[ﬂpadmlnEEpectPacum ~1% version weh
Server version: Apaches2.2.23 <Unix>
server huilt: Oct 30 2012 18:41:41

version SSL (shown with 4.8.8 installed)

[spadmin@Spectracom ~1% version ssl

DpenEEy 1.8.1c 18 May 2812

version SSH (shown with 4.8.8 installed)

(orssh-v)

version NTP
(shown with 5.0.2 installed)
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spadmiﬂ@épectrécum version nt

ntpg 4.2.6p501 .234%9—0 Wed Jul 3 B3:37:81 UTC 2813 (1>
dm 2 o = o

s_h.own With.4.8..8 instgllled

[spadmiﬁﬂépec;:racum b version ntp
ntpy 4.2_001.1161— Tue MHov 27 11:88:23 EST 2012 (1>

[zpadmin@8pectracom ™1%

defcert or defcert -sha1 (delete the HTTPS certificate)

» The only CLI command associated with certificates is the defcert command (to reset the certificate back to
default)

o Update version 5.6.0 (once installed) adds the optional ability to select which Signature algorithm (such as
shal, sha256 or MD5) to user for the generation of the new certificate.

o An example defcer CLI syntax (5.6.0 and above only) is defcert -sha256

o As IE8 and below do not support SHA-256, in versions 5.6.0 and above, use defcert -shal to
regenerate a new certitficate using SHA1 to gain access to IE8 and below

Email from Keith (20 Jul KW) One thing to keep in mind is that, depending on the current software version installed in the
SecureSync, the defcert command will create its new default certificate using either a SHA1 cipher or a SHA256 cipher.

With software versions 5.6.0 and above installed in the SecureSync, the more secure SHA256 encryption cipher will be
used to generate its new certificate (with version 5.5.1 and below, the defcert command used the SHA1 cipher).

The issue with the more secure SHA256 cipher is Internet Explorer versions 8 and below can’t use this newer cipher.
With these more recent versions of software installed in the SecureSync (5.6.0 and above), and when using IE8 or below to

access the SecureSync, instead of using the CLI command of defcert to replace the existing certificate, issue instead
the following CLI command to generate a new certificate using the earlier SHA1 cipher: defcert -sha1 <enter>.
Then try accessing the web browser again.

GNU Bash
» SecureSyncs have GNU Bash installed
¥ The CLI command to obtain the Bash version is: bash -version (“dash, dash” before “version”).

CLI CMMANDS FOR 1204-3D Satelles STL receiver (versions 5.6C and above only)
STR_GetSubscription 0 0

» Reports end of subscription.

Spectracom SecureSync Version 5.6.C
spadmin@Spectracom ~ $ STR_GetSubscription 0 0

RESPONSE End of Subscription: 01/06/1980
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“STR_” error messages in System log (Versions 5.8.0 and above only)
"ERROR in KTSAL_Get:SPEC_KTSAL_EN=true STR_GetSubscription 0.0 (KTSAL)"

3

Refer to SF cases such as 171405

Caused by “STL INFO” menu being displayed on front panel (or rotate menus selected) with no 1204-3D/1204-3E
STL card installed in the syste,

Version 5.8.0 added the STL Info menu in all units, even if 1204-3D/3E is installed, If the unit is downograded to
below 5.8.0. this STL menu is no longer exists so the issue no longer occurs.

if STL card isnt installed the request by the front panel to display STL data causes an error message to be
asserted.

email from Keith (1 Nov 18) This “GetSubscription” entry is associated with a purchasable feature we now offer
for SecureSyncs, called “STL”. In case you aren’t familiar with it, it's a satellite signal, similar to GPS, but since
these satellites are closer to the earth than the GPS constellation, their signals are stronger. There are other
benefits to it, as well.

STL is available with an STL receiver Option Card and a subscription to the service. The version 5.8.0 software
update added a new front panel LCD display menu which shows the signal strength of this STL signal. The error
message just means that someone was scrolling through the various menu screens, which include the STL menu.
But without the STL receiver/option being installed, there was no communications available to report the expected
value.

This “errant” entry is expected to be no longer reported if the STL menu is selected, or scrolled thru, via a future
software update. There should be no operational concerns if this entry is observed! Thanks again for asking about
it, just to be sure it didn’t indicate a problem!!

**reviewing/saving/deleting logs via CLlI interface

Viewing the logs in the web browser

A) Newer browser

In versions 5.1.2 to at least 5.3.1 (this is expected to be changed in 5.4.0, ~ Jan 2016) the newer (black/charcoal)
browser only displays the most current set of entries (the file with no number). This is being changed to allow the
newer browser to display all the logs. In the earlier versions, “all” log entries can only be displayed in the classic
interface or via a cli connection.

Ability to view the logs (log entries) with the CLI interface

A) Login with telnet/ssh

B) Type cd log to change to the log directory

C) Type Is to list all log file names

D) Type cat followed by the name of the log (including the file extension).

With versions 5.0.2 or higher installed

Spectracom NetClock 7483 Uersion 5.8.2
cpadmin@Spectracom cd log
zpadnin@Spectracon 1=

cron.log.2

cron.log.3

cron.log.4

cron.log.l
cpadmin@Spectracom

With versions 4.8.9 or prior installed
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[zpadmin@CustomerService logls 1=

larmz.log cron.log.d kern.log.l osc.log.2 snmpdbhy.txt system.log
uth.log daemon . log mail.log osc.log.3 sys. log timing. log
ron.log discstats ntp.log osc.log.4d sys.log.1l update.log

ron.log.1l events.log ntpstats gqual.log sys.log.2 user.log
ron.log.2 Jjournal.log osc.log gqual.log.l1 sys.log.3

ron.log.3? kern.log osc.log.1 snmpd . log sys.log.4
[spadminPCustomerService logls

Viewing the log bundle file on a linux box or Windows PC

Q What linux command line argument can | use to “untar” the log files so | can read them?
A Keith’s response (12 Jan 17) : The log bundle is a tar.gz file. You can use “tar” in linux to examine the log bundle. Or,
you can also use either Winzip or 7-zip in a Windows PC to open the bundle.

Ability to Save/backup logs via CLI
> Version 4.8.8 (Dec 2012-ECN 3099) Added savelog CLI command to handle log backup.

» Versions 4.8.7 and below- not available

savelog <file name> <enter>
¥ This command saves the system log bndle to the following directory: /Home/Spectracom/Xfer/Log
¥ Then the user can manually FTP/SCP the log bundle file from this directory.

Note:
e FTP portis port 21

e SCP portis port 22

Ability to delete the logs via CLI
» Version 5.1.5 introduced the clearlogs CLI command

» Can't delete the logs via CLI before version 5.1.5

Saved log bundle way too small (only ~15kb) when downloaded using browser and only
contains HTML code when opened

» Update to bullet directly below (11 Dec 15 KW) it now appears this condition is caused by the log bundle file being
too large to download using the web browser. This particular conditon was noticed again with another unit and
Ron Dries had the customer look at the size of the log file while still in the SecureSync. It was a valid size, even
though it was only 15kb when downloaded using the browser. Log bundle was also confirmed f fine after
extracting it via the CLI (FTP/SFP

Email from Ron to Eric Girard (11 Dec 15) Could you have him check the log bundle on the SecureSync in the
/home/spectracom/xfer/log directory?
Check to make sure that the bundle was created around the time that he clicked the save and download logs button, and the file

size.

To do this have him issue the following command in the directory: “Is —la” and send us the screenshot, and if the bundle is there
have him send us that as well.
| had this happen to me, and what it looked like is we were saving the log bundle on the system but it was too large to download

from the web UlI.

Temporary work-around if this condition happens: After saving/creating the log bundle in the browser (or
performing a savelog CLI command) manually extract the bundle using FTP or SCP (instead of using the
browser to download it). The securesync.log bundle file is located in the following directory:
/home/spectracom/xfer/log
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» Per Ron and Paul (9 Nov 15) they believe this is a factor of the SecureSync still being in an abnormal state when
the logs were bundled.

¢ They recommend rebooting the unit and then try saving the logs again.

Example entries below, when this condition has occurred

IDOCTYPE html>
<html|>
<head>
<!l-- Always force latest IE rendering engine or request Chrome Frame -->
<meta content="IE=edge,chrome=1" http-equiv="X-UA-Compatible">
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" /> <!--nocache-->
<title>
MEY-MNCO02 </title>
<!--/nocache-->
<link href="/favicon.ico" type="image/x-icon" rel="icon" /><link href="/favicon.ico" type="image/x-icon" rel="shortcut icon"
/><link rel="stylesheet" type="text/css" href="/css/lafayette.css" /><script type="text/javascript"
src="/js/lafayette.js"></script><script type="text/javascript" src="/js/helper.js"></script>
<l--[if It IE 9]>
<script type="text/javascript" src="/js/html5shiv.js"></script><script type="text/javascript"
src="/js/lexcanvas.js"></script><script type="text/javascript" src="/jsliefix.js"></script><link rel="stylesheet" type="text/css"
href="/cssl/iefix.css" /> <![endif]-->

<script type="text/javascript" src="/util/dygraph-combined.js"></script>
<meta name="viewport" content="width=device-width, maximum-scale=1, initial-scale=1, user-scalable=0">

</head>
<body>

<div class="container-fluid page-container">
<l--nocache-->
<script type="text/javascript">$(document).ready( function() {});</script> <!--/nocache-->
<div id="banner">
<div class="row-fluid">
<div id="bannerTop" class="spanl12">
<div class="row-fluid">
<div id="bannerLogo" class="logo span5 pull-left"></div>
<div id="bannerDeviceName" class="Devicename span4 pull-right">
<div class='elem_DeviceName'>
<span> <a href="/">SecureSync</a> </span>

</div>

Desire to automatically delete the logs on a periodic schedule

Q Can we automate (or setup) log cleaning on the Spectracom GPS-Clock for a predetermined period ?
A Keith’s response: The short answer is the logs cannot be automatically deleted/cleaned based on a predetermined
period. Instead, each log file (such as the Alarms log, Events log, Qualification log, etc) is independently cleared as
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necessary, based on a defined log file size (the logs are rotated to delete the oldest entries first).

The longer answer: When the unit’s logs are configured to be stored within the time server (this is the factory default
configuration, as configured in the Management -> Log Configuration page of the browser. Note most of the logs can
be optionally sent to a syslog server and configured not to be stored in time server at all) each individual log file is
automatically rotated and cleared, when each file has reached a certain size. After the earliest log entices have been
rotated to a fourth log file of a similar name, the oldest entries of that particular log file are deleted.

Besides configuring the logs to not be stored in the server- they can instead just be sent to a remote Syslog server (and
the factory default hard-set log rotation in the software) there is no other way to internally automate the logs being
deleted on a specified/periodic basis.

However, there is a CLI command that will delete the logs (the logs can be commanded to be cleared/deleted via either the browser
or CLI). If desired, they can create a custom script that logs into the CLI interface (telnet or SSH) when desired and then performs
the CLI command: clearlogs <enter> (this command is available in software versions 5.2.1 and above).

Testing SNMP traps and email alerts (testevent and sendtrap commands)

¥ Refer to (in this document): **Testing/Verifying SNMP/Email alerts are enabled and working inside the
SecureSync
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Special patch modifying start-up sequence of GPS sync (~Jun 2018)
» Reference Salesforce Case 164267

» Refer also to emails/patch located at; ..\.\PSB, PSP software updates\948x and SecureSync\948x and SecureSync
Software updates\Previous-debug SecureSync updates\1-patches not changing version\SF Case 164267 startup
seguence

Reported issue: AS we discussed yesterday we have a customer, EF Johnson having issues with the Securesync
power on sequence. Their Securesyncs with signature control set for “Enabled in Holdover” will continuously
output the 10 MHz and 1PPS upon startup. The Securesync will go right into Holdover mode and the outputs
remain on, which causes major problems for their radio transmitter when the Securesync syncs to GPS and the
timing shifts.

We discussed writing a script or modifying the config file to allow the system to startup with no references available for
sync.

Another email from Dave L (4 Jun 18) They have updated to v5.8.0 and their system is continuously powering up and going
immediately into Holdover mode. The desired operation is to output only good timing using Signature Control in Sync and Holdover
modes after the Securesync has synchronized and stabilized. Having the Securesync go into Holdover mode before the timing is good
negatively affects their radio transmitters.

Sometimes it comes up In Holdover right away and other times it comes up Out of Sync and operates as expected. The Securesync is
not consistent.

Start-up Questions/Answers
Note: Customer questions and answers in red below from Keith (18 Jan 2017)
1. Upon application of 28VDC power, how soon do each of the output signals (IRIG, 10MHz) appear?

Keith’s response: The SecureSync’s 10 MHz output will be present moments after input power is applied. The 10 MHz
output will be disciplined/aligned to GPS 1PPS within about 10 minutes or so, once the Sync LED has turned green
(indicating the SecureSync is synced to GPS). Once the oscillator has locked to GPS, the Frequency Error alarm will
clear, and the associated front panel red Fault LED will also extinguish (indicating all asserted alarms have now been
cleared).

The IRIG output will be present within about one minute or so after applying power (once the software is up and
running).

2. Is the appearance of these signals dependent on GPS receiver lock?

Keith’s response: Unless “Signature Control” has been enabled for each of these outputs, the 10 MHz and IRIG
outputs will be present, regardless of GPS receiver lock/sync state. Signature Control (which is disabled by factory
default settings) is an available configuration for each individual output, which can start squelching each output (once
the software is up and running) until GPS input is valid and the SecureSync has gone into sync. Signature Control is
used to also squelch each output if the SecureSync loses all input references after it has achieved sync, since it was
last booted-up (either right then or after a period of time of having no references available).

Note the 10 MHz output (a hardware output, not requiring the software to be running before being provided) will be
present some time before the software (and therefore the Signal Control function, if enabled) can squelch this
output. Once the software is up and running (and therefore Signature Control has “kicked-in”), this signal will be
squelched until the SecureSync has achieved sync.

The IRIG output requires software to be up and running before it can be provided. Initially after the software is running,
it will be configured using all of its default settings (IRIG B, 1kHz, Signature Control not enabled) and the output will be
present. Then very shortly after the software is running, the unit will have all of its user-configurations applied
(replacing the default configs as applicable). If the IRIG output’s Signature Control setting has been changed from the
default value (Output always enabled) to either “Output Enabled in Holdover” or “Output Disabled in Holdover” the
IRIG output will be squelched at that point until sync has been achieve to an input reference.
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2)

3)

Below for your reference are two screenshots from the web browser, just so you can see the Signature Control settings
| am referring to above”

10 MHz output (Interfaces -> 10 MHz 0 page of the browser)  IRIG output (Interfaces -> IRIG output O page)

10 MHz 0

Output Always Enabled
Output Always Enabled
Output Enabled in Holdover
Output Disabled in Holdover
Output Always Disabled

EC

Note about the available selections for Signature Control

The factory default Signature Control setting for all outputs is: “Output Always Enabled” (no Signature
Control/squelching of this particular output occurs).

“Output enabled in Holdover” means this particular output is present while the SecureSync is in sync to an input
reference, and also for a user-configurable allotted amount of tine after losing all input references (this allotted
period of time is called “Holdover”). The default allotted amount of time is 2 hours after losing all input references
and then sync is completely lost if no references have been restored. This value is configured in the Management -
> Disciplining page of the browser with a range of 1 second to 5 year). While in Holdover mode, the SecureSync
remains “in sync”.

“Output Disabled in Holdover” means this particular output is only present while an input reference is actively
present/valid. If the SecureSync goes into Holdover mode due to losing all input references, this particular output
will be squelched at that point, until at least one input reference has been restored. With this setting selected, this
particular output is not present while in Holdover mode.

What is the range of time it can take for the GPS receiver to lock?

Keith’s response: It can take up to about 13 minutes for the SecureSync to go into GPS lock. The GPS satellites
transmit a particular value (the GPS to UTC offset value) every 12.5 minutes, which needs to be received by the
SecureSync’s receiver before the SecureSync can achieve sync. The length of time it takes to sync is dependent on
how long before the GPS satellites transmit this value again, in relation to when the SecureSync and its receiver are
powered-up.

For example, if the receiver powers up two minutes before this data is transmitted, and as long as the receiver is
tracking at least four satellites (as required for a 3-D fix) it will only take 2 minutes to sync.

What happens if we don’t issue a HALT command when powering down?

Keith’s response: This is a very good question, and | have some information for you that | hope will help alleviate any concerns that
you may have about this:

Like any other computer, it is always best to stop the programs that are currently running before just pulling the power cord out of the
computer. Otherwise, there is always that small chance that you could corrupt a program this was running at power down. So,
computers usually internally stop all processes before they power-down, just to be safe. The HALT command is the method used to
stop all processes in the SecureSync before powering power.

The Halt Command is provided to promote file system stability. It does take time to preserve data in the file system. Using halt to

shut-down the SecureSync rather than just removing power ensures log data, and configuration information being written to the file
system is successfully stored. Also, it avoids any issues of file system corruption. The file system can recover from corruption and
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errors. However, to avoid file system corruption the use of Halt is recommended. Also if a file error was to occur, the file system will
try to fix it the next time the unit is booted up. This process could cause the power-on to take longer than normal.
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**Configs/configurations (Save configs /Backup and restore configs/Clean Configs)

Security considerations/default and recommended configurations
» Refer to: :\Customer Service\EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Security- Vulnerabilities

Note: The best source of info about securing/hardening the SecureSync for security is the “Default and Recommended

Configurations” section of the online 2400 SecureSync user guide:
https://orolia.com/manuals/SS/Content/NC_and SS/Com/Topics/ADMIN/Conf Def Recom.htm

Factory default settings/default configs

» Refer to “Default and Recommended Configurations” section of the online 2400 SecureSync user guide:
https://orolia.com/manuals/SS/Content/NC_and SS/Com/Topics/ADMIN/Conf Def Recom.htm

The factory default configurations, for “Restore Factory Defaults(Clean)” are stored in a separate directory (amongst four
different directores, in this main directory).

? All the factory default settings are stored in the home/spectracom/default directory. As shown below, the default
settings are stored in the etc, home, srv and var directories as applicable (as defined by the dirlist.txt and filelist.txt files in
the same default dectory).

Easily finding potential configuration issues with a customer’s unit

Instead of side-by-side, line-by-line comparing a customer’s file to one of our files, use a third part “diff’ program for
Windows (such as either WinMerge or KDiff) to compare their file to a default config file. It will show all of the config
changes that have been made.

*Desire to change configs that aren’t directly accessible to the user.
» Example: desire to alter the list of ciphers we support. Customers don’t have “access” to this via the browser.
Steps

1) Perform a config save.
2) Edit the config save.
3) Perform a config restore.

Note: the changed file(s) will be reset back to factory default if a clean is ever performed.
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**Backup/restore configs (configuration files)

» Refer to the Config backup/restore Tech Note: |:\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync\Backup-restore configs

List of all files/configs that are backed-up to the saved .conf file (as spfactory account)
¥ Inthe home/spectracom/default directory —> cat or less “filelist.txt”

» “file” items in this list are backed up to the saved.conf file. “noarch” and “delete” items are not backed-up into the
saved .conf file.

“

» “g” to exit out

filelist.txt lines 1-75/274 29%

Email Keith sent to Hughes after talking with Oleg (17 Nov 2014)
As far as the network configurations are concerned, these configs can be removed from one or more saved .conf files to allow cloning of
SecureSyncs. This alleviates the risk of having duplicate IP address. Static values can also be changed if desired.
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Otherwise, the .conf file is not intended to be edited by a user as a method to configure the SecureSyncs. One or more config files can
be created from pre-configured SecureSyncs as a method to configure other SecureSyncs with similar settings. In general, the generated
config file is not intended to be edited by customers. The .conf files consist of both config files as well as many rows of comma-delimited
values. Incorrect editing of these non-network values can result in the need to clean the unit of call settings, resetting it back to a default
state. Hardware configurations also affect the creation of the saved .conf file. If you wish to have various configurations of the
SecureSync, we recommend you configure the SecureSync as desired and create a different .conf file for each desired configuration.

FYI: There is a list of all files that are placed in the .conf file. This list can be viewed via a CLI connection. To view this list cd to default
directory (from home/spectracom) and then either “cat” or “less” the file of “filelist.txt”:

Each file placed in the .saved con file is annotated with “file”. Files not saved in the saved .conf are indicated with “noarch” or
“delete”. As an example, below from this list are all the files associated with network settings. These files are in the .conf file.

Limitations of config restore

¥ Config files created with software versions 4.8.9 or below installed cannot be restored to any software version of
versions 5.0.0 or above (due to MOTD being needed. More on this further below).

» Config files created with software versions 5.0.0 or above installed cannot be restored to any previous version of
software (for example, a version 5.1.5 backup file can’t be applied to version 5.1.4 software).

Note: Trying to apply a saved config file saved from a newer version than the target unit may result in a “Version is not
found” entry in the Update log.

Potential loss of configurations: The Config file “Transfer engine” has a “20 version step” limit

» Applicable to at least software versions 5.8.2 and below. (not certain if/when a change will be incorporated, but
likely it wil be in 5.8.3 or 5.8.4 if a change is possible)

» Applicable to both the software update process and to config file restores.

¥ Loss of configurations can occur if there are more than a total of 20 software updates (both updates released to
production as well as all Engineering releases not released to production- such as versions 5.4.A and 5.7A for
examples) between the start version (such as v5.0.2 for instance) and the version the configs are being restored to
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(such as 5.8.2

Email Keith sent to Eric Girard (13 Nov 2018) | wanted to make sure you are aware of something that the rest of us JUST learned,
pertaining to SecureSync/9400 configs. When either performing software updates, or when installing an earlier version configuration
backup bundle to a newer installed version, there is (at least currently) a “20 version step” limit of the configs actually being
restored.

The “version steps” in between the version the configs are being restored from (such as upgrading from version 5.0.2, or restoring a
config bundle which was saved at version 5.0.2 to a unit now running 5.8.2) includes all full releases, and all engineering only
releases (such as version 5.4.A for instance) from that point forward to the newly installed version. If there are more than 20 total
software versions between the starting version and the newer version, the config transfer engine won'’t restore the configs to the
newer version.

But if a “step” / interim software update is first performed (which is no more than 20 versions away from the starting/current version)
before updating to the latest version of software, the configs will transfer to the “step” interim version. An example of this step is to
update v5.0.2 to 5.4.0 first and not just update it directly to 5.8.2.

If there are only 20 versions between the one step/interim version and the final desired version, it can then be updated from the one
step to the latest version with all configs being retained. With a very early starting version (such as v5.0.2 for example) a total of like
three or four software updates to interim versions is required, if its desired to retain configs being restored during an update to

If a customer updates a SecureSync/9400 directly from v5.0.2 to 5.8.2 for instance, v5.8.2 will still be applied OK. But because there
are many more than 20 versions in between, the current settings/configs will be lost when it has been upgraded to 5.8.2 (the
customer will need to manually restore their desired configs)

Engineering will be looking into changing/removing this “20 step” limit on the transfer engine. But this won’t be incorporated until
update version 5.8.3 at the earliest. So, this 20 step limit will be in place until the change has been added into a newer version.

The biggest potential condition is if a customer is updating a remotely installed unit, from an earlier version. Then during a software
update process, they then lose the settings which allow them to access it remotely.

| have asked that Dave Sohn add a notice on the same web page where customers download the software update bundles, that
advises our customers that they may potentially lose configurations when applying a software update, especially when there have
been no software updates applied in a very long time.

etc/MOTD file (Config files for software versions 5.0.0 and above)

» Starting in software version 5.0.0, the config bundles now contain an MOTD file in the /etc folder which indicates
the version of software the config file was archived from.

¥ (search config file for “motd”) Example below:

Spectracom SecureSync Version 5.1.5

» If there is no MOTD file in the ETC folder, the backup was saved prior to version 5.0.0 and cannot be applied to
units running versions 5.0.0 and above.

» If there is a MOTD file in the ETC folder, the backup was saved from a version 5.0.0 or higher unit and can be
applied to units running versions 5.0.0 and above. Open the file to see the version of software it was pulled from.

Note: You can restore from an earlier version to a newer version (5.1.4 configs onto a 5.1.5 unit). But you can’t restore from
a newer version to an earlier version (5.1.5 configs onto a 5.1.4 unit). This is because any config changes that have
since been incorporated aren’t recognized in the earlier version. (It can actually be done, but it requires "hacking" of
the backup file to make it compatible with the earlier version). | recommend updating the earlier version to 5.1.5,
instead of needing to modify the backup file.
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A) Save and restore configs using the web browser
Limitations of config restore

i

» Config files created with software versions 4.8.9 or below installed cannot be restored to any software version of
versions 5.0.0 or above (due to MOTD being needed. More on this further below).

¥ Config files created with software versions 5.0.0 or above installed cannot be restored to any previous version of
software (for example, a version 5.1.5 backup file can’t be applied to version 5.1.4 software).

Note: Trying to apply a saved config file saved from a newer version than the target unit may result in a
“Version is not found” entry in the Update log.

1. Newer black/charcoal browser (v5.1.2 and above)

Left side of the Tools -> Upgrade/Backup page of the browser:

A Update System Software

@ Apply License File

Save Configuration
Restore Configuration

Upload Configuration

Restore Factory Defaults (Clean)

* Clean Configuration and Halt *

A) To create a new config backup file:

1. Press the “Save Configuration” buttion on the left side of the Tools -> Upgade/Backup page

B) To restore a previously saved config bundle:
1. First press the Upload Configuration button, to load the config bundle from the PC onto the servers

2. Then press the “Restore Configuration” button to apply the configs, and then the unit will automatically
reboo to start using the restored configs.

“Localhost: 3333 says This action will overwrite your previous saved configuration file!”

Email from a customer: While saving configuration, I'm getting following message. I'm guessing it should be fine as it will probably
overwrite previously downloaded configuration, but | need your confirmation that it won't impact any current configuration/settings on the
unit. As the units are deployed at client sites with live operation and | don't want to take any risk.
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This action will overwrite your previous saved configuration file!

| ——
i (D Specfrdcom OCOSES333 Sy SecureSync
SR |

UTC: 2018-10-02 01:21:52 “ SIRINME, SPADMIN 3LOGOUT  Wianguage ~ CLASSIC INTERFACE

|

Actions System Configuration Upgrade Log

@ Update System Software System Spectracom SecureSync SWV57.0 Created log backup

8 Apply License File /omefspectracom/xferflog/securesync.log
(SWUAL)

20053 3 weeks ago

Save Configuration Created log backup
/homelspectracom/xferlog/securesync.log
(SWUAL)

Upload Configuration 3 weeks ago
Happy New Year Mon Jan 1 00:00:00 UTC
2018

Restore Configuration

Restore Factory Defaults (Clean) Power Supply  AC 110/220

on 1/1/18
Upgrade Initiated, Reboot Required:
/homelspectracom/updateEth0Speed.tar.gz
(SWUAL)
Timing SWV3.4.3/FPGA V0130 on 16/11/18
Processor Starting application update (SWUE)
on 16/11/18

* Clean Configuration and Halt * Oscillator Rubidium (.1ppb) SN X09995

Disk Status

GNSS u-blox M8T SWV2.30 TIM 1.02

Reply from Dave L (2 Oct 18) This message is normal and informs you the Securesync will be creating a new saved Config file based
on the current settings. If there was a previously saved config file it will be overwritten by this new config file.
This will not interrupt services and it will not change any setting on the Securesync.

2. Classic interface browser

» Refer to the Config backup/restore Tech Note: [:\Customer Service\EQUIPMENT\SPECTRACOM
EQUIPMENT\SecureSync\Backup-restore configs

C) Ability to perform remote configuration save and restore configurations via CLI interface

saveconf and loadconf
» Versions 4.8.7 and below- not available

» Version 4.8.8 (Dec 2012-ECN 3099) Added saveconf and loadconf CLI commands to handle configuration
backups.

saveconf <file name>: Saves config file to /[Home/Spectracom/Xfer/Config

**Manually transferring the config file (instead of using the browser to save file to Windows computer,
available with the new browser starting in version 5.1.2)

¥ Config file must be transferred out of the SecureSync using BINARY mode. Transferring the file using ASCII mode
instead will corrupt the config file, resulting in a “Version not found” error being asserted in the Update log.

¥ Refer to the “Update.log” section for additional info on this error message and how to verify the config file to see if
it's corrupted.

loadconf <file name>: Restores config file from /Home/Spectracom/Xfer/Config (First FTP/SCP a saved config file to
this directory and then run this command).
Limitations of config restore

¥ Config files created with software versions 4.8.9 or below installed cannot be restored to any software version of
versions 5.0.0 or above (due to MOTD being needed. More on this further below).

¥ Config files created with software versions 5.0.0 or above installed cannot be restored to any previous version of
software (for example, a version 5.1.5 backup file can’t be applied to version 5.1.4 software).
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Note: Trying to apply a saved config file saved from a newer version than the target unit may result in a
“Version is not found” entry in the Update log.

Note:

e FTP portis port 21
e SCP port is port 22
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Desire to perform script/scripting for automating the config backup process
» Inatleast 5.7.1 and below, automatically Saving/restoring configs via the SecureSync itelf is not available.

» Web browser connection scripting isn’t feasible to download/restore configs. But connection to the CLI (sftp/scp and
telnet/ssh) can be scripted to download/upload config bundles.

Summary: Since the web browser interface (the normal interface used to backup or restore the configs) can’t easily be
scripted for automation, a user can create a custom script which logs into the CLI interface, performs a CLI command
which bundles all of the configuration files into a single bundle file. Then, this bundle file can be downloaded from the
time server using an FTP/SCP (file transfer) connection to the unit's CLI interface.

Custom scripts to connect to the CLI, generate the config bundle file via a CLI command, and to download the file (as well
as to upload and restore a config bundle) are the responsibility of the customer.

As for the SecureSync, these are the functions that need to be performed to download the configs using the CLI
interface (and to upload/restore a config bundle), instead of using the web browser to perform these functions.

¥ All the configuration files can be bundled together into a single file, which can then be exported out of the unit using
an FTP/SCP client.

» A config bundle file can be uploaded into the SecureSync(s) using an FTP/SCP client. Then this config file can be
restored and the unit automatically rebooted to start using its new configuration file.

Note: If you need a free FTP client to perform the file transfers we often use CoreFTP lite (http://www.coreftp.com/).

» The CLI command to generate the config backup file (“securesync.conf’ is saveconf <enter>.

» The ‘securesync.conf’ file is generated/stored in the following directory: /home/spectracom/xfer/config

Q (forwarded from Eric Girard) We would like to know the possibilities to automate the configuration backup of subjected

devices.

A (modified) Email Keith sent it Eric Girard (20 Jan 16) As for the configuration backups of the SecureSyncs / NetClocks (Models
9383 and 9483), the SecureSyncs and NetClocks themselves do not have the ability to automate this desired function. The NetClock
Model 9383s require the use of a GUI program to save or restore config files (our Specup utility that is also used to perform software
updates). So this process can’t be automated outside of the NetClock, either. This is a manual function.

However, the NetClock Model 9483s can perform a save configuration via the CLI interface (using the ‘saveconf’ CLI command)
instead of using the web browser. And then, this saved configuration bundle file can be downloaded from the SecureSync or NetClock
using FTP/SCP (Secure Copy), instead of needing to use the web browser.

You may be able to create your own custom script that can login to the CLI interface of the Model 9483 using SSH, run the saveconf
CLI command to save the config file and then FTP into to the NetClock to download this file (the config file is created/stored in the
/home/spectracom/xfer/config directory).

Q Thanks for the procedure. So there’s no way we can generate and copy out the config from our Linux server, meaning
we cannot issue the “saveconf’ command remote and then scp the output without any human intervention right?

A per Dave S (2 May 17) If you have a server that can run automated scripts, you could generate a script on that machine to
periodically run the saveconf command remotely, and remotely scp that saved configuration from the unit.

A) Below are the steps to automate/script generating and exporting the config bundle file from one or more
SecureSyncs

Generate the config bundle file (using a CLI command)

¥ Login to the SecureSync’s CLI interface via a telnet/ssh connection (ex. PutTTY, HyperTerminal, etc.).
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» Atthe command prompt type saveconf and then press <Enter> to generate the config bundle

Download the log file from the NetClock (using an FTP/SCP client)
» Connect to the SecureSync via a FTP/SCP client (such as CoreFTP lite for instance, a freeware program)

¥» Navigate to the /nome/Spectracom/xfer/config directory and download the securesync.conf file to your computer.

B) Below are the steps to automate/script uploading and restoring a config bundle into one or more SecureSyncs
Upload the config bundle file into the SecureSync (using an FTP/SCP client)
» Connect to the SecureSync via a FTP/SCP client (such as CoreFTP lite for instance, a freeware program)

¥ Navigate to the /home/Spectracom/xfer/config directory, and upload the securesync.conf config bundle file from
your computer into the SecureSync.

Restore the config bundle file (using a CLI command)
» Login to the SecureSync’s CLI inteface via a telnet/ssh connection (ex. PutTTY, HyperTerminal, etc.).

¥ At the command prompt type loadconf and then press <Enter> to restore the config bundle (shortly thereafter, the
unit will automatically reboot to start using the configs that were in the uploaded bundle file. It should be accessible
again, within a couple minutes thereafter.

Download the log file from the SecureSync (using an FTP/SCP client)
» Connect to the SecureSync via a FTP/SCP client (such as CoreFTP lite for instance, a freeware program)

¥ Navigate to the /home/Spectracom/xfer/config directory and download the securesync.conf file to your computer.

Email from Keith to Eric Girard As for the configuration backups of the SecureSnc

NetClocks themselves do not have the ability to automate this desired function, The NetClock Model 9383s require the
use of a GUI program to save or restore config files (our Specup utility that is also used to perform updates). So this
process can’t be automated outside of the NetClock, either. This is a manual function.

However, the Model 9483s can perform a save configuration via the CLI interface (using the saveconf CLI command)
instead of using the web browser. And then this saved configuration file can be downloaded from the NetClock using
FTP, instead of needing to use the browser.

Your customer may be able to create their own custom script that can login to the CLI interface of the Model 9483 using
SSH, run the saveconf CLI command to save the config file and then FTP into to the NetClock to download this file (the
config file is created/stored in the /home/spectracom/xfer/config directory).

| have copied in Dave Sohn just so that he is aware your customer requested the capability to automate this process,
and to see if he happens to have any additional info he can provide you with, that I'm not aware of.

Note Tech Notes for SecureSync backup/cloning. Refer to the applicable link below:

¥ Link to SecureSync config/cloning: EQUIPMENT\SPECTRACOM EQUIPMENT\SecureSync\Backup-restore
configs
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Note: The file (netclock.conf) is stored in: home/spectracom/xfer/config/
The Information below is the original info, before the two Tech Notes were released:

NOTE: The file names are different for the SecureSync and for Model 9400 series.

1. Referto “A” below for SecureSync.
2. Referto “B” below for Model 9400 series.

Note: If you need a free FTP client, we often use CoreFTP Lite (http://www.coreftp.com/).
Note:

3. FTP portis port 21
4. SCP portis port 22

C) SecureSync only:
Note: This process does not backup any installed certificates/keys.

Important note: The save and backup files should be transferred on and off in BINARY file format. With SCP, this is
automatic. With FTP, must select Binary transfer mode!!

Note:
1. FTP port is port 21
2. SCP port is port 22

Tools -> “Upgrade/Backup” page of the web browser

D) To Store/ Download configuration file for storage on a PC
1. Via CLI interface (versions 4.8.8 and above only)
1. Type saveconf <enter>
2. Then FTP/SCP the file from the directory home/spectracom/xfer/config/SecureSync.conf):

2. Via newer web browser (v5.1.2 and above)
1. Navigate to the Tools -> Upgrade/Backup page
2. Download the config bundle by pressing “Save Configuration” (on the left side of the page)

3. The following message will be displayed

This action will overwrite your previous saved configuration file!

Cancel

4. Press OK to download

5. Save the file to the desired location on the PC.
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3. Viaclassic interface web browser: Change “Save Configuration” to “Enabled” and press Submit.

One file containing all configuration files is first generated in the SecureSync, using Tools -> Upgrade/Backup”,
page, Configuration tab.

The screenshot below is displayed after performing a “Store Configuration” the path to this file is displayed in this
screenshot (home/spectracom/xfer/config/SecureSync.conf):

Creating configuration archive file /home/spectracom/xfer/config/securesync.conf
Validation Successful
Please wait...

E) To Restore a Configuration file:
4. Via CLlI interface (versions 4.8.8 and above only)

1. Manually FTP/SCP the saved confit file to the directory
home/spectracom/xfer/config/SecureSync.conf):

2. Type loadconf <enter>

3. The unit will automatically reboot to start using the new configs.

1. Via the newer web browser (versions 5.1.2 and above)

1. Navigate to the Tools -> Upgrade/Backup page
Upload config bundle into the unit by pressing : Upload Configuration
Select the location of the saved config file.

Press the Restore Configuration button to start using new configs.

o > 0D

The unit will automatically reboot to start using new configs.

2. Via classic interface web browser:

1. One file containing all configuration files is first generated in the SecureSync, using Tools ->
Upgrade/Backup”, page, Configuration tab.

2. Change “Save Configuration” to “Enabled” and press Submit

When a Store configuration is performed, a file is placed in the following directory:
home/spectracom/xfer/config/SecureSync.conf.

The User can restore from this file in the directory, or they can FTP/SCP transfer the desired SecureSync.conf file
from a PC into this specified SecureSync directory (such as the desire to clone or backup from an archived file).

Note: If performing a “Restore Configurations” before a “Store Configurations” has been performed (or a
SecureSync.conf file is not present in the right directory, as described above), a validation error will occur. A
“Store configuration” has to be performed first, before performing a “Restore Configuration”.

Email | sent to Richard Fox about “Restore configuration” (8/23/11). He had received a validation error because he
hadn’t first performed a “Store Configuration” before performing a “Store Configuration”;

Q. I tried your first option to restore the configuration but failed at the validating process when | hit the Submit
button. Do | have to be in a certain mode to do it?

Hi Richard,
The “Restore Configuration” restores configurations as they are placed in one bundled file located in the
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Home/Spectracom directory inside the SecureSync. Before you can perform a “Restore Configuration”, there has
to be a configuration file (config) in this directory.

The first step is to perform a “Save Configuration”. This places a config file (with all configuration files bundled
together in a single file) into the Home/Spectracom directory inside SecureSync. Then, if it's desired to save this
file onto a computer, you can then manually FTP (or SCP) in to this directory and copy this config file to your
computer.

To “Restore Configuration” you can either restore from the file that was initially saved on that same SecureSync, or
you can transfer the bundled file to the same or any other SecureSync via FTP (transfer the file using FTP to the
home/spectracom directory). Then, perform a “Restore Configuration”. It will then reconfigure itself to the values
that are inside the bundled file.

If you try to perform a “Restore Configuration” before performing a “Save Configuration”, there is no file to restore
from, so a validation error occurs. This bundled file has to be either first created using a “Store Configuration” or the
file first has to manually transferred into this directory using FTP (or SCP).

This time, it will display (I duplicated exactly what you were seeing- before performing a “Store Configuration”. | got
the validation error. After performing a Store and then a Restore, | got:

Validation Successful
Rebooting, Please wait. . Restonng from Configuration Archive File home/spectracomyfer/config’securesync.conf *** Rebooting

After performing Save Configs, Backup Config file isn’t created in the “home/spectracom/xfer/config/”’
directory

¥ CF card may be full or quite full.
¥» Use the df -h CLI command to check disk usage

Email Keith sent to a customer (7 Aug 2014)
There is no indication displayed that the bundle file has been created. You should be able to FTP into the
home/spectracom/xfer/config/ directory, see the bundle file and transfer it out to your PC.

If by chance the file isn’t in this directory, the Compact Flash card might be quite full of logs and previous update bundles. To determine
what percent of the CF card is being used, connect to the CLI interface using telnet or ssh. After logging in type the following at the
command prompt: df =h (as shown below).

If the “Use%” in the “/dev/hdal” row is greater than around 70%, it may have a lot of logs and previous update bundles stored in the
flash card. | haven’t seen this usage ever cause a reboot to be needed, but it's good to look at this anyways before applying software
updates. If it's greater than around 70% or so, let me know and | will provide you with info on how to delete past update files that remain
stored in the unit after each updated.

While performing Save Configs via CLI command, “tar: Removing leading */' from member names” messages are
displayed
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Q. What do these messages mean?
A. The backup config process is able to truncate the full path name to the location of config files.(it doesn’t need to store the
full path route). These entries just indicate the path was shortened. They are not an indication of a problem!

While performing Save Configs with CLI command, “Cannot stat: No such file or directory” and “Exiting with failure
status due to previous errors messages” displayed.

Example:

tar: /etc/route-eth0.conf: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors

Email from Oleg: Because they do not have routes and radius activated, so the files do not exist on their system. Save configs is looking
for all known possible configs and tries to copy them, some may not exist.

» The Backup process looks for specific config files to copy.

» If it can find specified files because a particular function hasn’t been configured yet (such as Radius or network
static routes for examples), an error message is asserted to indicate the file could not be found and then the
process moves on to looking for the next file in the list.

» The “/etc/” path indication at the beginning of the “Cannot stat” message indicates which function isn’t configured,
resulting in the error condition being asserted

Examples
o letc/route is referring to static routes.

o etc/raddb/server is referring to static routes

» These messages and error condition do not prevent the file from being built,

Q. When attempting to do it via the CLI | get the following errors...
admin@time ~ $ saveconf backupl

tar: Removing leading /' from member names

tar: Removing leading */' from member names

tar: Removing leading /' from member names

tar: Removing leading /' from member names

tar: Removing leading /' from member names

tar: Removing leading /' from member names

tar: /etc/route-eth0.conf: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors

tar: Removing leading /' from member names

tar: /etc/route-ethl.conf: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors

tar: Removing leading */' from member names

tar: /etc/route-eth2.conf: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors

tar: Removing leading /' from member names

tar: /etc/route-eth3.conf: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors

tar: Removing leading /' from member names

tar: Removing leading /' from member names

tar: /etc/raddb/server: Cannot stat: No such file or directory
tar: Exiting with failure status due to previous errors
admin@time ~ $

A. Reply from Keith after talking to Oleg (7 Aug 14) After talking with one of our software engineers, | have some additional info for
you that should help.
The Config save process looks for specific configuration files to copy into the backup bundle file. If the process doesn’t find a specified

file because that particular function has not yet been configured (such as Radius authentication and network routes, based on the logs
you sent) it generates an error to indicate there were no files to save and moves on to the next file in the list to look for. The error
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should not prevent the bundle from being created.

There is no indication displayed that the bundle file has been created. You should be able to FTP into the
home/spectracom/xfer/config/ directory, see the bundle file and transfer it out to your PC.

Error message when trying to “Save Configs” again

FAQs about backup/restore configs

This backup process does not backup any installed certificates/keys. LDAP certificates are now backed-up.

1) It does save static assigned network settings but does not store DHCP assigned settings (it just stores the setting
of DHCP being enabled.

2) Passwords are saved and restored/cloned.

FYI: For security and operational reasons, the save and clone configurations functions do not save or restore/clone any
SSH/SSL certificates or keys. It will save and restore/clone the network settings (such as the IP address, subnet mask and
gateway settings), if these are set to static values (DHCP not enabled). However, if DHCP is enabled, it will save/clone the
setting of DHCP being enabled, but it won’t save/clone the specific network settings. These network values will be assigned
by the DHCP server when that SecureSync unit is connected to the network. Also, login passwords are stored and
restored/cloned.

The reason it doesn’t store/restore certificates or keys is to prevent a compromise of the private keys. The reason it doesn'’t
store/restore DHCP assigned values is because even if the network settings were saved for either cloning of units or future
restoring, it's entirely possible/likely that the DHCP server would reassign new network values anyways (especially if the
values are cloned into a different unit which will have a different MAC address). So there’s no benefit to saving/cloning
DHCP assigned addresses.

If custom SSL certificates have been created or imported into the SecureSync, they will need to be re-created in the original
or cloned SecureSync after the configuration file have been restored (or cloned into another unit). However, if no custom
certificates were created or imported, the default Spectracom certificates that are present will allow operation of a cloned or
configuration restored SecureSync.

(red responses below are email responses from Mike Sander, on 3/9/11 as applicable to v4.4.0 and below)

Q. Is there any way to back-up the settings using the Terminal services?
A. The first question is easy, the steps of moving the configuration archive on and off the unit are terminal based, but the creation of the
configuration archive, or the action of applying an archived configuration can only be done from the web UlI.

Q. Also | see that in section 3.7 it says this backups all but network settings. Does this include the services like DHCP and
such?

A. The manual is incorrect about the second question. The network configuration is saved and restored. Users and passwords are also
saved and restored. Security certificates are not saved and restored. We will be updating that configuration. (KW summary after
talking to Mike S- not at this time)

The save/restore feature has two uses. The first is to make a backup of the configuration of a single unit. The second is to clone the
configuring of one unit and apply it to many. The implementation is designed to meet both goals.

If the customer is using static IP addresses and they want to clone the configuration and apply it to multiple units there are several
approaches they can take. The first is to clone the configuration and then change the IP addresses from the front panel to prevent
multiple machines from having the same IP address. Or they could temporarily set the unit to DHCP, save that configuration, and
then, after cloning that configuration onto a unit, set each one to a static IP.

(KW summary after talking to Mike Sander): Doesn’t store DHCP settings but will store static values. The reason it
doesn’t store DHCP is because DHCP server could still reassign it, even if the settings were stored/restored).
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Known issues with config save
A) IPSec configs not being saved

» Refer to Mantis case 1853
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**Clean command (reset logs and configs)
» Clean and Cleanhalt commands were added to the front panel “Serial” port in Archive software version 4.4.0.

¥ Clean and Cleanhalt commands were added to the front panel keypad in version 4.7.0

To perform a Clean via the front panel keypad

To clean the unit from the front panel Keypad/LCD:
1) First press the front panel green check mark to see the Home menu.
2) Use the white directional keys to highlight the System menu and press the green check mark.
3) Use the white directional keys to highlight the Cmd menu and press the green check mark.

4) Use either the up or down keys until “clean” is displayed. Then, hit the green check key, to select it and then hit it
again to apply the command. Note: An automatic reboot is performed when performing a clean command.

To perform a Clean via a serial connection

To reset all of the configs and logs back to factory default values, perform a “clean” CLI command. A “clean” command can
be performed by connecting a PC running HyperTerminal (or other terminal emulator software) to the front panel SERIAL
port with a straight-thru DB9F to DB9M serial cable. The settings for HyperTerminal are 9600, N, 8 1 (the “flow control”
setting does not matter).

Once connected, type: clean <enter>. Note that this same command can also be sent with a telnet or an SSH connection
(as long as these services are still enabled in the web browser). Either telnet or ssh into the NTP server and then type:
clean <enter>. After issuing this command via RS-232, telnet or SSH, the logs and configurations will be reset and the web
browser should be accessible again. Then just configure the SecureSync as desired. Note: An automatic reboot is
performed when performing a clean command.
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Breakdown of all the various config files

A) securesync.conf file

B securesync.comf - WinRAR (evaluation copy)

File  Comm:

B
Extract To View

Tools Favorites  Options  Hel

ML)

Wizard  Info

M

VirusScan

Name B Size

Packed Type Modified CRC

B) home/spectracom/config configuration files

Config file name

Configurations for:

Notes

access.conf

Network Access

(Management-> Network page, Access Control

Restriction button
caaps.conf A-GPS (Assisted Interfaces -> GNSS 0 page
9ps. GPS) Rinex file, YUMA data
drdf.conf Loca}l Cloqk Management -> Time Management page,
configurations Local Clocks
Management -> Front Panel page
fpmcf.conf Front panel LCD Content of LCD, keypad lock, menu rotation
enable/number of seconds to display each menu
gpscf.conf GPS Receiver Interfaces -> GNSS 0 page

Rcvr mode, constellations, offset

gpsrinexd.conf

A-GPS Server

Generation of Rinex files (if AGPS Server
license has been purchased/installed

MaxTFOM,
Holdover, phase

Management -> Disciplining page

alarms

ktsif.conf error limit, UTC and | Management -> Time Management page
TAI Timescale offset

lccf.conf Local Clock Local Clock settings

Icdf.conf Front panel configs Management -> Front panel page

nesf.conf Current active alarm | Values for active minor and major alarms
Trap and email

notcf.conf notifications/ mask Management -> Notifications page

ofdf.conf (see
addional info
further below)

Option Cards

Feature mapping

pdcf.conf
pwdcf.conf Passwor_d
complexity
relay.map Relays Model 9483 only

remove.conf

Remove TCPdump
from the system

rmif.cond

rmnf.conf

Reference Priority
table settings

Management -> Reference Priority page
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Enable battery- Startupsync 0: button is not selected

rmsf.conf | o edtime button | Startupsync 1: button is selected
?nmpd.con SNMP configs
Log
speclog.co | configuration/mappi
nf ng (Syslog facility

and Severity codes)
rs485addr. | Model 1204-0B

conf Option Card configs

stmd.conf/ NTP Anycast mode

stcermd.conf configurations
Temperatue

temp.conf monitoring for v5.3.1 and above only
alarms/traps
Temperature

temperature.conf | monitor for v5.3.1 and above only (I believe)
thresholds
Browser time-out in

webif.conf minutes (from first Example entry “cookieTimeout 15”

accessed) | believe

ofdf.conf file

First number (1-6) in each row is the slot number. If a slot is empty, its slot number is not
listed.

Second value is the Option Card Model Number (reported in decimal). Convert this
decimal value to hex to determine the actual Model Number. For example, an “18”
(decimal) in the list equates to “12” in hex. An “18” reported in a slot means a Model 1204-
12 card is installed in that slot. (See note and dec/hex converter below the screenshot)

Other examples
“21“ = 1204-15
“50” = 1204-32
“31” = 1204-1F

Note: Option Cards are called by their hex number, but handled in the system by the corresponding decimal value

Example: The 1204-32 card in the sytem is actually “50” (refer to sites such as: http://www.binaryhexconverter.com/hex-to-
decimal-converter)
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http://www.binaryhexconverter.com/hex-to-decimal-converter
http://www.binaryhexconverter.com/hex-to-decimal-converter

Hexadecimal to Decimal Converter

To use this online hex to decimal converter tool, type a hex value like 1E into the lel
then hit the Convert button. You can convert up to 16 hex characters (max. value of

decimal

Hex Value (max. 7ffffffffffr) Decimal Value
32 50

@ swap conversion: Decimal to Hex

C) homel/spectracom/customize
» For Customization of the newer browser

e For more details refer to (in this doc): Customization of the newer browser

o Newer browser can be customized with a custom logo(“logo.png” file) custom language (“Locale”
directory) and or custom contact info (“contact-example.html” file)

e Custom items such as a logo, locale or contact info are plced in the home/spectracom/customize folder
(spadmin has access to this folder)

D) /etc configuration files

Config file name Configurations for:

See table futher below (hosthname

conf.d folder and Ethernet interface settings)

dhclient.conf-eth
number (such as | Ethernet port config files
“dhclient-eth0.conf”

group Account info
host.conf

Idap.conf LDAP

logrotate Log rotation

motd Date (“of the day”)
nail.rc Nail (email settings)

nssswitch.conf

passwd

policy.conf

racoon.conf

resolv.conf Two DNS server addreses

shadow User accounts and Passwords
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syslog.conf

Syslog configuration

tacacs_pam.conf

Tacacs config file

timekeeper.conf

Timekeeper

udhcpd.conf

Static routes??

xinetd.conf

xinetd?

E) /etc/apache2/

Config file name

Configurations for:

Some example parameters

sites-enabled.conf

List of supported ciphers for

connection
SSL support for Apache
ssl.conf
Apache config PHP, languages, browser error messages, network
httpd.conf access restrictions.

F) /etc/conf.d

Config file name

Configurations for:

G) /etc/local.d

hostname hostname
net Ethernet interface settings
Config file | Configurations

name

for:

logrotate.conf

Log rotations

H) Jetc/ntp

Config file | Configurations
name for:

ntp.conf NTP

ntp.keys NTP auth keys
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) etc/pam.d

. default
| Idap
| radius
| radiusldap
chage
chpasswd
feron
ferontab
ftp
groupadd
groupdel
groupmaod
httpd
httpd.tmpd
login
logintmpl
NEWUSErS
other
passwd
pure-ftpd
pure-ftpd.tmpl
sshd
sshd.tmpl
su
sudo
| telnet
useradd
userdel

usermod

|| vlock

J) letc/quagga

Config file name

Configurations for:

ospfd.conf OSPF for NTP over Anycast
bgpd.conf BGP for NTP over Anycast
zebra.conf Associated with NTP over Anycast

K) /etc/raddb/

Config file name

Configurations for:

server

Retries and Server adress

rc.conf

Radius
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o server

[x]

(RS

$retry 3

165.115.19.232:1812 thlth3g 3

L) /etc/runlevels

|| net.ethl

ntp
snmp

|

snmp

|

M) /etc/security

d

zad

Config file name

Configurations for:

access.conf

Access control for CLI

group.conf

dclimits.conf

User permissions

pam_env.conf

time.conf

PAM-Time module

N) /etc/ssh

Config file name

Configurations for:

sshd_config

SSH

sshd_config.expert

SSH ( but not currently used)

0) /etc/xinetd.d/

Config file
name

Configurations for:
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Daytime protocol

ftp FTP
ssh ssh
telnet telnet
time Time protocol
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**CLI commands to display / configure / disable the Ethernet ports (DNS, DHCP, IP address,
Subnet mask, Static routes)

Port state
¥ Desire to display port state of all Ethernet ports (port up, port down, cable unplugged)
portstate command

Note: To obtain port state for SMNP instead of CLI, refer to the “ifOperStatus” SNMP object in the SNMP section of
this document.

» CLIcommand is portstate

» Displays status of all installed Ethernet ports, including EthO.

Enable/Disable the Gigabit interfaces (eth1, eth2 or eth3)
A) Viathe front panel keypad (available in versions 5.6.0 and above)

» Refer to (in this doc): Configure/display network settings using keypad

B) Via the CLI interface (required in versions 5.5.1 and below)
portset command (available in versions 5.1.2)

» This command was implemented starting with the new web browser design in Archive version 5.1.2 (not available
with earlier versions)

» The CLI command: portset X on enables the interface number specified by the “x”.
» The CLI command: portset x off disable the interface number specified by the “x

» CLI command to retrieve current port state: portget x <enter>

DNS servers (“resolv.conf” file)

Display/retrieve/set DNS server settings for each Ethernet interface
» The CLI command: dns4get X retrieves the DNS setting (for the port specified by the “x”.

» The CLI command: dns4set x <primary dns> <secondary dns> configures the DNS setting for he
Ethernet interface port number specified by the “x”. (note the secondard dns address is optional/not required)
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Display/retrieve network settings (IP address, subnet mask)

nhet <enter> shows all network settings for all ports
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Subnet mask conversion table for quick-reference

net show and net4 / net 6 commands (net4 is equivalent to net show command in earlier Models)

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255 255255 252 18 255.255.192.0
29 255 255255 248 17 255.255.128.0
28 255 255 255 240 16 25525500
27 255 255 255 224 15 265525400
26 255.255.255.192 14 25525200
25 255.255.255.128 13 25524800
24 2552552550 12 255.240.00
23 2552552540 11 25522400
2 255255.252.0 10 255.192.00
21 255255.248.0 9 255.128.00
20 255.255.240.0 8 255.0.00
19 2552552240

F U T N R S U N S

Net show displays All IPv4 settings for all Ethernet interfaces

> net4 displays or gets the network settings/MAC addresses for each of the network ports.

‘}

IPv4 settings only (no IPv6 settings)

Epectracom HetClock 9483 Uersion 5.8.8

= padninB@Spectracon net4
Hostname: Spectracom

Main IPv4 default gateway <ethB@>: 18.2

ethd
BA:d@:c?:c?:84:6h
18.2.188.171/16 S
DHCPv4<{ethB>=Disabled
DG4=18.2.1.1

ethl
BA:0czec:@5:02:e2
18.2.188.82-16 D
DHGPU4(et:1111;=Enahled

.1.1.208
11m

DG4=A.8.8.8
spadminBSpectracon

Display IPv6 settings only (no IPv4 settings)

> net6 displays the network settings/IPv6 addresses for each of the network ports.

ethd
INET6 fe8B::2d@:c9ff:fec?:46bh 64
DHCPuG CethB>=Dizabled

ethl
DHCPuGCethl»=Dizabled

eth2
DHCPuvG Ceth2»=Dizabled

ethl

INET6 fe8@::2Bc:ecff:fe@h:2e2/64
DHCPvG Ceth3>=Diszabled
[spadmin@Spectracom “1% neth
Bpectracom

Main IPub default gateway: Hone
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Display Eth0 settings only (Both IPv4 and IPv6 settings)
¥ Net settings command displays only EthO IPv4 and IPv6 network port configurations
» Shows no info on Ethl, Eth2, Eth3

[spadmin@Spectracom ~1% net settings
Hoztname: Spectracom

Main IPv4 default gateway: 18.2.1.1
Main IPvb default gateway: Mone

et h8
MAC=0A:dB:c9:c9:84:6h
1A.2.188.3-16 D
DHCPv4<ethB>=Enahled
DG4=18.2.1.1

DHCPvb{ethB>=Disabled
[spadmnin@Spectracom ™15 net settings
Hostname : Spectracom

Main IPv4 default gateway: 18.2.1.1
Main IPub default gateway: Hone

Ipv4 Configure/show network settings

DHCP
Get all current DHCP settings: dhcp4get
Get current DHCP setting for one particular port: dhcp4get <interface> (such as dhcp4get 0)

e Enable DHCP setting: dhcp4set <interface> on (such as dhcp4set 0 on)
e Disable DHCP setting: dhcp4set <interface> off (such as dhcp4set 0 off)

****Assigning network settings via CLI
e [P4get <interface> (such as IP4get 0)
e |IP4set <interface> <address> <mask> (such as IP4set 0 10.10.200.1 255.255.255.0)
e ip6get 1 get the IPv6 address for ethl

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6 netwok while
configuring. Otherwise the config changes won’t be accepted.

IP Address (IPv4 and IPv6)
e Get current IP address (can’t display all at once): IP4get <interface> (such as IP4get 0)

e Set IP address: IP4set <interface> <address> <mask> (such as IP4set 0 10.10.200.1 255.255.255.0)
e ip6add 1 (IP xxx.xxx.xxx.xx) (subnet address Xxx.Xxx.xxx.xxx) (gateway address XxXX.XXX.XXX.XXX)

a. ipbadd 1 XXX XXX XXX XXX XXX XK X XXX XXX XXX XXX Xxx — Adds IPv6 IP address, subnet and gateway for
ethl.

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6 netwok while
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configuring. Otherwise the config changes won't be accepted.

Gateway (Main default gateway as well as the gateway address for each port)
Get current gateway address:
e gwd4get Displays gateway address for all Ethernet ports.

e gwdget <interface> (such as gw4get 0) for one particular gateway address

Note <interface>is 0, 1, 2, 3 or m for main default gateway.

Enable and set gateway address: gw4set <interface> <‘\gateway address> (example gw4set m 10
10.10.200.1)

Get (read)
o CLI command to read which port is the main default gateway: gw4get m <enter> (where m is for main)

o CLIcommand to read the gateway address for a particular Ethernet port (eth2 for example): gwé4get 2
<enter>

Set

o CLI command to set which port is the main default gateway: gw4set m x y <enter> (where m is for
“main”, x is the gateway address and y is the port number.

Example to make the default port 2: gwdset m 10.2.1.1 2 <enter>

[spadninESpectr;cum ~1% net4
Hoztname: Spectracom
Main IPv4 default gateway: 18.2.1.1

DG4=0.8.8.8

ethl

BA:0cec:06:02:e2
18.18.2084.1-16 5
DHCPv4{eth3)=Dizahled
DG4=10.10.204.254
[zpadminPSpectracom ™15

Ifconfig / ip addr
» just type “ifconfig” or “ip addr

Function: allows the operating system to setup network interfaces and allow the user to view information about the
configured network interfaces.
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Displays: all IP addreses, subnet masks, MAC addresses, received/transmitted packets, dropped packets, packet

collisions, etc

Netmask conversion table for quick-reference

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 265265 255 252 18 2552551920
29 255 255 255 248 17 265255 128.0
28 255.255.255.240 16 255.255.0.0
27 255265255224 15 25525400
26 255255255192 14 25525200
25 255255255128 13 255.248.00
24 2652552550 12 25524000
23 255255254 0 11 265622400
2 2552552520 10 255.192.00
21 2552552480 9 25512600
20 255.255.240.0 8 255.0.0.0
19 2552552240

ToLioAal oo

Ifconfig -a (Shows status of all network ports) (example below just shows a couple of the Ethernet ports)

Epectracom MetClock 9483 Uersion 4.8.8

B [=padmin@Spectracom ~1% ifconfig —a

e th@ Link encap:Ethernet HUaddr BB:DB:=C?:C?:84:68

i inet addr:18.2.188.3 Bcast:18.2.255.255 Mask:255.255.08.8
ineth addr: feBA::2dA:c?ff:fec?:46bs64 Scope:Link

UP BROADCAST RUNNING MULTICAST MIU:1588 Metric:=1

R packets:4714879 ervorsz:@ dropped:8 overruns:@ frame:@
TH packets:2619897 errors:B dropped:® overruns:@ carrier:@
collisions:@ txgqueuelen:160688
R¥ bhytes:532583382 <5@7.% Mb> TH hytes:393514456 (375.2 Hhd
Interrupt:18 Base address:@xecHd

Link encap:Ethernet HUaddr BO:BC:-EC:85:82:E2

UF BROADCAST MULTICAST MIU:=158B Metric:1

RA packets:B errors:B dropped:B overruns:B frame:@
TR packetz:8 errorz:A dropped:8 overruns:B8 carrier:@
colliziong:@ txgqueuelen:16068

R¥ bhytes:@ (B.8 hd T bytes:8 (@.8 hd>

Interrupt:1l Memory-efecBBBB—efeeBBBA

HWaddr 80:BC:EC:P4:82:E2

Link encap:Ethernet
UP BROADCAST MULTICAST MIU:1588 Metric:1
Ra packets:8 errors:@ dropped:8 overruns:B@ frame:8

TH packets:8 errorsz:@ dropped:8 overruns:@ carrier:-@
collisions:@ txgqueuelen:1B6A

R¥ bytes:@ <B.8 h> TH bytes:@ (B.8 h>

Interrupt:? MHemory:efdcBABA—ef de ABAB

ifconfig etho (Shows only EthO status) — same for Ethl, Eth2 or Eth3

=

H A - D ., ?:84:6B
H a5 B H H.H
b [ g g b : 0
P BROADCH RUNNIN i il
¥ E 1 1 1 5 D H oue B H
H : 0 A 1 H o f [
0 0 [ 1415
¥ H i H 15 ] 9
4 B e f a5
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IP addr (IP Address)

padmin@ESpectracom ip adde
L= lo: <{LOOPBACK.UP,. LOUER_UP> mtu 65536 gdiszc nogueue state UNKMNOUN
11nk/loopback B0:00:08:00:08:00 hrd BB A0 :00:00: 80 : B8R
inet 127.8.8.1/8 scope host lo
ineth =:1-128 scope host
valid_1ft forever preferrved_lft forever
tunlB: <MOARF> mtu 14808 gdiszc noop state DOWN
link/ipip 9.0.8.8 brd B.8.0.8
g2itB: {NOARFP> mtu 1488 gdisc noop state DOWN
linkssit B8.0.8.8 brd 8.8.8.8
ipetnl@: <{NOARF> mtu 1452 gdizc noop state DOUN
linkstunnelt :: hrd
ethB: {BROADCAST. HULTICHST UP,.LOWER_UP> mtu 1588 gdisc pfifo_fast state UNKNO
glen 16868
linksether B@:dB:c?:c9:84:6b hrd FF:FF:-FF:FF-FF:FF
inet 168.2.1680.171-16 brd 18.2.255_255 =zcope glohal eth@
inett feBB::2dB:c?ff:fec?:46brs64 scope link
valid_1ft forever preferrved_lft forever
F: ethli: {NO-CARRIER,BROADCAST,MULTICAST.UP> mtu 1588 gdisc pfifo_fast state DOW|
glen 18608
linksether BB:Bc:ec:B5:02:e2 hrd FF:FF-FF:FF-FF:FF
= eth2: {BROADCAST.MULTICAST.UP.LOWER_UP> mtu 1588 gdisc pfifo_fast state UP gl
En 18088
linksether BB:Bc:ec:B4:02:e2 hrd FF:FF-FF:FF-FF-FF
inet 18.251.21.135-16 brd 18.251 .255_255 scope global eth2
ineth feBB::20c:ecff:-feb4:2e2-64 scope link
valid_1ft forever preferrved_l1lft forever
B: eth3: {NO-CARRIER,BROADCAST,MULTICAST . UP> mtu 1588 gdisc pfifo_fast state DOW|
glen 1888
linksether BB:Bc:ec:B6:02:e2 hrd fF:fF:-FF:fFF-fF:FF
ineth feBB::20c:ecff:-febb:2e2-64 scope link
valid_1ft forever preferrved_l1lft forever
admin@spectracom

Static Routes

» Refer to “Static Routes” (Static Routing) in the “Network” section further below in this document :

Holdover timeout
» Read current Holdover value: SS_GetHoldoverTO 0 <enter>
» Change Holdover value: SS_SetHoldoverTo 0 xxxx <enter> (entered in ‘seconds’)

Note: available range is 1 second to 5 years

Holdover timeout is configured in “seconds”

Desired Holdover Length (in
Holdover Length mc;wtj:r:'e:jo be
2 hours Elﬂuﬂe]secnnds (default
24 hours 86400
7 days 604,800
30 days 2,419,200
1 year 29,030,400

| 5years | 10.450,944,010 |

LDAP and Radius configuration
Radius CLI
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» Not sure what software version these commands were added in.

> Type radius followed by the tab key to view the list of all radius commands

LDAP CLI
» Not sure what software version these commands were added in.

¥ Type Idap followed by the tab key to view the list of all Idap commands

¥ Type a specific [dap command followed by a space and then the word help to see info about that command :

Idapurl:
example response: Idap://:389 (I suspect Idap server address will be reported inside the two slashes, if it has been
configured

“modinfo” Installed module/driver info(such as the e1000e network driver

» CLI command to see current version of E100e driver: modinfo e1000e
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Linux 3.8_.13—gentoo {(Spectracoml (1>

Spectracom login: spadmin

Password:

Spectracom SecureSync Version 5.68.8

zpadminBESpectracon modinfo

modinfo: ERROR: mizsing module oy filename.

= padminB@Spectracom nodinfo elBBBe
#lib/moduless3_8_13—gentoorskernelsdrivers/netsethernetsintelr elB

2.1.4-k

GPL

Intel<R> PRO-18BA Hetwork Driver

Intel Corporation. <linux.nicsPintel.com>

7HE6653BA1S?5F95B1ABS 7S

pci:vBB0B8AR6ABBER1L55? svesdxhe*soxix

i :uB0BREP86dABBA155Azu*sd*he*scxix

ANAABBB6AABAA1S IBsuxsdxhe*scxix
HNAABBB6AABPA1S IAsuxsdxhe*s cxix
AAAABBB6AARAA15A3 suxsd*he¥sc®ix

K

“free”, “free mem” (free -m) and “cat/proc/meminfo” memory commands

Scheduled leap second

» Command to get the next scheduled leap second: CS_GetlLeapSec 0

Note: User doesn’t have permission to schedule the next leap second via the cli. It needs to be scheduled via the
browser

System “Uptime”
CLI commands which report the system uptime
1. SS_GetUptime

2. uptime

spadmin@Spectracom ~15 uptime

B3:57:51 up 27 days, 628, 1

3. “top” command

» The “top” command also reports the uptime (at the top of the response)

» Refer to http://linux.about.com/od/commands/I/blcmdI1 top.htm
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Command to reset the Network Access table

> Version 4.4.0 (possibly before) adds a new CLI command (“unrestrict”) to clear the Access table. In units with
4.4.0 or higher installed, no longer need to clean all configurations. This can be performed via the CLI- it's not
available via the keypad (it’s not in the Front panel “Cmd” menu).

Manually delete an update file (if can’t delete it via the browser)

1) Type rm -f XxXxXxXX (where xxxxxx is the file name to be deleted)
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Ability to perform software updates via CLI interface (for scripting updates)
» Version 4.8.8 (Dec 2012-ECN 3099) Added sysupgrade CLI command to perform software updates.

Ability to perform a software upgrade via CLI command (instead of using the web browser), such as for scripting software
updates

Starting in Archive software version 4.8.8, the software update can be initiated using a CLI command (issued via telnet,
SSH or the front panel Serial port), instead of using the web browser, if desired. This entails performing an FTP/SCP

transfer of the software update file into the SecureSync’s /home/spectracom directory and then issuing the sysupgrade
CLI command to initiate the software upgrade.

The syntax for issuing the sysupgrade command is:

» Standard upgrade (Such as upgrading versions 4.8.8 to 4.8.9 for example): “sysupgrade” followed by the upgrade
file name (Example: sysupgrade update489.tar.gz).

¥ Forced upgrade (Such as downgrading versions 4.8.9 to 4.8.8 for example, but can also be used with Standard
upgrades, also): “sysupgrade force” followed by the upgrade file name (Example: sysupgrade force
update489.tar.gz).

¥ Clean upgrade (Such as first performing a Forced upgrade from 4.8.8 to 4.8.9, for example. Then automatically
resetting the NTP server back to factory default settings and deleting all log files): “sysupgrade clean” followed by
the upgrade file name (Example: sysupgrade clean update489.tar.gz).

Note:
e FTP port is port 21

e SCP port is port 22

Base 1PPS output Enable /Disable control using “ppsctrl” command

> Version 4.8.7 (~Sept 2012) added ppsctrl command to enable or disable the 1PPS output on the rear panel

Q from BAE systems- Our requirement is to be able to Enable\Disable the 1PPS outputs programmatically. To do so, |
use the CLI command ppsctrl. The question is, can the resultant output level of a disabled 1PPS control be
programmatically set? Most times, when disabled it is OV which is what we need. Sometimes though, it is 10V which
is bad for us. It seems the level depends on where in the 1PPS pulse the output transitions to disabled.

A Per Dave Sohn 19 Mar 15: “We currently freeze the output at the current level, | believe, and is played out according to your
report. There isn’t a way to do what you want programmatically. However, depending on the responsiveness for your disable, you
could perform the disable half way through the second, which would ensure that the 1PPS is already in its inactive state.

Use of REST API to control 1PPS output(s)
Per Dave Sohn (12 Apr 17) These configurations can also be adjusted via the REST API that we are continuing to
document. Any 1PPS or 10MHz in the system could be controlled in this way.

Base 10MHz output Enable / Disable output control
» As of at least Apr 2017 (v5.6. 0 and below), 10 MHz output is not configurable with CLI call.
¥ Per Dave Sohn (~9/21/12), may consider adding it with an NRE fee (or likely with very large purchase).
» Per Dave Sohn (12 Apr 17)

Use of REST API to control 10 MHz output(s)
Per Dave Sohn (12 Apr 17) These configurations can also be adjusted via the REST API that we are continuing to
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document. Any 1PPS or 10MHz in the system could be controlled in this way.

Use of web browser to control 10 MHz

¥ As of at least v5.6.0, the 10 MHz output can only be disabled via the browser (set Signature Control to “Output
Always Disabled” in the Interfaces -> 10 MHz 0 page of the browser):

10 MHz 0

Signature
Control

Output Always Enabled

Output Enabled in Holdover
Output Disabled in Holdover
Output Always Disabled

Partial email from Keith (12 Apr 17 and added to on 17 May 17) ...Currently, the 10 MHz output can only
be disabled by changing the configuration of the 10 MHz Signature Control in the web browser.
Signature Control for just the 10Mhz output can be set to “Output Always disabled” for as long as its
desired to squelch this particular output (no effects on the other outputs/functions of the system) as

shown below:

10 MHz 0

However, we could consider adding a serial/CLI interface command which would also allow the output to be
controlled remotely, or these settings could also be adjusted via the REST API interface.

Wade Sober can work with our SecureSync Product Manager to see what may be required (such as any
associated NRE fees/minimum orders, etc) to have either a CLI command and/or REST API interface added, which
can also allow the 10 MHz output to be enabled/disabled, in addition to being able to using the web browser

Commands to zeroize SAASM receiver (when installed)

» Version 4.8.8 (Dec 2012-ECN 3099) Added zeroize command to CLI to support emergency zeroize and zeroize
keys.
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CF card memory usage / “du” command
¥ Percent of Cf card usage can be checked using any of the following:
1) Web browser
Note: not available in classic interface
o Tools —> System Monitor page of the web browser (versions 5.3.1 and above)

Refer to the “Percent” field at the bottom of this section.

Disk Status

Percent (%)

Percent

o Tools -> Upgrade/backup page (versions 5.2.0 to 5.3.0) (under “Disk Status”)

2) CLlinterface

> Type “df’ or “df -h” at the command prompt (note there is a space between the “f’ and the “-h”)

If the “Use%” in the “/dev/hdal1” row is greater than around 70%, it may have a lot of logs and previous update bundles stored
in the flash card. If it's greater than around 70% or so, let me know and | will provide you with info on how to delete past update
files that remain stored in the unit after each updated.

3) Using SNMP
» disk usage can be also be checked via SNMP by performing an SNMP get of OID: .1.3.6.1.4.1.2021.9.1.9.1
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snmpget -v 2c -c snmptest 10.2.100.176 .1.3.6.1.4.1.2021.9.1.9.1

for example:

Notes if the CF card is full or nearly full:

1) With Versions 5.2.0 (and above) clear all logs and clear all stats (bottom-left of the Tools -> Upgrade/Backup page,
bottom-left corner).

1) clearlogs and clearstats commands via and cli were added in version 5.1.5 (I believe). The Clear All Logs”
and “Clear all Stats” buttons were added in 5.2.1 (I believe). (bottom-left of the Tools -> Upgrade/Backup

page)

2) But with at least software versions 5.2.1 and below, these two buttons in the browser don’t work (should be
fixed in 5.30). Have to use the cli commands only to delete these items with 5.2.1 and below.

3) The Temp directory may have lots of info in it. Reboot or power cycle to clear the temp directory. Run the df —
h command again to see if the usage number has dropped because temp was cleared out.

4) Run the first “du” command below to show contents of different parts of the CF card to see what Section is
higher than normal. The largest directories are at the top of the list.

5) Refer to the “SecureSync logs” and “SecureSync web browser” sections of this document for more information
on a full CF card.

“du” commands (Use if the CF card is quite or completely full, such as with nullmailer tidbits)
¥ Refer to http://www.cyberciti.biz/fag/how-do-i-find-the-largest-filesdirectories-on-a-linuxunixbsd-filesystem/

Note: If the card is full or nearly full, to see the top 10 largest directories (and each file, in “MB) perform the first “du”
command below to see the entire CF card contents. Or, go to a particular directory and perform the second “du”
command to see the contents of just that directory.

Entire contents of the CF card

At the prompt (home/spectracom directory), type the following: du -hsx /* | sort -rh | head -10 <enter> (where the
vertical line “pipe” is SHIFT and the key under the backspace key)

Note it may take a fee moments for the full response to be displayed.

Scroll down to the bottom (past all of the “permission denied” entries) to see the directories and their sizes. Refer to “C”
below to list the content/sizes of the large directories below (such as /usr or /tmp for instance)

(Example entry below is from version 5.3.0) you can use these directory sizes to help determine which of their directories
are larger than normal.

These are the directories to look at more closely (by switching to that directory and typing Is -lh (as discussed in more
detall a little further down).
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Steps to determine CF card usage:
1) Type du -hsx /* | sort -rh | head -10
2) Disregard “permission denied”
3) Scroll down to bottom of the response to see the top 10 largest directories

o These are the directories to look at more closely (by switching to that directory and typing Is -lh (as
discussed in more detail a little further down).

4) If /var/nullmailer is in the list, nullmailer is taking up too much space and needs to be cleared out.

5) See if sqlbackup is listed — it can be removed (rm sqlbackup. command

6) If /tmp is one of the larger directories in the list- reboot/power cycle the unit to clean this directory. The
likely reason for a large /tmp directory is due to using tcpdump.

Steps to clean nullmailer while logged in as spfactory

Gotomeeting
1) Open Gotomeeting
2) Sending invite to email address (add meeting in outlook)
3) Download “desktop” (not lite, becase lite can’t provide mouse and keyboard
4) Share keyboard and mouse
5) Make customer the presenter

6) Make sure to exit twice at the end to ensure out of roor user and spfactory acounts

1. Login as, or switch to, spfactory user:

o To swich from spadmin to spfactory, type: su -| spfactory <enter> (letter L- not i) and then enter
spfactory password.

Switch to root user: type: sudo su <enter>
type cd /var<enter>
in /var directory, type du -s /* | sort -nr | head <enter>

if nullmailer directory looks jarge, navigate to (type) cd /var/nullmailer/queue <enter>
type rm * <enter> (while in the var/nullmailer/queue directory)!!!!

Look for sqlbackup file in any listed directory. Delete it with rm sqlbackup. <enter> mmand

Type df -h <enter>
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9. Type exit <enter> to logout of root

10. Again, type exit <enter> to logout of spfactory

Check just the contents of the current directory (such as the default directory of home/spectracom)

Note: it appears this no longer works in at least 5.3.0?7?

» In the desired directory, type the following: du —s * | sort —nr <enter> (where the vertical line “pipe” is
CTRL and the key under backspace)

» Note: to see just the contents of the entire CF card (not just the current directory, see the other “du” command
above).

List the logs and their file sizes

Show the total size of the “Spectracom” logs (such as GPS Qual, Oscillator, etc)
1) Type “Is -lh ” at the command prompt (note there is a space between the “s” and the “-lh”)

2) The total size of the Spectracom logs is in the “log” row.

Show the total size of each of the “Spectracom” logs (such as GPS Qual, Oscillator, etc) individually
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1) Type: Is —al lhome/spectracom/log <enter>

H
1z —al shome/spectraconslog

4896 Sep
4876
26240
P63
7280
77280
76955
28769
22794
721
7834
219
a3z

12:15

(LT

alarms.log.1
alavrms . log._2
alarms.log.3
alarms.log.4

cron.log.1
cron.log.2
cron.log.3
cron.log.4

T NS b b k)
DRDENEEEE

daemon.log._1
daemon.log.2
daemon.log.3
daemon . log .4

events.log.1l
events.log.2
events . log_3

6
i6
6
24
22
28
i8
6
6
6
4
3
2
6
27
27
27
27
6
6
24
23
21
28 events.log.4

Show all processes that are currently running (PIDs)
Type “ps -el” at the command prompt (note there is a space between the “s” and the “-ef”)

Note: Can also type “ps -elf” at the command prompt for even more data

[éﬁadminﬁéﬁééfraéém
ID FID PPID

o=

TIME CHMD
BA:AB:B4 init [31]
BA:00:80 [ksoftirgd-sB1
BU:81:34 [events- M1
B8:80:88 [khelper]
BA:88:88 [kthread]l
BA:88:88 [kblockd-81]
B8:80:12 [pdflushl
BA:86:88 [aio-sB@]
BE:80:80 [kswapdB]l
BA:06:88 [kseriod]
BA:06:88 [ata~sB1
BB:12:3% [kjournaldl
BA:80:80 udevd
BA:B88:41 syslogd —m B
AA:AA:00 klogd
BA:88:88 susrsbinsappwatch susrsbinslogd
AA:@M:12 ~usrshinslogd —n
BA:80:81 susrsshinsxinetd

a
1
1
1
1
5
5
5
i
5
5
1
1
1
1
1
7
1

EDoSOEEEssmmmm S
=8
'\J“\J“\J“\J“\J'NJ'NJ'NJ'\'I'\'I'\'I'NJ'NJ'NJ'NJ'NJ'NJ"\J"\J:

“SSH”, telnet, “FTP”

¥ For security reasons, starting in version 5.1.3, can no longer go “outbound” with service commands (can’t telnet
/ssh FROM this time server to another device. Can only telnet into this time server from another device).

» Reports “Permission denied” if attempted.
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Status of Services (such as Apache, for instance)

rc-status command
Note: Run this command using SSH (not telnet). Telnet doesn’t display the left side of the response, whic

names of all the corresponding Services.

» This command checks if the previous command (i.e. the start/restart/stop of a service) executed successfully and

sets the "status value".

Checking for just all STOPPED services

» With grep. “=V” causes it to search for the “opposite”

> Type rc-status | grep started

Checking for Apache (HTTP/HTTPS)
Note: To check for Apache, browser must be open (login screen displayed or logged into the browser)

1. Make sure Apache2 is “started” (not “stopped”, “crashed” or “scheduled”)

h are the
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2. Make sure “Apache2’ is listed (ps -el | grep apache)

[ T T T
B B3 R R

“Out-bound” network troubleshooting commands

» Refer to the following section further down for more info: Network troubleshooting from within SecureSync

Version 4.8.0 (ECN 2802) Added “out-bound” network tools to the command line interface for troubleshooting network
issues associated with the SecureSync’s network.

Added the following network troubleshooting tool commands: ifconfig, arp, rarp, route, netstat, domainname, dig, host,
nslookup and traceroute.

These commands can only be used from the front panel SERIAL port, telnet, SSH etc. They are not in the web browser.

Sync/Holdover status via CLI command

'syncstate’ command: (Added in software version 4.8.6) It prints one of three responses: Sync, Holdover or Free Run.

KW as of at least 2/9/12) the SecureSyncs Sync /Holdover state is not directly available via the CLI commands. It is only
available via SNMP or web browser (The Status command shows Sync, but it's the NTP sync state, not the System’s sync
status).

Update to note above: Version 4.8.6 adds new CLI call ‘syncstate’ which provides sync status.

Email to Justin Tabeling with RT Logic (2/9/12)

| just spoke to the engineer that implemented the front panel LCD/Keypad design and the CLI interface commands. The primary purpose
of the front panel CLI interface is to provide the data to and from the front panel keypad/LCD display. The CLI was never meant to be a
primary means of remotely monitoring or configuring the SecureSync. The primary method for performing these functions is via either the
web browser or SNMP.

As the SecureSync’s sync state is directly displayed with the state of an LED on the front panel, there was no need for a CLI command to
read the sync state. So, there is no Sync/Holdover state reported via the CLI interface. However, the current Sync and Holdover states
can be obtained remotely using the SNMP get functionality. If you have one of more SNMP Managers on the network, these status
values can be read by the SNMP Manager, after compiling the SecureSync mib files.

Attached you should find a document that discusses the SNMP functionality of the SecureSync, in much greater detail than the user
manual.

Status via CLI command

‘status’ command: Shows NTP Sync status, TOM/MaxTFOM and NTP stratum level. (In software versions prior to 4.8.6,
Sync state of the box is not available via CLI. Information about this is below. The fix is to upgrade to v4.8.6 or above and

then use the syncstate CLI call (mentioned above).

(Archive Version 4.8.8 and above - see note below)
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Cpectracom Securelync Uersion 4.8.8
[zpadminBSpectracom ™15 status
REF:=:T=qp=A P=qp=A

TP:5trat=1 Sync=Y

DSCOCHD (Trk- Lock)
FOM=2 MaxTFOHM=7
[spadmin@Spectracom ™15

Archive Version 4.8.7 and below - see note below
[zpadmin@Spectracom “1% status
REF:T=gp=@ P=gp=A

MTP:Strat=1 Sync=Y

OSC:0CKD (Lock>

TFOM=3 MaxTFOM=15
[zpadminB@Spectracom ™15

Note: Reported Oscillator lock State name changed (changed from “Lock” to “Trk/Lock”)
“Osc” value in this status command

(Mantis Case 1880) Version 4.8.8 update changed the reported state name, to also account for the newest Low Phase
Noise Rb oscillator, also.

Note in this Mantis case from Dave Sohn: The new disciplining states associated with the low phase noise rubidium
changed the lock state to track/lock to cover all oscillator cases. The procedure should be updated to reflect that.

“REF” value in the first line of the status command:

e When a value other than “Ref: None” is displayed, the SecureSync is either in full sync mode or in the Holdover
mode (treated like full sync mode).

e If SecureSync is not in Sync, both these values will change to “REF: None”.

e (Versions 4.8.7 and above) If NTP is the time reference, the REF line will show BOTH he selected NTP NTP
server as well as the selected PPS reference (Version 4.8.6 and below- as shown further below - only reported
the selected Time Reference but not the PPS reference

[spadmin@fe01pdei08 cli]$ ./status
REF:T=ntp P=epp0

NTP:Strat=2 Sync=Y

OSC:Rb (Trk/Lock)

TFOM=2 MaxTFOM=15

(Versions 4.8.6 and below) If NTP is the selected time reference, the REF line will only show the selected NTP server (as
shown in example below)

In the screenshot below, | disabled GPS (and all other input references) and made Holdover mode last only one second.
This shows the result of the status message when SecureSync is out of sync (lost all references and Holdover mode
expired):

[spadmin@Spectracom ~15 status
REF :Hone
MIP:S5trat=1 Svnc=Y

NSC:0CE0 (HoRef?
TFOM=% MaxTFOM=15%

Reference Status table via CLI

» Though limited Reference Status is available via SNMP (as of at least version 5.1.5), the status of all references
can be polled via CLI interface.
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» At command prompt, type: RS _GetStateTable 0 <enter>

» Refer to Tim Tetreault’s “cheat sheet” at: .\..\EQUIPMENT\SPECTRACOM EQUIPMENT\Timing boards\TSync
family\Tsync driver calls cheat sheet

» These are examples - additional calls may have since been added

REF MONITOR commands
RS_AddEntry

RS DeleteEntry
RS GetBestRef
RS GetEnable
RS GetEntry
RS_GetPriority
RS GetStateTable
RS GetTable

RS SaveUserDef
RS SetEnable
RS SetFactDef
RS _SetPriority
RS SetUserDef
RS AddEntry

NTP peers command

» At command prompt, type: ntpqg —p <enter> (or for IP addresses only , type ntpqg —pn)
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Linux F.8.13—gentoo {tul)> (2>

tul login: spadmin
Password:
Spectracom HetClock 9489 Uersion 5.1.2
spadmin@tul
remote i t when poll reach

+PCI_TSYHCCA>
oPPSCA>
=1@.2.1680.93
+zpectracom. int.
spatiminf@tul

Sync (“Tally Code”): a symbol that indicates if the listed reference is available for selection as a reference. The following
table below indicates the symbols and their meanings.

Sync column symbols

Symbol | Indication

* The Selected Time reference

A high quality candidate far MTF reference inputthat can be selected by NTF as its time
reference (Good reference, but not selected)

“Falseticker” Listed MTF Peerwas discardedfrom selection (MTF won't selectthis peeras
its reference).

“‘Qutlyer” Listed MTF Peerwas discarded from selection (WTPwon't selectthis peer as its
reference).

(blank) Source discarded: Failed Sanity check

GPS SAASM receiver API calls/ SAASM receiver key status (only for SAASM receivers)
gpsinfo:
¥ Reports if the SAASM receiver is zeroized or keyed.

» Reports “NOT SUPPORTED” in commercial receivers

zeroize: Used to zeroize the receiver of any loaded keys (same as using the front panel toggle switch)

GPS reception status/troubleshooting API calls

GPS receiver firmware version

» CLI commands: version gps or gpsmdl or GR_GetMfrMdI 0 0
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Spectracom NetClock 7483 Uersion 5.8.2
= padminBSpectracon version gqps
Mfr~-Mdl: Trimble Reszsolution T

GR (A> Rcv Info <66 huytes>:

Serial #: 2048 21427855
?715-.2811

Appl Uer:
42172818

Core Uer:
4-21-2018

GPS signal strengths (as displayed on the front panel and with the gpssat command)
» CLI command: gpssat (in Standard/Stationary mode)
o  Will report “GNS” with a RES-SMT receiver installed
e Wil report “GPS” with a RES-T receiver installed

[spadnEBarrett_EidEB ~1% gpssat
GPS SPS 123456782ABC

Standard/Stationary mode
¥ “Acquire” (not yet tracking any satellites while either in Mobile Mode, or Standard mode with survey complete)

~1% gpssat

» CLI command: in Standard/Stationary mode and GPS survey is in progress
»  While performing GPS survey, shows how far along the survey is (“Svy”)

[spadmin@Spectracom ™15 gpssat
GPS SPS 123456787ABC

CLI command: in Standard/Stationary mode, GPS survey is complete, tracking at least one satellite
» When survey has been completed, and tracking 0 satellites (“Acquire”)

» When survey has been completed, and tracking at least one satellite (“Station”)
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Mobile mode

¥ Change to gpssat command: Software version 5.0.0 changed gpssat command by removing the display of the
dynamics code in Mobile mode.

1) Software versions 5.0.0 and above, (while tracking satellites)

¥ In mobile mode, “Acquire” means the receiver is either not tracking any satellites or is tracking less than four
satellites.

» In mobile mode , “Mobile” being displayed means the receiver is now tracking at least four satellites

The last line of the response indicates selected GPS mode When in Mobile mode, because the Dynamics code for
Mobile mode was removed in version 5.0.0 and above. So with versions 5.0.0 and above installed, the last line of
response now just indicates “Mobile” when in Mobile mode and tracking at least four satellites.

Software versions 4.8.9 and below only (while tracking satellites)
¥ In Mobile mode, Dynamics code “Land”, “Sea” or “Air” being reported means the receiver’'s now tracking satellites.

» Reports “Acquire” instead, when not tracking any satellites

The last line of the response indicates selected GPS mode (When in Mobile mode, also reports Dynamics code”
“Station” is “Stationary” “Mob Lnd” is Mobile/Land

In Mobile mode or Standard mode (and while in position Hold) will display “Acquire” while tracking 0 satellites.

pectracom

[zpadmin@Spectracom ~1% gpssat :
GPS SPS 123456?85:9]3(] 345IE:?BI5:FIBG

2

o e

1
h Arad

tracom 1% gpssat
[

c
S56787ABC

Email from Dave Lorah to customer (9 July 13) The gpssat command indicates there are 9 satellites being tracked with a maximum
signal strength of 47. This is a kind of a crude bar graph showing the individual signal strengths of each tracked satellite. This particular
unit has good reception from one of our rooftop antennas. You should see anywhere from 5 to 9 satellites for good reception. The unit
should track at least four satellites for best timing.

You can get the same information as gpssat using the front panel display. Press the green check button and then navigate to the
“Display” selection. Then using the down arrow key, select “GPS INFO” and “Apply”. Use the red X key to back out to the main screen
and it will show the GPS information.

GPS location (as displayed on the front panel)

CLI command: gpsloc
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Lon W 797 35 28.522
168 m

GPS receiver Antenna Sense

GR_GetAntenna 0 0 <enter>

“<0> OK” indicates the GPS antenna is successfully connected to the GPS receiver ( with no opens or shorts being detected
in the antenna cable).

FIE] FIE] T E] 1]

[spa&minEEpectracum ~1% GR_GetAntenna B B8
GR <HB> Antenna Status: (@> QK

Reported Number of satellites being tracked

GR_GetFixData 0 0 <enter>
nSats= Number of GPS satellites the GPS receiver is using to calculate its time and positional information

Note: “nSats” should normally be between 4 and 12, with typical being 6-10 satellites being tracked at all times.

[spadninBSpectracom ~15 GR_GetFixData B B

GR <B> Fix Data:
niats:

pdop: @.6A
hdop: B@.88
vdop: @.680
tdop: 1.88

L H A

tfom: A

herr: A

verr: A

GPS validity (indicates if the GPS receiver’s reception is qualified):
GR_GetValidity 0 0 <enter>
e Time and 1PPS=1 indicates GPS reception is fully qualified (desired values)

e Time and 1PPS=0 indicates GPS is not qualified (GPS survey not completed yet, or receiver is not tracking at
least one satellite).

Usage: GR_GetlUalidity {device index’ <{index
spadminPSpectracom ~1% GR_GetUalidity 8 @

GR <@» Reference Ualidity:
Time: 1

iPP5: 1
spadmin@Epectracom ~1%

Satellites being tracked, signal strengths
GR_GetSatData 0 0 <enter>
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ID= Satellite identifier each channel is assigned to track (there are 12 individual channels in the GPS receiver, so only “ch”
values 0 through 11 are used)

ST=Signal strength of that particular satellite (not 0 when satellite being tracked. Expected values 30 to 55)

Note: Typically, between four and 12 rows of this table should have a number other than 0 in the “st” field.
In this example below, the GPS receiver is tracking 8 satellites.

[épa&minésﬁéct;acém ~15 Gﬁ_GetSatData A A

GR (@> Sat Data:
- h id st

ot
-

VMRS EARANREEREEEGSE D E G 5 S5 e - -

[spadmin@8pectracom ™1

Breakdown of the Satellite Data table:
ch: Receiver channel Number
Id: (aka “SVN” - Space Vehicle Number) ID Number of the satellite being tracked
Distinguishing between GPS satellites and Glonass satellites, when the Glonass Option is enabled (ID field)

To determine if each bar represents a GPS or a Glonass satellite, Mouse-hover each bar to see a report of three
values (two letters, the Satellite ID number and the signal strength value for that satellite).

e GPS satellites are indicated with the two letters of “GP” and have a Satellite ID Number of 0 to 59
e Glonass satellites are indicated with an:
“R” (v5.3.0 and above) or
the two letters of “GP” (v5.2.1 and below)
the two letters of “GL” and have a Satellite ID Number of 60 and above.

e QZSS (Japan) satellite(s) are indicated with a “J”. Note these satellites are only available insoftware versions
v5.3.0 and above and if the Glonass option is enabled.

e Beideu satellite(s) are indicated with a “ Note these satellites are only available in softwave versions 5.4.0
or above, with a u-blox Model M8T receiver installed and Opt-GNS license enabled (Started shipping this ublox
receiver ~17 March 2016 with approximate Serial Numbers 11718 and above).

e Galileo satellites (Europe) are identified with an “E”
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st: signal strength of the satellite being tracked (reported in dB/Hz, as provided by the receiver).

t: TRAIM (aka “bTraim”) Is this satellite accepted by the receiver's TRAIM algorithm? (always reported as “00” with RES-T,
RES-SMT and RES-SMT-GG receivers).

f: Fix status (aka “bInfix”) Is the receiver using this satellite in its positional fix? (“0” if not in fix, “1” if satellite is being used
in fix)

fl: Flags reported by the receiver (always reported as “00” with RES-T, RES-SMT and RES-SMT-GG receivers. Used only
with SAASM receivers)

Status of the GPS survey
GR_ GetSurveyProg 0 0 <enter>

If the GPS receiver has been reset, a new GPS survey will start to be performed once the receiver is tracking at least four
satellites. It takes about 34 minutes for survey to complete, once the GPS receiver is tracking (and continues to track) at
least 4 satellites. The reported percent complete provides an estimate of how much longer before the survey completes and

the SecureSync will then go back into sync (example 50% indicated about 17 minutes remain before SecureSync syncs to
GPS again.

100% indicates the survey has completed successfully.

[sp;dl:linﬂﬁpectracum ~1% GR_GetSurveyProg @ @

GR <8 Survey Progress: 106x
[spadminB@Spectracom ™15

List of all user account (user account list): (cat /etc/passwd)

Network Services (FTP/Telnet/SSH/HTTP/HTTPS/Time/Daytime)
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» View the current TCP connection timeout

Spectracom SecureSync Uersion 4.8.9

[spadminPSpectracom ™15 cat Aproc/sys/netsipvd-tcp_keepalive_time
720A

Enable/disable Services (such as HTTPS)

» Configured in the Network/General Setup page of the browser, “Services” tab

» servget command displays status of all Services

Note: ECN 3173 (March 2013) adds NTP and SNMP to the list of Services that can be stopped/started or running status
viewed using these two CLI commands.

Spectracom MetClock 9483 Uersion 4.8.M
[spadminBSpectracom ™15 servget
Invalid arguments
llzage: servget (servicel
seruvice: B=daytime protocol service
1=time protocol service
2=telnet service

3=FTP service
4=85H szervice
L=HTTFP =ervice
6=HITPE zervice
?=BHHF =ervice
g=NTP szervice

Enable/Disable HTTPS

The CLI “Serial” port on the front of the SecureSync has an available command for verifying if HTTPS was somehow
disabled and also provides the ability to re-enable any service that has been disabled. All of the available CLI commands
are listed in Section 11 of the SecureSync manual (pages 11-1 through 11-3).

After connecting a straight-thru serial cable between this port and a PC running HyperTerminal, login to this port using the
spadmin account and the same password used to login to the browser. Once logged in, type services <enter>. This
command lists the services and whether or not each service is enabled. In addition to this command, servget <enter> can
display each service one at a time and servset <enter> is used to re-enable or disable a particular service.
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You can also use ss command, a well known useful utility for examining sockets in a Linux system. Run
the command below to list all your open TCP and UCP ports:

List All Network Ports Using ss Command

$ s -1ntm

HNetid State Recv—-{ Send-0Q Local Address:Port Peer Address:Port
udp UHCONN C 1]

tcp LISTENR C 128

tcp LISTENR C 128

tcp LISTEN i 50

tCp LISTEN C 128

tCp LISTEN ! 100

TCp LISTEN C 100

Make it a point to read through the man pages of the commands above for more usage information.

Enable/disable the Classic interface browser via CLI (v5.5.0 and above)
» servget command displays status of all Services

» servset 9 on command enables the classic interface

¥ this variant of the servget/servset commands was added in version 5.5.0 update

P P

nvalid arguments intfc=0.1.2,3

sage: servget <servicel

service: B=daytime protocol zerwvicepecified interface.
1=time protocol service dintfc=08.1.2.3
2=telnet service> Set the IPuv4 addresz and netmaszk for a
3=FIF szervice gpecified interface.

4=55H zevrvice intfc=0.1.2.3

5=HITF service addr=IPv4 address, ie 172.168.108.12
6=HITPS service mazsk=IPu4 netmask, ie 255_255_25L.8
7=EHMF szervice Dizplay the IPv4 DNS addresses.

8=NIP service Set the primary and secondary IPv4 DNE
9=Classic Ul service 1] gqument will cause

o dd-ec o T
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Services

¥ Refer to the Model 2400 online user guide at:
https://orolia.com/manuals/2400/Content/NC _and SS/Com/Topics/SETUP/SSH Configuration.htm

¥ Also refer to: “**SSH (for all products)” in ..\CustomerServiceAssistance.pdf

Network ports used
o Telnet: uses TCP port 23
o SSH: uses TCP port 22

SSH login password

SSH effects on 1204-49/1204-4A Option Card GB ports, when PTP has been enabled on that
interface

» spadmin/spfactory account passwords won't allow SSH login to 1204-49/1204-4A Option Card interfaces, if PTP
has been enabled on that interface.

> Refer to Salesforce Case 272881

Per Ryan Johnson (8 Sept 2021) This unit came into service and | took a look at it. And... there doesn't seem to be anything wrong with

it. | was able to log into the unit fine with both spadmin/spfactory. But | have a hunch what happened. If they had been attempting to log into
the device via the IP address of one of the 1204-49 (PTP) ports they would see the problem they did. When trying to connect to the
49/4A cards via ssh it will let the user attempt to connect, but the credentials are completely different from the standard console interface
and so spadmin/spfactory/etc will not work.

| did make a ticket (O4-118) to disable the ssh service on these cards since 1) it's confusing and 2) a (minor) security risk.

limit of failed login attempts/retries for telnet/ssh

» Refer to (in this same document): Limit number of web browser/ssh login attempts/re-tries (entering incorrect
password several times in a row)

SSH hostkeys supported (RSA or DSA)
C) RSA, DSA
D) ED25519 (versions 1.4.1 and above only)

» Per Update version 1.4.1 (April 2022) release notes: “Added support for the ED25519 host key algorithm for
SSH”

SSH (openSSH) software version installed
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e Via CLI command version ssh <enter>
e Via newer web browser: Tools-> Upgrade/Backup page (starting in update version 5.2.0)
e Via the SecureSync software version installed

¥ Refer to the “Software Release Date” spreadsheet at : :\Customer Service\PSB, PSP software updates\948x and
SecureSync\948x and SecureSync Software updates

libssh
» We do not instal/use this package in SecureSyncs/VersaSync or VelaSyncs.

o per Ron Dries, 24 Oct 2018 "I have asked engineering and they have confirmed that we use openssh and not
libssh in SecureSync, VersaSync, and VelaSync”

SSH protocol versions supported (such as v1, v2, v3, etc)
» As of at least March 2018, the supported versions of SSH are not in data sheet or online user guide
¥ Per Dave Sohn/Ron Dries (29 Mar 2018, for at least to version 5.8.0)
o We support SSH v2 (SSH version 2) only
o Wedo not support SSHv1 (SSH version 1). It is considered “unsafe”

o we do not yet support SSHv3 (SSH version 3)

Q I am currently doing network hardening of a Spectracom SecureSync 12xx NTP server to DoD standards. The listed
specifications list SSH support but can you please confirm for us the SSH version? Does it support SSHv1 or
SSHv2? I'm hoping it defaults to SSHv2 and that SSHv1 is not even available on your NTPs, as DoD considers
SSHv1 as unsafe.

A reply from Keith (29 Mar KW) Thanks very much for your email and (Great) question about the Spectracom SecureSync.
I just confirmed with one of our Applications Engineers and the SecureSync Product Manager (fortunately, they were standing
next to each other) that the SecureSync ONLY supports SSH v2. It does not support SSH v1 at all (we consider it unsafe, as

welll | believe this was the answer you were hoping to hear @)!!

Much earlier question/answer (long before March 2018)
Q. What is the version of the current SSH that it can support (1, 2 or both)?
A. The SecureSync only supports SSH version 2. It does not respond to SSH version 1 (I just confirmed this by trying to
connect using “V1 only”).

SSH version enabling in the sshd_config file

(note per Keith- | believe this is correct but confirm with Eng/Apps eng)
cd /etc/ssh

cat sshd_config
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Version 1.99 (sshv1) detected in v5.8.0 Nessus scan

reported by the customer, this “false alert (since v1 is not enabled) can happen in SSH versions prior to 7.6 (version 5.8.1
has SSH version 7.5p1 implemented)

I think 1.99 is an indication of backwords compatibility (i.e. support for SSH v1 & 2), so another way to ask is:
Is SSH version 1 allowed? If so, can we disable it so that only SSH v2 is allowed.
Followed by...
“Looking closer, I'm thinking when you implement SSH >7.6, the SSH 1.99 issue will go away.
Here is a screen grab of our Nessus scan:

****View the openssh config file (sshd_config)

» Customers have permission to view this file via the spadmin account

SSH specs/SSH configs (in the background- not available to customers)
SSHd configuration files/SSHd Expert mode

»  There are three separate sshd config files:
e sshd_config: The standard configuration file for ssh

e sshd_config.all: Spectracom-created file that Paul created back in the 9100s to allow the browser to easily
update the sshd_config with the user change to select login with keys and/or password. Note that the
sshd_config.all and sshd_config files may not be exactly the same, but should be functionally the same

e sshd_config.expert: not currently used. Added in case we ever add an expert mode in future (we may just
remove this file in the future to alleviate confusion).

» These three similar sshd config files are all located in the /etc/ssh directory

pg. 293



2400 SecureSync SSH timeout for login (ssh idle timeout, “keepalive”, inactivity timeout)

» refer to online 2400 SecureSync user guide: https://safran-navigation-
timing.com/manuals/2400/Content/NC _and SS/Com/Topics/SETUP/SSH_Configuration.htm

escroll down and select “SSH Timeout” (screenshot below is for at least v1.7.0 and below)

SSH Timeout
The keep-SSH alive timeout is hard-set to 60 minutes (3600 seconds). This value is not configurable.

(below info copy/pasted from 1200 SecureSyncs)
“The SSH configuration is fairly standard.” Default values we change:

» LoginGraceTime 30s: The login grace period is 30 seconds (you have 30 seconds to enter password after being
prompted

¥ MaxAuthTries 4: The number of password attempts is 4. (max of four failed password attempts)

» MaxStartups 3 (“3:30:10”): Specifies the maximum number of concurrent unauthenticated connections to the
sshd daemon. Additional connections will be dropped until authentication succeeded, or the LoginGraceTime
expires for a connection (The default is 10. We change this value to 3)

Defaults values we don’t currently change
¥ Rate limiting: SSH limits successful connection to 5 in 60 seconds.

Note (3/9/12) US Army has requested this value be increased in a future update. We will likely increase this value
in a future release.

Update to this (8/31/12): The pending version 4.8.7 release addresses this.
FYI- Regarding the desire to view the SecureSync's ssh_config and sshd_configs, these can be viewed from the
SecureSync via a DB9 Serial or CLI connection.

To view these configs, either connect to the SecureSync's front panel Serial port using a DBOM to DB9F serial cable pinned
straight-thru, or via a CLI connection ( via either telnet or SSH). The login credentials for the CLI interfaces is the same as
the web browser. Attached is a document that discusses how to use HyperTerminal (or other terminal emulator program) to
communicate with the front panel Serial port.

Then, change to the /etc/ssh file. Then you can "cat" the sshd_config file. Refer to the screenshots below for an
example:

@ spadmin@Spectracom:/etc/ssh
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‘@ spadmin@Spectracom:/etc/ssh

Hi Richard,
Good morning. | hope you had a great weekend!

Regarding SecureSync SSH, this is not a normal means to monitor the operation of the SecureSync. SSH (Secure
telnet) provides the ability to offload/upload the SecureSync’s security certificates (such as the HTTPS certificate),
configuration files, the unit’s log files and the SNMP MIB files. It provides the same limited functionality as telnet. But
with SSH, the login password is encrypted, unlike telnet which sends the password in the clear.

If you don’t already have an SSH client on your PC, we typically use the PUuTTY SSH client software for Windows ( |
believe this is still a freeware program). SSH uses network packets to communicate with the SecureSync.

As shown below, the following items are available via SSH:
# 10.2.100.58 - PuTTY

SSH configurations available to users
A) SSH configuration via the newer (black/charcoal) interface browser.

refer to online SecureSync user guide:
http://manuals.spectracom.com/SS/Content/NC_and SS/Com/Topics/SETUP/SSH _Configuration.htm

¥ Configured in the Management -> SSH Setup page of the browser, Host Keys tab
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SSH Setup

HostKeys  Public Key

Public Key or Password

@ ENABLED
@ ENABLED
@ ENABLED

@ ENABLED

» Can login using Public Key Only, Password only, or either Public Key or Password

» When using password to connect via SSH. Account and password is either the spadmin account/password or a
user account that has been created.

Note: User accounts that are created with user rights can still connect to SSH (does not have to be assigned to the
admin group)

“Public Key Tab: Paste the public key from each computer that wishes to access the NTP server via SSH into this field (if
there are four computers, paste four keys into the table and then change “View or Edit” to Enabled. Press Submit). Each
key goes into a new line in this field).

SSH Setup

Note: Private keys remain on the computers.
Issues associated with the ‘ED25519’ key type

1. ED25519 key type drop-down is limited to just “256” bit (unlike the other key types)

2. Error message displayed at top of page when trying to regenerate the keys:
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» Refer to Salesforce Case 278362/JIRA ticket DMND-1728 (Jan 2022)

» Associated with at least version 1.4.0, beta 3.
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Limit number of login Telnet/SSH re-tries (entering incorrect password several times in a row)

In summary, 3 “retries” are allowed, before a 60 second timeout period has to occur, before a successful login can occur.
The following message will be displayed after the third failed login attempt (“server sent disconnect message type 2
(protocol error): Too many authentication failures”)

s ) Server sent disconnect message
& type2 (protocol error):

"Too many authentication failures”

Note: web browser login re-tries is not the same. Refer to the web browser section of this document for more info.

Example of a similar error message response

$ ssh spadmin@sv02pdmi33
Password:
Received disconnect from UNKNOWN: 2: Too many authentication failures

Reply from Dave Lorah (12 May 16) | believe this is a factor of too many wrong password entries when
trying to connect via SSH. | get the same error if | enter the password wrong three times in a row
using Putty. Try closing the SSH viewer and reopen it.

Telnet socket issues/Bash Shell (Reported by Walt Washington, 22 Aug 2013

Q We are not using ssh. Our software works through this same Telnet protocol on another GPS so | know the code works. | believe the
problem is the fact that your GPS runs the bash shell. We are not using a command line interface so the shell script doesn't have
anywhere to run. We are simply creating a socket and connecting it through Telnet and sending ASCII characters. The connection is
successful and we can see that in the GPS logs. We do not receive prompts on the Telnet connection after the connection is made like
we do when we are in the command line.

Bash scripts do not return values according to my research and it is my belief that the shell is causing a disconnect since it doesn't have
anywhere to run.

Second email from Walt
The program we are using is a simple socket program written in ADA. This program was written solely for testing communication with the
GPS, because once we get this working will be able to integrate it into our software product.

The socket is setup as a client and connects to the GPS server socket on port 23. There is no command line interface using this
method. We have the Username and Password in separate commands. We start by connecting the socket. We then manually click the
Username button to send the username. We then manually click the Password button to send the password. Then we click the Send
command to attempt to get time. At any point in this process we have a receive button that we can click to see what information has
been received from the GPS. When we click Connect and then receive we get some jibberish instead of a prompt for the

Username. Then if we attempt to send the Username or password or the time command and then hit receive, we do not receive any
information at all.

When we connect to the server, we expect to receive a prompt from the GPS for a Username. We do not receive this prompt, we only
receive jibberish. We know that the program is correctly connecting to the server because the GPS logs show that the session was
started and a connection was made. After that point, no matter what commands we send to the GPS, we do not get any login failures or
successes. The GPS simply does not acknowledge anything we send it. Nothing changes in the logs except when we close the
program it shows the session ending. We know the information is being successfully sent, because the program has error checking built
in. If it tries to send the information and it does not get sent, we would get a send error.

The software version we are running is 4.8.7.

Also, using the same software, if | change the port to the FTP port (port 21) or the SSH port (port 22) we receive a welcome message
from the GPS. We do not get jibberish like we do on the telnet line.

We would prefer to not use SSH or any third party software to be able to connect to the GPS.
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The other GPS that we can successfully use this software with does not use the Linux Shell commands. When a telnet session is
opened only simple communication back and forth occurs.

Last email from Walt

The "gibberish" that is coming from the SecureSync is connection codes from the telnet server running on that port. It requires some
response codes from their client in order to proceed further with the connection to get the username/password prompt. The links below
are a discussion on a telnet vs raw socket connection, and a resource on the telnet commands/options. From a high level, the telnet
server is asking the client, or socket connection in this case, to do certain things. If the client says it won't do that, it will still continue to
make the connection.

http://archive.iprodeveloper.com/forums/aft/52910

http://www.networksorcery.com/enp/protocol/telnet.htm

I've attached a python script | wrote as an example showing a "WON'T" response to all of the "DO" commands, logging in, and running
the HW_GetTime command. Below is the output from the SecureSync from running the python script. The \xff\xfd\x18 is an example of
a “DO” command. The script would send back \xff\xfc\x18 as the “WON’T” response.

Python script output:

"\ Fd\x 18\xf\xfd \xfi\xfd#\xf\xfd™
\FXFb\x03\xfxfd\x0 1 \xfAxfd\x LAXFAXfb\x05\xfAAxfd!"

fxfb\x01\r\nLinux 3.8.13-gentoo (Spectracom) (1)\r\n\r\n’

‘Spectracom login: '

'spadmin\r\nPassword: '

\r\nSpectracom SecureSync Version 5.0.0\r\nspadmin@Spectracom ~ $'
HW_GetTime 0

DOY Time:

Year: 2013

DOY: 235

Hr: 18

Min: 19

Sec: 47

Nsec: 423202970

Sync: TRUE
spadmin@Spectracom ~ $

Troubleshooting telnet/SSH issues
1) SSH doesn’t appear to be running, even though it’s enabled

» SSH daemon is not always running. It only starts running if it has detected a connection attempt is being made.
Otherwise, it's not running. It can only be detected when it’s actually running.

Q. sshd on one of ntp appliance is not up, reboot does not fix it.

A (email from Keith, with input from Paul Myers, 8 Nov 2012) lo note, SSH cannot be detected unless it’s actually running. And
SSH is not a continuously running daemon. It doesn’t continue to run, while waiting for a SSH connection to start. SSH is only
started if it detects a connection attempt is in process. If you don’t see SSH running, it's because SecureSync has not detected an
attempt to login is now occurring.  If you are trying to SSH into a SecureSync, but it’s failing to connect (not even getting a login
prompt), there may be a firewall blocking the SSH port, for instance. You may need to perform a wireshark packet sniff to see where
the SSH packets are being lost.

Email from Keith (9 Feb 16) When you try connecting via ssh, does it display any error messages (such as
“connection refused” for example)? Do you get to the login prompt but it's not taking your credentials to get past
login? Or does it stop after logging in?

There are no known issues associated with SSH in version 5.2.1. With the unit still being accessible via its browser, as
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long as SSH is still enabled and as long as no entries have been added to the Network Access Restriction table, there
shouldn’t be any reason with the server itself that the ssh wouldn’t be working in the SecureSync. External to the
SecureSync, make sure that TCP port 22 is open on any firewalls in between and on your PC.

To verify SSH is still enabled in the server, login to the SecureSync’s browser and then, navigate to the Management -
> Network page of the browser. In the lower-left corner, make sure the “SSH” slider switch is set to “ON” (with a green
fill), If it’s still enabled, | suspect there is a firewall on your PC or between the SecureSync and your PC which is now
blocking port 22.

Let me know what you find and then we can go from there!!

2) “Network error: Connection refused” displayed

Possible causes/suggestions

1. SSHi/telnet is disabled in the list of Services (Newer browser: Management -> Network page, bottom left-
corner)

2. Make sure TCP port 22 is open for SSH (or TCP port 23 for Telnet) on ay firewalls

3) “Access denied” reported

Possible causes:
e Invalid password entered (local, LDAP or Radius/Tacacs account with versions 5.6.0 or above installed)

¢ Invalid account name entered (local, LDAP or Radius/Tacacs account with versions 5.6.0 or above installed)

o Network Access Restriction table has at least one entry in it and this computer is not allowed to connect to telnet
or ssh.

The /var/log/wtmp.log filemay be full
¥ Refer also to wtmp.log in this doc
» Refer to Salesforce case 21031 (for Jane Street)

o Initially reported that the browser and SSH had stopped working in 5.2.1. He responded back with: “It
appears we've had the same issue before and wtmp is full.”

¥ The newer version of the cleaner patch (~Dec 2015) cleans out this file. Perform the cleaner to reduce this file size
(I don’t believe a reboot will clean out this file).

What is the wtmp file refer to (http://linux.die.net/man/5/wtmp)
“The wtmp file records all logins and logouts. Its format is exactly like utmp except that a null username indicates a
logout on the associated terminal”

Example from our server
@ spadmin@Spect:

4) no matching key exchange method found” displayed in the SSH program OR “Could not load host key” log
entries in time server
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no matching key exchange method found
$mparvath009383:~ mparvath$ ssh spadmin@kynudcsts001
ssh_dispatch_run_fatal: Connection to 10.65.224.170: no matching key exchange method found

mparvath009383:~ mparvath

Report from customer “There are these messages in the auth.log”

Jan 27 00:16:57 nt01pdmil07 sshd[7256]: error: Could not load host key: /etc/ssh/ssh_host_ed25519_key
Jan 27 00:16:57 nt01pdmil07 sshd[7256]: Did not receive identification string from 144.14.193.108

Jan 27 00:16:57 nt01pdmil07 xinetd[2927]: EXIT: ssh pid=7256 duration=41(sec)

Email from Dave L (15 Feb 27) What we believe is happening is you are using an older or NEWER SSH
version and there is key negotiation issues where it tries key different types and it is timing out
before getting a connection.

We updated OpenSSH in nearly every past version and there was usually an issue with the supported key types.

| would recommend you evaluate which version of SSH you and the Securesync are using, and pick a compatible key type on each side
that works. Updating the firmware to current version 5.5.1 should also resolve the problem.

Keith sent to Danny Loke (16 May 13) Please note that there were no changes to either Radius or SSH (that I'm aware of anyways- I'm
double-checking with our Engineers just to be sure) in either the versions 4.8.8 or 4.8.9 software updates.

SSH with Radius login hasn’t been available in any version of the SecureSync software. Radius login has always been limited to strictly
the web browser (HTTP/HTTPS) login. So your customer wouldn’t have been able to login to SSH using the Radius password even
before updating the software beyond 4.8.7.

First, SSH has to be enabled in SecureSync in order to be able to use it. Have your customer navigate to the Network -> General Setup
page of the browser and click on the “Services” tab. Make sure SSH Service is set to “Enabled”. If it's set to “Disabled, enable it and

press Submit.

SSH has specific configurations for login (As configured in the Network -> HTTPS/SSH Setup page of the browser, SSH tab). The “SSH
Authentication” field determines if the SSH connection requires no login password- just the correct public key, only a password with no
public key, or if it needs either one in order to connect (as shown below):

HTTPS/SSH SETUP
s
. Host Keys
Deloto Host RSA Key File Dsabled v
Delete Host DSA Key File Oisabied v
Delete Host ECOSA Key File Owabled v
Create Host Key Files Dussbied v
Host Key Stats
RSA Key Loogth 2048
DSA Key Length 1024
ECOSA Key Langth 1
SSH Authentication
Authentication Type Publc Key ot Password ¥

Public Keys Fil
View ot £t Daabled v |

Have your customer verify the current settings in this page of the SecureSync. At least for test purposes, temporarily set it to “Only
Password” so that it can only connect with the proper password. This can be changed later, as desired.

With version 4.8.8 software installed in a SecureSync, | just created two local login accounts, one with user rights and one with admin
rights. | was then able to connect to SSH using both of these two accounts with no problems (the rights don’t restrict the ability to

connect to SSH). If your customer still can’t login to SSH with any User accounts, please have them verify that Port 22 is open on any
firewalls on the PC or in between the PC and the NTP server.

Please let me know what they find was preventing the SSH connection, so that | know they are all set- Thanks
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FTP and SFTP/SCP (Secure Copy Program)
A) FTP (File Transfer Program)

B) SFTP/SCP (SecureSync Copy Program)

¥ Refer to online SecureSync user guide:
http://manuals.spectracom.com/SS/Content/NC_and SS/Com/Topics/SETUP/SSH_Configuration.htm

o Select “File Transfer Using SCP and SFTP”

Secure File Transfer Using SCP and SFTP
SecureSync provides secure file transfer capabilities using the SSH client tools SCP and SFTP.
Authentication is performed using either Account Passwords or Public Key with Passphrase.

Example output from OpenSSH, SCP, and SFTP client commands are shown below.

SFTP/SCP (Secure Copy Program) is a secure means of copying files from one system to another, using the underlying
Secure Shell.

**tcpforwarding (TCP forwarding)
» tcpforwarding is disabled in all software versions
Email from Paul Myers (15 Jan 2014)

The SSHD Configuration files have “AllowTcpForwarding no” by default. | think this has been this configuration for some time. It is either
the default or | turned it off since the NetClock 93xx. NetClock 93xx has it turned off as well.

User Rights/Permissions

» Permissions / rights are determined by the Group (user or admin) setting of the local account created in the
SecureSync.

“user” group limitations include:
e Being able to read but not change network settings.

e Being able to read but not change the state of Services (such as telnet,ftp ssh)

If a “user” is logged in with ssh/telnet and they try to perform an admin-only task, “you must be an administrator to
invoke the xxxxx command” is displayed.

Below, | can view whether or not DHCP is enabled on Eth2, but | cannot change it (because | am a user group member):
Below, | can view the current static IP address of EthO. but | cannot change it (because | am a user Group member):

| also mentioned that users cannot change the state of services (such as telnet, ssh, http, etc). Changes to the state of each
Service (such as telnet) require an account with admin rights. Below, | can view that telnet is not enabled. But | cannot
enable it (because | am a user Group member):
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. command.

Security Algorithms (such as RC4)
**RC4 (also known as ARC4 or ARCFour)
» Refer to: http://en.wikipedia.org/wiki/RC4

» Refer to Mantis case 2293 http://cvsmantis.int.orolia.com/mantis/view_all bug page.php
» ARCFour consists of ARCFour, ARCFour 128 and ARCFour 256

» ARCFour is known to be weak. ARCFour 128 and ARCFour 256 improve these ciphers by removing the less
secure portion of the cipher.

» ARCFour was enabled, but at the bottom of the cipher selection list, in at least version 5.0.0 and below

» ARCFour was disabled in version 5.2.1 update.

Q. We need to disable RC4 for SSH. Can you folks tell me how that can be done?
A. Reply from Paul Myers to Wade Sober (8 July 2013)

If SSH users do NOT want RC4, Please have Keith collect the customer requirements and enter a Mantis case.

Does the customer have a security reason why RC4 should be removed?

If it is generally applicable, we can consider removing it for all customers in a subsequent release.
I think this would require rebuilding of OpenSSL or less likely OpenSSH.

I don’t recall an OpenSSH configuration operation to disable RCA4.

For HTTP there might be such an option but they are referring to SSH correct?

Update for questions below:
¥» RC4 was initially removed in update version 5.0.1 (Refer to Mantis case 2293)

» RC4 was then brought back into the software with version 5.1.5 (Refer to Mantis case 2918). It is also confirmed to
be enabled in versions 5.1.7. 5.1J and 5.2.0 as well. It was added in to help address a vulnerability issue that was
more severe.

» RC4 was then removed in version 5.2.1, as it was no longer needed in order to mitigate another vulnerability issue.

Note: In at least versions 5.2.1 through 5.3.1, RC4 cipher is only being used with the earlier “classic interface” web browser.
I's not used with the newer black/charcoal browser
¥ If network scanner is detecting RC4 cipher is present, we recommend disabling the classic interface browser and
just using the newer browser.

The classic interface web browser on port 8080 can be disabled in the bottom-left corner of the Management -> Network
page of the newer black browser. It's the last slide switch in the “Network Services’ list, labeled as “Classic Ul” (as shown
below). Note there is no need to reboot the SecureSync after sliding this switch to the OFF position.
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Q. We need to disable RC4 for SSH (in SecureSync). Can you folks tell me how that can be done?
A. Reply from Paul Myers to Wade Sober (8 July 2013)

If SSH users do NOT want RC4, Please have Keith collect the customer requirements and enter a Mantis case.
Does the customer have a security reason why RC4 should be removed?

If it is generally applicable, we can consider removing it for all customers in a subsequent release.

| think this would require rebuilding of OpenSSL or less likely OpenSSH.

| don’t recall an OpenSSH configuration operation to disable RC4.

For HTTP there might be such an option but they are referring to SSH correct?

Email from Paul Myers
It seems like SSH2 is GOOD with ARCFOUR

http://www.openssh.org/security.html

OpenSSH was not vulnerable to the RC4 cipher password cracking, replay, or modification attacks. At the time that OpenSSH was
started, it was already known that SSH 1 used the RC4 stream cipher completely incorrectly, and thus RC4 support was removed.

http://linux.die.net/man/5/sshd_config
ciphers described here

http://csce.uark.edu/~kal/info/private/ssh/ch03 09.htm
Restates RC4 is not useable with SSH1

Services/Processes/daemons which may be running
To check what processes are currently running
> All processes: At the CLI prompt, type ps -el <enter> (Note: ps -elf provides even more info)

» To see if a particular process (such as SNMPD and SNMPSAD, our sub-agent) is running, type ps -el | grep
snmp <enter> (where it will list everything with the name typed after “grep)

Note: when the SNMP enable/disable switch is off, both snmpd and snmpsad should be stopped (not listed)

List of various daemons/services/processes which may be enabled/running in the unit

Note: Not all processes in this list below (such as Broadshield for instance) apply to all Secure Syncs- the list of services
actually running in each SecureSync is likely to vary from one unit to the next. Also note there may be others not
listed below (such as any that were added after this list was compiled, ~June 2018, for instance)

list below was from Mike Sutton (28 June 2018)
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Addlocal...Service to add a remote user (RADIUS or TACACS+) to the system for SSH login.

Apache2... HTTPS

Apache2-cert... HTTPS security certifications

Broadshield...Service to start the Broadshield software option for jamming/spoofing support

Discmond... Daemon to monitor disciplining

Fcron...Used in Linux to execute periodic command schedulling

Fcrontab...Used by Fcron to create tables in Linux

Fpaneld...Daemon to run front panel

Gbe-load... Service to load the Gigabit Ethernet driver

Gpsmond...Daemon to monitor GPS receiver

Identify...Start-up script to identify hardware in the system.

Kalarmd...Daemon for alarm monitoring and messaging.

Khtd... Daemon for managing host time system time.

Khte... Program that ensures Linux and the Timing system times agree at start up.

Kmond...Linux monitoring Daemon

Kts...Kramden Timing System (Spectracom, proprietary)

Ktslogd...Daemon for monitoring and logging KTS events.

Local...Daemon to set up scripts within Linux which are used during boot or shutdown.

Logd...Daemon for monitoring and updating logs

Modules-load...commands used for loading/unloading modules into or out of the Linux Kernal

Net.eht0...Opens ethO port with defaults.

Netmond...Daemon to monitor network traffic and status.

Netmount...network startup on boot

Notifyd...Daemon which handles notifications

Ntpmond...Daemon to monitor Ntp.

Nwpdie... Service to discover features that are installed on startup

Nwple... Product labeling service

Pam... Linux authentication service

Perfmond...Daemon to monitor performance

Pseudod...Daemon to handle GPS information using pseudo-terminals for Broadshield

Rexd...Daemon to monitor other daemons

Snmpd...Daemon to monitor and facilitate process SNMP requests and redirect them to subservers (agents), that
generate SNMP messages payload. One basic agent is integrated, the other is snmpsad

Snmpsad... Daemon to monitor and facilitate SNMP MIB. Traps.

Sql_Db...database for the Web U/I.

Sshd-create-keys...Daemon to create SSH keys for console access.

Statusd...Daemon to report system status.

Sysklogd...Daemon to monitor and report syslog

Xinetd...Networking Daemon

Controlling Services as spfactory (internal use only)
Kill a particular process that is currently running (such as snmpsad from above screenshot)

> Type: Kill followed by the pid number (“2940” in the above screenshot). Example: Kill 2940 <enter>.

Start or stop services (such as SNMP, NTP etc)
1) Change to /etc/init.d

2) Type the name of service (such as snmpd) followed by start or stop or zap
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3)
4)
5)
6)

Zap (zap is for stopping a crashed service such as SNMP, NTP etc)
Change to /etc/init.d

Type the name of service (such as snmpd) followed by zap. Example: snmpd zap
Type the name of service (such as snmpd) followed by start. Example: snmpd start

Example ps -elf command from a v5.2.1 unit operating normally:
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Network related (network settings/Network Setup/DNS/Port enabling)
Network Discovery/Network Auto Discovery/Auto-Discovery

» for general info, refer also to associated “Network Discovery” in: .\CustomerServiceAssistance.pdf

per https://www.bing.com/search?g=auto+discover+network&gs=SC&pqg=autodiscover+network&sk=AS1&sc=6-
20&cvid=E0055639B243408EA04BC4283BC25288&FORM=QBRE&Ssp=2

“Based on the network location you choose, Windows will automatically assign a network discovery state to the
network and opens the appropriate Windows Firewall ports for that state. Network discovery is a network setting that
affects whether your computer can find other computers and devices on the network and whether other computers on the
network can find your computer”

Specific to Model 2400 SecureSyncs

» Don'’t believe Model 2400 SecureSyncs do currently support this capability, as of at least version 1.0.1 (first
production release, Sept 2019)

» Refer to Salesforce cases such as 209596 (requesting it be available in 1200 SecureSync)
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Base Ethernet interfaces (ethO/eth1) / Option Card interfaces (such as 1204-49/1204-4A)

. eeeececee * eo00ccc0e .
¥ eoeeceeecoe TIIXrxrxxl

@ ETHO 1GB Ethernet (RJ45 connector)
® ETH1 Ethernet (SFP connector)

® The Ethernet RJ45 (EthQ) and SFP (Eth1) connectors provide an interface to the network for NTP synchronization and to
obtain access to the SecureSync product Web Ul for system management. Eth0 has two small indicator lamps, “Good Link
(green LED), and “Activity” (orange LED). The "Good Link” light indicates a connection to the network is present. The
" Activity” light will illuminate when network traffic is detected.

1204-49/1204-4A Ethernet Option Cards to add additional network interfaces

» For more info, refer to Option Card Tech Note and Option Cards in online 2400 User guide:
http://manuals.spectracom.com/2400/Content/NC_and_SS/SS/Topics/OCs/OC _Id.htm

List below is for current examples (List subject to change)
o Model 1204-49: (2 SFPs) Dual GBE (Gigabit Ethernet) interface

® Inputs/Outputs: (2) Gigabit Ethernet

e Connectors: SFP Ports (2x)

® Management: Enabled or Disabled (NTP server only)
® Maximum Number of Cards: 1

® Ordering Information: 1204-49: Dual Gigabit Ethernet

9~

.'\_J O—l
o“o
020 *%e)
EOC OO:I

o Model 1204-4A: (4 SFPs) Quad GBE (Gigabit Ethernet) interface

® Inputs/Qutputs: (4) Gigabit Ethernet

& Connectors: SFP Ports (4x)

® Management: Enabled or Disabled (NTP server only)

® Maximum Number of Cards: 1

® Ordering Information: 1204-4A: Quad Gigabit Ethernet

e

pg. 308


http://manuals.spectracom.com/2400/Content/NC_and_SS/SS/Topics/OCs/OC_Id.htm

Management -> Network Setup page (for base ethO/eth1 and 1204-49/1204-4A Option Cards)

A} Base ethernet interfaces (ethO and 1)
» Base ethernet interfaces are configured in Management -> Network Setup

Issue: Report of Management-> Network Setup page not displaying ethO/eth1

Refer to Case 274942

Was due to being logged in as a USER account (instead of an admin account). User account doesn’t have
rights to view or change network settings.

Reply from Dave Lorah (9 Nov 2021) The reason you are seeing only the one Icon instead of three on the
Network Setup screen is because you are logged in with an account that has only User privileges, which is read
only. The configuration Icons are not visible if logged in with a User Account.

You can either login to the spadmin account or change your User Account privileges to Admin instead of User.

The front panel doesn't have a login and is always capable of setting the Network parameters.

B) Network Interface Setup of 1204-49 and 1204-4A expansion cards

¥ Refer also to the Option Card Assistance document in |:\Customer Service\l- Cust Assist documents\Word
documents for more info on these cards

Important Note: These Option Cards are only compatible with Slots 1 and 2 of the 2400 SecureSyncs. This is not a
potential issue with Model 2402 SecureSyncs (which only has Slots 1 and 2), But can potentially be an issue with
Model 2406 SecureSyncs (having 6 slots).

On 6/14/2023, Jon Brand mentioned that OPA automated tested has since started verifying these Option Cards are
only installed in Slots 1 or 2, and has also become more thourough at verifying operation of these cards. Earlier
shipped 2400 SecureSyncs have had these cards installed in at least slot 6, if not also 4 or 5 as well.

Symptoms of these cards being installed in a slot other than 1 or 2 include the Option Card being installed. But the
Card’s version is reported as “N/A”.

Note: Network settings for the GB expansion cards are only available when starting from the “Configure 1GBE” button
in the Management -> Network Setup page of the browser. The Network Settings won’t be displayed/available if
clicking on the Configure 1GBE” button in the Management -> NTP Sefup page.
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Management -> Network Setup page

UTC. 2022.08.04 150545

WIERFAGES

Network Services Dual 1GBE (Slot 1) Network Status

UNPLUGGED, Not avatable

UNPLUGGED, Not avaiatle

3O Dual 1GBE (Slot 1) Edit Interface Settings: eth0 Q

‘Dual 1GBE (Siot 1) Interface Status: eth0 General Status 1Pv4 Status 1Pv6 Status @, U
See additional info further below
O ¢ ] [) about “Enable Interface” and 0
‘ Desaee “Auto-Connect”
) Q

Info about “General Status” (“Enable interface” and “Auto-connect”)

Whether a network cable is connected to an installed SFP (and the other end of the cable connected to another network
device) DOES determine whether the Enable button can remain selected. Please have the customer connect a cable to the
SFP, and their observation should disappear.

Having an SFP installed in a network interface, but no cable connecting the SFP to a network device, will not allow the
interface to be “enabled”. An SFP needs to be installed, and a network cable needs to be connecting the SFP to another
network device (such as a switch), in order for the port to be able to be enabled/remain enabled.

If the “Auto-connect” button (under the “Enable” Button) remains selected (enabled by default) the Enable button will be
selected automatically, once a cable connects the SFP to another device, and the web page is refreshed. Then, if the
Enable button is unchecked by a user, while the cable remains selected, the port switches from “active” state to “inactive”
state.
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Display network (UDP/TCP) network ports open/Network port assignments (such as port 123 is
for NTP)

Netstat commands

» Refer to netstat section in this doc: netstat and ss commands

“To list all open ports or currently running ports including TCP and UDP in Linux, we will use netstat, is a powerful tool for
monitoring network connections and statistics.”

Available variants of the netstat command

» refer to sites such as: https://www.tecmint.com/20-netstat-commands-for-linux-network-management/

https://www.tecmint.com/find-open-ports-in-linux/

To list all open ports or currently running ports including TCP and UDP in Linux, we will use netstat, is a
powerful tool for monitoring network connections and statistics

List All Network Ports Using Netstat Command

§ netstat nta

Proto Re S5end-Q Local A

tcp

LISTEN
LISTEN
LISTEN

Where,

m (1| prints only listening sockets
= [-n| - shows port number

= || - enables listing of tcp ports

m |-u[— enables listing of udp ports

netstat -tuln | grep :::

tcp6 0 0::8080 el LISTEN port 8080 is used for Timekeeper option (if license file
installed)

tcp6 0 0::80 ok LISTEN  port 80 is used for HTTP web U/I

tcp6 0 0:21 ik LISTEN port 21 is used for FTP

tcp6 0 0::22 i LISTEN port 22 is used for SSH, SCP

tcp6 0 0::23 i LISTEN port 23 is Telnet, unencrypted text communications to the unit
tcp6 0 0::443 ok LISTEN port 443 is used for Https, SSL

udp6 0 0::57543 i

udp6 0 0:161 o

spadmin@Spectracom ~ $
In addition to the list above, port 123 is for NTP packets, and port 161 is for SNMP packets
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ss -Intu command to find a list of all open ports
refer to L https://www.tecmint.com/find-open-ports-in-linux)

RFCs

The Internet Engineering Task Force website (has a section titled "RFC pages". RFC's (Request For Comments) provide a

breakdown of the many protocols used by computers and networks. Refer to http://www.ietf.org/rfc.html to query for a
specific RFC.

MIB-2 is officially defined in RFC1213. Type in “1213” where it asks for the RFC number. This will give you Management

Information Base for Network Management protocol for TCP/IP-based Internets (MIB-II).

For a “complete” list of ports, refer to: http://en.wikipedia.org/wiki/List of TCP_and UDP_port numbers

UDP/TCP Ports for the 2400 SecureSync

Protocol | Port Description Asso_mate_d service Notes
(for listening)
TCP or 13 Daytime [Xinetd (although this | Daytime protocol (RFC 867)
UDP will launch daytime
upon connection)
TCP 22 SCP/SFTP [Xinetd (although this |SSH (Secure Shell)
will launch sshd upon (Apr 13 17:37:14 Spectracom xinetd[2383]: START: ssh pid=18927
Connection) see from=::ffff:10.2.100.52
example log entry to
the right
TCP 37 TIME Xinetd (although this | Time protocol (RFC 868)
will launch time
protocol upon
connection)
UbP 53 DNS Domain Name System
TCP 80 HTTP HTTP Optional, if HTTPS is normally used)
UDP 123 NTPD NTPD Network Time Protocol (NTP)
UDP 161 SNMP snmpd (Factory default is 161, but is user-configurable)
UDP 162 SNMP snmpd (Factory default is 162, but is user-configurable)
TRAPS
TCP 443 HTTPS/SSL Apache2 Associated with the Apache browser
UDP 514 syslog syslogd Remote Shell, Factory default is port 514. Can be changed
in versions 5.7.1 and above,
UDP 319 ptpv2 ptpd PTP protocol
UDP 320 ptpv2 ptpd PTP protocol

xinetd (per https://en.wikipedia.org/wiki/Xinetd)
xinetd listens for incoming requests over a network and launches the appropriate service for that request.3!

Requests are made using port numbers as identifiers and xinetd usually launches another daemon to handle the

request. It can be used to start services with both privileged and non-privileged port numbers.

CLI Command to report port statuses

Per Eric Girard (June 2022) grep <service name > etc/services will report each used port for each protocol
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**2400 Port speeds/duplex settings (hard-set vs auto-negotiate) selections (ethO/eth1)

Customer desire to Hard-set network speed/duplex settings in 2400 SecureSync v1.2.2

» Refer to Case 285987 / JIRA ticket CAR-1815
» Ability to hard-set port not available in at least v1.6.0 and below (Nov 2022)

NOTE: Info further below is from 1200 SecureSyncs

Current info for 2400 SecureSyncs

As of even at least v1.6.0 and below (expected around Nov 2022) ability to hard-set port speed/duplex settings is
not available!

CAR-1815 was created by Ryan Johnson as a feature request to add hard-set speed/duplex settings

(Status update as of 2 Nov 2022)
rdries 3 hours ago
Hi @Girard Eric, there is currently no way for a customer to disable auto-negotiation in 2400. Engineering has a ticket to add this in a future release.

Girard Eric 2 hours ago
Thanks @rdries So i guess it is scheduled for 1.7.0, expected for Q1 2023?

rdries 2 hours ago
I am not sure when this feature is planned for. @Mike Pratt @ryanj could you provide Eric this information?

Mike Pratt 2 hours ago

@Girard Eric @rdries That feature is tentatively planned for 2400 version 1.8.0, which is two versions from now. That's Q2 2023 at best, but | absolutely
don't guarantee that right now (edited)

A) Configuring via CLI (speedget and speedset commands)

(Not currently available in 2400s. Needs to be edited in the future)

B) Configuring via web browser

Management -> Network Setup page,
Click the middle icon (pencil) for each interface (ethO thru eth3)

“Autonegotiation” enabled (default) Autonegotiation” disabled

(Not currently available in 2400s. Needs to be edited in the future)

Logging of associated port settings in the kern.log

(Not currently available in 2400s. Needs to be edited in the future, once speed/duplex settings can be hard-set)
¥ Port speeds (such as 10Mbps, 100Mbs or 1000Mbps) and duplex selection (half duplex or full duplex) for the

Ethernet interfaces are logged in the kern.log

e Example kern.log entry:
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**Desire to display port state of all Ethernet ports (port up, port down, cable unplugged)
» CLI command is portstate

» Displays status of all installed Ethernet ports, including EthO

e
e
=
e

Ethernet port states via SNMPGets

Note that in addition to the port states being available via the portstate CLI command, they are also available via
SNMPGets in the generic (not Spectracom-specific) RFC-1213 MIB. The name of the object for the states of each port in
the RFC1213 MIB is ifOperStatus (as shown below):

The ifDescr object lists all of the available interfaces in the time server and reports the “assigned name” for each one.

a | s -

. ifLastChangs ?entGET requestto 102100176 161

. iinOctets iDescr.1 o
ifnUcastPids ifDescr.2 tunld

«ifnkUcastPis iescr.3 )

{ inDiscards iMescr.4 ipBtni0
inErrars )

. iinUnknownProtos iescr.5 ethd
ioutOctets iMescr.6 ethl
iDutlcastPits ifDescr.7 eth?

«ifouthUcastPkts B
ifoutDiscards Fhescr.8 i3
OutErrars Sent GETNEXT requestto 10.2.100176 : 161

L ifoutaLen ifOperStatus.1 up(1)
ISpecific Sent GETNEXT requestta 10.2.100.176 : 161

ifOperStatus.2 down(2)
Sent GETMNEXT requestto 102100176 : 161
ifOperStatus.3 down(2)
Sent GETMNEXT requestto 10.2.100176 ;161
ifOperStatus.4 down ()
Sent GETHNEXT requestto 10.2.100176 : 161

INTIONS ifOperStatus.5 upil)

3AL-REG-MIB Sent GETHNEXT requestto 10.2.100.176 - 161

RESYHNC-MIE ifOperStatus.6 up(l)

Va-MIB Sent GETNEXT requestto 10.2.100.176 - 181

Mg ifOperStatus.7 down(Z)

Sent GETMNEXT requestto 10.2.100176 - 161
ifOperStatus.8 down(2)
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DNS servers settings (Primary and Secondary DNS servers)/LLMNR

Configuration (“etc/resolv.conf” file)

¥ Users do not have permission to edit resolv.conf file directly.

» The two DNS Server fields are only displayed in the browser if DHCP is disabled (they are hidden when DHCP is
enabled)

» DNS settings should be automatically configured if the port is configured as DHCP enabled
¥ Manual configuration if DHCP is disabled on that Ethernet interface

» For detailed info on the etc/resolv.conf file, refer to http://man7.org/linux/man-pages/man5/resolv.conf.5.html

The Link-Local Multicast Name Resolution (LLMNR)
» Refer to Salesforce Case 301047 (for 1200 but likely also applies to 2400s)

» refer to https://en.wikipedia.org/wiki/Link-
Local Multicast Name Resolution#:~:text=The%20Link%2DLocal%20Multicast%20Name,on%20the%20same%20local%20link

“The Link-Local Multicast Name Resolution (LLMNR) is a protocol based on the Domain Name System (DNS) packet format that
allows both IPv4 and IPv6 hosts to perform name resolution for hosts on the same local link.”

A) Via CLI command
Display/retrieve/set DNS settings for each Ethernet interface

» The CLI command: dns4get X retrieves the DNS setting (for the port specified by the “x”.

» The CLI command: dns4set x <primary dns> <secondary dns> configures the DNS setting for the
Ethernet interface port number specified by the “x”. (note the secondary DNS address is optional/not required)

B) Via New browser (Management -> Network page of the browser)

Email from Keith (25 Jun 15) FYI- the only reason you should have to configure DNS servers is if you are using static network
settings. If you are using DHCP, the DHCP server should have configured these settings for you.

For static network settings, the DNS settings are located in the Management -> Network page of the web browser. Then click on
the middle of the three icons (the gear icon) for the Ethernet interface that you wish to configure.

With the Ethernet interface enabled (top of the pop-up window) and as long as the "Enable DHCPv4" checkbox is not selected, you
will see the DNS server fields (these fields are not displayed if the "Enable DHCPv4" checkbox is selected) as shown below:

pg. 315


http://man7.org/linux/man-pages/man5/resolv.conf.5.html
https://en.wikipedia.org/wiki/Link-Local_Multicast_Name_Resolution#:~:text=The%20Link%2DLocal%20Multicast%20Name,on%20the%20same%20local%20link
https://en.wikipedia.org/wiki/Link-Local_Multicast_Name_Resolution#:~:text=The%20Link%2DLocal%20Multicast%20Name,on%20the%20same%20local%20link

Edit Ethernet Port Settings

Available CLI (“dig”) command to help troubleshoot DNS issues
Note (24 Jan KW) Appears dig may have removed (or disabled for spadmin)

dig: (Domain Information Groper)
» At the command prompt. type “dig”

Function: a flexible tool for interrogating DNS name servers. It performs DNS lookups and displays the answers
that are returned from the name server(s) that were queried.

1 18.2.18@_35% <18.2_18@_35%> 1.2Y5 ms @A_.326 m= B_268 n=
spadmin@Spectracom 1% dig 18.2_180.35

<<>» DiG 7.4.1-P1 <<>> 18.2.1808.35

globhal options: printcmd

Got answer:

—>>HEADER<<— opcode: QUERY. statusz: NXDOMAIN. id: 270479

flags: qr rd ra; GQUERY: 1. ANSWER: @A, AUTHORITY: 1. ADDITIOMAL: @A

QUESTION SECTION:
A.2.1860.35. IN

ko

AUTHORITY SECTION:

6OA IN s0A a-root—servers.net. nstld.verisi
n—grs.com. 2012042001 1880 780 664800 6480

Query time: 120 msec

SERVER: 18.1.1.38#5%3(168.1.1._38>
WHENM: Fri Apr 28 18:29:31 2812
MEG SIZE rced: 184

spadmin@Spectracom ™1
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**DNS Host name/ Fully Qualified Domain Name (FQDN)/ (hosthame/host name)/LLMNR

Notice about using DNS host names: When listing DNS hostnames (instead of IP addresses) to peer NTP servers
together, the FQDN (Fully Qualified Domain Name) may need to be used, especially when the devices are not on the same
domain.

Rules for hostnames in linux (Refer to RFCs 952 https://tools.ietf.org/html/rfc952 and Section 2 of RFC 1123:
https://tools.ietf.org/html/rfc112)

A "name" (Net, Host, Gateway, or Domain name) is a text string up to 24 characters drawn from the alphabet (A-Z), digits
(0-9), minus sign (-), and period (.). Note that periods are only allowed when they serve to delimit components of "domain
style names". (See REC-921, "Domain Name System Implementation Schedule", for background). No blank or space
characters are permitted as part of a name. No distinction is made between upper and lower case. The first

character must be an alpha character. The last character must not bea minus sign or period. A host which serves as a
GATEWAY should have "-GATEWAY" or "-GW" as part of its name. Hosts which do not serve as Internet gateways should
not use "-GATEWAY" and "-GW" as part of their names. A host which is a TAC should have "-TAC" as the last part of its
host name, if it is a DoD host. Single character namesor nicknames are not allowed.

Domain Name storage

» The domain name for each Ethernet port is stored in the associated “dhclient-eth” config file located in the /etc file
(for example, the IPv4 domain name for ethQ is stored in the dhclient-eth0.conf file

» If NTP peering isn’t working when using hostnames, may need to use FQDN (Fully Qualified Domain Name). Or,
setup the domain name on the network interface setup page of the time server for each port, which should allow the
single name rather than needing to use the FQDN.

SecureSyncs/9400s support just ONE Domain name per Ethernet interface (can’t list more than one)
¥ As of least version 5.6.0 (Apr, 2017), can’t list more than one domain name per Ethernet interface.
Q We were adding some additional domains under below location. We tried adding domains separated by comma, space,
semicolon but received error “Invalid domain name”

Management -> Network Setup - > Go to “eth*” interface —> Click on gear box -> Under domain field add domains <
ofi.com ny.ofi.com den.ofi.com tri.ofi.com roc.ofi.com oppenheimerfunds.com >

A Reply from Dave L (14 Mar 17) These parameters are limited in the Securesync configuration.The Securesync cannot have more
than one Domain name per Ethernet port. Each port can have up to two DNS server addresses.
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Configuration of hostnames (excerpted from 1200s)
Factory default hostnames
o Eth0O: domain201
o Ethl: domain202

Via web browser
A) Management -> Network page, General Settings button on the left

» To view the current value: click on the left of the three icons (i) for the particular port

¥ To change the current value: click on the middle of the three icons (gear icon) for the particular port. It's the
“Domain” field.

Newer browser interface only:
SecureSyncs/9400s accept:
» Over 40 total characters total in length (not sure exact limit)
» First character can be any number or letter (lower or upper-case)
» Hyphens/minus sign (-) (except as the first character)
» Dots “.” (except as the first character)

Note (about dots): In order to use any dots in the hostname, it can only be entered via the newer browser.
The classic interface doesn’t accept any dots.

Does not accept:
» Can't be left blank.

¥ Spaces in the name. However, you can you a hyphen (“-”) in place of the space. Note that you can’t use an

underscore (“_") in between.

» Does NOT accept as first or any other character: either parenthesis sign (either “(“ or “)” ) the “and” sign (&) or
quote mark (“),colon (:), apostrophe (‘), or semicolon (;) or backslash (\), or pound sign (“#”) or a plus sign
(+),asterisk (*),underscore (_ ), percent sign (%), tilde (~), question mark (?), ampersand (@), (*) exclamation (!),
brackets ([ or ]) or ({) or (}),or comma (,) forward slash (/)

¥ Does not accept less than or greater than signs (< or >) anywhere in the string.

» Does not accept dollar sign (random numbers may be returned in its place).
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The Link-Local Multicast Name Resolution (LLMNR)
» Refer to Salesforce Case 301047 (for a 1200 but likely also applies to 2400s)

» Refer to https://en.wikipedia.org/wiki/Link-
Local Multicast Name Resolution#:~:text=The%20Link%2DLocal%20Multicast%20Name,on%20the%20same%20local%20link

“The Link-Local Multicast Name Resolution (LLMNR) is a protocol based on the Domain Name System (DNS) packet format that
allows both IPv4 and IPv6 hosts to perform name resolution for hosts on the same local link.”

Troubleshooting NTP peering
e Use the Status -> NTP page and NTP log entries to help troubleshoot

e When using hostname to define other NTP servers:

A) If they SSH or telnet to the SecureSync, can they ping the hostname of the other NTP server from the
command line?

B) If just the single name of the hostname (example “spectracom”) has the full domain name been configured in
the Interfaces page of the browser? This will need to be done.

C) Are the other NTP servers on the same domain? If not, the FQDN (not just the single name) will need to be
used.

*ARPS /| ARP CACHING
Issue: ARP messages keep going out around every 35 seconds. (Acts like arp caching issue - not able to store the arps
properly).
¥ Refer to Salesforce case 11297 (https://na8.salesforce.com/500C000000TDnFi)

» Paul Myers said this is likely due to adding NTP peers or NTP servers, and this NTP server can’t find one or more
of the NTP servers on the network due to network or routing issue. So it keeps sending ARP messages to find it.

**TCP connection/TCP session timeouts
Note: To see the timeout value, as any user, type “cat /proc/sys/net/ipv4/tcp_keepalive_time”
e Factory default TCP timeout is 7200 seconds (as verified in versions 5.2.1, 5.3.1 and 5.4.1)
e Factory default TCP timeout is 7200 seconds (with at least versions 4.8.9 and below).

» | entered Mantis case 2060 to make this timeout value user-configurable (as requested by Joel Polleta with
Northrop Grumman). Refer to Salesforce Case 10072 for more info

References for TCP User Timeout:
The relevant standards are:

e http://tools.ietf.org/html/rfc5482

e http://tools.ietf.org/html/rfc793

Note: this info doesn’t appear to apply to SSH (or at least SSH in Gentoo-versions 5.0.0 and above anyways)
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In at least versions 5.3.1 and below, the TCP timeout value is hard-coded and can’t be edited by a user.

Email from Paul Myers

SHORT ANSWER:

The default value is 7200 seconds

To see as any user type “cat /proc/sys/netl/ipv4/tcp_keepalive_time ” from the command line.
We could control the value via software if we so chose.

LONG ANSWER WITH THEORY BELOW:

In regards to the TCP User Timeout
The relevant standards are:
http://tools.ietf.org/html/rfc5482
http://tools.ietf.org/html/rfc793

How to change:
http://stackoverflow.com/questions/15484906/change-the-tcp-timeout-for-a-linux-network-device

http://www.cyberciti.biz/tips/linux-increasing-or-decreasing-tcp-sockets-timeouts.html

Excerpted from above link: (Credit given)

Some time it is necessary to increase or decrease timeouts on TCP sockets. You can use /proc/sys/net/ipv4/tcp_keepalive_time to
setup new value.

The number of seconds a connection needs to be idle before TCP begins sending out keep-alive probes. Keep-alives are only sent when
the SO_KEEPALIVE socket option is enabled. The default value is 7200 seconds (2 hours).

For example set value to 2400 seconds:

echo 2400 > /proc/sys/net/ipva/tcp_keepalive_time

You can make changes to /proc filesystem permanently using /etc/sysctl.conf

Half-Open TCP sessions

» From wikipedia The term half-open refers to TCP connections whose state is out of synchronization between the
two communicating hosts, possibly due to a crash of one side. A connection which is in the process of being
established is also known as embryonic connection. The lack of synchronization could be due to malicious intent.

» Both questions below were regarding Salesforce case 16300

Q. Does the SecureSync network stack drop half open TCP sessions after a timeout period? If so, what is the timeout? Is it
adjustable?
A. Keith’s response (from Dave Sohn, 30 Oct 2014): Yes, after ~3 minutes. It is not currently adjustable.

Q. Does the SecureSync network stack set a limit as to the maximum number of half-open TCP sessions allowed? If so,
what is the limit?
A. Keith’s response (from Dave Sohn, 30 Oct 2014): Yes, 128 half-open connections.

**FIPS compliancy / Network Isolation/Network security
¥ For FIPS: Refer to: FIPS compliancy (FIPS 140-2) for all Spectracom NTP servers

Q. Email from Jeremy Thomas (10/13/11) “They site CSG security accreditation (EL4 and above) no doubt we have similar
US alternatives”
A. Reply from Dave Sohn: We don’t have any security accreditations for the SecureSync

Q. Email from Jeremy Thomas (10/13/11): The question is the separation and security of SecureSync network timing
signals as each test room must ensure absolute security
A. Reply from Dave Sohn: Network isolation is handled within the SW via routing tables and rules.
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**|EEE 802.3
» Refer to http://en.wikipedia.org/wiki/IEEE _802.3

¥ |EEE 802.3 is a working group and a collection of IEEE standards produced by the working group defining the
physical layer and data link layer's media access control (MAC) of wired Ethernet.

IEEE 802.3ad/ IEEE 802.1ax (Link Aggregation Control Protocol"- LACP)

¥ Link aggregation is a computer networking term to describe various methods of combining (aggregating) multiple
network connections in parallel to increase throughput beyond what a single connection could sustain, and to
provide redundancy in case one of the links fail.

e 802.1ax (back in 2008)
e 802.3ad (initial release back in 2000)
» Refer to http://en.wikipedia.org/wiki/Link aggregation#lnitial release 802.3ad in 2000

¥ As of at least software version 5.5.0 software, SecureSync is not 802.3ad or 802.1ax compliant

DHClient (“Static lease” default IP addresses for the Ethernet interfaces)
» Assigned “Static” IP addresses are actually “static lease” dynamic address

» Note: The NTP server’s default subnet mask is “16” (255.255.0.0) Not 255.255.255.0. Since 255.255.255.0 is fairly
common, a PC directly connected to the network ports may need to be reconfigured as 255.255.0.0 to allow a
connection.

Ethernet | default “static

port lease” IP address
ETHO | 10.10.201.1 Default Subnet:
ETHT [ 10102012 255255.0.0

ETH2 10.10.201.3
ETH3 10.10.201 4

Email from Mark Goodlein to Morgan Stanley (7/11/12)

The product may have up to 4 interfaces, each of which may be configured differently (with or without DHCP) but must share some of the
same network configuration files (eg. resolv.conf). Because of this, we utilize dhclient for interfaces regardless of whether they are
configured for DHCP or static. Each interface has a dhclient.conf file that contains a “static lease” for that interface, which specifies the
IP address, mask, DNS servers, domain, etc. When the static parameters are configured on the Web Ul or from the command line, they
are written into this saved in the static lease in the config file.

When dhclient is invoked to obtain or renew a lease, it will broadcast a request then wait for a response. If no acceptable response is
received before some timeout (10 seconds), it will default to using the static lease from the config file. When you configure an interface to
be ‘static’ on the SecureSync, what this does is it modifies the dhclient configuration file for that interface by telling it to reject responses
to its dhcp request that come from any IP address. This forces dhclient to timeout and use the static lease. When DHCP is ‘enabled’ the
interface is configured to allow DHCP responses and it will accept the first valid response it receives from a DHCP server.

When a new DHCP lease is used, a script is run which re-creates the resolv.conf file, pulling together all the domains and DNS servers

from each interface. Note: that because we allow 2 DNS servers per interface and may have 4 interface, our system has been modified
to support a maximum of 8 DNS servers, instead of the default 3.
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Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255 255 265 252 16 2552551920
29 255 255 255 248 17 2652551280
28 255 255 255 240 16 25525500
27 255 255 265 224 15 25525400
26 255255 265 192 14 26525200
25 255 255255 128 13 25524500
24 255 255 25510 12 25624000
23 255 255.254 0 11 265622400
22 255 2552520 10 255.192.0.0
21 2552552480 9 255.128.0.0
20 25652552400 8 255000
19 255 255224 0
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Ethernet Bonding (two IP addresses assigned to same port) /Link Aggregation (LACP)

» 803.2ad / Load balancing / Ethernet Bonding/ LACP (Link Aggregation Control Protocol) Aggregate addresses are
NOT supported in SecureSync or Model 9400 series. These are all names for a network function that allows more
than one network port to have the same IP address for network redundancy.

» Refer to Mantis case 3091 for a request for us to support Ethernet Bonding.

» The IP addresses for EthO-Eth3 CAN be on the same subnet but CANNOT be set to the same IP address as
another one of the ports (two different ports can’t both be 10.10.2.1 for instance).

» Refer to NTP over Anycast as an alternate solution:

(11 Aug 15 KW) Per Dave Sohn, Bonding in SecureSync is feasible. It's just lower in priority right now.

Duplicate IP addresses

If you duplicate an IP address, network connectivity stops as soon as the IP address has taken (“please wait” is shown on
the front panel for about 10 seconds while the changes take effect. Once the message clears, no longer able to ping,
access the web browser on any of the ports with the same IP address.

Note (per Dave Sohn): if more than one network port is on the same subnet as other network ports, the routing tables and routing rules
will allow response packets to go out the same port that the incoming packets were received on (not just the first port on the subnet).

Example: If EthO and Eth1 are on the same subnet and NTP request is received on Eth1l, the packet will also go back out
on Eth1 (not Eth0, even though it’s the first port in the routing table). This is established by the routing rules, which “flag”
which specific routing table to use for the return, when the packet is initially received.

Netmask settings

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255 255255252 18 255.255.192.0
29 255 255.255.248 17 255.255.128.0
28 255255255 240 16 25525500
27 255255255 224 15 25525400
26 255255255192 14 25525200
25 255255255128 13 25524800
24 2552552550 12 25524000
23 255255254 0 11 25522400
22 2552552520 10 25519200
21 2552552480 9 25512800
20 255 255.240.0 8 255000
19 255255224 0

Auto-MDIX

Ethernet ports Ethl, Eth2 and Eth3 (when the Model 1204-06 Gigabit Option Card is installed) are auto-MDIX network
ports. This allows a PC to be connected directly to these Ethernet ports without the need for a network cross-over cable.

Note: ethO (the base Ethernet port) is not auto-MDIX, a crossover cable needs to be used when connecting a PC directly to
this Ethernet port.
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Connecting a PC directly to one of the Ethernet ports
When connecting a PC directly to ETHO, a network cross-over cable is required:

1) When connecting a PC directly to ETH1, ETH2 or ETH3, since these ports are auto-MDIX, either a straight-thru OR
standard network cable can be used.

2) Most PCs default to DHCP enabled. The PC needs to be configured with a STATIC IP address with the same subnet
mask as the NTP Server.

3) The NTP server’s default subnet mask is “16” (255.255.0.0) Not 255.255.255.0. Since 255.255.255.0 is fairly common,
a PC directly connected to the network ports may need to be reconfigured as 255.255.0.0 to allow a connection.

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255.255.255.252 18 255.255.192.0
29 255.255.2556.248 17 255.255.128.0
28 255.255.2556.240 16 255.255.00
27 255.255.256.224 15 256.254.00
26 255.255.2556.192 14 256.252.00
25 255.255.2556.128 13 255.2458.00
24 2552552550 12 25524000
23 2552552540 11 25522400
2 2552652620 10 255.192.00
21 255.2565.246.0 9 255.126.00
20 255.255.240.0 8 255.0.0.0
19 2552552240

F U TR U - S T R T

Status LEDs for the network ports (Eth0- Eth3)
¥ Note the status LEDs next to EthO are dim by design.

» Eth1l-Eth3 do not have status LEDs next to Ethernet jacks due to space limitations on Option Cards. But each port
has an internal status LED that can be viewed through the slot next to each connector of through holes in the back
of the top cover.

Q. I noticed ALL the SecureSync GPS receivers LAN port LED’s do not light when connected. | was troubleshooting some
connectivity issues here and when | saw no LED’s on the receiver | couldn’t ping, | thought it was a physical issue until
about a half hour later realized None of the SecureSync LAN ports light even when all is OK.

A (Keith’s reply 11/6/12) For your information, the base Ethernet network port (which is installed in the left-side of the chassis of all
SecureSyncs and is called “Eth0”) does have an external green Good Link LED and an amber activity LED. These LEDs are always
enabled on all SecureSyncs, with no ability to disable them.

However, due to space/footprint limitations on the optional three network port “Gigabit” Option Card (Spectracom Model 1204-06), when
installed in a rear panel Option Bay, these three network ports (Ethl, Eth2, and Eth3) do not have external network status LEDs
available. But each of these three ports does have its own internal link status LED which is lit when a network cable is connected to the
network ports on this Option Card (the link LED being lit can be viewed either right beside each network connector or through the holes in
the back of the top cover. These LEDs are always enabled on all SecureSyncs, with no ability to disable them.

This is why you are not seeing any enable/disable boxes associated with the network LEDs in the web browser.

**Troubleshooting issues with network configuration/operation
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A) Desire to know if a network interface (eth0, eth1, eth2 or eth3) is up or down

¥ Refer to “Desire to know if a network port is up or down” in the SecureSync Option Card document ..\SecureSync
Option Card information.pdf

B) Network settings aren’t being restored correctly after reboot (going back to default??)
A customer reported that after each reboot, EthO was losing its IP address and all three Gb Option card ports (ethl, eth
and eth3) were disabled again (all are enabled before the reboot).

Conclusion/resolution: Dave Sohn indicated the factory default settings are eth 0 set to DHCP enabled and all of the
Gb ports being disabled. So it appeared they are going to defaults at start-up. Dave S recommended performing a

software update to the latest version while also performing a restore to factory default settings. Suspected something
may have happened to the configs.

Note: Don’t restore from a backup file or it the issue could happen again. Manually reconfigure as desired.
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IPTABLES (desire to filter packets from getting into the SecureSync/9400s)
» Ability to edit IPtables was added in update version 5.4.0
¥ Configuration is only available via the CLI (not available via the web browser)

» Can only make security stronger than factory default (can’t make security less restrictive than factory default)

Prior to version 5.4.0 update: IPtables couldn’t be edited as spadmin

¥ Email Keith sent to Dave Sohn: “This SecureSync customer wants to access the SecureSync’s IPTables to block
access to malicious IPs”.

A.reply from Dave Soihn (6 Jan 2016) “Access to IPTABLES is not available to a customer in the SecureSync. The access control
feature blocks access to the unit services, but doesn't filter the packets.”

From Wikipedia: iptables is a user-space application program that allows a system administrator to configure the tables
provided by the Linux kernel firewall (implemented as different Netfilter modules) and the chains and rules it stores.
Different kernel modules and programs are currently used for different protocols; iptables applies to IPv4, ip6tables to IPv6,
arptables to ARP, and ebtables to Ethernet frames.

Permissons to edit IPTables

Note: Customers can’t type “sudo su iptables” (which will prompt for login to root).

need to type “sudo” before each command
A) Versions 5.4.5 and above:

» Starting in v5.4.5, spadmin now has rights to run iptables. No longer need to type “sudo” in front of “iptables” to
edit the tables (now just type iptables xxxx)

B) Versions 5.4.1 and below:

» As of at least v5.4.0, only spadmin account (not custom user accounts) has permission to edit.

Saving changes to the IPtables

» In at least versions 5.5.1 and below, the IPtables are not saved/do not persist through a reboot/power cycle. The
changes need to be re-configured after each boot-up.

» This is expected to be addressed in a future release — as of 20 March 17, it has not yet been determined when the
saving of changes will be implemented. Refer to JIRA cases SSS-523 and SSS-238 for details

Work-around to save changes to IPTables

email from Pritam to Morgan (10 Sept 2018) There is workaround for users to save the iptable rules permanently and have it run
when the system reboots:

1. Customer can create a shell script that contains the desire iptables rules.

2. Save this scripts as file in the home directory and give the user executable permission to the file.

3. Run this script via cron, whenever the system gets rebooted, with crontab entry of something like below:
@reboot /home/spectracom/firewall.bash

Let me know if | can assist you with the how-to process in person.
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Operation of editing IPtables
¥» Consists of editing tables containing of chains of rules for the treatment of packets
» Each table is associated with a different kind of packet processing.

» Packets are processed by sequentially traversing the rules in chains. A rule in a chain can cause a goto or jump to
another chain, and this can be repeated to whatever level of nesting is desired. (A jump is like a “call’, i.e. the point
that was jumped from is remembered.) Every network packet arriving at or leaving from the computer traverses at
least one chain.

» Each rule specifies what to do with a packet that matches. This is called a “target’, which may be a jump to a user-
defined chain in the same table.

The five indivual tables are as follows:

filter: This is the default table (if no -t option is passed). It contains the built-in chains INPUT (for packets destined
to local sockets), FORWARD (for packets being routed through the box), and OUTPUT (for locally-generated
packets).

nat: This table is consulted when a packet that creates a new connection is encountered. It consists of three built-
ins:

PREROUTING (for altering packets as soon as they come in)
OUTPUT (for altering locally-generated packets before routing), and
POSTROUTING (for altering packets as they are about to go out).

mangle: This table is used for specialized packet alteration. Until kernel 2.4.17 it had two built-in chains:
PREROUTING (for altering incoming packets before routing) and OUTPUT (for altering locally-generated
packets before routing). Since kernel 2.4.18, three other built-in chains are also supported: INPUT (for
packets coming into the box itself), FORWARD (for altering packets being routed through the box), and
POSTROUTING (for altering packets as they are about to go out).

raw: This table is used mainly for configuring exemptions from connection tracking in combination with the
NOTRACK target. It registers at the netfilter hooks with higher priority and is thus called before ip_conntrack,
or any other IP tables. It provides the following built-in chains: PREROUTING (for packets arriving via any
network interface) OUTPUT (for packets generated by local processes)

security: This table is used for Mandatory Access Control (MAC) networking rules, such as those enabled by the
SECMARK and CONNSECMARK targets. Mandatory Access Control is implemented by Linux Security
Modules such as SELinux. The security table is called after the filter table, allowing any Discretionary Access
Control (DAC) rules in the filter table to take effect before MAC rules. This table provides the following built-in
chains: INPUT (for packets coming into the box itself), OUTPUT (for altering locally-generated packets before
routing), and FORWARD (for altering packets being routed through the box).

TARGETS

A firewall rule specifies criteria for a packet and a target. If the packet does not match, the next rule in the chain is
the examined; if it does match, then the next rule is specified by the value of the target, which can be the name of a
user-defined chain or one of the special values ACCEPT, DROP, QUEUE or RETURN.

ACCEPT means to let the packet through.

DROP means to drop the packet on the floor.

QUEUE means to pass the packet to userspace. (How the packet can be received by a userspace process
differs by the particular queue handler. 2.4.x and 2.6.x kernels up to 2.6.13 include the ip_queue
gueue handler. Kernels 2.6.14 and later additionally include the nfnetlink_queue queue handler.
Packets with a target of QUEUE will besent to queue number '0' in this case. Please also see the
NFQUEUE target as described later in this man page.)

RETURN means stop traversing this chain and resume at the next rule in the previous (calling) chain. If the

end of a built-in chain is reached or a rule in a built-in chain with target RETURN is matched, the
target specified by the chain policy determines the fate of the packet.
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Configuration of iptables
Note: Can lock yourself out if not careful. If this happens, can either:

o (in at least versions 5.5.1 and below), since the changes to IPtables don’t persist through reboots, just reboot
the unit to restore the original configurations and regain access.

o Perform a standard Clean or use the front panel Serial port to edit the tables back to the default
configuration (IPtables don’t affect the serial port conerction).

This function uses the standard linux commands to edit the table. Refer to sites such as:
http://ipset.neftfilter.org/iptables.man.html or
https://fedoraproject.org/wiki/How to_edit iptables rules

IPtables is located in the /sbin directory (cd to this directory)
iptables -h returns iptables help menu

(versions 5.4.1 and below, need to type Sudo at the beginning of each command
A) Software versions 5.4.5 and above:

» No longer need to type sudo in each command (spadmin was give the right to edit iptables starting in update
version 5.4.5).

> For example, to list all the current Rules, type: iptables -L (or iptables -list)

B) Software versions 5.4.1 and below:
» have to type sudo before each command to have root priveledge

To list all the current Rules, type: sudo iptables -L (or sudo iptables -list)

Format for Adding a rule (Note: info below shows “sudo” in front of all commands. This word only needs to be typed in
versions 5.4.1 and below. Omit this word in versons 5.4.5 and above)

sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT
(Append to Input chain a rule that accepts TCP port 80 packets)

Where:

-A is to Append a new rule to the chain
INPUT is the chain to be edited

-dport defines the port
-j indicates the target (can be: ACCEPT DROP QUEUE or RETURN)

Now display the new rules: sudo iptables -L

pg. 328


http://ipset.netfilter.org/iptables.man.html
https://fedoraproject.org/wiki/How_to_edit_iptables_rules

Blocking an incoming or outgoing port (such as port 80 for HTTP, or 123 for NTP) on a particular interface (such as
just eth0)

1. Refer to: http://www.cyberciti.biz/fag/iptables-block-port/ (also below)

A) Block incoming packets

To block port 60 (HTTP server), enter (or add to your iptables shell script):
# [fsbin/iptables -A INPUT -p tcp --destination-port 88 -j DROP
# /sbin/service iptables save

Block Incomming Port 80 except for IP Address 1.2.3.4

# /sbin/iptables -A INPUT -p tcp -i ethl -s ! 1.2.3.4 --dport 88 -j DROP

4 | I [ ¥

B) Block outgoing packets

Block Outgoing Port

The syntax is as follows:

fsbinfiptables —& OUTEUT —p tcp -—dport {PORT-NUMEER-HERE} -j DROP

### interface section use sthl #i#
Jskbin/iptables -E OOTEUT -i ethl -p tep —-dport [DORT-NUMEER-HIZE} -j DROD

### only drop port for given IF or Subnet ##

Jfsbin/iptables -A OUTDUT -i eth0 -p tcp —-destination-port [DORT-NUMBER-HERE} -s
fsbinfiptables —& OUTEUT -i eth0 -p tcp —-destination-port {PORT-NUMBER-HERE} -3
< T | 3

To block outgoing port # 25, enter:

# /sbin/iptables -A OUTPUT -p tcp --dport 25 -j DROP
# /sbin/service iptables save

You can block port # 1234 for IP address 192.168.1.2 only:

# /sbin/iptables -A OUTPUT -p tcp -d 192.168.1.2 --dport 1234 -j
DROP
# /sbin/service iptables save

How Do | Log Dropped Port Details?

Use the following syntax:

# Logging #

##f If you vould like to log dropped packets to syslog, first log it #¥#
/sbinfiptables -A INPUT -m limit —-limit 5/min -j LOG --log-prefix "PORT 50 DROE-

### now drop it ###
/sbinfiptablas -A INDUT -p tcp —-destination-port 80 —j DROP
14 [ +
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C) Logging dropped port details
How Do | Log Dropped Port Details?

Use the following syntax:

# Logging #
### If wvou would liks to log droppsd packsts to syslog, first log it F#F
fsbinfiptabhles -A INPUT -m limit —-limit S5/min -j LOG --log-prefix "PORT 80 DROP:

F## now drop it #¥#
fabinfiptables -2 INPUT -p tcop ——deatination-port 80 -j DROP
4| 1n

pg. 330



**IPv6 addresses (such as SLAAC address / Link-Local address. Global unicast address)

¥ Refer to “IPv6 addresses (for all products that support IPv6)” in custserviceassst doc: I:\Customer Service\l- Cust
Assist documents\CustomerServiceAssistance.pdf

o Contains info on the four types of IPv6 addresses (Global unicast, Link-local, unique local addresses, and Special
addresses)

IPv6 status
(23 Jan 2013): there are a few Mantis cases open regarding the support of IPv6 addresses. These include:
1722: Issues with IPv6 addresses not being stored and no current support for IPV6 Radius

Update to this case (4 Apr 2013) Per Dave Sohn: The pam_auth_radius module we use does not support IPv6.
There is an IPv6 patch for it that would need to be tested. So the answer is we do not support IPv6 RADIUS at this
time.

1849/1897: Syslog not working with IPv6 addresses.
Status update per Dave Sohn (8 Mar 2013): “Our current syslog package does not support IPv6. Either a new
package/version or patch are required.” (This is recorded in Mantis case 1897)

1897/1937: Does the gateway address IPv6 Default Gateway”, support IPv6? Update- Starting in v4.8.9, the main
default gateway does support IPv6 addresses. 1937 is now resolved.

1937 -> 1963: IPv6 static routes, “desire to configure the IPv6 addresses on the NTP server to ping to another
device using different IPv6 subnet

Update:
¢ Mantis 1937 was split off to 1963 to be able to close 1937.

e Mantis 1963 for static routes is still open as of Nov 5. 2014.

Summary of IPv6 status as of Archive software version 4.8.9
Note (Sept 2014 Update to the info below) Version 5.1.2 added ipvé DHCP functionality and SLAAC address

Email Keith sent to Matt Loomis (16 Apr 2013) and OK’d by Dave Sohn:

1) Allfour available network ports can be assigned IPv4 and/or IPv6 addresses (all of the ports support
simultaneous IPv4 and IPv6 addressing).

2) With the exception of NTP Autokey, NTP supports IPv6.

3) The main default gateway can be IPv4 or IPv6 (added in v4.8.9 software update). However, we don’t currently
support IPv6 static routes (likely added later this year- Q3 or Q4 expected). Until these are implemented, if the
IPv6 network(s) are connected directly to the SecureSync, they are all set. But if they are on subnets not directly
connected, we will send unsolicited traffic out on Eth0O instead of to the Ethernet port that routes to the subnet. If
they send a packet to the NTP server, we can route back to the correct network port that the packet was received
on.

4) Syslog does not support IPv6. This will require either a patch or a new version of the package that we use for this
function. Probally not going to be available for a while.

5) Cannot disable IPv6 Auto configuration.

Additional Note (not included in email to Matt): We do not support IPv6 Radius at this time.
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**Main Default port/main default Gateway address

This tab of the browser is used to configure network settings for when network traffic originates inside of the SecureSync
(instead of responding to traffic that was received. Examples of this include NTP broadcast mode or SNMP traps).
Main Default Gateway address is configured in the:

A) Classic Interface browser

Network -> General Setup page of the browser, General tab

B) Newer black/charcoal browser (v5.1.2 and above):

¢ Management -> Network page of the browser, “General Settings” button (on the left side of the screen):

General Setings

C) Configuring the main default gateway via the CLI interface

e CLIcommand to read which port is the main default gateway: gwget <enter> (the response is inside the
parenthesis)

e CLIcommand to set which port is the main default gateway: gw4set m x <enter> (where m is for “main” w
and x is the Ethernet interface port number configured withthe desired main default gateway addres)

Example to make the default gateway port as port 2: gw4set m 2 <enter>

e CLIcommand to set the default gateway for a particular port (not the main default gateway) the command is

gwdset m 2 <enter> (where x specifies the main default gateway port is being configured, and 2 is the
interface having the desired gateway address.

Difference between the global gateway address and the interface gateway addresses

(9/27/12 Email from Dave Sohn to Sylvain) The gateway answer is also fairly easy. It is the difference between a global and interface
gateway address. The unit will use the interface specific gateway to determine where to send packets outside of its subnet if the packet
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came in on that interface. The unit will use the global gateway to determine where to send packets outside of its subnet if the packet is
being generated independently by the SecureSync.

Issues with setting the main default gateway port via the newer black/charcoal web browser
» Refer to Mantis cases 3086 and 2788
» 3086 is associated with at least v5.2.1 and 2788 associated with 5.1.3 to 5.2.0??
» Changing back to ethO seems ok. But it doesn’t like selecting eth 1, 2 or 3.
>

Work-around is to use the cli command of gw4set m X <enter> (where m stands for “main” and where x is the
desired port to use as gateway)

Note about IPv6 Default gateway address field: versions 4.8.8 and below have an issue with being able to configure this
field. It was addressed in the version 4.8.9 release (March 2013).

Validation error when trying to configure the Default gateway

Email from Keith to Roots (3 Apr 2013) Thanks for reporting their observation to us.

In order to configure the IPv6 default main gateway, all of the individual IPv6 network settings need to first be properly configured. When
the IPv6 default gateway address is attempted to be configured, the SecureSync performs system checks to ensure the entered gateway
address is both valid and reachable, based on the interface settings (as configured in the Network -> Interfaces page of the browser, the
tabs for each of the network ports).

If your customer has not yet configured each of the network ports yet and don’t have the SecureSync connected to the network that the
gateway is on, please have them retry entering the IPv6 after they have configured the other settings. If it then accepts the gateway
address, just let me know they are all set.

However, if they still get a validation error, please have them send us screenshots of all the tabs in the Network -> Interfaces page of

the browser, as well as a screenshot of the Network -> General Setup page of the browser, General tab. We will review the values they
are entering to try to determine why they are seeing a validation error.
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**Interface gateway addresses (IPv4/IPv6)

Note: Used for responding to received network traffic (not used for broadcast traffic)

A) IPv4 gateway addreses
Newer (black/charcoal browser) browser: Network -> Interfaces page
Each of the tabs (eth 0 always- ethl, eth2, and eth3 when Gigabit card installed) on this page of the browser are used
to configure network settings of each network port for when SecureSync is responding to network traffic that it receives
(Examples of this include NTP unicast mode or web browser).
Difference between the global gateway address and the interface gateway addresses
(9/27/12 Email from Dave Sohn to Sylvain) The gateway answer is also fairly easy. It is the difference between a global and
interface gateway address. The unit will use the interface specific gateway to determine where to send packets outside of its subnet
if the packet came in on that interface. The unit will use the global gateway to determine where to send packets outside of its subnet
if the packet is being generated independently by the SecureSync.
DHCP: Enable/Disable DHCP on each port
DNS Setup: Defines DNS servers on this particular port’s network
Domain Setup: Not the DNS Host name (this is defined elsewhere) example: roc.spectracom.us
IP Address setup: Define the IPv4 address or IPv6 addresses for each port.
“Static Routes” table in each tab: Used to define networks on other side of routers that are attached to any or all of
the Ethernet ports (but are not available through the default gateway). “Network address” will likely end in 0’s (don’t

include the “/” and bits to define the subnet mask. These are entered with just the number in the “Prefix field”. Enter
the router’s IP address in the “Router Address” field.

In the example screenshot below, Eth 0 has a router at 10.2.100.1 that is also attached to a 192.168.1.x network. And,
it's desired for responses to network traffic to be sent to this other subnet.

Static Routes

Interface |\, " Network Address | Prefix Router Address | Delete
‘ ethd i|IF’v4-V|I|192.‘ISB.‘I.D |24 [[1021001 || O
| etho [Puav| | | | O
| et [Pvev]| ol | O
| etho [iPvav]| | o | o
| e [Pvav]| o] | O

Desire to “reset” one particular non-DHCP network port (without having to reboot)

(10/23/12 KW) Based on feedback from Dave Sohn, reply to a customer
The SecureSync doesn’'t have a command/button to explicitly bring down or up the individual network interfaces (EthO through
Eth3). Besides performing a system reboot (or power cycle), you may be able to restore the network port operation by simply
enabling and then disabling DHCP for the one particular network interface.

DHCP can be toggled in the Network -> Interfaces page of the web browser. Then, select the “Eth1” tab for instance. There is an
ON/OFF button to turn DHCP on and off.

If toggling DHCP for the port doesn’t restore network connectivity, we would then recommend a reboot of the system (This can be

performed in the Tools -> Reboot/Halt page of the browser. Press the Reboot button to perform the reboot. The system will be
back up and running in about two minutes or so (and synced a couple of minutes thereafter).
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Network switch settings for interfacing with SecureSync

Q. (from Gregory with BellAlliant) I'm wondering if the Ethernet ports need anything special parameters? The Alcatel is

set force the 1 Gbps speed using the Auto negotiate limit function.

A. (reply from Dave Sohn 22 Jan 2013) I'm not aware of restrictions or configuration requirements for either the 10/100 or Gigabit
ports. The pause frames wouldn’t be a result of misconfiguration, but they could show an issue. | couldn’t find anything definitive
in the gigabit driver bug reports about flow control autonegotiation. If they are causing problems maybe we need to disable them,
but I'm not sure at this point.

Q. (from Gregory with BellAlliant) I've learned that the Alcatel switch has the ports that are facing the NTP servers set to
“auto-negotiate limited”, which restricts some of the features that are to be negotiated.

Do you have a specification document that describes the Gigabit Ethernet (3X) module options that need to be
active or disabled when the Layer 2 connection is to be made between the NTP’s interface and another interface (or
Alcatel switch in this case)?

Also, can we control the layer 2 options that are active or disabled from the CLI of the NTP?

B) IPv6 gateway addresses

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won'’t be accepted.

Gwé6set command/Configuring IPv6 gateway address using link-local address
» Command to configure IPv6 gateway address is: gw6set on/off 3000 X000 X000 X XXX XXX

spadminB@Spectracom gubset
Invalid arguments

Usage: gwbset <onloff> [addr]
addy: IPv6 address,. ie. feBB::230:64ff:feB4:3Jefl
cpadmin@Spectracom -

“Failed to enable or disable the IPv6 default gateway” reported

» Issue with setting IPv6 gateway address using the ‘link-local’ IPv6 address (works when using the Global address
but not when using the link-local address)

¥ Refer to SF case 115892/JIRA SSS-350
» Applicable to versions 5.7.2 and below. Fixed in v5.7.3 (with 5.8.0 being the next subsequent general release)

from the v5.7.3 release notes:

Updated IPv6 networking support to more closely match IPv4 networking. Added additional
routing tables per network port with individual IPv6 default gateways. Static IPv6 routes can be
applied per network port.

Email from Dave Sohn (1 Aug 17) Routing is typically not done within the link-local address space, but we did find a bug in the
gwe6set function when used with link-local gateway addresses. It will have to be resolved in a future SW update. There is no
workaround for utilizing the link-local address at this time. The only workaround is to setup IPv6 static addresses on the SecureSync
and the gateway device and use that for the gateway setting.
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From the original report email thread from Nori w/TOYO (1 Aug 17)

(The assigned link-local address is shown on the left-side off the below screenshot. The customer entering the
gw6set command wih the link-local address is shown on the right-side).

interface GigahitEthernetB 1.6 smd-mﬂswct-a-:n- -

no ip address

keepalive 68

no cdp enable i .

K t tfast ipbdel @ fe80::32 128
spanning-tree portfas i ipbadd @ fe80::32 10

1ntel face GigabitEthernet®@,1./7
no ip address

keepalive 60

no cdp enahle o
!spannlng—tree portfast 21 ate
interface Ulanl

ip address 192.168.8.1 255.255.255.@ Main IPu6 default gateway: None

1y
E8@::1 1 k 1 1 lNETS feB0: 32/13
ipub a DEB:@: 2312 1°E“ DHCPuG(ethB)— bl
ipue enable Ta 5 pingb —1 ethd feBM@::l
H > from feBA::32 ethB: 56 data bhytes
interface Asyncl icmp_seq=1 tt1=64 time= B'SEl ns
no ip address
sulat i sli
!encap ulakton e 1 packets transmitted. 1 1ecel.ued Bz packet loss. time Bms
ip forward-protocol nd rtt minsavgsmaxsmdev = 0.5818_.581-0.501-8_600 ms
' spadn:mESpectra H
ip http server pectra gubset on feB@::1
ho ip htip secure server RENETLINK. e nualid argunent
) Failed to enable or disable the IPv6 default gateway (on, feB88::1)spadwminPSpect
ip nat inside source list 1 interface GigahitEtherfacom ™ —
ip nat inside source static tep 192.168.8.212 59@pjspadmin@Spectracom ™ § routesé
2 TT) Main routing table: .
ip route 192.168.1.0 255.255.255.0 192.168.8.5 feB@::-180 dev ethB proto kernel metric 256
ip route 192.168.2.8 255.255.255.8 192.168.8.5 .
ip route 192.16 3.B 255 255.255.8 192. 168.3.5 spadnin@Spectracom =~
ip route 192.168.4.8 255.255.255.9 192.168.8.5 spadnin@Spectracom ~
ip route 192.168.5. B 255 255.255.8 192. 168.3.138 gpadninESpectracon &

Yes, the customer certainly had connected the SecureSync demo unit to their IPv6 gateway. (FE80::1)
Actually, the customer and we could properly apply IPv6 global addresses as gateway, of course we had
established physical connection between the unit and the gateway before starting the setup.

We still have an issue that we cannot use link-local addresses for the gateway settings.
Perhaps is there a limitation to use link-local addresses for IPv6 gateway in the SecureSync?

Or, as one of workaround, can we add manually new gateway settings using general linux commands as
superuser?

[Current route table of our SecureSync demo unit, two
SDadnln@SDect racom /etc t 3
o

global addresses have been applied as gateway]

[

L
i
.f

L
[::
[::
[::
[::
[::

Sl;adnin@Spect racom Jetc §

Email from Dave Sohn (1 Aug 17) (referring to software version 5.7.0) Routing is typically not done within the link-local address
space, but we did find a bug in the gw6set function when used with link-local gateway addresses. It will have to be resolved in a future
SW update. There is no workaround for utilizing the link-local address at this time. The only workaround is to setup IPv6 static
addresses on the SecureSync and the gateway device and use that for the gateway setting.

IPv6 Gateway will not save (observed in v5.4.1 and subsequent versions
» Observed/reported in Jun, 2016 with version 5.4.1 installed
¥ Refer to Mantis case 3276 and SR 5309 in SAP

¥ Issue with browser only. Works fine with the CLI interface.

Email from Dave Sohn (8 Jun 16) As | stated in our call, the summary is that the IPv6 default gateway configuration using the web Ul is
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not working on SecureSync. The command line interface IPv6 default gateway configuration does work. There are two locations in the
web Ul to set a default IPv6 gateway and they both have issues. The IPv6 main default gateway setting under the “General Settings” in
the network configuration page does not correctly set the gateway in the live configuration or the configuration file. The IPv6 default
gateway setting under the per port configuration page, does a set to a routing table setup per port, but those routing tables are not used
by the system, and It also does not set the configuration file correctly. However, due to how the gateway is read on the cli, when the per
port default gateway is set in the incorrect table, it is read by the command line interface get (gw6get), adding to the confusion. For units
that you may have already gotten into this state, this can be cleared by clearing the per port IPv6 gateway field and submitting. You
should see the command line interface get (gw6get) return “None” again. Once it returns “None”, you can correctly utilize the command
line gateway set (gw6set) command to correctly set the IPv6 main default gateway for the unit. Let us know how this goes tomorrow
night, once you can make the attempt during the maintenance window, and we are sorry for the confusion and issues this created.

Email Dave Lorah sent to the customer
We have confirmed a problem in the web browser settings of the IPv6 parameters. A workaround for setting up an IPv6 Gateway
in the Securesync.

The summary is that the IPv6 default gateway configuration using the web Ul is not working on SecureSync. However, the
command line interface IPv6 default gateway configuration does work.

There are two locations in the web Ul to set a default IPv6 gateway and they both have issues. The IPv6 main default gateway
setting under the “General Settings” in the network configuration page does not correctly set the gateway in the live configuration
or the configuration file. The IPv6 default gateway setting under the per port configuration page, does a set to a routing table
setup per port, but those routing tables are not used by the system, and It also does not set the configuration file

correctly. However, due to how the gateway is read on the cli, when the per port default gateway is set in the incorrect table, it is
read by the command line interface get (gw6get), adding to the confusion. For units that you may have already gotten into this
state, this can be cleared by clearing the per port IPv6 gateway field and submitting.

For each Ethernet port, make sure the IPv6 Gateway Field is blank and SUBMIT:

After clearing the settings in the web Ul you should see the command line interface get (gw6get) return “None” again. Once it
returns “None”, you can correctly utilize the command line gateway set (gw6set) command to correctly set the IPv6 main default
gateway for the unit.
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SLAAC address for IPv6

» Refer to: http://en.wikipedia.org/wiki/I[Pv6 address#Stateless address autoconfiguration

On system startup, a node automatically creates a link-local address on each IPv6-enabled interface, even if globally
routable addresses are manually configured or obtained through "configuration protocols” (see below). It does so
independently and without any prior configuration by stateless address autoconfiguration (SLAAC),29 using a component of
the Neighbor Discovery Protocol. This address is selected with the prefix fe80: :/64.

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won'’t be accepted.

Software changes associated with SLAAC addresses
A) Version 5.7.3
o Corrected bug in enabling/disabling IPv6 SLAAC

B) Version 5.1.2
o Added support for IPv6 DHCP functionality and SLAAC addresses.

FAQs about SLAAC

Q. Can you check with the team and ask them for a short description on what they had to change/add to the code to
allow for SLAAC to be disabled.

A. (per Dave Sohn 29 Aug 2014) We added code to modify our Linux kernel parameters per interface to ignore IPv6 router
advertisements, which generate the SLAAC addresses when received.

Q So, the systems are responding after using the "gw6set" commands. But the underlying issues of the following are still a problem,
per se:

1) missing CONFIG_ROUTES_IPV6_MAIN value. This remains blank no matter how it is set (GUI or CLI)

2) SLAAC picks up incorrect gateway, uses link-local IPv6 address

3) "General Settings" dialog to set the IPv6 gateway always comes up blank, and doesn't seem to set that value in /etc/conf.d/net.
This can be confusing.

It seems the GUI is not a reliable way to set the IPv6 gateway.

A reply from Dave L (16 Jun 17) The way it was explained to me is the IPv6 routing functions are not enabled in the Securesync
but there is capability to enter the Gateway address. The IPv4 routing is functional but the same routing functions for IPv6 are not.
So you cannot use the same “routes” commands as IPv4.

The gw6set and gw6get are the only parameters that can be used. We are working on cleaning this up for the next firmware
release. | expect it will be ready in 2 to 3 weeks.

These commands are not valid:
Rt6add

Rt6get

Rt6del

Routes6

Also, do not enter a gateway address in the web browser IPv6 gateway field. This will also cause a problem.

A reply from Dave L (16 Jun 17) Your first question was answered in my previous email. Yes, the GUI is not functional for configuring
the IPv6 gateway.

The SLAAC function can be explained by this: The SecureSync automatically generates a link-local address that is based on the

hardware MAC address. In general, machines using IPv6 will typically have several addresses, one of which is usually a link-local
address. The SecureSync does not currently have support for permanently turning off the link-local address. It can be deleted, but will
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be recreated whenever the interface link is brought up or the system is rebooted. You may use your static IP address but the auto
configured link-local address will be there as well.

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won'’t be accepted.
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Static Routes/ Default Routes /Static Routing/ Routing tables

From Wikipedia: Static routing is a form of routing that occurs when a router uses a manually-configured routing entry,
rather than information from a dynamic routing protocol to forward traffic. In many cases, static routes are usually manually
configured by a network administrator by adding in entries into a routing table, though this may not always be the case.
Unlike dynamic routing, static routes are fixed and do not change if the network is changed or reconfigured.

Info below from: http://www.cs.virginia.edu/~itlab/book/pdf/Ch3_v3.pdf

20.2.1.0/28

10.1.0.0/24 10.3.0.0/16
H1 R3 R4

Figure 3.2. Collection of networks (View at the IP layer).

Routing tables, which are kept at both hosts and routers, play a crucial role in the delivery of TP
datagrams. A routing table tells a host or router what to do with a datagram that must be
transmitted. There is one routing table lookup for each IP datagram. For a given destination IP
address, the routing table lookup may yield that the destination IP address is on the same IP
network as an interface of the local host or router. In this case the datagram is said to be directly
deliverable. Alternatively, the routing table lookup may yield the TP address of a next hop
router, which is a router to which IP datagrams can be directly delivered. In Figure 3.2, host A
and router R1 can directly deliver IP datagrams to each other. For host H1, the only next hop
router is router R3. Router R1 has two possible next hop routers, routers R2 and R3.

When a routing table yields that a datagram cannot be directly delivers, the IP datagram is
encapsulated in a data link layer frame and sent to the next hop router router. When the
datagram 1s received, the receiving router also performs a routing table lookup and, forwards the
datagram to its own next hop router. In this fashion, the datagram is forwarded hop-by-hop
until it reaches a router where the datagram can be directly delivered to the destination. In this
hop-by-hop forwarding scheme, each a host or router makes a local decision, and no entity has
complete information about the complete path of a datagram.

» Static routes are used to route unrequested broadcast type packets (such as SNMP Traps for example) to the
appropriate network, if no Static Routes are defined.

» Not required for responding to packets that originate from outside SecureSync (such as NTP packets)

» They are used to route unrequested packets (such as SNMP Traps for example) to the applicable network port on
the SecureSync (if not being sent to the Default gateway address).

» Not required for packets that originate from outside SecureSync (such as NTP packets)

» If there are no Static Routes defined, unrequested packets (such as SNMP traps) will be routed to the Default
Gateway address (defined towards the top of the same page of the browser)

Example for a static route to be used:
1. EthO is the configured default port/gateway address (its gateway is 10.2.1.1)

2. But an internally generated packet (not respoding to an incoming packet) needs to go out eth1 instead of ethO
(example- the address it needs to go to is 10.9.3.4 /16, via ethls gateway address of 10.10.202.254)

3. Normally, the packets would go out ethO (the defaultgateway). So a statc route needs to be configured in ethl that tells
it to route this address/subnet (such as 10.9.0.0 va eth1’s gateway address of 10.10.202.254 with a prefix of 16
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Add New Route for eth1

Net Address

Router
Address

54 & Delete

Notes about static routes

1. The SecureSync’s static routes are just to get packets to the correct Ethernet interface’s gateway address, if it can’t
be handled by the default gateway/port (doesn’t care about routing of the packet after the default gateway sincie this
is handled by the routing tables in the routers themselves).

Configuring/Viewing default static routes (IPv4 and IPv6)
A) IPv4 static routes (for eth0, eth1, eth2 or eth3)

o Note: info regarding IPv6 static routes is futher below in a separate section

IPV4 static routes were added in version 4.6.0
¥ From the update 4.6.0 Release Notes:

“Added Static Route control for all interfaces and a main/common route section”

IPv4 Static Routes can be displayed/configured via either the web browser or via CLI commands

o refer to the SecureSync CLI section of the document for the commands associated with static route, such as
routes4, rt4add, rt4del and rt4get.

IPv6 Static Routes can be displayed/configured via either the web browser or via CLI commands

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won'’t be accepted.

o refer to the SecureSync CLI section of the document for the commands associated with static route, such as
routes3, rtSadd, rtédel and rtéget.

o rt6éadd: Adds an IPv6 static route.

o rtédel: Deletes IPv6 static route.

o rt6get: Displays the configured IPv6 routes.

o routes6: Displays the current IPv6 routing table(s)
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Configuring IPv4 static routes
¥ Static routes can be configured via ether:
e The newer browser (refer to “A” below):

e The CLl interface (refer to “B” below):

B) Configuring IPv4 static routes using newer web browser (software versions 5.1.2 and above):
» Navigate to the Management -> Network page of the browser

¥ Click on the third (“table”) icon for the applicable ethO, ethl, eth2 or eth3 interface port that it's desired to add the
route.

1. Inthe “Add Route” pop-up window that opens, enter the static route
e Net Address: This is the address/subnet to route to.

o Prefix: This is the subnet mask in prefix form e.g., "24". See also Subnet Mask Values.

¢ Router Address: This is the gateway address the packet will initially go through to get there.
2. press “Add Route”.

“Edit Port settings™ brings
up the same pop-up menu as Press “Add Route”
the center icon on the Metwork to submit the data
page (for configuring DHCP,

IP address, subnet mask, etc).

Fields:

¢ Net Address: (“This is the address/subnet to route to”, such as 10.2.0.0 for instance). For example, enter:
“10.10.1.101” in this field). Note that the SecureSync doesn’t care how to get to this address after its sent to its
gatway address

o Prefix: This is the subnet mask in prefix form (a two digit number for the subnet mask. Example: for a
255.255.255.0 subnet mask, enter “24” in this field). Refer to the table below to determine the applicable
subnet mask’s two digit number:
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Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255.255.255.252 18 255.255.192.0
29 255.255.255.248 17 255.255.128.0
28 255.255.255.240 16 255.255.0.0
27 255255255224 15 255.254.0.0
26 255.255.265.192 14 255.252.0.0
25 255 255 255,128 13 255.248.0.0
24 255.255.255.0 12 255.240.0.0
23 2556.255.254.0 1 25522400
2 256.255.252.0 10 255.192.0.0
21 2552562480 9 255.126.0.0
20 255.256.2400 ] 255.0.00
19 255.256.224.0

¢ Router Address: (“This is where you will go through to get there”) This is the IPv4Gateway address.

3. The entered info should now be displayed at the top of this pop-up menu.

C) Configuring IPv4 static route using CLI interface (instead of the web browser)

Note: (based on comment from Ron Dries) | believe 5.1J update added ability to both edit and view routes via CLI. Previous
versions only allowed static routes to be viewed in the cli.

From page 11-3 of the SecureSync Rev Q manual

routes4d Displays the current IPv4 routingtable(s).
rtdadd Adds an|Pv4 static route.

rtddel Deletes an IPv4 static route.

rt4get Displays the configured IPv4 static routes.

From table above: Rt4get rtbl (where rbtl = the following routing tables)
M=main routing table
0= ethO routing table
1= ethl routing table
2= eth3 routing table
3= eth3 routing table

Note: The full syntax of each of these listed commands above can be obtained by typing the name of the command,
followed by <enter >. For example, here is the result of typing rt4add <enter>, to add a new static route.
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CLI command to retrieve/view the Ipv4 routing tables

Main default routing table: ip route list table main <enter>

Sp pe 0
[spadmin@Spectracom ~1% ip route list table main
10.2.0.0/16 dev ethB proto kernel scope link sre 10.2.108.20

10.2.0.8-16 dev ethd proto kernel scope link sr»rc 10.2.100.94
default via 10.2.1.1 dev eth®

[spadmin@Spectracom ~15

SRC= assigned IP address for that particular
port

Eth0 routing table: ip route list table t0 <enter
& 2 4 - - & e ¥}

[spadmin@Spectracom ~1% ip route list table t@
10.2.0.8/16 dev ethd® scope link src 10.2.100.28

default via 18.2.1.1 dev eth@
[spadmin@Spectracom 15

EthO routing table: ip route list table t0 <enter>
Ethl routing table: ip route list table t1 <enter>
Eth2 routing table: ip route list table t2 <enter>

Eth3 routing table: ip route list table t3 <enter>

Reasons the static route may not have been created after pressing Submit

The static route has already been created.
1) The configured “router addres” is not reachable from any Ethernet interface

Deleting static routes
¥ Asociated Log entry from Journal log: “requesting route for ethl to be deleted.”

» The “router address” must still be reachable in order to delete the static addresd. Otherwise, the static route won’t
be deleted.

o Example lused - I unplugged ethl from the network and then tried to delete a static route on Ethl. Route
was not deleted. In v5.6.0, no error message was displayed.

Can’t delete static routes: “Error (512) on eth0 FAILURE detected in deleting route.. (SYSAL)”

'i/lge,“z/& ;7 [WEB] Failed to delete network access restriction (cyrustech)

May 17 . . .

19:20:27 [webui] Error (512) on ethO FAILURE detected in deleting route.. (SYSAL)
May 17 . . .

19:20:27 [webui] Error (512) on ethO FAILURE detected in deleting route.. (SYSAL)

» Refer to Salesforce case 25398

¥ Observed in update version 5.4.1
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Issues with IPV4/IPv6 static routes
NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won’t be accepted.
A) Software versions 5.4.5 and below (applicable to IPv6 static routes only)
1. IPv6 main gateway cannot be seen or set.
2. IPv6 gateway / route setup does not work for some customers so they can't setup routing.
3. If the user enters duplicate IPv6 address the first one found is valid and other ones on other units report dad failed.

Email from Paul M (1 Mar 17) from case 25398 Note some work was done on Release 5.4.5 to correct issues like this Ron
commented in SSS-49 below. The issue is that there was problems with handling these addresses in earlier versions that was fixed
in 5.4.5, YOU CAN USE THE COMMAND LINE TO FIX THESE issues as indicated below.

IPv6 address when duplicate cannot be deleted and IPv6 main gateway does not display or cannot set.
Since they are running 5.4.1 the text below from SSS-49 may apply.
There are general IPv6 from web ui configuration and display issues.

1. IPv6 main gateway cannot be seen or set.

2. IPv6 gateway / route setup does not work for some customers so they can't setup routing.
3. If the user enters duplicate IPv6 address the first one found is valid and other ones on other units report dad failed.

Furthermore you cannot delete these addresses fully from the Web ui. You might delete from the IPv6 stack, but an failure on delete
leaves them in the /etc/conf.d/net file which restores them on reboot.

ip6del command will delete them from the file.

You can detect duplicate addresses by ip addr show eth# and look for addresses with status dadfailed

B) Software version 5.3.1
Static routes aren’t being restored upon reboot
¥ (Mantis case 3228, Salesforce case 20224)
» Fix to be included in the version 5.4.0 update (~ Mar 2016).

C) Software version 5.3.0
Static routes broken

2. (Mantis cases 3115 and 3118) Software update version 5.3.0 broke static routing functionality. Routes are
still configurable, but don’t work.

» This issue was addressed in the version 5.3.1 update (~Dec 2015)

Error messages/conditions associated with static routes
1) “v6: eth1: IPv6 duplicate address 2001:4888:a03:310a:c0:fee:0:3 detected!”
» Refer to Salesforce case 23679
Email from Paul M (1 Mar 17) from case 25398 Note some work was done on Release 5.4.5 to correct issues like this Ron
commented in SSS-49 below. The issue is that there was problems with handling these addresses in earlier versions that was
fixed in 5.4.5, YOU CAN USE THE COMMAND LINE TO FIX THESE issues as indicated below.
IPv6 address when duplicate cannot be deleted and IPv6 main gateway does not display or cannot set.
Since they are running 5.4.1 the text below from SSS-49 may apply.

There are general IPv6 from web ui configuration and display issues.

1. IPv6 main gateway cannot be seen or set.
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2. IPv6 gateway / route setup does not work for some customers so they can't setup routing.
3. If the user enters duplicate IPv6 address the first one found is valid and other ones on other units report dad failed.

Furthermore you cannot delete these addresses fully from the Web ui. You might delete from the IPv6 stack, but an failure on
delete leaves them in the /etc/conf.d/net file which restores them on reboot.

ip6del command will delete them from the file.

You can detect duplicate addresses by ip addr show eth# and look for addresses with status dadfailed
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IPv6 static routes

Note: info regarding IPv4 static routes is futher above in a separate section

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won’t be accepted.

Software updates associated with IPv6 static routes
v5.7.3

¥ Updated IPv6 networking support to more closely match IPv4 networking. Added additional routing tables per
network port with individual IPv6 default gateways. Static IPv6 routes can be applied per network port.

» Note: As of at least software update version 5.2.1, IPv6 static routes are only available for the configured main
default gateway port only, (not available for the other network ports).

v5.2.0

Software update version 5.2.0 added basic static IPv6 routing capability by allowing manual configuration of IPv6
routes via CLI commands (not yet available via the web browser, as of at least version 5.2.1)

Note: an example of each command is below the table

IPv6 (versions 5.2.0 and above)

routesé | Displays the current IPV6 routing table(s).

rtéadd Adds an IPv6 static route.

rtédel Deletes an IPv6 static route.

rtéget Displays the configured IPv6 static routes.

» routes6: Displays the current IPv6 routing table(s)
Usage: rtéadd <nwcidr> <rtaddr>
nwcidr: Network IPv6 CIDR, ie. 2000::/64
rtaddr: Router IPv6 address, ie. 2001::1

e rt6get: Displays the configured IPv6 routes.
e rt6add: Adds an IPv6 static route.

e rt6del: Deletes IPv6 static route

Where:
e <nwcidr> is the IPv6 address (CIDR) for the main default gateway.

o <rtaddr> is the IPv6 address for the router
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Troubleshooting customer’s routes/static routes

NOTICE: IPv6 configurations require the applicable ethernet interfaces be actively attached to an IPv6
netwok while configuring. Otherwise the config changes won'’t be accepted.

» Request a topographical diagram of the customer’s network.

¥ Software update version 5.2.0 added basic static IPv6 routing capability by allowing manual configuration of IPv6
routes via CLI commands (not yet in web browser)

¥ (Mantis cases 3115 and 3118) Software update version 5.3.0 broke static routing functionality. Routes are still
configurable, but don’t work. Fixed in version 5.3.1.

Configuration of IPv6 static routes
D) Classic Interface web browser:
Network -> General Setup page, General tab (or via CLI interface)
“Static Routes” table in this tab: Used to define networks on other side of routers that are attached to any or all of the
Ethernet ports (but are not available through the default gateway). “Network address” will likely end in 0’s (don’t include

the / and bits to define the subnet mask. These are entered with just the number in the “Prefix field”. Enter the router’s IP
address in the “Router Address” field.

In the example screenshot below, Eth 0 happens to have a router at 10.2.100.1 that is also attached to a 192.168.1.x
network. And, it's desired for network traffic to be broadcasted to this other subnet.

Network Bits Equivalent Netmask Network Bits Equivalent Netmask
30 255255 255 252 18 2552551920
29 255.256.255.248 17 255.255.128.0
28 255255255240 16 255.255.0.0
27 255256265224 15 265.254.00
26 255255255192 14 255.252.0.0
25 255.255 255 128 13 25524800
24 255.255.255.0 12 2565.240.0.0
23 255.255.254 0 1" 25522400
22 255.255.252.0 10 255.192.0.0
21 255.255.248.0 9 255.128.0.0
20 2552552400 8 255000
19 255.265.224 0

Tl A A Sl ot b b

Static Routes

Interface Verlsion Network Address Prefix Router Address | Delete
‘ ethd ‘ IPv4 |'|92'IBB'I o |24 |'ID2'IDI]'I | O
| etho |iPva ] ] | O
om0 e ool G
| oo [iPvav]| b | O
‘ eth0 ‘IPV4V| |D | | O

Note (as of 3/28/13) about IPv6 Static Routes: IPv4 Static Routes are supported. IPv6 Static Routes are not currently
supported (Refer to Mantis case 1936/1937 http://cvsmantis.int.orolia.com/mantis/view.php?id=1937 ). The drop-downs
only allow IPv4 to be selected (this is beyond just adding a new value to the drop-down.

Email from Dave Sohn regarding the intentions to add IPv6 Static Routes (28 March 2013) In my response to the issues presented
by Roots | presented the resolution of some issues and feature requests. IPv6 gateway support fix was included, but IPv6 routing was
not. IPv6 routing requires sone extensive development similar to getting the multiple interface IPv4 routing to work we did a few years
ago. It is in our sustaining plan to add this, but is dependent on resources, which are allocated elsewhere at this time. | hope to get
something into our end of Q3 or Q4 release, but that is still dependent on resource availability.
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Issues/software changes associated with IPv6 static routes
¥» Refer also to “Issues with IPv4/IPv6 Static routes” further above in the “IPv4 static routes” section
Email from Paul M (1 Mar 17) from case 25398 Note some work was done on Release 5.4.5 to correct issues like this Ron commented
in SSS-49 below. The issue is that there was problems with handling these addresses in earlier versions that was fixed in 5.4.5, YOU
CAN USE THE COMMAND LINE TO FIX THESE issues as indicated below.
IPv6 address when duplicate cannot be deleted and IPv6 main gateway does not display or cannot set.
Since they are running 5.4.1 the text below from SSS-49 may apply.
There are general IPv6 from web ui configuration and display issues.
1. IPv6 main gateway cannot be seen or set.
2. IPv6 gateway / route setup does not work for some customers so they can't setup routing.
3. If the user enters duplicate IPv6 address the first one found is valid and other ones on other units report dad failed. Furthermore
you cannot delete these addresses fully from the Web ui. You might delete from the IPv6 stack, but an failure on delete leaves them in
the /etc/conf.d/net file which restores them on reboot.
ip6del command will delete them from the file.

You can detect duplicate addresses by ip addr show eth# and look for addresses with status dadfailed
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**Network troubleshooting in SecureSync (tcpdump, ping, arp, traceroute/tracepath, etc)

» Refer to Mantis case 1583 for more details.

TCPdump (wireshark for Linux)
» TCPdump is a command line packet capture tool (these captures can be opened with wireshark)

Note: includes the ability to delete tcpdump via web browser, if desired. See additional info below.
Software version changes associated with tcpdump
Location of TCPdump in the system

» tcpd (tcpdump) is in the home/spectracom/usr/sbin directory

Disabling TCPDump (if desired)

Note: If tcdump responds with a password (as shown below) tcpdump has been disabled (and cant be re-enabled
without performing a full update/restore to default)

@ spadmin@Spectracom:~

TCPdump can be disabled in the bottom-left corner of the Management -> Network pages via a slider switch (under
“Network Services”). Once deleted, it can only be brought back with a “restore to factory defaults” update (It's not restored
just by performing a “clean” or by updating the software to a newer version). See additional info below.

Re-enabling tcpdump once its been “disabled” in the system

To begin, tcpdump is available for use, by factory default, in SecureSync software versions 5.2.1 and above. Tcpdump
remains available for use until its “permanently” disabled via the “tcpdump” slider switch in the Management -> Network
page of the browser. Unlike other Services which can be disabled/re-enabled as desired, for security purposes, tcpdump
availability is removed from the system once its been changed to disabled. Once the tcpdump slider switch has been
moved, this service is no longer available until a “Clean Upgrade” (not just a “clean” command) has been performed.

To restore tcpdump once its been disabled, perform a “Clean Upgrade”, Note this will reset all of the unit’'s configurations
back to the factory default settings for the version of software being applied during this process (the same version of
software can be re-applied to keep it the same version, as desired).

The start of this process is similar to performing a standard software update to the latest version. But after
selecting/uploading the software update bundle into the SecureSync, instead of just selecting the “Perform Upgrade”
checkbox, both the “Force Update” and “Clean Upgrade” checkboxes also need to be selected, as well (as shown below).
Then press Submit.
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Upgrade System Software

Perform Upgrade

ipgrade (Used to upgrade {0 cut

Once the “Clean Upgrade” process has been completed, the unit can then be reconfigured as desired and TCPdump will be
available for use again (until the slider bar for TCPdump is changed to disabled again).

Attached for your reference is a copy of the standard software update instructions for version 5,4,1. To apply the version
5.4.1 software (either to keep it at version 5.4.1 or to upgrade it to version 5.4.1 from as earlier version, as we always
recommend having the latest version of software installed), the version 5.4.1 software update bundle can be downloaded
from our website. Here is the link to download the version 5.4.1 update bundle and upgrade instructions:
http://spectracom.com/support/securesync-and-netclock-9400-support (scroll down to the “Software” section).

Follow the update instructions up to the point where it indicates to select “Perform Upgrade”, but then ALSO select the
other two checkboxes referenced above (both the “Force Update” and “Clean Upgrade” checkboxes). Then press Submit

Configuration of whether TCPdump has been removed from the system
» The setting of whether TCPDump has been removed is in the remove.conf file (located in the /config file)
¢ If not yet removed, this file will be empty
e |f TCPDump has been removed, this file will contain: “usr/sbin/tcpdump”

Ability for a “user” to install tcpdump into SecureSync to be able to capture network traffic (i.e. if an admin has
already removed tcpdump for security reasons)

Per Paul Myers (7 jul 15) You can’t get access to underlying features using spadmin owned tcpdump (note from Keith- Paul had a
co-op remove TCPDump using the slider switch and then brought it back into the system using spadmin. This shows a user
can’t simply install tcpdump and start using it with just admin rights (must use the default tcpdump or be logged in as a root

to use a different tcpdump.

E BN Telnet 10.10.128.62 b
a

Linux 3.18.11-gentoo <(Spectracom) ¢1>

Bpectracom login: spadmin

Passuword:

Spectracom SecureSync Uersion 5.2.1

spadmin@Spectracom 1s

MasterpiecePtpStack tk.conf
tkZ.conf

I = T .

5

ptpconfig_test.conf
Filicert..cspr tocpdump

spadmin@Spectracom Atepdump

tcpdump: ethB: ¥You don’t have permission to capture on that device
Bll<zocket: Operation not permitted>

Al radnin@Spectracom 1z —al tcpdump

Network “Access Control” and ability to run TCPdump
» TCPdump requires access to a command prompt (Telnet or SSH) in order to run.

¥ If Network “Access Control” has been established (limiting access to Services by IP addresses) and a user on a PC
that is not on the Access list tries to “sniff” the network, they won’t be able to connect with telent or ssh in order to
run tcpdump.
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Email from Keith to a customer (8 July 2015) Sniffing the network traffic requires a unique tool be installed on the machine (TCPdump
for Linux or a program such as wireshark for Windows). Prior to version 5.2.0 software in SecureSync, none of these type programs
were available on SecureSync. But TCPdump was added to SecureSync in version 5.2.0 for customers that want to be able to view the
raw SecureSync packets from within the SecureSync.

For customers that don’t want TCPDump to be available (note it can only be run from the CLI command prompt and can’t be run from the
web browser) it can be disabled from the Management -> Network page of the browser (there is a slider switch for it on the left side).
Once it's been disabled by a user, even performing a “clean” or updating the software to a newer version will enable it again (the other
slider switches for each of the other Services listed on this page can be disabled and re-enabled whenever desired). The only way to re-
enable tcpdump once it's been disabled is to perform a “restore to factory default settings”. Once it's been disabled, it can’t be run from
any network port, even if the Access Control list remains empty.

In order to run this utility (as long as it hasn’t been disabled yet), a user logs into Telnet or SSH to establish a command line interface with
the SecureSync. In order to connect via either telnet or SSH, a user account and password has to be known. With no IP addresses in the
Network Access Control list, a user can try to connect to telnet or ssh and will get a login prompt. If they know a valid username and
password, they can connect and run tcpdump. But if the Access Control List is used to limit access to all Services, and someone tries to
connect to the CLI from a machine that isn’t allowed in this Access list, they will not even be able to get to the telnet or SSH login screen.
Even if they have a valid username and password, they won’t be able to connect to any of the Services (telnet, SSH, FTP, web browser,
etc). Since they won't be able to reach any of the Services to even attempt to connect, they can’t run tcpdump or any other utility that can
be used to sniff the network packets. If the machine’s address isn’t in the access list to allow it, they can only sync their PC with NTP time
stamps.

In summary, the Access list blocks access to the ability for all unauthorized machines to be able to open a command prompt, which is
needed to run the tcpdump program that is used to sniff the network (“not authorized” IP addresses can only obtain NTP time stamps for
network time synchronization - note that even this capability can be blocked if desired, because NTP has its own access control
available, as well).

Using TCPdump
Need to use a mirrored port (port mirroring) on switches
» Applicable to unicast packets only (not applicable to multicast)
¥ Switches direct traffic to the appropriate port only, so packets not meant for other ports aren’t router to that port

» Won't be able to capture packets unless on the same port or traffic is also directed to another port as well (this is
port mirroring)

» Some, but not all switches support port mirroring.

Desire to use TCPdump to capture PTP traffic
» TCPdump can be used to capture PTP traffic that is on the same network as ethO, ethl, eth2 or eth3.

» TCPdump cannot be used to capture PTP traffic if the PTP Master and PTP Slaves are on their own dedicated
network.

Email from Keith (9 Sept 16) As the PTP cards and the SecureSync's Ethernet ports are internally not on the same network, and as
both the PTP Master and slaves need to be involved in the capture, you can’t just loop a PTP connection over to any of the standard
network ports to perform a capture.

The only way to use the SecureSync to perform a PTP packet capture is to connect one of its standard Ethernet interfaces (ethO - eth3)
to a mirrored port on the switch (making one of the SecureSync’ Ethernet interfaces act like a PC on the same switch). Then run
tcpdump in the SecureSync's CLI interface by typing: sudo tcpdump <enter>.

Refer to tcpdump info online on how to use this program: sites such as http://www.tcpdump.org/tcpdump_man.html or
https://danielmiessler.com/study/tcpdump/

For example, tcpdump —i eth1 will capture the traffic on eth1 (instead of the default port of eth0).

To capture just PTP packets on Eth0: tcpdump port 319 and 320
To capture just PTP packets on Eth1: tcpdump —i ethl port 319 and 320
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To capture all traffic to a File sudo tcpdump -w securesync .pcap
Note the file is created/stored in the home/spectracom directory (FTP it out from this directory).

Control + ¢ stops the capture.

Running/using tcpdump
Notes:
1) use CTRL + C to stop a capture in progress

2) If the tcdump command responds with a password (as shown below) tcpdump has been disabled in the
time sever (and can’t be re-enabled without performing a full upgrade/restore to factory default)

‘@ spadmin@Spectracom:~

CLI Command:
1. Versions 5.4.5 and above:
» tcpdump (No need to issue sudo to run it)
» Tcpdump can only be run from a command prompt (telnet or ssh). It cannot be run from the web browser

Note: tcpdump is not in helpcli.
» Refer to normal tcpdump info on how to use this program- sites such as
http://www.tcpdump.org/tcpdump _man.html or https://danielmiessler.com/study/tcpdump/

Login as spadmin and type:

tcpdump <enter>

Ethernet interface data is captured on (eth0 is the default)

Unless one or more ports are specified, the default is to listen on EthO only. To listen on a port other than ethO, after
tcpdump type —i (lower case, like in india) followed by eth1 eth2 or eth3

Examples
To capture data on specific (or all) Ethernet interfaces
Note-omit the word “sudo” in all the below commands for software versions 5.4.5 AND ABOVE

e To capture traffic on eth1 instead of eth0: tcpdump —i eth1
e To capture traffic on more than one interface (such as eth0 and eth1: \ tcpdump —i eth0 —i eth

e To capture traffic on all interfaces (eth0 thru eith 3): tcpdump —i any
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To capture specific data type of packets (such as Radius packets only, shmp only)

Note-omit the word “sudo” in all the below commands for software versions 5.4.5 AND ABOVE

e NTPon eth0: tcpdump port 123 (no need to define interface as eth0 is default)

e Radius on eth0: tcpdump port 1812 and 1813 (no need to define interface as eth0 is default)
e LDAP oneth0: tcpdump port 389 and 636 (no need to define interface as eth0 is default)

e Syslog on eth0: tcpdump port 514 (no need to define interface as eth0 is default)

e PTP oneth0: tcpdump ports 319 and 320 (no need to define interface as eth0 is default)

e SNMP Traps sent to any Ethernet interface: sudo tcpdump port 162 -i any

To stop a capture and exit tcpdump Use: Control + C
To highlight specific words, type: sudo tcpdump | grep xxxxx

To be able to scroll through packets: sudo tcpdump | less
Then: Press “/” followed by letter(s) to highlight the letters in all of the packets

(press Q to exit out of the view)

Options
Note-omit the word “sudo” in all the below commands for software versions 5.4.5 AND ABOVE

1) Basic communication // see the basics without many options sudo tcpdump —nS <enter>

2) Basic communication (very verbose) // see a good amount of traffic, with verbosity and no name help :
sudo tcpdump —nnvvS <enter>

3) A deeper look at the traffic // adds -X for payload but doesn’t grab any more of the packet

sudo tcpdump —-nnvvXS <enter>

4) Heavy packet viewing // the final “s” increases the snaplength, grabbing the whole packet

sudo tcpdump -nnvvXSs 1514 <enter>

There are three main types of expression: type, dir, and proto.

Note: omit the word “sudo” in all the below commands for software versions 5.4.5 AND ABOVE

Type options are host, net, and port. Direction is indicated by dir, and there you can have src, dst, src or dst, and src and
dst. Here are a few that you should definitely be comfortable with:
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host // look for traffic based on IP address (also works with hostname if you’re not using -n)

sudo tcpdump host 1.2.3.4

src, dst // find traffic from only a source or destination (eliminates one side of a host conversation)

sudo tcpdump src 2.3.4.5
sudo tcpdump dst 3.4.5.6

e net // capture an entire network using CIDR notation

sudo tcpdump net 1.2.3.0/24

e proto // (works for tcp, udp, and icmp). Note that you don’t have to type proto
sudo tcpdump tcp
sudo tcpdump udp

sudo tcpdump i

port // see only traffic to or from a certain port

sudo tcpdump port xxx

(whe re is the desired port number to listen for)

o src, dst port // filter based on the source or destination port

sudo tcpdump src port 1025 # tcpdump dst port 389

e src/dst, port, protocol // combine all three

sudo tcpdump src port 1025 and tcp
sudo tcpdump udp and src port 53

e You also have the option to filter by a range of ports instead of declaring them individually, and to only
see packets that are above or below a certain size.

SYNOPSIS
tcpdump [ -AbdDefhHIJKILNNOpgRStuUvxX# ] [ -B buffer_size ]

[-c count]
[ -C file_size ] [ -G rotate_seconds ] [ -F file ]
[ -i interface ] [ -j tstamp_type ] [ -m module ] [ -M secret ]

[ --number ][ -Q injout|inout ]
[-rfile][-Vfile][-s snaplen][-T type][-w file]

[ -W filecount ]
[ -E spi@ipaddr algo:secret,... ]
[ -y datalinktype ] [ -z postrotate-command ] [ -Z user ]

[ --time-stamp-precision=tstamp_precision ]
[ --immediate-mode ] [ --version ]
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[ expression ]

Options
Below are a few options (with examples)

First off, | like to add a few options to the tcpdump command itself, depending on what I'm looking at. The first of these is -
n, which requests that names are not resolved, resulting in the IPs themselves always being displayed. The second is -X,
which displays both hex and ascii content within the packet. The final one is -S, which changes the display of sequence
numbers to absolute rather than relative. The idea there is that you can’t see weirdness in the sequence numbers if they're
being hidden from you. Remember, the advantage of using tcpdump vs. another tool is getting manual interaction with the
packets.

It's also important to note that tcpdump only takes the first 68 96 bytes of data from a packet by default. If you would like to
look at more, add the -s number option to the mix, where number is the number of bytes you want to capture. | recommend
using 0 (zero) for a snaplength, which gets everything. Here’s a short list of the options | use most:

¥ -iany: Listen on all interfaces just to see if you're seeing any traffic.

¥ -n:Don’t resolve hostnames.

» -nn: Don’t resolve hostnames or port names.

¥ -X:Show the packet’s contents in both hex and ASCII.

» -XX:Same as -X, but also shows the ethernet header.

¥ -v, -wv, -wvV : Increase the amount of packet information you get back.

» -c:Only get x number of packets and then stop.

» -s: Define the snaplength (size) of the capture in bytes. Use -s0 to get everything, unless you are intentionally
capturing less.

¥ -S: Print absolute sequence numbers.
» -e: Getthe ethernet header as well.
¥ -q: Show less protocol information.

» -E : Decrypt IPSEC traffic by providing an encryption key.

e Port Ranges // see traffic to any port in a range
tcpdump portrange 21-23

o Packet Size Filter // only see packets below or above a certain size (in bytes)
tcpdump less 32
tcpdump greater 128

[You can use the symbols for less than, greater than, and less than or equal / greater than or equal signs as well. ]
/I filtering for size using symbols

tcpdump > 32

tcpdump <= 128

Writing to a File

¥ tcpdump allows you to send what you’re capturing to a file for later use using the -w option, and then to read it back
using the -r option. This is an excellent way to capture raw traffic and then run it through various tools later.

The traffic captured in this way is stored in tcpdump format, which is pretty much universal in the network analysis
space. This means it can be read in by all sorts of tools, including Wireshark, Snort, etc.

Capture all traffic to a File
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Note-omit the word “sudo” in all the below commands for software versions 5.4.5 AND ABOVE

¥ The file is created/stored in the home/spectracom directory.

sudo tcpdump -w securesync .pcap

Note: securesync.pcap below is an arbitrary file name used as an example (Can name the file as desired).

Then, at some point in the future, you can then read the traffic back in like so:

Read Captured Traffic back into tcpdump
sudo tcpdump -r secureSync.pcap

Log entries associated with tcpdump
Auth.log

¥ No auth log entries are asserted when starting tcpdump normally.

Trying to start tcpdump using “su” instead of “sudo” (or just typing “tcpdump” by itself)
» Note the correct command to start tcpdump is “sudo tcpdump”

su[8096]: pam_unix(su:auth): authentication failure; logname=spadmin uid=1002 euid=0 tty=/dev/pts/2 ruser=spadmin rhost=
user=tcpdump
su[8096]: FAILED su for tcpdump by spadmin su[8096]: - /dev/pts/2 spadmin:tcpdump

System log
Two entries asserted when logging into the classic interface browser with versions 5.2.0 and above.

Aug 3 15:10:57 custservicel76 custservicel76: [spadmin] ERROR (2) - Error SEC_GetGroup (username[0,1]=quagga) (WEB)
Aug 3 15:10:57 custservicel76 custservicel76: [spadmin] ERROR (2) - Error SEC_GetGroup (usernamel[l1,2]=tcpdump) (WEB)

Example email Keith sent (reference Case 286924) for performing PTP packet captures on both a PTP Masdter and
PTP Slave

Though I have been working on/off with Dave Sohn and our Apps team, | have formally escalated this case to
our Apps engineers. Looking back at your provided screenshots, | am circling back with them about the PTP
statistics reports from the browser. They are reporting "missing packets". I'm working with them for more
details on this column.

They and | both agree that the likely solution to this condition is via a PTP packet capture. Would it be possible
for you to send us at least one packet capture file from the PTP Master, and another file from the PTP Slave, with
the captures running simultaneously)

One method to capture the PTP packets being sent/received is by using Wireshark on a networked device
between the two units (such as a Windows PC). However, likely even easier, the SecureSyncs have tcpdump
installed (by factory default). Unless tcpdump has been already disabled by a user, tcpdump captures can be
performed using the CLI interface (via an SSH session).

PTP packets are on ports 319 and 320. The PTP captures can be limited to just these two ports. Tcpdump packet
captures default to interface ethO, unless another/other interfaces is/are specified. A tcpdump file can be created
inside the SecureSync and then exported out/uploaded to us using the same fileshare site as used to send us log
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bundles, if desired.

The general CLI command to perform tcpdump captures after first Logging into SSH as spadmin is tcpdump
<enter>

To capture all traffic to an internal File stored in the SecureSync, first type tcpdump -w securesync.pcap (This

creates a file named securesync.pcap)
Note the file is created/stored in the home/spectracom directory (SFTP it out from this directory).

Please send us packet capture files running at about the same time/ for about the same length of time (a couple
minutes) on both units, for both PTP ports 319 and 320. Make sure to select the correct ethernet interface (eth 0
or eth1) on both captures, for the port sending/receiving the packets on that unit. For eth0, no interface number
needs to be defined in the tcpdump command. For ethl, ethl can be specified as follows: tcpdump —i eth1

To capture all ptp messages sent/received on eth0 for instance, type: tcpdump ports 319 and 320

To capture all ptp messages sent/received on ethl for instance, type: tcpdump ports 319 and 320 —i eth1

To stop a capture and exit tcpdump Use: Control + C

Note: tcpdump is not in helpcli.

o Refer to normal tcpdump info on how to use this program- sites such as
http://www.tcpdump.org/tcpdump_man.html or https://danielmiessler.com/study/tcpdump/

Available CLI commands for troubleshooting network issues (ping, traceroute, dig, etc)

Starting in SecureSync software version 4.8.0, customers will be able to troubleshoot network issues from within
SecureSync (instead of just external to the SecureSync). There are several tools being added to provide standard Linux
commands for troubleshooting the network traffic. These commands are only available in the CLI port (not on the web
browser) and are intended for experienced users only.

The added commands are:

Ping, ifconfig, arp, rarp, route, netstat, domainname, dig, host, nslookup, traceroute

To use these commands, login with any CLI connection (Serial port, telnet or ssh). Then, type these commands at the
command prompt.

Note: Pressing CTRL / C can be used to end the command (for commands like ping which will keep going until CTRL and
C are pressed together)

Ping
» type ping followed by IP address of the other device you wish to ping)

Function: Can ping another network device FROM the NTP server. Note that it will continue to ping until press CTRL / C.
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Routes/Routing tables for the network ports

Note: Software update version 5.2.0 added basic static IPv6 routing capability by allowing manual configuration of IPv6
routes via CLI commands (not yet in browser)

» Refer also to routing tables further below in the network section of this document

> Route: (just type “route”)

Function: manipulates the kernel's IP routing tables. Its primary use is to set up static routes to specific hosts or networks
via an interface after it has been configured with the ifconfig program.

Note: Can VIEW routing tables, but not CONFIGURE via CLI

[spadminBSpectracom ™15 route

Kernel IP r»outing tahle

Destination Gateway Genmask Flags Metric Ref
* u a a

255255,

18.2.1.1 g.8.8.8 uG a a
[spadmin@Spectracom ~1% route
Hernel IP routing tahle
Destination Gateway Genmazk Flags Metric Ref

* 255255, u a

18.2.1.1 A.8.8.8 uG a
[spadmin@Spectracom ~1%
[spadmin@Spectracom ~1%
[spadmin@Spectracom ~15 route
Kernel IP routing tahle
Destination Gateway Genmask Flags Metric Ref
18.2.0.8 * 255 255, 1] a
default 18.2.1.1 8.8.8.8 uG a
[spadminESpectracom 1%

Main default routing table: ip route list table main <enter>

[zpadmin@Spectracom 1% ip route list table main

18.2.8.8-16 dev ethd proto kernel =scope link s=rc 18.2.1608.208
18.2.8.8-16 dev ethd proto kernel =scope link s=src 18.2.108.94
default via 18_.2.1_1 dev ethi@d

[spadmin@Spectracom ™15

SRC= assigned IP address for that particular Ethernet interface

EthO routing table: ip route list table t0 <enter>

N P N

[EpadminEEpect;'ac-ml;l “1% ip route list tahle tA
10.2_A.0-16 dev ethd scope link =rc 180.2.108_.20

defaunlt via 18.2.1.1 dev ethHd
[epadmin@Spectracom 1%

Eth1 routing table: ip route list table t1 <enter>
Eth2 routing table: ip route list table t2 <enter>

Eth3 routing table: ip route list table t3 <enter>

pg. 359



tracepath and traceroute commands

» The command used to be “traceroute”. Has since been changed to “tracepath” in at least v5.4.1 (traceroute is no
longer a valid command. Not sure in which software update this change occurred).

Function: Shows the path a packet of information takes from your computer to one you specify. It will list all the routers
it passes through until it reaches its destination, or fails to and is discarded. In addition to this, it will tell you
how long each 'hop' from router to router takes

A) Traceroute

» Note: it appears tracepath may no longer work in at least 5.8.2 (if not earlier, also)

o IPv4 or IPv6: Type “traceroute followed by the destination address.

» This command works for both IPv4 or IPv6 (the -4 or -6 switch can be added to force one or the other, but this isn’t
necessary).

traceroute to 189.2.1860.35 (168.2.1680.35>,. 38 hops max,. 48 hyte packets
1 18.2.18@_35 {1@0.2.1880.35%> 1.27% me B.326 mz B.268 ns

[epadminESpectracom ™1%

traceroute using a specified port number (such as port 123)

» Switch “-p” allows a desired port number to be specified

traceroute -p 123 time.spectracomcorp.com As shown below, verify the last value is 74.112.39.70 followed by
‘reached” at the end of the line:

What is the “Reach” value for “nytime” (its row) in this ntpq -q response? Note it should be “377” if it can get receive good NTP
packets from nytime (such as what is being reported in the second row of the screenshot above). Ifit's a “0”, this SecureSync is
not getting any NTP packets from nytime, or the NTP packets are indicating nytime is not in sync/Stratum1

The response to this command should list nytime’s IP address/DNS host name in the first column. First try pinging this value
(exactly as shown in the ntpq -p response) from the command prompt to ensure there is a response from nytime to this
SecureSync.

Then at its command prompt, type the following: traceroute -p 123 time.spectracomcorp.com As shown below, verify the last
value is 63.138.60.57 (note this IP address may vary) followed by “reached” at the end of the line:
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Repeat this same command above, but replace “time.spectracomcorp.com” (at the end of the command) with the exact
IP/hostname for “nytime” (As reported in the ntpq -p response). The last value in this response should be the IP address of
“nytime” (instead of 74.112.39.70) followed by “reached” at the end of the line (assuming nytime is routable from dentime and
that port 123 is open all the way through).

B) Tracepath (for some versions of software prior to 5.8.1ish)

Note: can specify a particular port (such as port 123) to confirm its open all the way through (more info on this further
below) Example tracepath -p 123 time.spectracomcorp.com (IP address of 63.138.60.57)

Function: From tracepath man page:“It traces path to destination discovering MTU along this path. It uses UDP

port port or some random port. It is similar to traceroute, only does not require superuser privileges and has
no fancy options.”

o IPv4: Type “tracepath followed by the destination address.

o IPv6: Type “tracepath®6 followed by the destination address.

Note: it appears tracepath may no longer work in at least 5.8.2 (if not earlier, also)

tracepath using a specified port number (such as port 123)

» Switch “-p” allows a desired port number to be specified

tracepath -p 123 time.spectracomcorp.com As shown below, verify the last value is 74.112.39.70
followed by “reached” at the end of the line:

What is the “Reach” value for “nytime” (its row) in this ntpq -q response? Note it should be “377” if it can get receive good NTP
packets from nytime (such as what is being reported in the second row of the screenshot above). Ifit's a “0”, this SecureSync is
not getting any NTP packets from nytime, or the NTP packets are indicating nytime is not in sync/Stratum1

The response to this command should list nytime’s IP address/DNS host name in the first column. First try pinging this value

(exactly as shown in the ntpq -p response) from the command prompt to ensure there is a response from nytime to this
SecureSync.

Then at its command prompt, type the following: tracepath -p 123 time.spectracomcorp.com As shown below, verify the last
value is 63.138.60.57 (note this IP address may vary) followed by “reached” at the end of the line:
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Repeat this same command above, but replace “time.spectracomcorp.com” (at the end of the command) with the exact
IP/hostname for “nytime” (As reported in the ntpq -p response). The last value in this response should be the IP address of
“nytime” (instead of 74.112.39.70) followed by “reached” at the end of the line (assuming nytime is routable from dentime and
that port 123 is open all the way through).
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Dig: (Domain Information Groper)
Note (24 Jan KW) Appears dig may have removed (or disabled for spadmin)
> type “dig” followed by address

Function: a flexible tool for interrogating DNS name servers. It performs DNS lookups and displays the answers that are
returned from the name server(s) that were queried.

1 18.2.18@.35 {1@8.2.188.35> 1.275 ms B.326 ms B.268 ns
spadmin@8pectracom ~15 dig 18.2.180.35

<L DiG 9.4.1-P1 <<>> 18.2.188.35

global options: printcemd

Got answer:

—>>HEADER<<— opcode: QUERY. status: NADOMAIN. id: 278479

flags: gr rd ra; QUERY: 1, AWNSWER: B, AUTHORITY: 1. ADDITIONAL: @

QUESTION SECTION:
A.2.180.35. IN

5 AUTHORITY SECTION:

= un

a.root—servers.net. nstld.verisi

688 IN S0A
n—grs.com. 26012042081 1808 980 6A4860 86488

Query time: 1280 msec
SERUER: 18_1_1_38#53{18.1_1_3@>
WUHEN: Fri Apr 28 18:29:31 26812
MEG SIZE rcud: 184

zpadmin@Epectracom ™1
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netstat and ss commands:

» Refer to “netstat” section in the Custserviceassist doc: ..\CustomerServiceAssistance.pdf

» Function: Shows network connections, routing tables, network status

https://www.tecmint.com/find-open-ports-in-linux/

To list all open ports or currently running ports including TCP and UDP in Linux, we will use netstat, is a
powerful tool for monitaring network connections and statistics.

List All Network Ports Using Netstat Command

§ netstat -1lntu
Proto Recv-Q Send-Q ] Foreign Add:
o 0 0.0. H 0.0.0.0:%
0.0.0.0:% LISTEN
0.0.0.0:% LISTEN
LISTEN
LISTEN
LISTEN

Where,

= 1| - prints only listening sockets
m |-n|- shows port number

m |-t/ - enables listing of tcp ports

» [-u| - enables listing of udp ports

> just type “netstat”’, or can optionally add various combinations of swithches (list together)

¥ For more parameters and info, refer to: http://en.wikipedia.org/wiki/Netstat and https://www.tecmint.com/20-netstat-
commands-for-linux-network-management/

ss =Intu command
» refer to L https://www.tecmint.com/find-open-ports-in-linux)

You can also use ss command, a well known useful utility for examining sockets in a Linux system. Run
the command below to list all your open TCP and UCP ports:

List All Network Ports Using ss Command

% == -1lntu

Hetid State Recv-{) Send-{
udp TUHCONN

tcp LISTEN

top LISTEN

tep LISTEN

tep LISTEN

tcp LISTEN

tcp LISTEN

Make it a point to read through the man pages of the commands above for more usaqe information.

pg. 364


file://///rocfnp02/idrive/Customer%20Service/1-%20Cust%20Assist%20documents/CustomerServiceAssistance.pdf
https://www.tecmint.com/find-open-ports-in-linux/
http://en.wikipedia.org/wiki/Netstat
https://www.tecmint.com/20-netstat-commands-for-linux-network-management/
https://www.tecmint.com/20-netstat-commands-for-linux-network-management/
https://www.tecmint.com/find-open-ports-in-linux

Loopback interface/logical interface
» Referto SR 6212 in SAP

» Refer to sites such as:
http://www.cisco.com/c/en/us/td/docs/ios/12_2/interface/configuration/quide/finter cl/icflogin.html

Email from Paul Myers (8 Aug 16) They are thinking we are like a CISCO router.
http://www.cisco.com/c/en/us/td/docs/ios/12 2/interface/configuration/quide/finter c/icflogin.html

| don’t think | have an answer at this time as we did not support this. | don’t know if we have an alternative interpretation of how to relate
what we do to this. Are they talking about NTP interface only?

Loopback interface: a software-only, virtual interface that is always up and and allows BGP sessions to stay up, even if
the outbound interface is down,.

From the link above(referring to a Cisco Router):

You can specify a software-only interface called a loopback interface to emulate an interface. Loopback interfaces are
supported on all platforms. A loopback interface is a virtual interface that is always up and allows Border Gateway Protocol
(BGP) and remote source-route bridging (RSRB) sessions to stay up even if the outbound interface is down.

You can use the loopback interface as the termination address for BGP sessions, for RSRB connections, or to establish a
Telnet session from the device's console to its auxiliary port when all other interfaces are down. You can also use a
loopback interface to configure IPX-PPP on asynchronous interfaces. To do so, you must associate an asynchronous
interface with a loopback interface configured to run IPX. In applications in which other routers or access servers attempt to
reach this loopback interface, you should configure a routing protocol to distribute the subnet assigned to the loopback
address.

Packets routed to the loopback interface are rerouted back to the router or access server and processed locally. IP packets
routed out the loopback interface but not destined to the loopback interface are dropped. This means that the loopback
interface serves as the Null O interface also.

Samba software

Samba: "Samba is an Open Source/Free Software suite that provides seamless file and print services to SMB/CIFS
clients." Samba is freely available, unlike other SMB/CIFS implementations, and allows for interoperability between
Linux/Unix servers and Windows-based clients.

Q- | asked Paul M if SecureSyncs/9400s use Samba
A Reply from Paul (5/30/17) regarding SecureSyncs.9400s (as of at least v5.7.0). No the shipping product does NOT use samba.
We can use it for development on the VMs, but shipping SecureSync’s do NOT use this.
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****user accounts and passwords (spadmin, spfactory, root, etc)
Default account passwords

****Default Username/Password
Username: spadmin
Password: admin123

****Eactory account Username/Password
Username: spfactory
Password: (not provided for security reasons)

Viewing all accounts via the CLI interface: /etc and type: getent shadow. Scroll down to the bottom of the
response.

Note: Refer to “Shadow” in the “all products” section at the beginning of this document for deciphering this
response.

Note: Not sure if this command required spfactory login, or can work with admin rights. Also not sure if it works
on 2400 SecureSyncs. Screenshot below is from 1200 SecureSync (hot 2400)

;}? spfactory@Spectracom:/etc

getent ¢
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Accounts
cat /etc/passwd | grep -v nologin | grep /bin/bash

root:x:0:0:root:/root:/bin/bash This entry is for the root user, Linux.
spfactory:x:1000:110::/root:/bin/bash default This entry is for factory default login for Web U/I, CLI, and configuration.
Spui:x:1001:0::/home/spectracom:/bin/bash? This entry is for the user of the Web U/I

spadmin:x:1002:111::/home/spectracom:/bin/bash default This entry is the factory default login for web U/l and CLI
through serial or SSH terminal

Statement from Dave Sohn (Can be sent to customers) 20 Dec 2017

To Whom It May Concern;

The Spectracom Securesync provides remote access through only the spadmin and spfactory default accounts. The spfactory account
password is only available to Spectracom employees for production and support use. However, the spfactory login can be disabled by
the user, if desired.

All other accounts displayed in Linux such as root and spui etc are not accessible for remote access.

Summary table for Accounts (created by a customer and approved by Dave Sohn on 28 Mar 17)

Can it be

Account . Account and removed and
—_— Roles Login method -
Password owner what is the

impact

Password can

be reset / kept
by user

Access via Ethernet It cannot be
spadmin Admin account (browser/CLI) or RS-232  Machine owner Yes/ Yes

(front panel Serial port) FEImEEe

Factory account for . It can be
. Access via Ethernet,
spfactory factory engineer RS.232 Manufacturer only removed. No No/No
logon at factory impact.
spui Web Ul No Access Manufacturer only [ECENINTE 1o No/No
removed
Cannot direct logon
root OS super-user access. Must fls_t login Manufacturer only It cannot be No/No
account as either spadmin or removed

spfactory then “su”

Note: Details for each acount are below
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A) spui account

» Also refer to info/emails in:
..[./EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync/Accounts%20(root%20and%20spui)

» account used internally only for the web browser

¥ must be logged into root to access spui (can’t log directly into spui)

Access to the spui account
MUST be logged into root to access spui (can’t log directly into spui account)
» Refer to Root account login info in the next section below for details on root access

» email in the link above helpS expiain how spui access is blocked for all external connections

Other info about the spui account
shadow file
» located in the home/Spectracom/xfer/config directory (exported in the config bundle file)
» The shadow file shows that the spui user has its password locked. Here is the spui entry in that file:
spui:!:17710:0:99999.7::.

GOUSEDY ’awhQs63mgFuRT . :16897:8:99999:7:
TuvtwSe?FYonFLLI02QRAJFFKpTA:16113:0:99999: '?
iTCSN?FMbQCyR s xpLGmRFMx jUA:=1611 99999:7:
1’5)1(1'1']'»51 IURUULl hl]‘lpH-'iﬁﬁ‘??- =z

Q Is there something we can verify? We don’t have access to shadow.

A (per Ron Aug, 2018) If you save a configuration bundle it will be located in the /home/Spectracom/xfer/config
directory.
The file will be called securesync.conf.

| tested as spadmin and you can issue the following CLI command to see the spui shadow line in the configuration
bundle:

zgrep -a spui:\l: securesync.conf
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B) Root account / Root password (OS super-user account)

» Also refer to info/emails in:
..[./EQUIPMENT/SPECTRACOM%20EQUIPMENT/SecureSync/Accounts%20(root%20and%20spui)

Logging in as root
Remote access to the root account is not available/blocked

o v5.8.1 and below: direct connect to root account via serial cable only (see note belowm indicating this will be
changing in 5.8.2 and above

o vb5.8.2 and above Note email from Ron Dries (16 Aug 2018) before 5.8.2 was released The front panel RS-
232 serial port does currently allow root login (v5.8.1 and below). However, we intend on changing this front
panel functionality in the next SecureSync software update (version 5.8.2) , so that root login won’t be available
with a direct serial connection, either

Per Dave Sohn (20 Dec 17) “...All other accounts displayed in Linux, such as root and spui, etc, are not accessible for remote
access.”

Q Does the root account have interactive logon privileges?
A Keith’s response: NO. Root is for factory use only and you have to attach directly to the processor board inside
the chassis to be able to login as root (cannot connect to root via Ethernet connection).

Q If so, by what mechanism do | change the root password?
A Keith’s response: You cannot delete the root account, but it is not useable unless you gain physical access to
physical connections inside of the SecureSync. You cannot change its password. However, you can delete the
spfactory user from the Management->Authentication page of the browser to meet this goal. We don't login as
root, but login as spfactory and can then use sudo to do ‘root things’.

You must delete/remove the spfactory account to meet this requirement.

Q Why we do not disclose the root password

A Email from Paul Myers to Wade Sober (8 July 2013) We do not give out the Root password because we
do not want configuration changes made to the product, as they can destroy the software stability or
installation.

Note about root account

Much earlier Email from Mike Sander:The only way to get at the “root” account is log-in as another user, then switch to
root. There is no way to log on directly as “root”, not through the serial port and certainly not remotely.

Once the user changes the spadmin password, there is no way for anyone to use the root password without also knowing a
password created by the customer.

Our position is that root is not an account, in the sense that it does not provide access to the system.

Keith’s response to customer

To begin, root is not an available login account, because there is no way to directly login to the appliance with a root account. The
highest login account is the default “spadmin” account. The root account is barred from being a login account on all ports,
including the Ethernet interface and the front panel interfaces (keypad and SERIAL port).

Root can only be accessed through another login account, such as the default “spadmin” account or a user account that has
been created. Once a user changes the default spadmin password (as is highly recommended, since the spadmin password is a
published value), there is no way to access root without knowing the new spadmin account passwords (or one of the user
account passwords), even if someone was to know what the root password happens to be.

Another Email Keith sent: Though it’s not possible to directly deactivate the root account directly, it is possible to remove
access to it. Access to the root account is only available via either the factory default “spfactory” account or another user
account (Access to root is only available after logging into a user account and then switching to root). The spfactory account can
be removed, if desired, thereby removing access to the root account via the spfactory account. Once the spfactory account has
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been removed, and the spadmin account password has been changed from the default value (as is highly recommended, since
the spadmin password is a published value), access to root is no longer available.

The “spfactory” account can be deleted as desired, thereby removing all access to the root account from that point forward
(unless a restore to factory defaults is performed using the software update process- not just by performing a standard “clean” of
the configurations).

To remove the default spfactory account (inhibiting access to the root account)

¥ Refer to the “spfactory account” info in the next section below.

Must be logged into the root account first, to have access to the the spui account (cannot log directly into spui)

Note: details/email exchanges below were with Ron Dries for WAPA (~July/Aug 2018)

» Inthe PAM config files, we use pam_securetty.so to ensure that the root account cannot be logged into.There is a
config file in SecureSyncs called securetty (as in “secure tty”) which lists the terminals that root is allowed to login
to.

Q As mentioned before, when we look at the output of the local “passwd” file indicates that a Shell is available to them so
that makes it appear as though we can login into them. For compliance purposes, we need to be able to provide
evidence. Since we cannot change the password on root and spui, we need to be able to either prove that they cannot be
logged into or show vendor documentation that the passwords were generated pseudo-randomly and are thereby unique to
the device.
We need your assistance to find a command or setting in a local file to prove they cannot be logged into, or some
documentation asserting that the passwords are random and unique.
Reply from Keith (based on info from Ron) In the PAM config files. we use pam_securetty.so to ensure that the root
account cannot be logged into.There is a config file in SecureSyncs called securetty (as in “secure tty”) which lists the
terminals that root is allowed to login to.
In the next SecureSync software version upgrade (note from Keith- Shoud be in 5.8.2) , this will be updated to also not
allow root login from the front panel serial port.
Here is an example of the PAM login config file, with the line that uses this config file highlighted:

cat /etc/pam.d/login

auth include /etc/tacacs_pam.conf

#auth requisite pam_securetty.so

auth required pam_tally.so deny=5 unlock_time=60 per_user

auth requisite pam_nologin.so

auth required pam_env.so

auth sufficient pam_unix.so try_first_pass

auth required pam_deny.so

account required pam_securetty.so

account include /etc/tacacs_pam.conf

account required pam_tally.so

account sufficient pam_unix.so

account required pam_deny.so

session include /etc/tacacs_pam.conf

session required pam_motd.so

session required pam_limits.so

#session optional pam_lastlog.so

session required pam_unix.so

password required pam_unix.so shadow md5

Q What about the spui account? How do we prove that it can’t login. Does the securetty clearly show that root can’t login?
What about spui? | couldn’t find in ssh_config where this is related. If we configure in the /etc/security/access.conf to
deny root and spui tty access would that work or is it ignored by the system?

A (email from Ron) In the /etc/shadow file for spui there is an “I” for spui.

The “I” point means the password is locked and login with a Unix password is disabled.
The root user is the only user that is able to get access to spui.
An empty securetty file will disable root login for any console device. This will be added in the next release.

The ssh_config file has “PermitRootLogin no”.
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C) spfactory account

» Per Dave Sohn (20 Dec 17) The spfactory account password is only available to Spectracom employees for
production and support use. However, the spfactory login can be disabled by the user, if desired.

Function: The spfactory account provides our Engineers with the ability to able to remotely connect and have root

access to the server, if it was necessary for some reason (root privilege is only available by first logging into
the spfactory account). The spfactory account can be safely removed with no detrimental effects (We just

will be no longer able to remote in with root permissions).

Deleting the Spfactory account

¥ This account provides our Engineers with the ability to able to remotely connect and have root access

¥ Once this account has been deleted, it can’t be re-enabled, unless the unit is restored to factory defaults (not just
cleaned or updating the software to a newer version. We can no longer remote in with root permissions.

» There are no other detrimental effects of deleting the spfactory account.

The spfactory account provides our Engineers with the ability to able to remotely connect and have root access to the server, if it

was necessary for some reason (root privilege is only available by first logging into the spfactory account). The spfactory
account can be safely removed with no detrimental effects (We just will be no longer able to remote in with root permissions).

However, once the spfactory account has been deleted, it can’t be re-enabled, unless the unit is “restored to factory defaults”
(not just “cleaned” or the software updated to a newer version).

1. Using the web browser to delete the spfactory account

Note: Once the spfactory account has been deleted, it can’t be re-enabled, unless the unit is “restored to factory
defaults” (not just “cleaned” or the software updated to a newer version).

1)

2)
3)

Login as spadmin or other custom account in the Admin group (custom accounts in the User group don’t
have permissions to delete the spfactory account)

Navigate to the Management -> Authentication page of the browser

Under “Users”, press the Delete button next to spfactory.

E:padmirl -
_

Username

) pra - §

Protection/encryption of local account passwords

» Refer to (in this document): ****/etc/shadow (Linux password file)
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Account Passwords
User accounts / Permissions
Creating new accounts/Editing accounts

As of at least Archive version 4.8.9:

» SecureSync’s user accounts can only be managed (editing user names, changing passwords, etc) via the web
browser (HTTP/HTTPS)

¥ User accounts cannot be created or edited via CLI commands using telnet or SSH.

viewing user accounts

¥» created user accounts and Passwords are stored/viewed in “/etc/shadow” (customers cannot view with spadmin.
Must be logged in as spfactory to view the contents of this file

Rules for usernames (versions 5.1.2 and above, when using the newer browser)
e Length: Can be between 3 and 32 characters long.

e Must start with a lower-case letter.
e All letters must be lower-case.

e Accepts: all letters, numbers, underscores and dashes. It does not accept special characters such as the
following characters ' @ #3$ %" & * ()

» MAX Number of accounts that can be created: Per Ron Dries (21 Oct 2014) he is not aware of any established
limit on the number of user accounts that can be created. There should be no limit.

o Newer browser (versions 5.1.2 and above) Accounts and passwords are managed in the Management ->
Authentication page of the browser. Click on the “+” sign in the upper-right corner to create new user
accounts.

o Classic Interface Accounts and passwords are managed in the Tools -> Users page of the browser

Users can be assigned to be in either the user group or the admin group. Users in the admin group can’t make
configurations changes. Configuration changes can only be made via the Admin account or a user account that is in the
Admin group.

The Tools -> Users page allows password management (in order to edit User accounts, have to be logged in as either
Admin or a user account that is configured to be in the admin).

Permissions
» Group Rights/privileges are exactly the same for both SSH and web browser login
Note: Information below is based on version 5.1.2 (future versions may change this info)

Note: Red text below indicates items that are different for the group as compared to the spadmin account

spadmin account

No limitations
Can manage passwords/user accounts

admin group

No limitations
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Same as spadmin account

user group

I'll start by saying the privileges for user and admin groups are exactly the same whether logging in via the web browser or
connecting via SSH.

The following is the information for the new web browser with version 5.1.2 software installed. The easiest way to see the
differences is to compare the web browser menus for an admin and a user side-by-side. You will then be able to notice

what-eapabilitie